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INTRODUCTION AND DISCLAIMER

1. This proposal, submitted by ETSI, CEN, and CENELEC, is currently under assessment by EISMEA. 

2. This project is currently undergoing evaluation by EISMEA. Any initiation, implementation, or launch of the project is strictly conditional upon receiving a positive decision from EISMEA. No activities related to the execution of the project shall commence prior to such confirmation.

3. Candidates selected as part of the preliminary phase will be duly informed of all developments, decisions, and relevant information pertaining to this evaluation process. Communication will be provided in a timely manner and in accordance with applicable procedures.

4. The proposal covers the full scope of work of ETSI /CEN/CENELEC internal staff and subcontractors. 

5. The present call for expertise covers only subcontracting activities under ETSI's responsibility.





PROJECT FACT SHEET 
STF 714 / [2025-13]

	 Reference Body 
	CYBER / Working Group CYBER EUSR

	EC/EFTA Funding 
	Manpower:                                        1 138 500 €

	
	
Travels (estimated):                               84 000 €

	
	Other costs:                                             5 000 €

	
	
	

	
	Total Budget (estimated):             1 227 500 € 
	

	Project Duration 
	07 months  
	

	WP#
	Task in BC
	Task names
	Amount
	

	WP1: Overall Project Management 
	T0
	T1.1 Overall Project Management 
	0,00 €
	

	
	T1
	T1.2 Legal and Financial Management 
	0,00 €
	

	
	T2
	T1.3 Selection and support of the Rapporteurs and technical project manager 
	0,00 €
	

	WP2: ETSI Comment Resolution, Refinement of drafts, Community engagement, and Dissemination
	T3
	T2.1 Technical Project Management 
	59 950,00 €
	

	
	T4
	T2.2 ETSI Comment Resolution, Refinement of drafts* 
	806 000,00 €
	

	
	T5
	T2.3 ETSI Community Engagement and Dissemination activities*
	273 000,00 €
	




* Tasks T2.2, T2.3 must be completed by the same service provider. The percentage requested for T2.2 and T2.3 must be the same. 
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	PROJECT

	Project name:
	Standardization for Cyber Resilience

	Project acronym: 
	STAN4CR3

	Project Duration
	08 months

	Project Start Date
	2026-03-01

	Fixed start date Justification:
	The work on this project needs to start on March 1st, 2026, to ensure continuity with previous actions and to meet the strict deadline of 30 October 2026 set by the European Commission for the adoption of the standards by the ESOs.

	Coordinator contact:
	Jan Ellsberger, ETSI Director-General
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PROJECT SUMMARY 
	Project summary  

	The STAN4CR3 project aims to reinforce and finalize the standardization activities required by the Cyber Resilience Act (CRA). Building upon the foundations laid by previous grants, this action focuses exclusively on the intensive drafting, comment resolution, and dissemination activities required to deliver the final vertical standards by October 2026.
To maximize efficiency and cost-effectiveness, this project relies on a streamlined structure where two Work Packages (one for ETSI, one for CEN-CENELEC) are driven by subcontracted rapporteurs. 
CEN CENELEC and ETSI will perform the coordination activities (WP1) with no additional costs, according to the conditions of the topic in the call for proposals.


[bookmark: _Toc495508566][bookmark: _Toc221196985]1. RELEVANCE 
[bookmark: _Toc495508568][bookmark: _Toc221196986]1.1 Background and general objectives
	The Cyber Resilience Act (CRA) establishes a comprehensive framework of essential cybersecurity requirements for products with digital elements, with the overarching aim of strengthening trust, resilience, and security in the European digital single market. In this context, the European Commission has mandated the European Standardization Organizations (ESOs) to develop harmonized standards that will provide concrete technical means for demonstrating conformity with the CRA obligations.
The STAN4CR3 action is conceived as a targeted reinforcement of the standardization work already initiated under the STAN4CR and STAN4CR2 grants, with a specific focus on the final and most resource-intensive phases of the process. In particular, STAN4CR3 will concentrate on: 
(i) Completion of the drafting activities for the vertical standards. 
(ii) Systematic resolution of comments arising from Public Enquiry and second EC Assessment; and 
(iii) Structured and proactive dissemination of the standards to all relevant stakeholder communities, in particular Open-Source Communities, SMEs, and economic operators with limited standardization capacity.

To this end, the project is articulated into three dedicated Work Packages, reflecting a dual ESO stream while ensuring strong alignment and mutual reinforcement:
· WP1 – ETSI and CEN CENELEC Coordination (no financial resources required). 
· WP2 – ETSI Comment Resolution, Refinement of drafts, and Dissemination. 
· WP3 – CEN CENELEC Comment Resolution, Refinement of drafts and Dissemination. 
This architecture guarantees both specialization and coherence: each ESO is responsible for its vertical domains and operational modalities, while the overall approach remains tightly coordinated and convergent in terms of methodology, quality assurance and timing.
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1.2 Needs analysis and specific objectives
	The CRA-related standards are subject to an exceptionally demanding timeline and a very high level of scrutiny from regulators, industry, and civil society.
The timeline for the adoption of CRA-related standards is tight. The volume of feedback expected during the Enquiry stages of the vertical standards is significant, both from public Enquiry and EC second assessment. There is a critical need for dedicated technical resources to process these comments and finalize the drafts.
Against this backdrop, the ESOs and their technical committees face three converging needs:
· Additional drafting capacity to finalize the text of the vertical standards to a level of maturity consistent with formal adoption.
· Dedicated resources for adequate comment resolution handling, capable of processing large volumes of feedback in an orderly, transparent and technically robust manner.
· Diversity of views actively sought out both within and beyond the standardisation organisations through dissemination activities. 
· Enhanced dissemination and outreach, enabling stakeholders across Europe to understand, adopt and implement the standards in a timely and consistent fashion. 
The specific objectives of STAN4CR3 can therefore be articulated as follows:

Objective 1 – Completion of vertical drafting:
To bring to completion the drafting of the CRA vertical standards initiated under STAN4CR and STAN4CR2, ensuring internal consistency, horizontal and vertical interplay, cross-vertical alignment, and full traceability to the CRA essential requirements.

Objective 2 – Structured comment resolution:
To establish and operate an efficient, technically sound process for the resolution of comments received during Public Enquiry and EC second assessment, thus guaranteeing that all relevant feedback is duly considered, addressed and reflected in the final texts.

Objective 3 – Effective dissemination and capacity building:
To benefit from a diversity of views actively sought out from EU Stakeholders, both within and beyond the standardisation organisations share the progress of standardization work widely, with particular emphasis on open source, SMEs, and stakeholders with limited standardization expertise, through dissemination events, targeted materials, and structured engagement activities.

These objectives will be pursued distinctly, yet coherently by ETSI and CEN-CENELEC, with each ESO responsible for its own portfolio of verticals while maintaining a shared commitment to convergence and mutual reinforcement, and leveraging the common communication platform set up by previous projects. 

List of verticals developed under each ESOs is in Table 1

Table 1 List of deliverables from STAN4CR and STAN4CR2 projects 
	#
	Topic
	ESO

	16
	European standard(s) on essential cybersecurity requirements for identity management systems and privileged access management software and hardware, including authentication and access control readers, including biometric readers
	CEN

	17
	European standard(s) on essential cybersecurity requirements for standalone and embedded browsers
	ETSI

	18
	European standard(s) on essential cybersecurity requirements for password managers
	ETSI

	19
	European standard(s) on essential cybersecurity requirements for software that searches for, removes, or quarantines malicious software
	ETSI

	20
	European standard(s) on essential cybersecurity requirements for products with digital elements with the function of virtual private network (VPN)
	ETSI

	21
	European standard(s) on essential cybersecurity requirements for network management systems
	ETSI

	22
	European standard(s) on essential cybersecurity requirements for Security information and event management (SIEM) systems
	ETSI

	23
	European standard(s) on essential cybersecurity requirements for boot managers
	ETSI

	24
	European standard(s) on essential cybersecurity requirements for public key infrastructure and digital certificate issuance software
	ETSI

	25
	European standard(s) on essential cybersecurity requirements for physical and virtual network interfaces
	ETSI

	26
	European standard(s) on essential cybersecurity requirements for operating systems
	ETSI

	27
	European standard(s) on essential cybersecurity requirements for routers, modems intended for the connection to the internet, and switches
	ETSI

	28, 29
	European standard(s) on essential cybersecurity requirements for microprocessors and microcontrollers with security- related functionalities
	CLC

	30
	European standard(s) on essential cybersecurity requirements for application specific integrated circuits (ASIC) and field-programmable gate arrays (FPGA) with security-related functionalities
	CLC

	31
	European standard(s) on essential cybersecurity requirements for smart home general purpose virtual assistants
	ETSI

	32
	European standard(s) on essential cybersecurity requirements for smart home products with security functionalities, including smart door locks, security cameras, baby monitoring systems and alarm systems
	ETSI

	33
	European standard(s) on essential cybersecurity requirements for Internet connected toys covered by Directive 2009/48/EC that have social interactive features (e.g. speaking or filming) or that have location tracking features
	ETSI

	34
	European standard(s) on essential cybersecurity requirements for personal wearable products to be worn or placed on a human body that have a health monitoring (such as tracking) purpose and to which Regulation (EU) 2017/745 or Regulation (EU) 2017/746 do not apply or personal wearable products that are intended for the use by and for children
	ETSI

	35
	European standard(s) on essential cybersecurity requirements for hypervisors and container runtime systems that support virtualised execution of operating systems and similar environments
	ETSI

	36
	European standard(s) on essential cybersecurity requirements for firewalls, intrusion detection and/or prevention systems
	ETSI

	37, 38
	European standard(s) on essential cybersecurity requirements for tamper-resistant microprocessors and microcontrollers
	CLC

	39
	European standard(s) on essential cybersecurity requirements for Hardware Devices with Security Boxes
	CEN

	40
	European standard(s) on essential cybersecurity requirements for smart meter gateways within smart metering systems as defined in Article 2 (23) of Directive (EU) 2019/944 and other devices for advanced security purposes, including for secure crypto processing
	CEN
CLC

	41
	European standard(s) on essential cybersecurity requirements for smartcards or similar devices, including secure elements
	CEN
CLC

	
Complementary Deliverables
	

	20b
	Security profile for products with digital elements with the function of virtual private network (VPN) in the Operation Technology domain
	CLC

	21b
	Security profile for network management systems in the Operation Technology domain
	CLC

	22b
	Security profile for Security information and event management (SIEM) systems in the Operation Technology domain
	CLC

	25b
	Security profile for physical and virtual network interfaces in the Operation Technology context
	CLC

	27b
	Security profile for routers, modems intended for the connection to the internet, and switches in the Operation Technology context
	CLC

	36b
	Security profile for firewalls, intrusion detection and/or prevention systems in the Operation Technology context
	CLC
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	STAN4CR3 is explicitly designed as a “last-mile” reinforcement action for grants 101196779 (STAN4CR) and 101232696 (STAN4CR2). Whereas those projects funded the earlier phases of drafting and coordination, STAN4CR3 provides the additional technical capacity required to bring the standards to their final stage of development, including intensive comment resolution and high-impact dissemination.

The project introduces an innovative operational model that combines lean governance with a strong emphasis on expert-driven execution. Rather than adding administrative layering, the action leverages subcontracted rapporteurs and rapporteurs support, who are mandated to ensure consistency across standards, rigorous quality control and timely delivery of drafts. This approach enables rapid decision-making, minimizes transaction costs, and optimizes the deployment of specialized expertise where it is most needed.
Furthermore, by dedicating a significant part of the effort to structured dissemination and engagement, STAN4CR3 goes beyond traditional standardization projects that focus primarily on drafting. Through an integrated programme of dissemination events, the project will ensure that the future harmonized standards are not only adopted formally but also understood and applied in practice by the intended users.

STAN4CR3 will also leverage synergies with other EU-funded projects in support of the CRA implementation, such as CYBERSTAND.eu for example. 
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	The conceptual foundation of STAN4CR3 lies in the dual-stream, two–Work Package architecture, which reflects the distinct yet complementary roles of ETSI and CEN-CENELEC in the CRA standardization landscape. Each ESO is responsible for the draft refinement and comment-resolution activities within its remit as well as for the design and delivery of dedicated dissemination activities while maintaining a continuous dialogue and common communication platform to target audiences to preserve cross-stream consistency.

The draft refinement and comment-resolution methodology is built on the following pillars:
· Exclusivity of scope with respect to STAN4CR2 and STAN4CR: all drafting and comment-resolution work supported under STAN4CR3 is explicitly limited to activities not funded by the previous grants, ensuring clear financial demarcation and avoiding any duplication of support.
· Completion and alignment of drafts: rapporteurs and experts will focus on finalizing draft standards, systematically checking consistency across verticals and with the relevant horizontal standards (e.g. those developed in CEN-CLC/JTC 13), and ensuring that the technical content is coherent and traceable to CRA requirements.
· Structured comment processing: comments from Public Enquiry and second EC assessment will be categorized, prioritized and addressed within formalized workflows, involving rapporteurs, convenors and ESO secretariats, with clear documentation of decisions and technical justifications.
· Quality control and internal review: dedicated quality checks, peer reviews and internal consistency assessments will be carried out at key milestones before the transmission of drafts for formal adoption.

The dissemination and engagement methodology is equally structured and is characterized by a deliberate combination of breadth and depth:
· Open online activities to reach large and diverse audiences efficiently and to provide high-level and introductory content.
· On-site and hybrid events (workshops, expert roundtables) organized in cooperation with regional partners, to engage more intensively with selected communities, explore vertical-specific use cases, and facilitate direct interaction with rapporteurs.
· Strategic use of networks: ETSI and CEN-CENELEC will leverage their institutional and technical networks, cybersecurity, open source and SME ecosystems, as well as those of individual rapporteurs, to collaborate with universities, research centres, National Cybersecurity Authorities, and other EU-funded projects in the cybersecurity and digital resilience domains.
This dual approach ensures both extensive geographic coverage across a significant number of EU and EEA countries and deep thematic engagement in specific vertical areas.
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	· Coordinator and Main Beneficiary: ETSI
· Co-Beneficiaries: CEN, CENELEC
The consortium is composed of ETSI as coordinator and main beneficiary, and CEN and CENELEC as co-beneficiaries, with all three ESOs retaining legal responsibility for the grant whilst refraining from charging coordination costs to the project, in accordance with the requirements of the call. Operational coordination is delegated to subcontracted rapporteurs and rapporteurs support, under the strategic oversight of the ESOs.
Although the Work Packages are differentiated per ESO, the partners commit to continue the activities to ensure cooperation beyond STAN4CR2, including:
· Regular joint coordination meetings to review progress, align timelines, and address cross-cutting issues;
· Joint technical alignment sessions to verify coherence between ETSI and CEN-CENELEC verticals and with horizontal standards;
· Shared planning of dissemination initiatives, including joint or back-to-back events when synergies and overlapping audiences can be identified.
· Common dissemination communication platform. 
This collaborative framework ensures that the fragmentation of work into distinct WPs does not lead to fragmentation of vision or outcomes.
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	Project teams and staff 

	Name and function
	Organisation
	Role/tasks/professional profile and expertise 

	Project Managers:
Lucia Lanfri
Yves Leboucher 
	
CEN
CENELEC
	· Coordination of the work of the Rapporteurs, involved Technical Committees (from CEN CENELEC and/or ETSI) and the European Commission; when necessary,
· Arrange meetings as required in order to meet the target dates and deal with issues arising relating to the work programme,,
· Coordination, advice and guidance on standardization procedures and processes to all involved parties (e.g. subcontractors, experts, members and convenors);
· Preparation, coordination and execution of the tenders in order to select the required subcontractors; preparation of contracts with subcontractors,
· Planning, monitor and manage the financial budget of the project(s),
· Preparation of progress, final and meeting reports,
· Responding to external inquiries concerning the standardization activities/committees,
· Monitor progress of the tasks and taking corrective actions,
· Ensure information exchange with relevant CEN, CENELEC and ETSI technical committees,
· Any other occurring tasks emerging from the work under contract (e.g. consensus-related issues),

	Technical Officer 
Laure Pourcin
	ETSI
	· Act as prime ETSI Secretariat contact for the standardization activity in response to the SR CRA.
· Supervise the operation of the standardization activity under the ETSI Directives and Technical Working Procedures,
· Coordinate the CRA SR standardisation work with the ESOs Project Managers and the European Commission. Monitor progress of work programme.
· Advise the group on the application of the relevant drafting rules, quality controls, stakeholders’ involvement, and common best practice. 
· Ensure that deliverables are fit for purpose, and in line with the relevant directives, drafting rules and quality recommendations, and accompany them through the drafting and publication phases.
· Act as secretary where appropriate, provide official reports of the group’s meetings, highlighting actions and decisions.
· Ensure that decisions, actions, approval of new work items and deliverables are properly recorded and communicated within the Secretariat.
· Monitor activities of other relevant groups, both inside and outside of ETSI and advise of relevant activities as required.

	Management
Nooshin Amirifar
	
CENELEC
	· Oversee coordination meetings 
· Liaising with relevant parties regarding deliverables, issues, delays, and advice on best practices.
· Oversee the coordination and execution of the tenders in order to select the required subcontractors; preparation of contracts with subcontractors,

	Financial project Manager
Nicoleta Taran 
	
CEN
	· Coordinate activities to support or assist the project managers and the stakeholders in terms of administrative, operational, and technical services,
· Support for procurement of the processes related to all calls for tender,
· Support in the preparation, implementation, and follow-up of meetings as well as other events, related to the financial aspects,
· Monitor deadlines and project dates,
· Contribution to the technical and financial report




	Communications Project Manager
TBD
	CEN
	· Contribution to the event organization and management.
· Offer support in compiling all rapporteur work offered as dissemination material by providing an adequate format suitable to support the different dissemination events

	Legal Project Manager
	CEN
	· Support in creation of contracts for Rapporteurs

	Editor - TBD
	CENELEC
	· Edition of Standards

	Finance management
Léa Belloulou 
	ETSI
	· Management of the project costs and funding
· Responsible for the Reporting to ETSI Management and EC/EFTA.
· Management of audit processes on Funded project
· Management of contractual aspects with the experts
· Monitoring of the administrative and financial tasks of the projects
· Validation of milestones and payments

	Centre of Testing and Interoperability

Miguel Angel Reina Ortega
	ETSI
	· Support (administration and user assistance) of the GitLab platform used for open consultation and standards edition

	EditHelp Team
	ETSI
	· Perform the editorial quality review of Standards.
· Manage the approval process.
· Publish the standards. 

	Sandra Feliciano
	ETSI  CYBER EUSR Working Group Chair
	· Leads and manages the Working Group’s activities to ensure efficient operation and progress. 
· Ensures all work complies with ETSI Directives, policies, and procedures.
· Facilitates fair, inclusive discussions and maintains impartiality in decision‑making.
· Ensures antitrust and IPR disclosure rules are respected during WG meetings.
· Builds consensus on technical issues and keeps the work programme updated

	Alex Ledbeater 
	ETSI CYBER Technical Committee Chair 
	· Provide strategic oversight: Ensure the project supports long-term ETSI TC objectives and fits within the broader standardization roadmap.
· Enable cross-TC and ecosystem synergies: Identify opportunities to connect the project with related ETSI committees and external initiatives to maximize impact.
· Strengthen European outreach. 

	· NOTE: As mentioned above, all resources listed in this table are not charged to the STAN4CR3 project. 




	Outside resources (subcontracting, seconded staff, etc)  

	This project proposes to incorporate dedicated experts assigned as Rapporteurs and a Technical project manager to fulfil one or more functions associated with the project deliverables. Rapporteurs will play two important roles: 
· Complete the drafting phase and handle the comment resolution phase
· Promote knowledge dissemination by strengthening the engagement of the stakeholders' communities.  
Typical tasks of Rapporteurs are leading and moderating iterative drafting sprints, collecting and integrating stakeholder feedback, organising calls among other rapporteurs as needed, drafting and editing text and addressing comments, liaising with each other, reporting to the Technical Officer/ Project Manager and working group, contributing to stakeholder outreach and engagement, supporting the publication of mature drafts for Public Enquiry and the subsequent comment resolution, the production of material for webinars, conferences and events.
Where applicable, the call for rapporteurs shall be launched by the project beneficiaries CEN-CENELEC & ETSI respectively and a selection panel will appoint the independent experts. These procedures will take place in line with the EU financial regulation, most likely a public call for tender will be launched in order to ensure a diverse participation and involvement of cybersecurity experts.
Rapporteurs will be selected for work related to the vertical standards as per specified in this EISMEA call. 
CEN/CENELEC Procurement
A call for proposal/tender is an essential part of any formal procurement plan aiming at obtaining the best value for money. Due consideration must be given to the manner in which the call is released, how to effectively describe the service/good CENELEC is requesting (with a clearly defined aim), and by which criteria CENELEC will judge timely, eligible bids.  
All acquisitions of goods/services for CENELEC shall comply with the following processes, according to the below-described expenditure limits. The following thresholds will be applicable:  
Up to €1.000:  Any expenditure for goods/services up to €1.000 may be purchased as payment against invoices without prior acceptance of a tender   
Between €1.001 and €15.000:  Any expenditure for goods/services up to €15.000, no formal call for tenders is required, only a consultation of one offer is required. 
Between €15.001 and €60.000: Any expenditure for goods/services between €15.001 and €60.000 shall require requesting at least 3 (three) (if so many available) offers from possible vendors or consultants. Proper documentation and adherence to all the principles of procurement herein apply. A selection report will be issued to identify the bids received, the selection criteria/methodology applied, and the bid selected. 
Over €60.000:  Any expenditure for goods/services for over €60.000 shall require an open call for tender to be published on CEN-CENELEC website for a duration of at least 35 calendar days.   
Eligible timeframe - bids received before or after the procurement process due date are not eligible and will not be taken into consideration for evaluation process.  
Artificial Limit Compliance - These above expenditure limits are meant to ensure the proper use of procurement processes to obtain the best and most cost-effective service/good. Artificial splitting of contracts or projects in order to avoid the implications of another procurement process category is strictly prohibited.   
Selection shall be made in a neutral and transparent manner and in accordance with the criteria pre-determined in the initiation phase or as per the call for tenders. Cost-effectiveness and quality shall figure heavily in any weighted selection process. 
From €15.001, the selection process should be performed through an Evaluation Committee who will ensure that the selection process is performed in compliance with the principles of the Treaty on the Functioning of the European Union (TFEU), such as equal treatment, non-discrimination, proportionality, and transparency. Ethics and Sustainability and will issue a motivated decision on the selection process of a supplier/subcontractor. 
Rapporteurs are to be reimbursed from the corresponding budget within their WP in order to cover the travel and accommodation expenses incurred for traveling to coordination and dissemination events organised within of WP-3. 
As a new grant agreement will be executed, a new call for experts will be issued where applicable. The appointment of rapporteurs will be conducted in full compliance with predefined selection criteria and the principle of best value for money. The procedure will, under all circumstances, remain transparent and impartial. While current rapporteurs will remain eligible to apply, the process may also result in the selection of new rapporteurs to ensure equitable treatment among all candidates. 

ETSI Procurement 
According to ETSI Technical working procedure on the selection of the service providers, ETSI will issue a new call for expertise to get the necessary skills and resources as described below. 
The ETSI Staff will be involved to guarantee the proper support and management. 
The selection panel will comprise ETSI Secretariat (Director of Funded Activities, ETSI Technical Officers), and the Officials of the involved technical groups (i.e. ETSI TC CYBER, CYBER EUSR). They will review the potential candidates and based on an overall assessment select those who best meet needs of the workplan, including the assignment of the Technical project manager.
The review of the applicant will be based on multiple criteria such as technical competencies, skills, working experience, proposed contribution to tasks & related costs, the explanation of the parts of the tasks and the scope that the service provider will cover, the way to achieve the objectives in this Project and proposed approach/methodology for the execution of the tasks, the approach to the management of the quality, the approach to the management of the risks and their mitigation, the implementation schedule, etc.
The appointment of rapporteurs will be conducted in full compliance with predefined selection criteria and the principle of best value for money. The procedure will, under all circumstances, remain transparent and impartial. While current rapporteurs will remain eligible to apply, the process may also result in the selection of new rapporteurs to ensure equitable treatment among all candidates.
ETSI Secretariat will ensure during implementation that there is no duplication of efforts with any other EU Grant, in particular CYBERSTAND.eu, thus avoiding any issue with double funding. 
A Technical project manager will be appointed from one of the Service Providers. 
The Technical project manager will possess:
· project management experience, 
· report-writing skills, 
· knowledge of the EU cybersecurity standardisation ecosystem, 
· experience of consensus building, 
· presentations skills, 
· experience of working in an international environment,
· experience in liaising with other international organisations,
· experience in organizing and managing events.

The Rapporteurs will possess: 
· Standards writing skills and knowledge of the ESOs technical working procedures
· Consensus-building skills and comment resolution tracking methodology
· Understanding of the European Standardisation System framework and of the CRA
· Demonstrated technical expertise in their respective topic
· Experience in cybersecurity and digital product development
· Relationship building and communication skills with target audiences (e.g. open source, SMEs, labs, etc.) 
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	The figure below provides an overview over the relevant committees and stakeholder of this proposal.
[image: ]
ETSI serves as the coordinator of the proposal, main beneficiary, and the primary point of contact for the European Commission. CEN and CENELEC will also be co-beneficiaries of the project. The three European Standards Organizations (ESOs) will oversee the coordination and management of the project without requesting funding.
All activities conducted within an established Technical Committee adhere to the governance and regulations of their respective working groups. The secretary and convenor/chair of each working group serve as the primary points of contact for CEN-CENELEC and ETSI. At the same time, the three ESOs supervise the execution of tasks within the work packages, which are completed by rapporteurs and rapporteurs’ support.
In addition to their work on standards, all rapporteurs and technical project manager will prepare dissemination material, and a final report. These materials will serve as the basis for stakeholder involvement and outreach activities. The ESO responsible staff (Project Managers and Technical Officers) will oversee the progress of the rapporteurs and collect, curate, and edit the dissemination material to coordinate outreach events for stakeholder engagement.
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2.5 Project management, quality assurance and monitoring and evaluation strategy
	In line with the ESO’s Quality Management System (QMS), the project will follow internal procedures to approve and manage progress. The deliverables will be developed according to the ESO’s projects timeline and deadlines. For the monitoring of the project, recurrent project team meetings are planned to follow the development of the projects and monthly coordination meetings are foreseen. 
An overall project plan including relevant milestones will be prepared including all standardization deliverables in scope. The target dates for the publication of the deliverables are documented in the ESOs work programme database and are continuously updated during the development. The overall project plan and timeline will be the responsibility of the Project Managers/Technical Officers.
They will review the key milestones defined in the project plan, consider the workload of the experts according to the active projects and their availability by keeping the overall workload of the working group in mind, circulate working drafts to be commented, oversee that schedules working group meetings regularly, ensures continuous exchange with the rapporteurs and technical committees secretariat/experts, fulfil key responsibilities, continuously report to the TC secretariat about the status and anticipated potential problems. 

This should ensure that sufficient analysis has been performed, financial and human resources are secured, and necessary information is provided at various stages of the project using specific templates and approval processes. In case of change during the project impacting scope, resources or timeline, a change request will be submitted officially to ESO leading the project.

The ESOs CRA coordination group will evaluate the progress of the project by compiling the following data:

Evaluation Method

1. Regular Reporting: Project Managers/Technical Officers will report monthly on the progress of the project in the frame of the CEN-CENELEC ETSI joint meetings
2. Stakeholder Engagement: This corresponds to the actions related to the dissemination activities.
3. Performance Reviews: Conduct semi-annual reviews against the project objectives and milestones. Use these sessions to adjust strategies and redistribute resources if necessary.
Indicators
Quantitative Indicators
1. Deliverables Completion Rate: Track the percentage of deliverables completed versus planned in each work package (WG dissemination, enquiry, formal vote). This helps in assessing productivity alignment and adherence to timelines.
2. Stakeholder Participation Numbers: Measure the number of stakeholders participating in the open consultations, webinars, and events
3. Budget Adherence: Monitor the expenditure against the budget allocated for each work package to manage financial resources effectively.
Qualitative Indicators
1. Quality of Standards: Assess the quality of the standards based on feedback from the Public Enquiry and EC and HAS assessment.
2. Stakeholders’ satisfaction: Assess participants’ overall satisfaction regarding the dissemination activities
3. Team Collaboration Quality: Qualitatively evaluate how effectively the project teams across different work packages collaborated and shared knowledge. Evaluation by the ESOs CRA coordination group.
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ETSI is the coordinator of the proposal, main beneficiary, and the contact point for the European Commission. CEN & CENELEC will be co-beneficiaries. Each beneficiary will manage technical, contractual, and financial aspects of the project with the EC/EISMEA and EFTA. 

First, the cost effectiveness of the project will be ensured by the different control mechanisms set through the different entities of the project, covering in particular the following aspects: 
· Control over resourcing and financial aspects 
· Control over the technical aspects and issues 

Secondly, the project will be supported by an experienced team ensuring the best value for money.
 
As far as the financial or resourcing aspects are concerned and as long as the scope of the project does not extend outside the one described in this document, the final delivery will be secured. 

A fundamental design principle of STAN4CR3 is the strict complementarity with STAN4CR and STAN4CR2, both in terms of scope and budgetary allocation. The financial resources provided by STAN4CR3 are explicitly and exclusively devoted to comment-resolution, drafts refinement and dissemination activities not covered by the previous projects, thereby ensuring the absence of overlaps and any risk of double funding. This guarantees a clean and transparent demarcation between the different grants while preserving continuity of effort across the entire CRA standardization trajectory.

Internal staff
The time worked on this project by CEN CENELEC and ETSI staff will not require any additional funding request since the internal staff cost is already covered by the previous STAN4CR and STAN4CR2 projects, as well as the ETSI Operating Grant.

Subcontractors
Nonetheless, the work programme requires additional expertise/support via subcontractors that will be handled by CEN, CENELEC and ETSI. For these, the budget was determined based on the project complexity, expert evaluation from the working group and experience from the former projects STAN4CR and STAN4CR2. Cost-effectiveness is a key factor of the procurement process. The management of the financial resources is allocated to the consortium member that is responsible for the respective tasks. A comparison is made on a regular basis to determine whether the resources used correspond to the progress of the project.
To avoid the risk of subordinate relationship under French labour law that could trigger negative consequences for ETSI, on advice of its lawyers, ETSI has abandoned the principle of a daily rate to contract its experts and ETSI works now under the principle of service contracts. The contractor is bound by delivering the agreed service for the price determined. It is the responsibility of the service provider to make available the necessary experts to deliver the expected service. Each subcontractor is allocated to specific tasks with an expected level of contribution. The financial resources allocated to the subcontractor are calculated on this principle. At the start of the project, ETSI develops a baseline cost plan, calculated with the cost of the tasks and the scheduled progress of task at each milestone cut-off date. This baseline cost plan provides the costs at each milestone cut-off date. The milestone payment schedule for each subcontractor is then calculated considering the baseline cost plan and the expected level of contribution. The milestone payment schedule is contractual. The subcontractors’ payments are submitted to the validation of the project milestones by ETSI. 

Travels are strongly reduced, as teleconferences will be the most common tool for organising technical meetings. Travels are accounted to allow for face-to-face participation in the ETSI, CEN and CENELEC Technical Groups, for coordination and for dissemination purposes.

ETSI, CEN and CENELEC warrant that neither the project as a whole nor any part of it have benefited from any other EU Grant thus avoiding any possible double funding.  Invoices submitted by the rapporteurs should explicitly reference STAN4CRA3.

The following considerations have been taken into account by CEN and CENELEC when defining the scope of STAN4CR3 in order to ensure there is no overlap with activities already covered under the previous STAN4CR and STAN4CR2 grants:

Relation to the STAN4CR Project

· WP2 – Horizontal developments (Lines 1–15):
These activities are out of scope for STAN4CR3.

· WP3 – Lines 28, 29, 30, 37, 38 and 41a:
Expert effort related to these lines is already being funded under the previous grant. Under STAN4CR3, only travel costs are included, strictly limited to coordination activities and dissemination events that were still not in scope in 2024 when STAN4CR was submitted.

· WP4 – Lines 35, 36, 39, 40 and 41b:
The deliverables associated with these lines were limited to scoping papers under the previous grant. STAN4CR3 will finance additional work to advance these drafts as far as possible towards the Formal Vote stage, without duplicating previously funded activities.

· WP5 – Dissemination events:
Dissemination activities related to horizontal standards and vertical standards are out of scope for STAN4CR3.

Relation to the STAN4CR2 Project

· WP2 – Lines 16 and complementary deliverables 20b, 21b, 22b, 25b, 27b and 36b:
STAN4CR2 runs until June 2026; however, additional effort is required to bring these drafts to a mature and finalised stage. STAN4CR3 therefore complements — without duplicating — the work carried out under STAN4CR2 by:

·  Devoting new resources to Rapporteurs from July to October, corresponding to the final phase of the project; related to comment resolution and finalisation of the drafts and

· Appointing a co-rapporteur to support the vertical development of the six complementary deliverables. These deliverables were previously assigned to a single rapporteur under STAN4CR3, which has proven insufficient in STAN4CR2. The addition of a co-rapporteur is essential to resolve comments efficiently and avoid bottlenecks.
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	Risk No
	Description
	Work package No
	Proposed risk-mitigation measures

	1

	Low: Personnel change at ETSI, or CCMC
	1
	The ESOs see few changes in its personnel already mitigated by sharing expertise and knowledge in ETSI and CCMC Secretariat, enabling other colleagues to step in to ensure continuity of the work. 

	2
	Medium: Lack of consensus in the project team on certain decisions and comment resolution
	2,3
	Most of the project team members hired in the project should have the right experience of open collaboration in previous projects. 
A ESOs CRA peer to peer coordination meetings will continue to guide this initiative, along with joint meetings of ESOs Technical Committees, with Conveners / Chairs involved, and will escalate to the ESOs governance bodies any blocking issue.

	3
	High: high number of comments received during the ENQ make difficult to keep the timelines
	2,3
	.
Comment resolution trainings are organized. Meetings are planned accordingly to allocate sufficient time to discuss substantial comments. Meetings are well structured to support efficiency and avoid repetition of discussions.
Careful categorisation and potential prioritization of the comments received will be considered to speed up the resolution process. 

	4
	Medium: lack of engagement from the subcontracted experts
	2,3

	Establish clear communication channels, set expectations and deliverables upfront, conduct regular check-ins, and implement performance monitoring to ensure engagement from subcontracted experts.

	6
	Medium: After deeper analysis, the development of certain deliverables is not encouraged/supported by the interested stakeholders
	1,2,3
	Establish early identification mechanisms and report immediate to the EC. 
Allow for flexibility in scope of work and task allocation among the beneficiaries to adapt to unforeseen changes. 

	7
	Medium: Low stakeholders participation number
	2,3
	Refinement of the stakeholder engagement strategy and outreach plan, leveraging partners. 
Promote the dissemination activities via industry associations (e.g. ECSO) and EU agencies (e.g. ENISA) as well as national cybersecurity agencies
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[bookmark: _Toc221196998]3.1 Impact and ambition
	The primary impact is the timely availability of harmonized standards supporting the EU Cyber Resilience Act to allow manufacturers access to the final technical specifications needed to prove conformity. This directly supports the resilience and competitiveness of the EU Single Market.
The project aims to achieve significant impacts, including:
- Constant communication with all relevant participants regarding regulatory expectations from the European Commission.
- Timely development of standards within the CRA Standardization framework, including the request and contribution to the horizontal standardization framework for product cybersecurity.
- Careful handling of comments received on public enquiry drafts and second HAS assessment to ensure the quality of the standards.
- Incorporation of diverse views and feedback within and beyond the standardization organization.
- Alignment between project deliverables and the requirements of the Cyber Resilience Act
Stakeholder engagement is a crucial aspect of this project, and its primary goal is to enhance the awareness of the upcoming standards by manufacturers, SMEs, Open Source communities, academia, and other stakeholders. The project will demonstrate the following impacts:
- Increased diversity of views from workshops and seminars presenting the ideas behind the standards. These presentations will include summaries and presentation material, ensuring that relevant stakeholders are represented, including the open-source community.
- Increased public awareness of the activities carried out under the standardization request, including through social media and in synergy with other EU funded projects like SECURE and Cyberstand.eu
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	The rapporteurs will develop dissemination materials alongside the production of the corresponding deliverables. This will include user-friendly formats such as summaries, discussion papers, and presentations to ensure the information is accessible to a broad audience. Furthermore, rapporteurs and technical project manager will organize webinars and events to engage stakeholders actively. These events will provide platforms for interactive discussions and feedback, enhancing the project's visibility and impact. 
The communication and dissemination activities aim to promote the project's activities/results and maximize their impact. These efforts target specific groups including stakeholders, policymakers, and the public. 
Engagement with the European Commission:
The entire project will be closely coordinated with the European Commission and directly aligned with the CRA Standardisation Request M/606. Communication will be facilitated through National Committees (NSBs/NCs) and CEN-CENELEC and the NSBG and NSOG of ETSI.
Relevant documents will be shared per correspondence. Results will be promoted on various channels including NSBs/NC’s webpages, CEN-CENELEC’s webpage, ETSI webpages, the www.stan4cra.eu website and open working area and as part of exchanges with key partner countries, if applicable and necessary.

Ensuring Visibility of EU Funding:
The support of the European Commission and EFTA will be prominently displayed, including the use of the European Commission and EFTA’s logo on reports, presentations, and other dissemination materials. Mentions of the European Commission and EFTA’s support will be included in presentations and other public communications.
Representatives from the European Commission will be invited to participate in meetings and provide their input, ensuring their involvement is visible and recognized.
By leveraging these strategies, we aim to ensure comprehensive communication and dissemination of the project's outcomes, maximizing visibility and impact across all relevant audiences.
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	In the post-funding phase, it will be of importance to maintain the infrastructure established during the project, such as working groups under the diverse TC, communication channels, coordination mechanisms, and capacity-building initiatives. The creation of guidelines together with dissemination activities like webinars and events are key to ensure expertise transfer to the relevant stakeholders. Promotion, dissemination, and utilization of the standards developed under this project will increase the impact and sustainability of the project in the long term.
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	Work plan

	The project is structured in three WP that will run in parallel throughout the project period:

	WP
	ESO stream
	Title
	Main focus
	Timeframe

	WP1
	ETSI CEN-CENELEC
	Overall Project Management 
	Coordination
	M1–M08

	WP2
	ETSI
	ETSI Comment Resolution, Refinement of drafts, Community engagement and Dissemination
	Finalization of drafts, comment resolution, community engagement, online and on-site dissemination
	M1–M08

	WP3
	CEN-CENELEC
	CEN-CENELEC Comment Resolution, Refinement of drafts, Community engagement and Dissemination
	Finalization of drafts, comment resolution, community engagement, online and on-site dissemination
	M1–M08


Both WP2 (ETSI) and WP3 (CEN-CENELEC) share a similar conceptual structure, adapted to the specific governance and technical arrangements of each ESO.

Key components include:
· Draft refinement activities: targeted expert work to refine, complete, and consolidate standards drafts, ensuring internal consistency, cross-vertical alignment and with relevant horizontal standards, and explicit traceability to CRA requirements.
· Comment analysis and resolution: structured workflows for the intake, classification, and resolution of comments received during Public Enquiry and second EC assessment, including the preparation of response matrices and the documentation of rationale for accepted and rejected proposals.
· Quality control and editorial preparation: systematic application of internal quality checklists, peer reviews, and editorial refinement to ensure that drafts are ready for submission to formal adoption procedures and comply with ESO editorial rules and best practices.
In all cases, the STAN4CR3 budget is carefully ring-fenced for activities not supported by STAN4CR and STAN4CR2, and is used solely to reinforce the finalization and comment-resolution efforts for the CRA vertical standards

WP2 (ETSI) and WP3 (CEN-CENELEC) also include the dissemination and stakeholder engagement dimension of the project. They are built around a common strategy with ESO-specific implementation plans, and include the following elements:
· Design of a comprehensive dissemination roadmap, identifying priority audiences (e.g. SMEs, sectoral associations, national regulators, open source and cybersecurity communities), thematic focus areas, and preferred formats.
· Online dissemination activities, such as thematic webinars, public presentations of draft and final standards, Q&A sessions, and focused open online workshops with specific stakeholder groups.
· On-site and hybrid events across Europe, organized in collaboration with universities, research centres, National Cybersecurity Authorities, and other EU-funded projects, with the goal of ensuring broad geographical coverage and fostering direct engagement with local communities and ecosystems.
· Development of communication and training materials, including structured presentations, technical notes, explanatory documents, and, where appropriate, introductory guidance aimed at easing the uptake of standards by non-expert users.
· Feedback loops to the drafting WPs, ensuring that insights, questions and concerns collected during dissemination activities are fed back into the technical work, thus supporting continuous improvement and alignment with stakeholder expectations.
Through these integrated dissemination efforts, both ETSI and CEN-CENELEC will contribute to building a well-informed, prepared and resilient ecosystem capable of implementing CRA-related standards effectively across the Union.
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4.2 Work packages, activities, resources and timing
	WORK PACKAGES



[bookmark: _Toc221197004]Work Package 1
	Work Package 1: Overall Project Management 

	Duration:
	M1 – M8
	Lead Beneficiary:
	ETSI

	Objectives

	· Overall, this task ensures the successful implementation of the project by systematically mapping its trajectory, effectively subcontracting actions, and maintaining transparent communication reports. 
· The project management team will work cohesively to ensure that the project progresses seamlessly, meeting its objectives within the defined parameters.
· This work package is not subject to funding 

	Activities and division of work (WP description)

	Task No
(continuous numbering linked to WP)
	Task Name
	Description
	Participants
	In-kind Contributions and Subcontracting
(Yes/No and which)


	
	
	
	Name
	Role
(COO, BEN, AE, AP, OTHER)
	

	T1.1
	Overall project management
	This task covers the project management for the overall project. It includes (M1-M088):
· mapping of the project and its progress
· identify potential risks and establish mitigation strategies,
· identify suitable subcontractors through a rigorous selection process,
· coordination and consolidation of interim and final reports,
· overall coordination of WP-2 and 3
· constitution of a rapporteur selection panel and the ESO CRA coordination group.
· monitoring subcontractor performance to ensure adherence to project timelines and quality standards. 
	ETSI
CENELEC
CEN
	COO
BEN
BEN
	No

	T1.2
	Legal and Financial management
	This task covers the subcontracting process:
· setting up a subcontracting process
· management of subcontracts (rapporteurs):
· elaboration of relevant financial documents.
· offer support during the preparation of the call for tender.
· offer support during the evaluation of applications (formal correctness, drafting selection reports).
· facilitate the negotiation and establishment of subcontracting agreements.
	ETSI
CENELEC
CEN
	COO
BEN
BEN
	No

	T1.3
	Selection and support of the Rapporteurs and technical project manager
	This task is dedicated to overseeing a strict process of selection of the rapporteurs and development of criteria to ensure that the selected experts shall:
· meet the criteria of neutrality and respect for EU values and principles, 
· are in possession of strong academic credentials and relevant expertise in the cybersecurity domain allowing them to carry out their tasks,
· are in familiarity with the New Legislative Framework and procedures of the European Standardisation Organisation.
	ETSI
CENELEC
CEN 


	COO
BEN
BEN

	No 



	Milestones and deliverables (outputs/outcomes)

	Milestone No
(continuous numbering not linked to WP)
	Milestone Name
	Work Package No
	Lead Beneficiary
	Description
	Due Date
(month number)
	Means of Verification

	MS1
	Subcontracting procurement process
	1
	ETSI
CENELEC

	A process for the subcontracting is described: 
· Selection criteria is specified
· Call for tender is launched
· Selection procedure is followed
· Documentation is prepared for signature of the subcontract 
	M2
	Signed subcontracts

	MS2
	Progress Report
	1
	ETSI
	- Activities performed until Month 5
- Plan for the future activities of the project
	M5
	Submission of the report on the EISMEA portal

	MS3
	Delivery of the EISMEA Final Report
	1
	ETSI
	· The activities performed for the whole duration of the project
· Achieved results and Key Performance Indicators (KPIs)
· Financial report, detailing how the funds in addition to the previous grants have been effectively used, including a detailed description demonstrating how double funding has been avoided.
	M8
	Submission of the report on the EISMEA portal




	Deliverable No 
(continuous numbering linked to WP)
	Deliverable Name
	Work Package No
	Lead Beneficiary
	Type
	Dissemination Level
	Due Date
(month number)
	Description 
(including format and language)

	D1.1
	Progress Report
	1
	ETSI
	R — Document, report
	SEN — Sensitive
	M5
	PDF, English
Progress report including comprehensive analysis of how the project's objectives have been met at this date, including a review of key performance indicators (KPIs).


[bookmark: _Toc115098547]
Any background information held or owned by the ESOs and deemed necessary to implement the action or exploit any results produced under said action shall not be shared or reproduced or used in any form or by any means without the written permission of the ESOs. Background information subject to third party intellectual property rights may only be shared, reproduced, or used to the extent authorised by law and subject to prior written permission of the rightsholder(s). 
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Work Package 2
	Work Package 2: ETSI Comment Resolution, Refinement of drafts, Community engagement and Dissemination

	Duration:
	M1 – M8
	Lead Beneficiary:
	ETSI

	Objectives

	· Development of vertical standards under ETSI Lead in the joint ESO work programme, as mentioned in the above Table 1. 

	Activities and division of work (WP description)

	Task No
(continuous numbering linked to WP)
	Task Name
	Description
	Participants
	In-kind Contributions and Subcontracting
(Yes/No and which)


	
	
	
	Name
	Role
(COO, BEN, AE, AP, OTHER)
	

	T2.1
	Technical project management
	This task covers the activities related to the management of the rapporteurs. It includes (M2-M08):
· Participating and supporting meetings, dissemination events, stakeholder engagement
· Overseeing monthly reporting of rapporteurs to ETSI TC CYBER WG EUSR . 
· Coordinate with the corresponding secretariat and chair in order to ensure a coherent approach is adopted between horizontal and vertical standards. 
· Support communication between experts, CEN, CENELEC and/or ETSI secretariat and the Commission Services.
· Coordinate dissemination and communication activities to maximize engagement of target stakeholders.
· Collect reporting data and follow-up on the achievement progress of the project’s KPIs for WP2. 
	Technical project manager (subcontractor)
	
OTHER
	Yes (subcontracting)


	T2.2
	ETSI Comment Resolution, Refinement of drafts 
	This task covers the work done by the rapporteurs in developing the vertical standards, leading and moderating iterative drafting sprints:
· refinement of draft standards and editing text,
· facilitating and ensuring transparency of the resolution of comments from the Public Enquiry (ENQ) and second EC assessment in a structure manner,
· liaising between rapporteurs (via Cross Rapporteur Workshop) under coordination of the Chair of the relevant technical groups,
· reporting to and seeking endorsement of the drafts by ETSI TC CYBER WG EUSR.
	Rapporteur (subcontractor)
	OTHER
	Yes, subcontracting

	T2.3
	ETSI Community Engagement and Dissemination activities
	· Preparing standards and supporting comment resolution tracking and presentation material for public communications, workshops and events,
· Contributing to stakeholder outreach and facilitating stakeholders’ engagement,
· Participating / speaking at dissemination events and open workshops, 
· Defining target audiences, key messages, and communication objectives,
· Creating basic communication materials (project description, visuals, pitch),
· Collecting and analysing feedback to evaluate interest and identify risks.
	Rapporteurs (subcontractor) 
	OTHER
	Yes, subcontracting




	Milestones and deliverables (outputs/outcomes)

	Milestone No
(continuous numbering not linked to WP)
	Milestone Name
	Work Package No
	Lead Beneficiary
	Description
	Due Date
(month number)
	Means of Verification

	MS 4
	Pre Formal Vote draft is sent to HAS consultants
	2,3
	ETSI
CENELEC
	The final draft (after the resolution of comments from ENQ and second HAS assessment, and ready for Formal Vote) is dispatched to EC for a final HAS assessment. 
	M6
	EC/HAS consultant acknowledgement of receipt

	Deliverable No 
(continuous numbering linked to WP)
	Deliverable Name
	Work Package No
	Lead Beneficiary
	Type
	Dissemination Level
	Due Date
(month number)
	Description 
(including format and language)

	D2.1 
	Final draft standards covering lines -16-41 of the Stand. Req.
(see 1.2 Table 1 List of deliverables from STAN4CR and STAN4CR2 projects). 
	2,3
	ETSI

	R — Document, report
	
SEN — Sensitive

	M8
	Final draft Standards are sent to Formal Vote PDF, English

	D2.2
	Dissemination material 
	2,3
	ETSI
	R- Document report
	SEN - Sensitive
	M8
	Brochure, video, one-pager, guides, abstracts, best practice information, to increase stakeholder awareness and support the use of the standards. 

	D2.3
	Community engagement and Dissemination report
	2,3
	ETSI
	R — Document, report
	
SEN — Sensitive

	M8
	Report summarizing dissemination outcome and evidence of the following impacts:
· Increased diversity of views from workshops or seminars presenting the ideas in the standards, such as through summaries and visual presentations, with each of the relevant vertical manufacturer communities covered by the CRA, as well as with broader stakeholders covered by the horizontal framework, including the open-source community. 
· Increased public awareness of the activities carried out under the standardisation request, including via social media outreach and an efficient use of the website developed under previous grants.”


Any background information held or owned by the ESOs and deemed necessary to implement the action or exploit any results produced under said action shall not be shared or reproduced or used in any form or by any means without the written permission of the ESOs. Background information subject to third party intellectual property rights may only be shared, reproduced, or used to the extent authorised by law and subject to prior written permission of the rightsholder(s). 
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Work Package 3
	Work Package 3: CEN-CENELEC Comment Resolution, Refinement of drafts, Community engagement and Dissemination 

	Duration:
	M1 – M8
	Lead Beneficiary:
	CENELEC

	Objectives

	· Development of vertical standards under CEN and CENELEC Lead in the joint ESO work programme, as mentioned in the above Table 1. 

	Activities and division of work (WP description)

	Task No
(continuous numbering linked to WP)
	Task Name
	Description
	Participants
	In-kind Contributions and Subcontracting
(Yes/No and which)


	
	
	
	Name
	Role
(COO, BEN, AE, AP, OTHER)
	

	T3.1
	CEN CENELEC Comment Resolution, Refinement of drafts 
	This task covers the work done by the rapporteurs in developing the vertical standards, leading and moderating iterative drafting sprints:
· Preparing standards and supporting comment resolution tracking and presentation material for public communications, workshops and events,
· refinement of draft standards and editing text,
· Contributing to stakeholder outreach and facilitating stakeholders’ engagement,
· Participating / speaking at dissemination events and open workshops.
·  facilitating and ensure transparency of the resolution of comments from the Public Enquiry (ENQ) and second EC assessment in a structure manner
· liaising with each other under coordination of the Chair of the relevant technical groups,
· reporting to and seeking endorsement of the drafts by the corresponding technical committee (CEN TC 224, CLC TC 47X or CLC TC 65X).
	CENELEC
Rapporteur 
	BEN 
SUB
	Yes, subcontracting

	T3.2
	CEN CENELEC Rapporteur travel cost 
	Travel cost of rapporteurs engaged in the STAN4CR projects, description of the travels 
	AFNOR
Rapporteur 
	AE
SUB
	Yes, subcontracting



The milestones and deliverables of Work Package 3 will be consolidated with those of Work Package 2, and their status will reflect the progress and contributions of both ETSI and CEN/CENELEC.‑CENELEC.


Any background information held or owned by the ESOs and deemed necessary to implement the action or exploit any results produced under said action shall not be shared or reproduced or used in any form or by any means without the written permission of the ESOs. Background information subject to third party intellectual property rights may only be shared, reproduced, or used to the extent authorised by law and subject to prior written permission of the rightsholder(s). 
	
	Estimated budget — Resources 

	See detailed budget table/calculator* (annex 1 to Part B).
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Subcontracting 
	[bookmark: _Toc495508575]Subcontracting 

	Work Package No
	Subcontract No
(continuous numbering linked to WP)
	Subcontract Name
(subcontracted action tasks)
	Description 
(including task number and  BEN/AE to which it is linked)
	Estimated Costs
(EUR)
	Justification
(why is subcontracting necessary?)
	Best-Value-for-Money
(how do you intend to ensure it?)

	2
	NA

	Technical project manager
Task 2.1

	ETSI – Technical project manager
	Estimation: 70 days at 850€ for 1 Technical project manager

59 500 €

+ travel budget 6000€
	Subcontracting is necessary to cope with the coordination and management workload of this project.  

	Subcontractors are selected on a case-by-case basis in the context of an open call through a clearly defined process (typically one or more of the following, publication of the call through ETSI Collective letters (see section 2.3 above) to the membership, Technical Body mailing lists or explicit calls for tender). Travel costs are included in the subcontracting cost. (participation to 7 events and 3 event for cross rapporteur workshop)

	2
	NA
	Rapporteur comment resolution and refinement of drafts
Task 2.2
	ETSI – Comments resolution, refinement of drafts
	Estimation: 806 days at 1000€* for 13 individual experts acting as rapporteurs

806 000 €
+ travel budget 
23 400 €
	Subcontracting is necessary to recruit the right cybersecurity experts and ensure that the deliverables are ready on time
	Subcontractors are selected on a case-by-case basis in the context of an open call through a clearly defined process (typically one or more of the following, publication of the call through ETSI Collective letters (see section 2.3 above) to the membership, Technical Body mailing lists or explicit calls for tender). Travel costs are included in the subcontracting cost. (participation to 7 events and 3 event for cross rapporteur workshop)

	2
	NA
	ETSI Rapporteurs involvement in Community engagement and dissemination activities
Task 2.3
	ETSI Community Engagement and Dissemination activities
	Estimation: 273 days at 1000€* for 13 individual experts acting as rapporteurs
273 000 €
+ Travel budget 54 600 €
	Expertise is not available in ETSI Secretariat or from voluntary members. Subcontracting is necessary to recruit the right cybersecurity experts and ensure that the deliverables are ready on time
	Subcontractors are selected on a case-by-case basis in the context of an open call through a clearly defined process (typically one or more of the following, publication of the call through ETSI Collective letters (see section 2.3 above) to the membership, Technical Body mailing lists or explicit calls for tender), ensuring they are in possession of the relevant expertise in the cybersecurity domain. Travel costs are included in the subcontracting costs. 

	3
	NA
	CEN CENELEC Comment Resolution, Refinement of drafts 
Task 3.1
	CEN CENELEC Comments resolution, refinement of drafts
	Estimation: 85 days at 1000€* for 6 individual experts acting as rapporteurs
Travel costs included
	Subcontracting is necessary to recruit the right cybersecurity experts and ensure that the deliverables are ready on time.
	Public call for tender, ensuring strict processes described in section 2.3 are met and ensuring they meet the criteria of neutrality and respect for EU values and principles, are in possession of strong academic credentials and relevant expertise in the cybersecurity domain allowing them to carry out their tasks, and are in familiarity with the New Legislative Framework and procedures of the European Standardisation Organisation.

	4
	NA
	CEN CENELEC Rapporteur travel cost
Task 3.2
	Rapporteurs travel  (dissemination events and cross rapporteur meetings)
	Estimation 25 200€
AFNOR - 4 Rapporteurs at 700€ per trip
	Subcontracting is necessary to allow 4 rapporteurs to travel for dissemination events and cross rapporteur meetings
	Following CEN CENELEC procurement (see section 2.3) any expenditure for goods/services up to €1.000 may be purchased as payment against invoices without prior acceptance of a tender.


[bookmark: _Toc187847013][bookmark: _Toc221197008]* This rate was established based of the offers received during the Call for Experts for the STAN4CR project and is better aligned with current market conditions.
Timetable
	Timetable (projects up to 2 years)

	ACTIVITY
	MONTHS

	
	M 1
	M 2
	M 3
	M 4
	M 5
	M 6
	M 7
	M 8

	Task 1.1 - Overall project management 
	
	
	
	
	
	
	
	

	Task 1.2 - Legal and Financial management
	
	
	
	
	
	
	
	

	Task 1.3 - Selection of the Rapporteurs
	
	
	
	
	
	
	
	

	Task 2.1 -  Technical project management
	
	
	
	
	
	
	
	

	Task 2.2 -  ETSI Comment Resolution, Refinement of drafts
	
	
	
	
	
	
	
	

	Task 2.3 -  ETSI Community Engagement and Dissemination activities
	
	
	
	
	
	
	
	

	Task 3.1 - CEN CENELEC Comment Resolution, Refinement of drafts  
	
	
	
	
	
	
	
	

	Task 3.2 - CEN CENELEC Rapporteur travel cost 
	
	
	
	
	
	
	
	



#§WRK-PLA-WP§#                                                                                                                                                       
[bookmark: _Toc495508580]#@ETH-ICS-EI@#
[bookmark: _Toc221197009]5. OTHER
[bookmark: _Toc221197010]5.1 Ethics
	Ethics 

	Not applicable.


#§ETH-ICS-EI§# #@SEC-URI-SU@#                                                                                                                                      
[bookmark: _Toc221197011]5.2 Security
	Security 


	Not applicable.


#§SEC-URI-SU§# #@DEC-LAR-DL@#                                                                                                                                  
[bookmark: _Toc495508582][bookmark: _Toc221197012]6. DECLARATIONS 
	Double funding

	Information concerning other EU grants for this project 
[image: ] Please note that there is a strict prohibition of double funding from the EU budget (except under EU Synergies actions). 
	
YES/NO


	We confirm that to our best knowledge neither the project as a whole nor any parts of it have benefitted from any other EU grant (including EU funding managed by authorities in EU Member States or other funding bodies, e.g. EU Regional Funds, EU Agricultural Funds, etc). If NO, explain and provide details.
	YES

	We confirm that to our best knowledge neither the project as a whole nor any parts of it are (nor will be) submitted for any other EU grant (including EU funding managed by authorities in EU Member States or other funding bodies, e.g. EU Regional Funds, EU Agricultural Funds, etc). If NO, explain and provide details.
	YES



	Financial support to third parties (if applicable) 
If in your project the maximum amount per third party will be more than the threshold amount set in the Call document, justify and explain why the higher amount is necessary in order to fulfil your project’s objectives.

	N/A



#§DEC-LAR-DL§#                                                                                                                                                                    
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[bookmark: Annex_1]Annex I	Response to the Request for Proposals
CfE – STF 714 (REFERENCE BODY TC CYBER / WG CYBER EUSR)
Deadline: 15 March 2026
[bookmark: ETSI_MEMBER]DISCLAIMER

This project is currently undergoing evaluation by EISMEA. Any initiation, implementation, or launch of the project is strictly conditional upon receiving a positive decision from EISMEA. No activities related to the execution of the project shall commence prior to such confirmation.

Candidates selected as part of the preliminary phase will be duly informed of all developments, decisions, and relevant information pertaining to this evaluation process. Communication will be provided in a timely manner and in accordance with applicable procedures.


If you are an ETSI Member * 

ETSI membership status (Indicate your status):
 Full
 Associate 
 Observer

If you are not an ETSI Member *
Please indicate:

Full name of the ETSI member supporting the application (list of ETSI members on etsi.org):
-________________________	

Official contact name of the ETSI member supporting the application:
-________________________	

Note: A formal confirmation of the support from the Official contact is required (e.g. by e-mail sent to STFLINK@etsi.org) and an “ETSI Member Support Letter” will be required if you are selected.

	Contractor information *

	

	Contractor name *:
Indicate the Company/Organization Name
	· 

	

	Contact person for the technical aspects
	Contact person for Decision on ETSI financial offer to this project (if any)

	Title
	
	Title
	

	First name
	
	First name
	

	Last name 
	
	Last name 
	

	Role
	
	Role
	

	e-mail
	
	e-mail
	

	Phone
	
	Phone
	

	



	
	Yes
	No

	[bookmark: ProjectInInfo]Do you or any employee of your Company/Organization hold an elected or appointed position in the Reference Body requesting the STF?
	

o

Indicate in which position:

-----------------------------------

	

o

	
If you are self-employed candidate:
Do you currently have other contracts in progress with ETSI?

	o
	o 



All fields marked with an asterix (*) are mandatory

1.1	Introduction

A short presentation of the technical structure responsible for this activity, e.g.:
· Business area, number of employees, link to WEB site,
· Department(s)/team(s)/experts in charge of the technical activities related to this Project,
· Reference to products/services of your Company/Organization or supporting Member to which the standards developed by this Project will apply,
· Motivation for your Company/Organization or supporting Member to participate in this Project.

1.2	Proposed approach 

[bookmark: _Ref434825982]Proposed contribution to tasks & related cost
Identify the tasks to which your Company/Organization is proposing to contribute by filling-in the table below:

	[bookmark: Table_Tasks_Proposal]Tasks No
	Tasks Description
	Max Budget Allocated in Euro
	Amount in Euro (mandatory)
	% of whole Task (mandatory)

	T0
	T1.1 Overall Project Management 
	0
	(managed by ETSI)

	T1
	T1.2 Legal and Financial Management 
	0
	(managed by ETSI)

	T2
	T1.3 Selection and support of the Rapporteurs and technical project manager 
	0
	(managed by ETSI)

	T3
	T2.1 Technical Project Management 
	59 500

	
	

	T4
	T2.2 ETSI Comment Resolution, Refinement of drafts*
	806 000
	
	

	T5
	T2.3 ETSI Community Engagement and Dissemination activities*
	273 000
	
	

	
	
	1 138 500
	
	



Amount in Euro (mandatory): Indicate the price offered for your contribution to the task(s)
% of whole task (mandatory):  Indicate to which percentage of the execution of the whole task your offer corresponds
Provide a description of the proposed approach, competences, reference to related activities:

· Explain which part of the task is corresponding to the requested percentage that your Company/Organization will handle,
· Explain the scope that your Company/Organization will cover,
· Explain your approach to the management of the quality and,
· Explain your approach to the management of the risks and their mitigation,
Describe and justify the proposed costs to achieve this project objectives

1.3	Proposed Topic 

Please specify for which Topic your company proposes to take responsibility as rapporteur (you may select several topics; the final assignment will be agreed during the selection and preparatory meeting)


	#
	Topic
	Selection

	17
	European standard(s) on essential cybersecurity requirements for standalone and embedded browsers
	

	18
	European standard(s) on essential cybersecurity requirements for password managers
	

	19
	European standard(s) on essential cybersecurity requirements for software that searches for, removes, or quarantines malicious software
	

	20*
	European standard(s) on essential cybersecurity requirements for products with digital elements with the function of virtual private network (VPN)
	

	21*
	European standard(s) on essential cybersecurity requirements for network management systems
	

	22*
	European standard(s) on essential cybersecurity requirements for Security information and event management (SIEM) systems
	

	23*
	European standard(s) on essential cybersecurity requirements for boot managers
	

	24
	European standard(s) on essential cybersecurity requirements for public key infrastructure and digital certificate issuance software
	

	25*
	European standard(s) on essential cybersecurity requirements for physical and virtual network interfaces
	

	26*
	European standard(s) on essential cybersecurity requirements for operating systems
	

	27*
	European standard(s) on essential cybersecurity requirements for routers, modems intended for the connection to the internet, and switches
	

	31
	European standard(s) on essential cybersecurity requirements for smart home general purpose virtual assistants
	

	32
	European standard(s) on essential cybersecurity requirements for smart home products with security functionalities, including smart door locks, security cameras, baby monitoring systems and alarm systems
	

	33
	European standard(s) on essential cybersecurity requirements for Internet connected toys covered by Directive 2009/48/EC that have social interactive features (e.g. speaking or filming) or that have location tracking features
	

	34
	European standard(s) on essential cybersecurity requirements for personal wearable products to be worn or placed on a human body that have a health monitoring (such as tracking) purpose and to which Regulation (EU) 2017/745 or Regulation (EU) 2017/746 do not apply or personal wearable products that are intended for the use by and for children
	

	35
	European standard(s) on essential cybersecurity requirements for hypervisors and container runtime systems that support virtualised execution of operating systems and similar environments
	

	36
	European standard(s) on essential cybersecurity requirements for firewalls, intrusion detection and/or prevention systems
	



*Scope excludes the industrial OT broad vertical which will be handled by CEN/CENELEC.





Annex II	 Terms and Conditions
CfE – STF 714 (REFERENCE BODY TC CYBER / WG CYBER EUSR)
Deadline: 15 March 2026
2.1	Submission of Proposals

All proposals in response to this CfE shall be submitted before the deadline indicated in this Collective Letter, using exclusively the WEB application on the ETSI Portal at the following address: https://portal.etsi.org/cfe.

Proposals shall be composed of Curriculum Vitae of the proposed service providers’ personnel and the Annex I of this CfE duly filled-out.
Proposals that will be partial or incomplete at the deadline will not be accepted.  

By applying, applicants accept the Terms and Conditions in Annex II, and Annex III.


2.2	Modification and Withdrawal of Proposals

Applicants may, without prejudice to themselves, modify or withdraw their proposal by written request, provided that the request is received by ETSI prior to the due date and time, at the address to which their proposal was submitted. The applicant may submit a new proposal provided that such new proposal is received prior to the deadline for responding which is specified in this Collective Letter.


[bookmark: _Ref434831705]2.3	Assessment of Proposals

The ETSI Director-General, in consultation with the Reference Body Chairman, is responsible for the selection of the service providers that will be contracted to perform this Project work. The ETSI Director-General and the Reference Body Chairman may be assisted by a Selection Panel to assess the applications received and make the final decision.

As per article 1.10.4 of the ETSI Directives, the Director-General may discard proposals that could be identified as creating potential conflict of interest.

The ETSI Secretariat will only communicate to the applicants the result of the selection (accepted or not accepted). Should applicants need more information on the rationale for the selection, they must address a formal request to the ETSI Director-General.

The following evaluation criteria will be applied to all proposals, in order of priority:
· Evidence that the applicant has the necessary structure and expertise to ensure delivery 
· Reference to current or previous activities in the specific technical domain of this project
· Critical review of the most efficient way to achieve the objectives in this Project ToR 
· Effective proposed approach/methodology for the execution of the tasks
· Implementation schedule
· Clear pricing policy

Compliance with the first two (2) criteria is mandatory.
Proposals that are not considered compliant with these criteria will be discarded.

Priority will be given to technical quality of the proposals. Pricing considerations will be taken into account to ensure that the best value for money is achieved. Compatibility with the maximum budget allocated to this Project will be verified before placing a Service Contract.


Following the assessment process, ETSI reserves the right to grant contracts to other than the cheapest proposals, to accept or reject any offer completely or in part, or to reject all proposals, without providing the reasons. If no offer is accepted, ETSI may decide to abandon the work or proceed in any other manner ETSI may select.


2.4	IPR and confidentiality Agreements

The information provided in this CfE, as well as the fact that the applicant has received the CfE, is considered confidential and protected under copyright laws. The applicant may not discuss, share, or use the information in this CfE for any purpose other than the response to this CfE.

ETSI will not disclose the content of any proposals to other applicants or any other party, with the exception of the persons involved in the assessment process described in §2.3 above.

However, ETSI reserves the right to make use of the information provided in this proposal to improve this project definition for the purpose of this CfE or any other manner in which ETSI may decide to proceed to select the service providers.

If successful, the applicant will be required to sign a Service Contract, which includes IPR and Confidentiality clauses aligned with the relevant policies in the ETSI Directives.


2.5	Preparation cost

ETSI will not be responsible for any costs or expenses that the applicant may incur in preparing and/or submitting the proposal.


2.6	Service Contract

A Service Contract will be proposed to the applicants that will be selected to perform the work.
Details on the Terms and Conditions of this contract can be found on the ETSI Portal, at the following address: https://portal.etsi.org/STF/STFs/Contracts.aspx 




[bookmark: Annex_III]Annex III	Standardisation request to the European Committee for Standardisation (CEN), the European Committee for Electrotechnical Standardisation (CENELEC) and the European Telecommunications Standards Institute (ETSI) in support of Regulation (EU) 2024/2847 of the European Parliament and of the Council of 23 October 2024 on horizontal cybersecurity requirements for products with digital elements and amending Regulations (EU) No 168/2013 and (EU) No 2019/1020 and Directive (EU) 2020/1828 (Cyber Resilience Act)

CfE – STF 714 (REFERENCE BODY TC CYBER / WG CYBER EUSR)
Deadline: 15 March 206
https://ec.europa.eu/growth/tools-databases/enorm/mandate/606_en

image1.jpeg




image4.png
European Commission

CEN-CENELEC-ETSI

CENELEC

Rapporteurs (CEN CENELEC lead) Rapporteurs (ETSI lead)

Comment resolution Technical Committee/s Comment resolution Technical Committee/s

Stakeholder engagement and outreach Stakeholder engagement and outreach

I Coordination and project management activities

B Expert work on standards and dissemination material

B Technical committees working under a high cooperation
mode between the ESOs

B Dissemination activities




image5.png




image2.png
ETSIL___ )\
4

The Standards People




image3.jpeg
European
Commission




