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Part I – Reason for proposing the STF

1 Rationale

TC SCP has started work on a new Smart Secure Platform (SSP). New requirements for Secure Elements are emerging, inspired, for example, by those Secure Elements embedded in terminals. Such eSEs which are intended to provide security services or store data securely, may come in different form factors and are intended to be integrated into the terminal’s architecture. They may be using electrical and physical interfaces other than those used by the (e)UICC, as specified by ETSI TS 102 221 and ETSI TS 102 671.

The work on the SSP includes the following aspects:

· Improvement of existing physical/electrical interfaces and/or logical interfaces or definition of new ones for removable and non-removable secure elements

· Definition of classes (specific sets of generic features) for these new, flexible ETSI form factors for a secure element (for non-removable secure elements, interoperability may not be required in terms of physical dimensions, pin locations and physical/electrical interface).
· Definition of new data structures being able to handle large amount of data in a secure way.

TC SCP considers that the topics of trust and privacy in IoT and mobile applications are essential to the market and recommended that they are incorporated into the ETSI Technical Roadmap (see OCG(17)062_031 (June 2017) and OCG Report to Board #114, BOARD(17)114 036).
In particular, 3GPP SA3 has identified the need for such an SSP for use in 5G and requested TC SCP to provide a technical solution by early 2018 as expressed by 3GPP SA3 in several liaison statements.

TC SCP has a policy of delivering three stages of specification for the features it adopts: a set of use cases and requirements, the actual technical solution and a conformance test specification. As the use case and requirements are about to be completed and expected to be finalised at the next TC SCP plenary in mid-November, SCP #81, the priority within TC SCP will move to providing the technical solution. Nevertheless, this leaves very little time for the completion of the technical specifications to meet the time line required by 3GPP and by the IoT market in a broader sense. TC SCP noted that even an option of strict prioritization will still require a significant amount of work to be carried out over a very short period of time. 
TC SCP considers that two deliveries by end of June 2018 are needed and therefore decided to request an STF for the work. Maintenance work for the deliverables is expected to be performed by TC SCP WG TEC.
2 Objective

Two deliverables are expected within the given timeframe, one within the first phase of the STF, the other at the end of the second phase. These two deliverables constitute a multi-part specification. 
The first deliverable will address the generic portions of the SSP that is those parts that apply to every SSP irrelevant of its interfaces and form factor. This first deliverable is seen as the input required by 3GPP by early 2018 for a secure authentication platform for 5G Phase 1. 
The second deliverable will address specific classes of the SSP, specifically the iSSP Class which integrates the Secure Element on a System-on-Chip (SoC). 
3 Relation with ETSI strategy and priorities
This work is related with the following topics that fall under ETSI Strategic Objectives:

· Delivery of consistent set of specifications (requirements + technical solution + tests)

· Adoption of ETSI standards by other organizations, with the following targets:
· 3GPP to adopt the specifications as an additional platform for their 5G USIM and ISIM applications
· 3GPP to adopt the specifications to be used within the context of IoT

· oneM2M to adopt the specification as secure environment within their security specifications as well as within their ongoing work item on secure environment abstraction 

· Adoption of the specification by other ETSI committees dealing with security such as TC Cyber, TC ITS, TC SmartM2M and TC eHealth.
· Technical specifications are a key element in ensuring interoperability, one of ETSI identified vital surround areas of standardization
4 Context of the proposal

4.1 ETSI Members support
The following ETSI Members support the creation of an STF to produce the deliverables listed in §2.
	ETSI Member
	Supporting delegate
	Motivation

	Comprion GmbH
	Andreas Bertling
	To achieve global interoperability across different SSP implementations.

	G+D Mobile Security GmbH
	Daniel Daksiewicz
	In order to bring their expertise in the field of secure elements into future specifications

	Gemalto N.V.
	Denis Praca
	Provide the early thoughts of our experts on the evolution of the UICC toward a more versatile secure element

	Morpho Cards GmbH 
	Heiko Kruse
	To define a new secure platform supporting the requirements of the different stakeholders like e.g. 3GPP or the IoT market.

	Oberthur Technologies 
	Davide Pratone
	To bring Secure Element and Identification expertise on the development of the Secure Smart Platform. 

	Infineon Technologies GmbH
	Christian Schneckenburger
	Bringing in expertise from secure hardware and software architectures as well as market requirements from the Automotive and Industrial space with regards to2 secure applications.

	Qualcomm UK LTD
	Indranil Banerjee
	Provide expertise in SoC security architecture and systems security.

	Deutsche Telekom AG
	Stefan Kaliner
	We expect the SSP to be a relevant element in the context of future telco products and services.

	Bouygues Telecom
	Sophie Diallo
	Provide our feedback on the impacts of the SSP features introduction in MNO ecosystem

	Valid Soluciones
	Alejandro Pulido
	To have the SSP as key part of the future developments either in Telecom, EMV or Id

	NOKIA
	Padmakumar Subramani
	To enable as common start point for security for end users in 5G/IoT world with SSP (& iSSP), and interfaces being standard for service providers towards these secure platform.

	STMicroelectronics
	Sofia Massascusa
	To provide technical expertise for secure chip and OS design-in for Telecom and IoT/M2M solutions

	Orange
	Stephane Bandin
	The operator community is likely to be among one  of the first and largest user of this technology, therefore have a vested interest  in its success.

	AT&T
	David K Smith
	The SSP is an important enabling technology for IoT


4.2 Market impact
5G and the Internet of Things will both require the enhancement of existing standards as well as the timely development of new standards to allow heterogeneous devices to communicate and to guarantee interoperability. Only this interoperability provided by reliable standards will allow an ecosystem which provides the boundary conditions for sensible investments in infrastructure, devices, applications and services. 
The work of this proposal will provide the foundation for achieving this interoperability for the features, security and privacy required for 5G and IoT. This work will, in addition, help reaching the goals of European NIS directives.
Overall, the market impact is considered to be similar to that of introducing a Subscriber Identity Module (SIM) for the security of mobile communication and its effect on the market growth thanks to a worldwide standardised security solution. 
Non-telecom markets like industrial and automotive are looking into the deployment of secure applications for authentication, identity provisioning or the integrity check of their platforms. Currently, most implementations in those markets are based on proprietary schemes which results in increased development effort and security levels that are both difficult to describe and to qualify. SSP offers an excellent opportunity to provide those industries with a standardized solution. This will accelerate market adoption and generally increase the highly appreciated level of security for these markets.
A standardized solution for a secure element will generate economies of scale, ultimately driving the "cost of security" down and helping companies when designing very low-cost devices.
4.3 Tasks for which the STF support is necessary

The support of the STF is required to achieve the time schedule for the technical realisation of the Smart Secure Platform (SSP), its interfaces to the terminal, as well as a hardware abstraction layer and its APIs for particular SSP classes as described by the requirements in TS 103 465.

The tasks will include, but not limited to, defining the:
· General architecture of the SSP

· Hardware requirements for the SSP
· Commands and procedures of the SSP

· Core management (e.g. boot sequence, suspend, resume, stop, reset...)

· Interface management (e.g. activation, suspension resume, deactivation...)

· Logical and physical interfaces

· Communication layers

· Adaptation of relevant UICC features (e.g., toolkit, file system) to the SSP

· New functionalities, as described in the requirement specification (e.g., storage of large data)

· Power consumption and power states of the SSP

· Security architecture, security requirements and other security aspects of the SSP

· Aspects of application management and execution in the SSP

as well as:
· SSP classes incorporating the specified technical functions, interfaces, architecture and characteristics

· Adaptation of the SSP architecture to the SoC constraints

· Interfaces required between elements of the architecture.

4.4 Related voluntary activities in the TB

All work related to the collection/definition of use cases and requirements is performed on a voluntary basis in TC SCP's requirements working group (TC SCP WG REQ). In addition TC SCP WG TEC has already started voluntary work (including early architecture considerations as well as a preliminary draft of the technical specification for the SSP). These results will be used as a basis for the STF work.

The work will be supervised by TC SCP WG TEC and validated during TC SCP Plenary meetings.

TC SCP WG TEC will act as the steering committee. TC SCP WG TEC will review the work of the STF on a regular basis (every few weeks) and will provide feedback as well as recommendations to the STF. The STF leader will inform both SCP TEC as well as the Steering Group (see section 7.1 below) on the resolutions of the recommendations in a timely manner for further deliberation. The STF will report in the regular WG meetings taking place in January, March and May 2018. TC SCP WG TEC will in turn report to TC SCP.

4.5 Previous funded activities in the same domain
· STF 391 (TB SCP/WG TEST)

Test Specification for the ETSI aspects of the IC USB interface (2009/03)

Final delivery:
TS 102 922-1,TS 102 922-2 

· STF 361 (TB SCP/WG TEST)
UICC Contactless Interface Testing (2009/07)
Single Wire Protocol (SWP) and Host Controller Interface (HCI) 
Final delivery: 
TS 102 694-1,TS 102 694-2, TS 102 695-1, TS 102 695-2, TS 102 695-3
· STF 431 (TB SCP/WG TEST)
Smart Cards Secure Channel testing (2011/12) 
Final delivery: 
TS 103 484-1, TS 103 484-2

4.6 Consequences if not agreed
By establishing an STF we improve the likelihood of achieving the timely solution for 5G and IoT; otherwise it is unlikely that the required time frame identified above will be met. With no timely solution provided by TC SCP, there is a high risk of a fragmentation of the security solutions in the IoT market and possibly early 5G market deployment. Another consequence is that some of these solutions may not offer the expected security.
Part II - Execution of the work

5 Technical Bodies and other stakeholders
5.1 Reference TB

TC SCP is responsible for the approval of the deliverables of the STF work.
TC SCP WG TEC is responsible for the monitoring and guidance of the STF(see section 7.1 below).
5.2 Other interested ETSI Technical Bodies

· TC CYBER

· TC eHealth
· Other ETSI bodies needing a smart secure platform (e.g. ITS, SmartM2M)
5.3 Other stakeholders
· 3GPP SA3
· 3GPP CT6

· oneM2M
· GSMA

· GlobalPlatform

· EMVCo
6 Base documents and deliverables
6.1 Base documents

	Document
	Title
	Current Status
	Expected date for stable document

	ETSI TS 103 465
	Smart Cards; Requirements for a new secure element 
	Draft
	November 2017

	
	
	
	

	
	
	
	


6.2 Deliverables

	Deliv.
	Work Item code

Standard number
	Working title

Scope

	D1
	DTS/SCP-TSSPve00-1

TS 103 666-1
	Working title: Smart Secure Platform, Part 1: Generic Specification
Scope: Development of the technical realisation of the generic requirements of SSP as defined by the requirements in TS 103 465.



	D2
	DTS/SCP-TSSPve00-2

TS 103 666-2
	Working title: Smart Secure Platform, Part 2: iSSP Class 
Scope: Technical realisation of this specific Class


6.3 Deliverables schedule:
DTS/SCP-TSSPve00-1
Smart Secure Platform, Part 1: Generic Specification
· Start of work
15-Jan-2018
· ToC and scope
19-Jan-2018
· Early draft
09-Mar-2018
· WG approval
21-Mar-2018
· Stable draft
13-Apr-2018
· TB approval
27-Apr-2018
SCP#83
· Publication
15-May-2018
DTS/SCP-TSSPve00-2
Smart Secure Platform, Part 2: iSSP Class
· Start of work
15-Feb-2018
· ToC and scope
19-Feb-2018
· Early draft
23-Apr-2018
· WG approval
02-May-2018
· Stable draft
06-Jun-2018
· TB approval
29-Jun-2018
SCP#84
· Publication
16-Jul-2018
7 Work plan, time scale and resources
7.1 Organization of the work 

The work will be supervised by ETSI SCP WG TEC and validated during ETSI SCP Plenary meetings.

TC SCP WG TEC will act as the steering committee. SCP TEC will review the work of the STF on a regular basis (every few weeks) and will provide feedback as well as recommendations to the STF. The STF leader will inform both SCP TEC as well as the Steering Group on the resolutions of the recommendations in a timely manner for further deliberation. The STF will report in the regular WG meetings taking place in January, March and May 2018 as well as in dedicated conferences calls. TC SCP WG TEC will in turn report to TC SCP.

The STF leader shall report on a regular basis to TC SCP and TC SCP WG TEC. 

In addition, a Steering Group (SG) will be formed comprising members of TC SCP under the mandate of TC SCP to direct and advise the STF in between TC SCP plenary meetings. It will consist of the chairs of TC SCP, TC SCP WG TEC and the rapporteur of TS 103 465, and will include the TC SCP Vice-chairs as well as the SCP TEC Vice-chairs.
The STF will provide regular progress reports to the Steering Group. Conference calls will be held when appropriate. Face-to-face meetings will occur in connection with the relevant TC meetings and Working Group meetings.
The STF members will have a dedicated mailing list but will also be able to use the existing mailing list of TC SCP WG TEC. As a consequence, TC SCP WG TEC delegates will be able to contribute easily to the discussions. In a similar fashion, the use of the TC SCP WG REQ mailing list will be open for use by the STF members, should clarifications be requested in relation to the SSP use cases and requirements.

The Technical Officer in charge of TC SCP offers to set-up and help maintain STF-dedicated Web/Portal pages. The Terms of Reference of TC SCP WG TEC are found at: https://portal.etsi.org/TBSiteMap/SCP/SCPTECToR.aspx.

7.2 Task description
Task 1 – Project Management
Objectives:
Project Management (carried out by the STF Leader). Coordination, communication, reporting and leading of the STF team activities, in collaboration with the ETSI secretariat and TC SCP WG TEC.
Interactions:
ETSI 
Resources required: meeting room in ETSI premises when relevant.

Task 2 – Development of TS for  SSP specification (part 1: Generic)
Objectives:
Delivery of a technical solution for the generic aspects of the SSP (the base framework specification). The work will include definition of a general architecture for the SSP. Based on this architecture, the task will deliver a specification, based on the existing draft prepared by TC SCP WG TEC, covering hardware requirements for the SSP together with the necessary commands and procedures. The related logical and physical interfaces as well as their management will also be specified. The specification will in addition cover the security framework (architecture, requirements and specific security services) for the SSP. Finally the work will also specify platform and application management aspects. 
Input:
Requirements as captured in TS 103 465. 

Rudimentary draft of the SSP available in SCPTEC(17)000064r6 (an updated version will be available before the start of the STF work).

Output:
one TS (TS 103 666-1) covering the generic aspects of the SSP.
Interactions:
TC SCP TEC and TC SCP REQ will be the main contacts for the STF during the work.
Resources required:
meeting space in ETSI premises when relevant.
Task 3 – Development of TS for SSPspecification (part 2: iSSP class)
Objectives:
Delivery of a technical solution, based on the existing draft prepared by TC SCP WG TEC, for a specific SSP class (iSSP) intended at SSP implementation in a System-on-Chip (SoC). The work will focus on adapting the SSP architecture and interfaces to SoC-specific constraints. The task will in addition deliver any further interfaces required for the integration in a SoC. 
Input:
Requirements as captured in TS 103 465.

Rudimentary draft of the SSP available in SCPTEC(17)000093r5 (an updated 
version will be available before the start of the STF work).
Output:
One TS (TS 103 666-2) covering the iSSP class of the SSP.
Interactions:
TC SCP TEC and TC SCP REQ will be the main contacts for the STF during the work.
Resources required:
meeting space in ETSI premises when relevant.
7.3 Milestones

Milestone 1 – Early draft TS for Generic SSP specification (part 1)
Milestone 2 – Final draft TS for Generic SSP specification (part 1) and publication
Milestone 3 – Early draft of TS for iSSP class specification (part 2)
Milestone 4 – Final draft of TS for iSSP class specification (part 2) and publication
7.4 Task summary

	N
	Task / Milestone / Deliverable
	Target date
	Percentage of completion
	Max Budget Allocated (EUR)

	T1
	Project Management
	15/01 to 06/06/2018
	
	4 000

	T2
	Development of TS for SSP specification (part 1: Generic) 
	From 15/01/2018 - to 13/04/2018
	
	105 600

	M1
	Early draft TS for  SSP specification (part 1: Generic)
	09/03/2018
	60
	

	M2
	Final draft TS for SSP specification (part 1:  Generic) and publication
	13/04/2018
	100
	

	
	
	
	
	

	T3
	Development of TS for  SSP specification (part 2: iSSP class)
	from 15/02/2018 - to 06/06/2018
	
	70 400

	M3
	Early draft of TS for  SSP specification (part 2: iSSP class)
	23/04/2018
	60
	

	M3.1
	Discussion of early draft by SCP plenary
	25 to 27/04/2017 
	
	

	M4
	Final draft of TS for  SSP specification (part 2: iSSP class) and publication
	06/06/2018
	100
	


	Task Milest.
	Description
	J
	F
	M
	A
	M
	J
	J
	A
	S
	O
	N
	D
	J
	F
	M

	T1
	Project management

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	M1
	Early draft TS for  SSP specification (part 1: Generic)
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	T2
	Development of TS for  SSP specification (part 1: Generic)
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	M2
	Final draft TS for  SSP specification (part 1: Generic) and publication
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	T3
	Development of TS for SSP  specification (part 2: iSSP Class)
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	M3
	Early draft of TS for SSP specification (part 2: iSSP class )
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	M4
	Final draft of TS for SSP specification (part 2: iSSP class ) and publication
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	


7.5 Working methods and travel cost
Travel cost for working sessions will be included in the contract compensation (manpower cost).  Presentation of results to the reference TB and other TBs will be reimbursed as real cost from the travel budget.  For other cases, refer to the travel budget table in Part III.

8 Expertise required

8.1 Team structure

Between 5 and 7 participants to ensure the following mix of competences:

The following experts are required to perform the work. The actual number of experts and mix of skills may depend on the actual applications received and will be decided when setting up the STF.

· Number of experts required: between 5 and 7
· Qualification required: the following mix of skills is expected

· Detailed knowledge of the requirements and core specifications TS 102 221 and TS 103 465 (SSP Requirements)
· Detailed knowledge of underlying hardware
· Knowledge of UICC run-time environment. 
· Skills in writing technical specifications
· Additional qualification preferred: knowledge of chip architecture and operating system design, awareness of 3GPP work.
· Period over which the experts are required: all of the STF running time

· Type of secondment: part time availability is required, with at least 50% of the expert’s time allocated to STF work.

It is up to the STF to decide on the most efficient organisation within the team and to establish a working structure and an efficient working process.
Part III:
Financial conditions
9 Maximum budget
9.1 Manpower cost
Maximum resource allocated: 180 000 €
Split over STF phases:

· Phase 1 (Jan to Apr 2018):
108 000 € 


· Phase 2 (Mar to Jun 2018):
72 000 €


9.2 Travel cost

	Expected travels
	Cost estimate

	 8 trips for the STF leader (including EU and some possible intercontinental trips)
	9 600 €

	Total cost
	


Part IV:
STF performance evaluation criteria
10 Key Performance Indicators

Contribution from ETSI Members to STF work
· Direct financial contribution (co-funding)

· Support to the STF work (e.g., provision of test–beds, organization of workshops, events)

· Steering Group meetings (number of meetings / participants / duration)

· Number of delegates directly involved in the review of the deliverables

· Contributions/comments received from the reference TBs

· Contributions/comments received from other TBs

Contribution from the STF to ETSI work

· Contributions to TC/WG meetings (number of documents / meetings / participants)

· Contributions to other TBs

· Presentations in workshops, conferences, stakeholder meetings

Liaison with other stakeholders
· Stakeholder participation in the project (category, business area)

· Cooperation with other standardization bodies

· Potential interest of new members to join ETSI

· Liaison to identify requirements and raise awareness on ETSI deliverables 

· Comments received on drafts (e.g. on WEB site, mailing lists, etc.)

Quality of deliverables

· Approval of deliverables according to schedule

· Respect of time scale, with reference to start/end dates in the approved ToR

· Comments from Quality review by TB

· Comments from Quality review by ETSI Secretariat

Time recording

For reporting purposes the STF experts shall fill in the time sheet provided by ETSI with the days spent for the performance of the services.
In the course of the activity, the STF Leader will collect the relevant information, as necessary to measure the performance indicators.  The result will be presented in a final report.
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