	ToR STF 518

	page 15 of 15



	[image: image1.jpg]ETSI___ Y\
N\ Y




	ToR STF 518 (TC DECT)

	
	Version: 0.5

	
	Author: Dr. Guenter Kleindl – Date:  01 May 2016 

	
	Last updated by: Alberto Berrini – Date: 26 July 2016

	
	page 1 of 4


Terms of Reference STF 518 (TC DECT) 
security update and evolution technical studies
Summary information

	Approval status
	Approved by TC DECT#69 (18-19 May).
Approved by Board#108 (8-9 June)

	Funding
	Maximum budget: 114 000 € from ETSI FWP 

Task A (security): 54 000 €, Task B (studies) 57 000 €, travels 3 000 €.

	Time scale
	9 Aug-2016 to 30 April-2017

	Work Items 
	Deliverables to be produced:

REN/DECT-00307-1  (EN 300 175-1): Part 1: Overview
REN/DECT-00307-2  (EN 300 175-2): Part 2: Physical Layer (PHL)
REN/DECT-00307-3  (EN 300 175-3): Part 3: Medium Access Control (MAC) layer
REN/DECT-00307-4  (EN 300 175-4): Part 4: Data Link Control (DLC) layer
REN/DECT-00307-5  (EN 300 175-5): Part 5: Network (NWK) layer
REN/DECT-00307-6  (EN 300 175-6): Part 6: Identities and addressing
REN/DECT-00307-7  (EN 300 175-7): Part 7: Security features
REN/DECT-00307-8  (EN 300 175-8): Part 8: Speech and audio coding and transmission
REN/DECT-00309  (EN 300 444): DECT Generic Access Profile (GAP)

DTR/DECT-00311 (TR 103 445) : DECT security assessment TR (new deliverable)
DTR/DECT-00308 (TR 103 422) : DECT evolution TR (new deliverable)

	Board priority 
	ETSI STF funding criteria  (ETSI/BOARD(12)88_030r1)
· Standards enablers/facilitators (Security update)

· Emerging domains for ETSI (Technical report)


Part I – Reason for proposing the STF

1 Rationale

DECT is one of the most important ETSI standards in terms of public acceptance. Approximately 100 M of DECT devices are sold each year. The standard provides a convenient solution to the needs of cordless telecommunications in the business, residential and WLL scenarios. 
The confidentiality of communications has always been DECT technology strength from the beginning. However due to the continuous evolution in computer processing power and in technologies available to potential hackers, it is necessary to analyse new security threats and to implement security upgrades in order to continue ensuring a high standard of protection to end-user communications.
Ultra-Low Energy (ULE) is a M2M technology based on DECT and intended for Internet of Things. ULE Phases 1 and 2 provide a convenient solution for the several devices expected in the Home Automation scenario (sensors, alarms, machine-to-machine communications and various other home automation applications). An important milestone has been the definition of a universal Ipv6/6LoWPAN interface that will be specified by IETF as a RFC. This interface is required by the market in order to integrate the technology in the different architectures developed for the Internet of Things (IoT). The optimal implementation of this interface in a way practical for the end user (detection, self-configurations, pairing) requires some technical work that, for the time being, should identify the possible paths. In addition to that, other studies are required identifying the best way to address other market opportunities that require additional features or investigations. 
2 Objective

The objective of the proposed STF is dual and will be implemented as two tasks:

Task A: The goal of this task is analysing new security threats and implementing some security architecture enhancements in order to better protect end-user privacy and confidentiality of communications. The need of this update is a consequence of the evolution in computer hardware and hacking technologies and is required to ensure a high standard of protection to end-user communications. The security threat analysis and assessment will be implemented as a dedicated TR. Results from TC CYBER should be reused if possible. The security update will be implemented as a new release of the DECT base standard (EN 300 175 parts 1 to 8) and the Generic Access Profile (EN 300 444). The task will impact principally parts 3, parts 5 and 7 of the DECT base standard and the Generic Access Profile.. The security enhancement is also linked to the evolution of DECT and ULE as described in task B, 
Task B: The goal of this task is performing some identified studies required for the short and midterm evolution of DECT and ULE technologies. These studies are required .i.e. to the properly support the new RFC for Ipv6/6LoWPAN over ULE, to address new market opportunities (in both DECT and IoT areas) and to investigate different paths for the mid-term evolution of the technology. The detailed list of studies is shown in section 7.2.  The outcome of this task will be implemented as a Technical Report (new deliverable) and will benefit not only DECT but also other initiatives in the IoT area.

It is expected that the STF outcome on security will be implemented in the short term in most DECT products impacting millions of users. The investigation on ULE evolution will allow addressing new applications and markets for ULE and DECT technologies in the mid-term, and will contribute to the ETSI effort on Internet of Things (IoT).

3 Relation with ETSI strategy and priorities

DECT is the most successful European Standard in the field of cordless communications. DECT ULE is the main ETSI project providing a suitable radio technology for IoT devices requiring low operating power.
The proposed work will contribute to ETSI Long Term Strategy, addressing the trends on global level, security and privacy, and strategic objectives on being global, versatile and support EC policy objectives.

The proposed work will implement the EC policy objectives on Digital Single Market and Internet of Things (IoT).

The proposed activities will fulfil the definitions for the categories “Standards enablers/facilitators” (Security update) and “Emerging domains for ETSI” (Technical report)
4 Context of the proposal

4.1 ETSI Members support

	ETSI Member
	Supporting delegate
	Motivation

	AVM
	Sven Trevisany
	Continuous evolution of a wide established technology. Updating of possible future security threads.

	Deutsche Telekom AG
	Laura Altmüller
	It is important that there will be a further development.

	Dialog Seminconductor B.V.
	Colin Foster
	Dialog Semiconductor fully supports the STF work being undertaken in the investigation of security issues and the definition of procedures as part of current efforts and the continued evolution of both DECT and ULE.

	DSPG
	Steven Dickinson
	DSPG supports the STF for the security assessment of DECT and ULE, and the study of evolution features for DECT and ULE. The low power of ULE is of great importance to DSPG to order to maintain our advantage over competing technologies.

	FEEI
	Günter Kleindl
	Do enhance DECT with new capabilities to cover new market areas.

	Gigaset Communications GmbH
	Dieter Kehrer
	To support the evolution of the DECT technology in order to open new use cases especially for devices with low power consumption.

	Panasonic
	Hans-Peter Steinbrueck
	There is a need to assess the security techniques in DECT/ULE to address the security evolution issues.

	RTX A/S
	Jens Toftgaard Petersen
	For ensuring evolution of DECT to address new and more demanding requirements from future applications.

	WIRELESS PARTNERS S.L.L.
	Angel Boveda
	To continue the development of DECT and ULE technologies adding new features and market applications.

	wiseSense GmbH
	Andreas Wilzeck
	Ensuring privacy and improved low latency and higher data-rates under known QoS constraints in current and evolved DECT communications for professional wireless applications.


4.2 Market impact

The DECT specification from ETSI is the worldwide leading standard for digital cordless telecommunications. There are more than 1000 million devices in the market and every year more than 100 million devices are sold. In the last 4 years, DECT has become the number one in the US. DECT products are also available in Japan.

Despite this great success, there is continuing threat from other systems to take over market shares from DECT and, in some countries, the cordless telephone market is saturated or already diminishing. 

Therefore, it is essential for the DECT community to start to get its foot into new product areas and a promising one is machine-to-machine communication. 

The security update will ensure continuing confidentiality of end-user communications and will benefit millions of users of DECT devices.

DECT ULE devices are suitable for long time operation with small batteries. DECT ULE also provides Ipv6 -connectivity, which is required for many new M2M applications. 

There is a lot of competition between different technologies, but DECT-ULE offers a combination of several features, which makes it very suitable for M2M applications and these are internet-connectivity, ultra-low power consumption, good range, excellent quality and high capacity.

4.3 Tasks for which the STF support is necessary

Due to the amount of work, and despite the intense activity of TC DECT delegates, the support of an STF is essential for the timely production of the specification and the seamless continuation of the DECT and ULE success story. 

The security update requires specialized security expertise, not normally available in TC DECT.

The evolution study requires in depth knowledge of DECT ULE phases 1 and 2 and of general DECT capabilities and expansion possibilities.

4.4 Related voluntary activities in the TB

Many technical contributions have been provided by the experts in TC DECT and the ULE working group. Several interoperability-testing events have been organized by the DECT Forum and performed very successfully. Further test events are planned by the ULE Alliance, the industry fora now driving for the success of this technology.

In addition to that, the DECT industry is contributing to the outgoing IETF RFC “Transmission of IPv6 Packets over DECT Ultra Low Energy” (draft-ietf-6lo-dect-ule)
TC DECT delegates will continue to identify the activities related to the STF and will further contribute to STF objectives, in parallel to the STF.

4.5 Previous funded activities in the same domain

During last 5 years no security review has been done, (last one was done in 2010). 

Regarding ULE, ULE phases 1 and 2 has been funded by ETSI as shown below:

The update of DECT repeaters to cover ULE and other new developments has also been funded by ETSI and is shown in the table below:

ETSI Resources:

	Topic
	STF
	Cost in EUR (ETSI funded)

	ULE Phase 1
	STF 441
	102 000

	ULE Phase 2
	STF 465
	108 000

	Repeaters
	STF 506
	70 000

	Total
	Total
	280 000


4.6 Consequences if not agreed

Not implementing timely security updates according to the evolution of technology may affect the security and privacy of communications.

Not addressing the required studies for immediate evolution may jeopardize the role of ULE in the IoT landscape and will reduce market opportunities for DECT and ULE products.

Part II - Execution of the work

5 Technical Bodies and other stakeholders

5.1 Reference TB

TC DECT, Chairman: Dr. Günter Kleindl

DECT ULE Working Group, Chairman: Jens T. Petersen

5.2 Other interested ETSI Technical Bodies

TC ERM, TC smartM2M, TC CYBER
5.3 Other stakeholders

OneM2M, AIOTI, STF 505, EC Large Scale Projects 

6 Base documents and deliverables

6.1 Base documents

	Document
	Title
	Current Status
	Expected date for stable document

	ETSI EN 300 175-1
	DECT Common Interface (CI); part 1 v2.6.1
	published
	

	ETSI EN 300 175-2
	DECT Common Interface (CI); part 2 v2.6.1
	published
	

	ETSI EN 300 175-3
	DECT Common Interface (CI); part 3 v2.6.1
	published
	

	ETSI EN 300 175-4
	DECT Common Interface (CI); part 4 v2.6.1
	published
	

	ETSI EN 300 175-5
	DECT Common Interface (CI); part 5 v2.6.1
	published
	

	ETSI EN 300 175-6
	DECT Common Interface (CI); part 6 v2.6.1
	published
	

	ETSI EN 300 175-7
	DECT Common Interface (CI); part 7 v2.6.1
	published
	

	ETSI EN 300 175-8
	DECT Common Interface (CI); part 8 v2.6.1
	published
	

	ETSI EN 300 444
	DECT Generic Access Profile GAP) v2.4.1
	published
	

	ETSI TS 102 939-1
	DECT ULE Phase 1 v1.2.1
	published
	

	ETSI TS 102 939-1
	DECT ULE Phase 2 v.1.1.1
	published
	

	draft-ietf-6lo-dect-ule
	Transmission of IPv6 Packets over DECT Ultra Low Energy
	available
	Sep 2016


6.2 Deliverables

	Deliv.
	Work Item code

Standard number
	Working title

Scope

	D1
	REN/DECT-00307-1  (EN 300 175-1):
	DECT Common Interface Part 1 

	D2
	REN/DECT-00307-2  (EN 300 175-2):
	DECT Common Interface Part 2 

	D3
	REN/DECT-00307-3  (EN 300 175-3):
	DECT Common Interface Part 3 

	D4
	REN/DECT-00307-4  (EN 300 175-4):
	DECT Common Interface Part 4 

	D5
	REN/DECT-00307-5  (EN 300 175-5):
	DECT Common Interface Part 5 

	D6
	REN/DECT-00307-6  (EN 300 175-6):
	DECT Common Interface Part 6 

	D7
	REN/DECT-00307-7  (EN 300 175-7):
	DECT Common Interface Part 7 

	D8
	REN/DECT-00307-8  (EN 300 175-8):
	DECT Common Interface Part 8 

	D9
	REN/DECT-00309  (EN 300 444):
	DECT Generic Access Profile (GAP)

	D10
	DTR/DECT-00311 (TR 103 445)
	DECT security assessment TR (new deliverable)

Scope: To analyse security threats and identifying further improvements. 

	D11
	DTR/DECT-00308 (TR 103 422)
	DECT evolution TR (new deliverable)

Scope: Collect requirements for the further evolution of DECT and study implementation possibilities, e.g. for low latency or higher bit rates


6.3 Deliverables schedule:

REN/DECT-00307-1 (EN 300 175-1):  DECT Common Interface Part 1
· Start of work
09-Aug-2016

· ToC and scope
31-aug-2016

· Early draft
1-october-2016

· Stable draft
15-december-2016

· TB approval
10-february-2017


· Start of EN AP.
10-march-2017


· Publication
10-october-2017

REN/DECT-00307-2 (EN 300 175-2):  DECT Common Interface Part 2
· Start of work
09-Aug-2016

· ToC and scope
31-aug-2016

· Early draft
1-october-2016

· Stable draft
15-december-2016

· TB approval
10-february-2017


· Start of EN AP.
10-march-2017


· Publication
10-october-2017

REN/DECT-00307-3 (EN 300 175-3):  DECT Common Interface Part 3
· Start of work
09-Aug-2016

· ToC and scope
31-aug-2016

· Early draft
1-october-2016

· Stable draft
15-december-2016

· TB approval
10-february-2017


· Start of EN AP.
10-march-2017


· Publication
10-october-2017

REN/DECT-00307-4 (EN 300 175-4):  DECT Common Interface Part 4
· Start of work
09-Aug-2016

· ToC and scope
31-augy-2016

· Early draft
1-october-2016

· Stable draft
15-december-2016

· TB approval
10-february-2017


· Start of EN AP.
10-march-2017


· Publication
10-october-2017

REN/DECT-00307-5 (EN 300 175-5):  DECT Common Interface Part 5
· Start of work
09-Augy-2016

· ToC and scope
31-augy-2016

· Early draft
1-october-2016

· Stable draft
15-december-2016

· TB approval
10-february-2017


· Start of EN AP.
10-march-2017


· Publication
10-october-2017

REN/DECT-00307-6 (EN 300 175-6):  DECT Common Interface Part 6
· Start of work
09-Aug-2016

· ToC and scope
31-augy-2016

· Early draft
1-october-2016

· Stable draft
15-december-2016

· TB approval
10-february-2017


· Start of EN AP.
10-march-2017


· Publication
10-october-2017

REN/DECT-00307-7 (EN 300 175-7):  DECT Common Interface Part 7
· Start of work
09-Aug-2016

· ToC and scope
31-augy-2016

· Early draft
1-october-2016

· Stable draft
15-december-2016

· TB approval
10-february-2017


· Start of EN AP.
10-march-2017


· Publication
10-october-2017

REN/DECT-00307-8 (EN 300 175-8):  DECT Common Interface Part 8
· Start of work
09-Aug-2016

· ToC and scope
31-aug-2016

· Early draft
1-october-2016

· Stable draft
15-december-2016

· TB approval
10-february-2017


· Start of EN AP.
10-march-2017


· Publication
10-october-2017

REN/DECT-00309 (EN 300 444):  DECT Generic Access Profile
· Start of work
09-Aug-2016

· ToC and scope
31-aug-2016

· Early draft
1-october-2016

· Stable draft
15-december-2016

· TB approval
10-february-2017


· Start of EN AP.
10-march-2017


· Publication
10-october-2017

DTR/DECT-00311 (TR 103 445):  DECT security assessment TR (new deliverable)
· Start of work
09-Augy-2016

· ToC and scope
31-aug-2016

· Early draft
1-october-2016

· Stable draft
15-december-2016

· TB approval
15-april-2017


· Publication.
15-may-2017


DTR/DECT-00308 (TR 103 422):  DECT evolution TR (new deliverable)
· Start of work
09-Aug-2016

· ToC and scope
31-aug-2016

· Early draft
1-october-2016

· Stable draft
10-february-2016

· WG approval
10-april-2017


· TB approval
15-april-2017


· Publication.
15-may-2017


7 Work plan, time scale and resources

7.1 Organization of the work 

The work will be steered by the TC DECT chairman, the ULE WG chairman and the ULE WG members. There will be about three TC DECT or WG ULE F2F meetings and 20 online meetings from July 2016 to April 2017.

7.2 Task description

Task A – DECT core security update

Objectives

The goal of this task is implementing some security enhancements in order to better protect end-user privacy and confidentiality of communications. The need of this update is consequence of the evolution in computer hardware and hacking technologies and is required to ensure a high standard of protection to end-user communications.
Due to security considerations and due to the DECT roadmap this task should be implemented as soon as possible.
The task will consist on the following sub-tasks:

Task A1: Performing a security study (to be released as a Technical Report) analysing the following topics:

1. Threat analysis of possible attacks based on the impersonation of the base (FP), attack case and corrective measures.

2. Benchmarking on DECT/ULE security, including key allocation and distribution procedures.

3. Threat analysis of possible security attacks during the initial registration procedures and assessment of possible improvements.

4. Threat analysis of the man-in-the middle attack and proposal of corrective measures.

The above threat analysis will be implemented as a Technical Report (TR 103 445). 

Task A2: Introducing a security update in DECT base standard and Generic Access Profile. 

The task is to update the deliverables in order to further improve the security, implementing some previously identified areas. The goal of the design is establishing a series of contra-measures that would create a requirement of processing power to break the algorithms impossible to achieve with the means available to standard hackers. The model and the solution shall be described in EN 300 175-7 with further procedures implemented in EN 300 175-5 (including new content in NWK signalling information elements). Further rules and procedures shall be developed for EN 300 444 (Generic Access Profile).

The changes described in task A2 are considered mature enough to go directly to the implementation phase. Any early outcomes of task A1 can also be considered to be included in this update.

Input

This task will take as base document the current versions of the DECT base standard (v2.6.1) and Generic Access Profile (EN 300 444). Other DECT standards such as NG-DECT parts 1 to 5, DECT repeaters and ULE part 1 and 2 will be monitored and will inherit some of the benefits of the security updates but will not be changed as part of this STF.

Output

This enhancement will be implemented as a new Technical Report, TR 103 445 and a new release of the DECT base standard (EN 300 175 parts 1 to 8) and the Generic Access Profile (EN 300 444). The task will impact principally parts 3, 5 and 7 of the DECT base standard.. 

Interactions

The STF service providers are expected to interact on a regular basis with the TC and WG, and to participate in all meetings and conference calls during the STF timeframe (3 F2F meetings and 20 online meetings expected).

Resources required

Task A shall be executed by providers with the following mix of skills:

· authority expertise in DECT technology with knowledge of all layers and involved in the TC DECT developments done during last years, including NG-DECT, ULE and WRS 

· strong background on DECT security architecture and algorithms

· proven knowledge of the weakness in current DECT security model, including repeaters, how to exploit them for performing an attack and how to fix them 

The actual number of service providers depends on the actual mix of skills in the applications received and will be decided when setting up the STF.
Task B – DECT and ULE evolution Technical Report

Objectives

The goal of this task is performing some identified studies required for the short and midterm evolution of DECT and ULE technologies. These studies are required to the properly support the new RFC for IPv6/6LoWPAN transmission over ULE (Transmission of IPv6 Packets over DECT Ultra Low Energy, draft-ietf-6lo-dect-ule) and to further analyse some identified market (in both DECT and IoT areas) and to investigate different paths for the mid-term evolution of the technology, mostly in the area of ULE / IoT. 

The study will address the following tasks:

1. Implementation of the new RFC for IPv6/6LoWPAN transmission over ULE (Transmission of IPv6 Packets over DECT Ultra Low Energy, draft-ietf-6lo-dect-ule) covering aspects such as device type identification, self configuration, pairing, addressing mapping between external IPv6/6LoWPAN addresses and internal addresses and managing and allocation of paging descriptors.

2. Packet based adaptive voice codecs
3. DECT for critical applications with predictable QoS and latency

4. Extra-ultra low power consumption in ULE (lower than now)

5. Improved connection setup latency

6. Operation with known QoS

7. Operation with low latency (lower than now)

8. Improvements in packet based service

9. Improved MAC/PHY, high level modulation schemes are defined, but potential further developments to be considered

10. DECT as a technology for offloading backbone wireless network

11. Reliability for critical applications

12. Large multi cell deployments of ULE with different levels of roaming and handover (MAC, connection, external)
13. Configuration of DECT/ULE setup parameters
It is expected that the investigation on ULE evolution will allow addressing new application and markets for ULE and DECT technologies in the mid-term, and will contribute to the ETSI effort on Internet of Things (IoT).

Input

This task will take as base document the whole set of DECT specifications. The following deliverables are expected to be the most relevant:

· Current versions of the DECT base standard (EN 300 175 part 1 to 8) v2.6.1

· Generic Access Profile (EN 300 444). V2.4.1

· New Generation DECT parts 1 to 5 

· DECT Ultra Low Energy parts 1 and 2 (TS 102 939 1 and 2)

· Transmission of IPv6 Packets over DECT Ultra Low Energy (draft-ietf-6lo-dect-ule)
Special attention should be paid to the two DECT ULE specifications and to the IETF draft.
The expert should be aware of the activities in other EC projects related to Internet of Things, mainly in the AIOTI WG3

Output

The outcome of this task will be implemented as a Technical Report (new deliverable) 

Interactions

The STF expert is expected to interact on a regular basis with the TC and WG, and to participate in all meetings and conference calls during the STF timeframe (3 F2F meetings and 20 online meetings expected).

The expert should be ready to participate in external meetings if required by the task. 

The outcome of the task will benefit other ETSI and EC projects, i.e. it may be used as contribution to the gap analysis in IoT standardization promoted by the EC.

Resources required

Task B shall be executed providers with the following mix of skills:

· authority expert in DECT technology with knowledge of all layers 

· involved in the TC DECT developments done during last years, including NG-DECT, ULE and WRS 

· authority expert and active participant in DECT ULE

· strong background in Internet of Things (IoT) with active participation in related projects such as AIOTI

The actual number of providers depends on the actual mix of skills in the applications received and will be decided when setting up the STF.
7.3 Milestones

Milestone 1 – Early draft of TR 103 445, TR 103 422, EN 300 175 1 to 8, and EN 300 444 for TC review
Tasks 1, 2 and 3 completed

An early draft of EN 300 175 parts 1 to 8 and EN 300 444 will be available for TC review 

An early draft of TR 103 445 will be available for TC review 

An early draft of TR 103 422 will be available for TC review 

Progress Report 1 approved by TC DECT

Milestone 2 – Stable draft of TR 103 445, EN 300 175 1 to 8 and EN 300 444 for TC review
Tasks 4 and 5 completed

An stable draft of EN 300 175 parts 1 to 8 and EN 300 444 will be available for TC review 

The stable draft shall include an stable version of the intended security solution in EN 300 175-7 and intended NWK procedures in EN 300 175-5

An stable draft of TR 103 445 will be available for TC review 

Progress Report 2 approved by TC DECT

Milestone 3 – Final draft of EN 300 175 1 to 8 and EN 300 444 approved by TC DECT and stable draft of TR 103 422 for TC review
Tasks 6 and 7 completed

Final draft of EN 300 175 parts 1 to 8 and EN 300 444 approved by TC DECT 

The final draft shall include the complete security upgrade

An stable draft of TR 103 422 will be available for TC review 

The stable draft of TR 103 422 shall cover at least the investigation on 8 of the topics given in section 7.2, 5 of them should be considered stable

Progress Report 3 approved by TC DECT

Milestone 4 – Final draft of TR 103 422, TR 103 445, EN 300 175 1 to 8 and EN 300 444 approved by TC DECT
Tasks 8 and 9 completed

Final draft of TR 103 422 approved by TC DECT 

The final draft of TR 103 422 shall cover the investigation on 10 of the topics given in section 7.2. 

Final draft of TR 103 445 approved by TC DECT 

The final draft of TR 103 422 shall cover the investigation on all topics given in section 7.2. 

Final Report approved by TC DECT

7.4 STF time line summary
The following tables present the STF time line for the integration of the outcome of the tasks described in §7.2 in the deliverables.
	
	Task / Milestone / Deliverable
	Target date

	M0
	Start of work
	09-Aug-2016

	T0
	Project Management and final report
	from 09-Aug-2016-to 15-apr-2017

	T1
	Develop early draft for EN 300 175 1 to 8 and EN 300 444
	from 09-Aug-2016-to 1-oct-2016

	T2
	Develop early draft for TR 103 445
	from 09-Aug-2016-to 1-oct-2016

	T3
	Develop early draft for TR 103 422
	from 09-Aug-2016-to 1-oct-2016

	M1
	Early draft of TR 103 445, TR 103 422, EN 300 175 1 to 8 and EN 300 444 for TC review
	1-oct-2016

	T4
	Develop stable drafts for EN 300 175 1 to 8 and EN 300 444
	from 1-oct-2016 to 15-dec-2016

	T5
	Develop stable draft for TR 103 445
	from 1-oct-2016 to 15-dec-2016

	M2
	Stable drafts of TR 103 445, EN 300 175 1 to 8 and EN 300 444 for TC review
	15-dec-2016

	T6
	Develop stable draft for TR 103 422
	from 1-oct-2016 to 10-feb-2016

	T7
	Develop final drafts for EN 300 175 1 to 8 and EN 300 444 and collecting TC comments to final drafts
	from 15-dec-2016 to 10-feb-2017

	M3
	Final drafts of EN 300 175 1 to 8 and EN 300 444 approved by TC DECT and stable draft of TR 103 422 for TC review
	10-feb-2017

	T8
	Develop final drafts for TR 103 445 and collecting TC comments to final drafts
	from 15-dec-2016 to 15-apr-2017

	T9
	Develop final drafts for TR 103 422 and collecting TC comments to final drafts
	from 10-feb-2016 to 15-apr-2017

	M4
	Final drafts of TR 103 445 and TR 103 422, approved by TC DECT
	15-apr-2017


	Task Milest.
	Description
	J
	A
	S
	O
	N
	D
	J
	F
	M
	A

	M0
	Start of work
	
	X
	
	
	
	
	
	
	
	

	T0
	Project Management
	
	X
	X
	X
	X
	X
	X
	X
	X
	X

	T1
	Develop early draft for EN 300 175 1 to 8 and EN 300 444
	
	X
	X
	
	
	
	
	
	
	

	T2
	Develop early draft for TR 103 445
	
	X
	X
	
	
	
	
	
	
	

	T3
	Develop early draft for TR 103 422
	
	X
	X
	
	
	
	
	
	
	

	M1
	Early draft of TR 103 445, TR 103 422, EN 300 175 1 to 8 and EN 300 444 for TC review
	
	
	
	X
	
	
	
	
	
	

	T4
	Develop stable drafts for EN 300 175 1 to 8 and EN 300 444
	
	
	
	X
	X
	X
	
	
	
	

	T5
	Develop stable draft for TR 103 445
	
	
	
	X
	X
	X
	
	
	
	

	M2
	Stable drafts of TR 103 445, EN 300 175 1 to 8 and EN 300 444 for TC review
	
	
	
	
	
	X
	
	
	
	

	T6
	Develop stable draft for TR 103 422
	
	
	
	X
	X
	X
	X
	
	
	

	T7
	Develop final drafts for EN 300 175 1 to 8 and EN 300 444 and collecting TC comments to final drafts
	
	
	
	
	
	X
	X
	X
	
	

	M3
	Final drafts of EN 300 175 1 to 8 and EN 300 444 approved by TC DECT and stable draft of TR 103 422 for TC review
	
	
	
	
	
	
	
	X
	
	

	T8
	Develop final drafts for TR 103 445 and collecting TC comments to final drafts
	
	
	
	
	
	X
	X
	X
	X
	X

	T9
	Develop final drafts for TR 103 422 and collecting TC comments to final drafts
	
	
	
	
	
	
	
	X
	X
	X

	M4
	Final drafts of TR 103 445 and TR 103 422, approved by TC DECT
	
	
	
	
	
	
	
	
	
	X


7.5 Working methods and travel cost

It is assumed that the tasks and milestones will be as shown in section 7.4. The TC may introduce changes in the timing according to the progress of the work. 

The work shall be performed remotely as much as possible. 

However participation in all F2F meetings of the TC and WG to present results is mandatory.

The provider(s) may be requested to participate in up to three non DECT meetings at choice of the TC (they will be funded by the STF). This participation is related to the alignment of requirements for Task B with other stakeholders such as AIOTI, or EC LSPs.

The total travel cost is estimated in 3 k E and should cover participation in 3 meetings.

8 Expertise required

8.1 Team structure

This STF is intended to be executed by service providers able to provide the following mix of skills:

· authority competence in DECT technology with knowledge of all layers and involved in the TC DECT developments done during last years, including NG-DECT, ULE and WRS 

· strong background on DECT security architecture and algorithms

· knowledge of the weakness in current DECT security model, including repeaters, how to exploit them for performing an attack and how to fix them 

· authority competence in DECT technology with knowledge of all layers 

· authority competence and active contribution to DECT ULE

· strong background in Internet of Things (IoT) with active participation in related projects such as AIOTI

The actual number of providers depends on the actual mix of skills in the applications received and will be decided when setting up the STF.
Part III:
Financial conditions

9 Maximum budget

	Description
	Maximum estimated cost (€)

	Service contracts
	111 000

	Travels

	TC DECT#70 meeting
	1 000

	TC DECT#71 meeting
	1 000

	TC DECT#72 meeting
	1 000

	Travel cost
	3 000

	Total cost
	114 000


No other cost identified
Part IV:
STF performance evaluation criteria

10 Key Performance Indicators

Contribution from ETSI Members to STF work

· Conference calls to review STF documents/contributions 

· Number of delegates attending meetings attending DECT and WG DECT-ULE meetings

· Number of delegates directly involved in the review of the deliverables

· Contributions/comments received from the reference TBs

Contribution from the STF to ETSI work

· Contributions to TC/WG meetings (number of documents / meetings / participants)

· Contributions to other TBs

· Presentations in workshops, conferences, stakeholder meetings

Liaison with other stakeholders

· Stakeholder participation in the project (category, business area)

· Cooperation with other standardization bodies

· Potential interest of new members to join ETSI

Quality of deliverables

· Approval of deliverables according to schedule

· Respect of time scale, with reference to start/end dates in the approved ToR

· Comments from Quality review by TB

· Comments from Quality review by ETSI Secretariat

Time recording

For reporting purposes the STF experts shall fill in the time sheet provided by ETSI with the days spent for the performance of the services

In the course of the activity, the STF Leader shall collect the relevant information, as necessary to measure the performance indicators.  The result will be presented in the Final Report.
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