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Terms of Reference - Specialist Task Force 457 (TC ESI)
Rationalised Framework for electronic signatures standards; 

Framework and Coordination Activities
SA/ETSI/ENTR/460/2012-12 - Phase 2a
Summary information
	Approval status
	ETSI proposal reviewed by EC/EFTA.
To be approved by ETSI Board (AbC) 

	Funding
	Manpower 484 working days (up to 12 contracted experts)
Cost: 345 400 € (290 400 € manpower + 10 000 € workshop + 45 000 € travel)
In-kind contribution: 230 400 € (384 equivalent working days)

	Time scale
	Duration 36 months from EC/EFTA contract signature (expected January 2013)

	Tasks
	Task 1: Coordination, Rationalised Framework overall Guidance and Business Guidance
Task 2: Policy and Security Requirements for Signature Creation and Validation
Task 3: Cryptographic Suites
Task 4: Workshop / Overviews on Policy and Security requirements

	Work Items 
	Task 1 : Rationalised Framework
DTR/ESI-0019000
TR 119 000

DMI/ESI-0019010
TR 419 010 (published by CEN)

Task 1 : Business Guidance in each Rationalised Framework Area
DTR/ESI-0019100
TR 119 100

DMI/ESI-0019200
TR 419 200 (published by CEN)

DTR/ESI-0019300
TR 119 300

DTR/ESI-0019400
TR 119 400

DTR/ESI-0019500
TR 119 500

DTR/ESI-0019600
TR 119 600

Task 2 - Policy and Security Requirements for Signature Creation and Validation
DEN/ESI-0019101
EN 319 101

DTS/ESI-0019101
TS XXX XXX
DMI/ESI-0019103
EN 419 103 (published by CEN)

Task 3: Cryptographic Suites
DTS/ESI-0019312
TS 119 312




Part I – Policy relevance and expected market impact

1 Policy relevance

The proposed actions outlined in this technical proposal address the Electronic Signature Mandate M/460 requirement for a “rationalised European eSignature standardisation framework” and the electronic signatures (domain 5) of the EC’s 2010-2013 ICT Standardisation Work Programme.
It specifies in detail the “Phase 2a – Framework & Coordination Activities” primarily aimed at:

coordinating the fulfilment of the Rationalised Framework for electronic signature standards as defined in Phase 1a and in line with mandate M/460, and

executing tasks/activities with regards to the following specific aspects of the fulfilment of the Rationalised Framework:

· Producing the eSignature Standardisation Rationalised Structure, including the basis for covering the whole spectrum of IAS (Identification, Authentication and Signature) standardisation aspects;

· Producing the Business Guidance documents on use of electronic signature standards in each of the Rationalised Structure areas;

· Producing the General Requirements for Signature Creation and Validation;

· Producing documents on Cryptographic Suites for Secure Electronic Signature);

· Producing the Overviews on Policy and Security requirements for TSPs supporting eSignatures.

The different parts of Phase 2 of the ESO’s reply to M/460, the split of responsibilities between CEN and ETSI are described in 2.2 below.

2 Rationale

2.1 Phase 2 General

Following on from studies on the standardisation aspects of e-signatures
 and Cross-Border Interoperability of eSignature (CROBIES)
, and other EU activities applying electronic signatures, the need has been identified for a “Rationalised European eSignature Standardisation Framework” to be implemented in a 4 year programme. This framework is to ensure that all the necessary standards are provided in a clear, coherent and accessible framework to maximise the interoperability, including the progression of existing specifications to European Norms (EN) and the provision of implementation guidelines.

CEN and ETSI, both having formally accepted mandate M/460, jointly developed a response and work programme. This work programme, which also describes the agreed split of responsibility between CEN and ETSI as well as a detailed description of the agreed cooperation between the two ESOs, is divided in two phases:

Phase 1 defining primarily the rationalised framework with a gap analysis and a resulting final work programme and addressing, through quick fixes, issues that urgently need an update as performed under action grants from 2010;

Phase 2 will implement the final work programme as defined in Phase 1.

The present document presents activities to be executed as part of this work programme. The present document together with other proposals as outlined below is to implement phase 2 of the work programme.

The rationalisation of the structure for eSignature standardisation framework documents is outlined in Annex 1 and detailed in ETSI SR 001 604 v1.1.1. This SR will be replaced by TR 119 000, containing an updated version of the Rationalised Framework, which will be further updated regularly as described in Task 1. 

It will not be possible to achieve pan-European interoperability without the implementation of the rationalised structure described in ETSI SR 001 604 as proposed for M/460 phase 2, as described in this and associated proposals.  The rationalised framework identifies the work plan to bring standards for electronic signatures forward to the strongest level of standardisation (European Norm – EN) which places the obligation on EU and EEA nations to adopt as their National Standard.  Without progressing the standards to this level will mean that nations can continue to apply their own variations. Furthermore, the rationalised framework puts the standards and their options in a clear and consistent framework so that the standardised solutions necessary to meet a given business need can be clearly identified.  Otherwise, as is currently the case, different standardised solutions will be adopted to meet the same business need.

2.2 Elements of Phase 2

Phase 2 of the execution of the CEN and ETSI reply to mandate M/460 will be organised into separate elements related to the structure of the rationalised framework:
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Figure 1: Overview of the Rationalised structure for electronic signature standardisation

Phase 2a: This phase aims at coordinating the fulfilment of the Rationalised Framework for electronic signature standards across all areas as defined in Phase 1a and in line with mandate M/460, and at executing tasks that requires joint ETSI-CEN activities with regards to the fulfilment of the Rationalised Framework.  It also addresses cryptographic suites (Area 3) which overlaps with standardisation addressed by both CEN and ETSI.

This is the subject of the present proposal.

Phase 2b: This phase covers the CEN activities aiming at the execution of the fulfilment of the Rationalised Framework standards for Signature Creation and other related devices (Area 2), as defined in Phase 1a and in line with mandate M/460, to align specifications for signature creation and other related devices with the rationalised framework, addressing any gaps identified in the rationalised framework plan, and progressing all the relevant specifications to EN.

This is the subject of a separate proposal to be submitted by CEN.
CEN recognising the importance of authentication in the context of Pan-European framework for electronic identification, authentication and signature has already started work in this area using voluntary effort funded by CEN experts. 
· Phase 2c: This phase covers ETSI activities which are split into 2 parts

Phase 2c part A: This covers the highest priority ETSI activities aiming at the execution of the fulfilment of the Rationalised Framework for electronic signature standards, as defined in Phase 1a and in line with mandate M/460.
Area 1 - Signature creation & validation: To align specifications for procedures and formats for signature creation and verification with the rationalised framework, addressing any gaps identified in the rationalised framework work plan, and the progression of all the relevant specifications to EN status.

Area 4 - TSP Supporting electronic signatures: To align specifications for TSP supporting electronic signatures with the rationalised framework, addressing any gaps identified in the rationalised framework work plan, and the progression of all the relevant specifications to EN status.

This is the subject of a separate proposal to be submitted by ETSI.
Phase 2c part B: This phase covers the priority ETSI activities aiming at the execution of the fulfilment of the Rationalised Framework for electronic signature standards, as defined in Phase 1a and in line with mandate M/460, for:

Area 5 - Trust Application Service Providers: To study standardisation requirements for Electronic Delivery applying electronic signatures. Other specifications for trust services supporting applications where electronic signatures are a key element exist, including registered electronic-mail (REM) and data preservation, but at the moment there is uncertainty about the standards necessary for e-Delivery, required for major pan-European application such as e-Justice and public procurement.
The implementation of other elements of work plan identified in the rationalised framework for this area will be addressed by future work plans within ETSI.

Testing Compliance and Interoperability: To develop a set of technical specifications and tools that act as catalysers for implementing essential standards of the framework, particularly for area 1 – signature creation and verification.
This is the subject of a separate proposal submitted by ETSI.

ETSI recognising the importance of trust status lists as a vital element for achieving trusted interoperability (Area 6) has already started work on updates to standards in this area using voluntary effort funded by ETSI members.

This present document details Phase 2a proposal. 
2.3 Phase 2a Activities

Whilst a rationalised framework was defined in phase 1a to provide a coherent basis for electronic signature standards it is necessary to implement and maintain this framework, and look forward to potential extensions to the framework to support related standardisation for authentication and identification.  This proposal ensures that the implementation of the framework is continued to be consistent with the framework across all the standardisation activities, and allows for adaption of the framework to new circumstances.
3 Objective

This proposed action primarily aims at:

coordinating the fulfilment of the Rationalised Framework for electronic signature standards as defined in Phase 1a and in line with mandate M/460, and

executing tasks/activities with regards to the following specific aspects of the fulfilment of the rationalised Framework:

Producing the eSignature Standardisation Rationalised Structure guidance document (TR 119 000), and the study on the basis for covering the whole spectrum of IAS (Identification, Authentication and Signature) standardisation aspects (TR 419 010);

Producing the Business Guidance documents on the use of electronic signature standards in each of the Rationalised Structure areas (Signature Creation and Validation – TR 119 100; Signature Creation and other related Devices – TR 419 200; Cryptographic Suites – TR 119 300; TSPs supporting eSignatures – TR 119 400; Trust Application Services Providers – TR 119 500, Trust Service Status Lists Providers – TR 119 600);

Producing the General Requirements on Policy (EN 319 101) and Conformity Assessment (EN 419 103) for Signature Creation and Validation;

Producing documents on Cryptographic Suites for Secure Electronic Signatures (TS 119 312);

Deliverables starting with 0, 1, 2, or 3 will be published by ETSI.

Deliverables starting with 4 will be published by CEN.

The present proposal aims to provide the detailed tasks for the execution of Phase 2a, including the working method/approach, the work plan, milestones and deliverables, the efforts and budget estimations, as well as the detailed financial proposal.

4 Market impact

The completion of the Rationalised Framework for electronic signature standards will allow business stakeholders to easily implement and use products and services based on electronic signatures. It will allow a harmonized use of electronic signatures in line with directive 1999/93/EC (and with its revision) and will favour the take up of electronic signature standards by the industry. This will result in a simplified access of enterprises and citizens to cross-border electronic public services.  
The continued support of the rationalised framework to ensure that all the standards for electronic signatures maintain alignment is essential to ensuring that the goals of the framework are met.  This will maximise interoperability by ensuring that these standards answer specific business needs while minimising any variations which inhibit interoperability.  Thus the full potential of electronic signature to provide trusted exchange of information can be realised thereby facilitating electronic commerce and the exchange of information whose authenticity needs to be assured.

Part II – Execution of the work

5 Working method / approach

The work is to be carried out in one ETSI Specialist Task Force (STF) covering tasks on:
a) cross area coordination, maintenance of rationalised structure for standards and business guidance;
b) general requirements on policy and conformity assessment for signature creation and validation;

c) cryptographic suites.

5.1 Establishment of a Specialist Task Force (STF)

The work plan related to phase 2a is to be carried out by an ETSI Specialist Task Force (STF) made from up to 12 experts. Collectively, the STF experts will need between them to possess an in-depth established knowledge of the following domains:

Thorough knowledge of theory and practice of international and European standards in PKI implementation and in the following areas:

· Certification Service Providers (CSP)

· Trust Service Providers (TSP) applying electronic signatures (e.g. Registered e-mail and e-delivery, Long term storage, digital accounting, ...)

· Trust Service token formats (certificates, trust status lists, time-stamp tokens...)

· Signature creation and verification (signature formats, verification/creation procedures, signature policies)

· Cryptographic suites (cryptography, national legislation on cryptography, at least European) 
· Signing Devices (cryptographic modules, SSCDs, form factors for SSCDs such as mobile phones, application interfaces, security requirements for Device Authentication for access of online services, contact and contactless SCD)

Knowledge of current European standardization activities on electronic signatures

Legal and business aspects of electronic signatures

· European regulations related to Electronic signatures, Electronic invoicing, Electronic Procurement services,

· Business needs knowledge (financial, e-administration, trusted services such as notaries, bailiffs, etc., on-line services such as games, pay TV….)

Experience in implementing electronic signatures standards in both ways, organisational implementation, like setting up a CA service, and code-wise, like implementing XAdES.

Good knowledge about European projects and initiatives relating to electronic signatures, authentication and identity management.

Capability and experience in liaising with other international organisations.

The STF Leader will be responsible for co-ordinating the execution of the tasks assigned to the individual experts, according to the requirements in the ToRs and following the technical direction given by the Technical Body.

The other experts will be organised in the following STF Tasks (or group of tasks):
Task 1: with the objective to:  

· coordinate the fulfilment of the Rationalised Framework for electronic signature standards as defined in Phase 1a and in line with mandate M/460, including the cross area coordination, maintenance of rationalised structure for standards;

· produce the eSignature Standardisation Rationalised Structure guidance document (TR 119 000), and the study on the basis for covering the whole spectrum of IAS (Identification, Authentication and Signature) standardisation aspects (TR 419 010); and

· produce the Business Guidance documents on use of electronic signature standards in each of the Rationalised Structure areas (Signature Creation and Validation – TR 119 100; Signature Creation and other related Devices – TR 419 200; Cryptographic Suites – TR 119 300; TSPs supporting eSignatures – TR 119 400; Trust Application Services Providers – TR 119 500, Trust Service Status Lists Providers – TR 119 600).
Task 2: whose objective is the production of the General Requirements on Policy for signature creation and validation (EN 319 101) and on Conformity Assessment of signature creation and validation applications (EN 419 103); 

Task 3: whose objective is the production of documents on Cryptographic Suites for Secure Electronic Signatures (TS 119 312);

Task 4: whose objective is the organisation of an open workshop (see section 5.3) to which all stakeholders will be invited and during which the draft deliverables will be presented. Information collected at the workshop and from public review on draft deliverables will be fed back into the deliverables.
The experts will be selected according to their competences and qualifications. The STF will be selected and recruited following the agreed ETSI procedures and in compliance with the terms and conditions of the Framework Partnership Agreement (FPA) between the EC and ETSI signed on the 4th February 2009. The ETSI STF experts will be recruited following the issuing of an ETSI Collective Letter and this will also be available from the ETSI STF page on the ETSI Portal via the ETSI website. The experts will be administratively supported by the ETSI secretariat and the STF will comprise experts nominated by ETSI members along with those nominated via a CEN open call. The editorship on the three documents that will be published by CEN should be allocated to CEN experts as far as possible. 
5.2 STF relationship with ETSI TC ESI, CEN TC 224 and CEN-ETSI eSign Coordination Group

This STF will report to ETSI TC ESI and to the eSignature Coordination Group created under phase 1 of the reply to the mandate.

For deliverables published by ETSI (i.e. deliverables starting with 0, 1, 2, or 3), the following procedure will apply:

Key documents will be made available to all stakeholders, including members of ETSI TC ESI and CEN TC 224, as follows:
· Stable drafts of the deliverables for public review with 45 days public commenting period.

Complete drafts of the deliverables with 30 days public commenting period.
The final (draft) deliverables will be approved by ETSI TC ESI:
· for TS and TR, prior to their publication and submission to the EC and EFTA.

for draft ENs, prior to their submission to the EN approval procedure.

The published deliverables will be freely available electronically from ETSI.

For deliverables published by CEN (i.e. deliverables starting with 4), the following procedure will apply:

The STF will prepare the deliverables on behalf of CEN. The related work items will be ETSI Miscellaneous work items clearly indicated as having no expected ETSI deliverable.

Draft deliverables will be made available to all stakeholders, including members of ETSI TC ESI and CEN TC 224, as follows:
· Stable drafts of the deliverables for public review with 45 days public commenting period.
· Complete drafts of the deliverables with 30 days public commenting period.

Once the final STF draft deliverables are ready, the deliverables will be handed over to CEN TC 224 for approval and publication according to CEN rules. The STF will provide further expertise and contribution to resolve comments raised during the CEN public enquiry.

Those deliverables aimed to be published by CEN should then follow CEN rules as follows (this is out of scope of the present proposal):

· for TR: the complete draft of the deliverable handed over to CEN will be sent for comments to CEN/TC224 (two months) and then Formal Vote initiation for TC approval (three months)

· for EN: the complete draft of the deliverable handed over to CEN will be sent for formal CEN Enquiry to CEN/TC224 (five months) then Formal Vote initiation for TC approval (two months)
Moreover, as CEN and ETSI have agreed to apply mode 4 of the cooperation agreement between the organisations, the TC ESI and TC 224/WG16 & WG17 work sessions and meetings receive delegates from the other who have observer status and who assure the technical liaison with the other organization. Such observers should have the right to intervene in the debate but have no right to vote. This liaison affects the exchange of information.

ETSI TC ESI will report on the progress of the STF to the CEN-ETSI eSign CG which will monitor the progress of the work undertaken by CEN and ETSI to reply to mandate M/460.
Progress reports on the activities and results under this action will be provided to the EC/EFTA as part of the ESO reporting to DG ENTR copied to the CEN-ETSI eSign Coordination Group (to be provided on a six monthly basis, as required by mandate M/460).

5.3 Organization of other stakeholder involvement

Coordination with various stakeholders including European member states, standards organizations and European projects will be necessary to achieve the best outcome of this work and the widest possible collection of views amongst all parties concerned. In particular, the experts will aim to continue liaison with entities including the Services Directive expert group, PEPPOL, SPOCS, FESA, STORK, IETF, OASIS, ISO, W3C and the CAB Forum.

The E-SIGNATURES_NEWS mailing list, set up during phase 1, will continue to exist and will be used to keep stakeholders informed on the progress of the work. Those stakeholders will be consulted at various points during the work. They will in particular be consulted when drafts of the deliverables are issued for public comments so as to get their comments and feedback (this may not apply to all deliverables). Electronic comments will be encouraged via the contact list. A register of comments received through this list will be maintained by the STF.

An open workshop will be organised, by ETSI, on behalf of CEN and ETSI to which all stakeholders (e.g. Member State and EU commission representatives, suppliers, EU projects) will be invited. The draft deliverables will be presented at this workshop. Information collected at the workshop and from public review will be fed back into the deliverables. The workshop report and documentation will be distributed to CEN TC 224 members and ETSI TC ESI members.

The STF will set up a web page on the STF page of the ETSI Portal which records information about the activity of the STF, its objective and terms of reference, work plan, progress and contribute to feed relevant information to the www.e-signatures-standards.eu  website as maintained by AFNOR.
6 Performance indicators

As required by the grant agreement, information will be provided that will act as performance indicators against the contracted activity in the following cases:

Effectiveness:

Details will be provided, throughout the lifetime of the proposed action, on:
the number of meetings held in relation to this work:

· the number of participants;

· the number of presentations and technical contributions made on the activity by STF;

· an evaluation of feedback received;

· project progress in relation to the schedule specified;

Proposed Effectiveness Benchmarks

a) Reports produced by the STF for TC ESI about the progress of the work and circulated for information to CEN TC 224 and the CEN-ETSI eSign CG. A report will be produced for each TC ESI meeting held during this activity (expected to be at least 3 reports a year).

b) Draft versions of the deliverables to be circulated to CEN TC 224 and ETSI TC ESI for comments, namely: stable draft and complete draft (for public review as well for ETSI documents).

c) 90% of the tasks and other milestone-related schedule on time (less than 5 days after the planned dates).

Stakeholder engagement:

An analysis will be given of the balance of stakeholder representation in the activity and the number of liaison activities performed (especially at the international level). 

If possible, and when relevant, the STF will continue relationships with EU groups and projects representing major stakeholders on requirements (e.g. Services Directive expert group, PEPPOL, SPOCS, FESA, STORK, etc). Also the STF will need to liaise with standards bodies working in related areas such as IETF, OASIS, ISO, W3C, and CAB Forum.

Those stakeholders will be invited to attend the open workshop.

Proposed Benchmarks

a) Contributions received from other stakeholders to the work, expected to include contributions from at least 20 stakeholders (e.g. as identified in the list above).

b) Analysis of the breakdown of attendees to the open workshop by category, expected to include representatives from European industry, the international community, European projects, governmental agencies and user communities.

c) Comments provided to the draft versions of the deliverables circulated by the STF, expected to include at least 60 comments.

Dissemination of results:

Information will be provided on the effectiveness of activities related to the dissemination of project deliverables and efforts made to raise industry awareness of the activity.

Proposed Benchmarks

a) At least 3 presentations made to standards bodies, user groups, workshops or symposia;

b) At least 2 consultations (ETSI, CEN, stakeholder contact list and the open workshop) on the key draft documents;

c) At least one news release on the work, detailing the achievement of important results and milestones.

7 Work plan, milestones and deliverables

Note: T0 is the date of signature of action grant/1st day of month following signature.

	Task
	Deliverable

Type
	Deliverable id
	Publisher
	Deliverable Title

	1.1
	
	Coordination report
	ETSI
	Coordination reports

	1.1
	IR
	IR
	ETSI
	Interim Report

	1.1
	FR
	FR
	ETSI
	Final Report

	1.2.1
	TR
	119 000
WI DTR/ESI-0019000
	ETSI
	Rationalised structure for Electronic Signature Standardisation

	1.2.2
	MI for TR


	419 010
WI MI/ESI-0019010
	CEN
	Extended Rationalised structure including IAS

	1.3.1
	TR
	119 100

WI DTR/ESI-0019100
	ETSI
	Business Driven Guidance for Signature Creation and Validation

	1.3.2
	MI for TR


	419 200

WI MI/ESI-0019200
	CEN
	Business Driven Guidance for Signature Creation and other related Devices

	1.3.3
	TR
	119 300

WI DTR/ESI-0019300
	ETSI
	Business Driven Guidance for Cryptographic Suites

	1.3.4
	TR
	119 400

WI DTR/ESI-0019400
	ETSI
	Business Driven Guidance for TSPs Supporting Electronic Signatures

	1.3.5
	TR
	119 500

WI DTR/ESI-0019500
	ETSI
	Business Driven Guidance for Trust Application Service Providers

	1.3.6
	TR
	119 600

WI DTR/ESI-0019600
	ETSI
	Business Driven Guidance for Trust Service Status Lists Providers

	2.1
	EN 
	319 101

WI DTS/ESI-0019101

&

WI DEN/ESI-0019101
	ETSI
	Policy and Security Requirements for Electronic Signature Creation and Validation

	2.2
	MI for EN 
	419 103

WI MI/ESI-0019103
	CEN
	Conformity Assessment for Signature Creation and Validation (Applications and Procedures)

	3.1
	TS
	119 312

WI DTS/ESI-0019312
	ETSI
	Cryptographic Suites for Secure Electronic Signatures

	4
	
	
	ETSI
	Workshop (report)


Task 0 – Set-up of the STF

Technical experts will be recruited to participate in the STF following the ETSI procedures (as detailed in clause 5.1 of this proposal) and the allocation of resources to the tasks will be reviewed and agreed. The bulk of the activity once the selected experts have been contracted will be to agree on the division of responsibilities.

· Planned duration: 2-3 months.

· Planned timescale: T0 + 3 months following the date of signature of the EC/EFTA contract.

In this phase the STF web page will be set up on the STF section of the ETSI Portal which will record, amongst other things, an introduction to the STF, its’ objective and Terms of Reference along with the work plan.  
Task 1 - Coordination, Rationalised Framework overall Guidance and Business Guidance in each Area 

This task has the objective to produce deliverables with regards to:

the coordination of the fulfilment of the Rationalised Framework for electronic signature standards as defined in Phase 1a and in line with mandate M/460, including the cross area coordination, maintenance of rationalised structure for standards;

the overall guidance on the eSignature Standardisation Rationalised Structure (TR 119 000), and the study for covering the whole spectrum of IAS (Identification, Authentication and Signature) standardisation aspects (TR 419 010); and

the Business Guidance documents on use of electronic signature standards in each of the Rationalised Structure areas (Signature Creation and Validation - TR 119 100; Signature Creation and other related Devices - TR 419 200; Cryptographic Suites - TR 119 300; TSPs supporting eSignatures - TR 119 400; Trust Application Services Providers - TR 119 500, Trust Service Status Lists Providers - TR 119 600).

7.1.1 Task 1 - Deliverables

Table 1: Task 1 Deliverables on Coordination activities

	Deliverable id
	Type
	Title and Contents

	Coordination Reports
	
	Title: Coordination activities report on the execution of the Rationalised structure for Electronic Signature Standardisation

	
	
	A quarterly coordination report will provide a report on the fulfilment of the Rationalised Framework for electronic signature standards as defined in Phase 1a and in line with M/460, including cross-area coordination & maintenance of Rationalised Structure for standards and business guidance documents, on progress and issues arising from production of such standards and guidance documents.

Q4Y3 coordination report will include a Final Report as described below.


	Interim Report (IR)
	Interim Report (IR)
	This report to the EC/EFTA will include:

1. the report on the activities on coordinating the standardisation activities in the different areas of the Rationalised Framework, the maintenance of the rationalised structure for standards and the harmonised production of guidance documents in all areas.

2. drafts of deliverables. 
Details of resource usage will be provided by ETSI in accordance with the DG Enterprise Cost Control Strategy.

	Final Report (FR)
	Final Report (FR)
	Final Report to be approved by EC/EFTA. This report will include:

1. The report on the activities on coordinating the standardisation activities in the different areas of the Rationalised Framework, the maintenance of the rationalised structure for standards and the harmonised production of guidance documents in all areas

2. Publication versions of  ETSI deliverables

3. CEN/ETSI Workshop presentations done by the STF, summary of discussions and conclusions reached.

4. Detailed report of the performance indicators outlined in clause 6 of this proposal including the initiatives for dissemination of the work done (conferences targeted, presentations given, meetings attended for disseminating the work done, etc).

5. Details of full resource usage will be provided by ETSI in accordance with the DG Enterprise Cost Control Strategy. An external audit certificate will also be obtained by the ETSI secretariat. 


Table 2: Task 1 Deliverables on the Rationalised Framework

	Deliverable id
	Type
	Publisher
	Title and Contents

	119 000
WI DTR/ESI-0019000
	TR
	ETSI
	Title: Rationalised structure for Electronic Signature Standardisation

	
	
	
	This document is to provide the framework overall guidance for the 119 000 series of documents on Electronic Signature standardisation.

	419 010
WI MI/ESI-0019010
	MI for TR

(see note)
	CEN
	Title: Extended Rationalised structure including IAS

	
	
	
	This document proposes an extension for the Rationalised structure for Electronic Signature Standardisation to cover Electronic Identification, Authentication and Signatures


NOTE: MI for TR is an ETSI miscellaneous work item to be submitted as a draft for publication by CEN as a TR.  The publication of this TR by CEN is outside the scope of this proposal.
Table 3: Task 1 Deliverables on Business Guidance in each Rationalised Framework Area 

	Deliverable id
	Type
	Publisher
	Title and Contents

	119 100
WI DTR/ESI-0019100
	TR
	ETSI
	Title: Business Driven Guidance for Signature Creation and Validation

	
	
	
	This document provides business guidance for use of electronic signature standards from the viewpoint of signature creation and validation. The selection of standards resulting from this guidance has impact on the selection of standards in other areas

	419 200
WI MI/ESI-0019200
	MI for TR

(see note)
	CEN
	Title: Business Driven Guidance for Signature Creation and other related Devices

	
	
	
	Description:

This document provides guidance for the selection of standards for electronic signature devices for given business requirements. 

This document  needs to cover the following topics:

· Need for electronic signatures

· Background to the legislation

· Summary of types of Signature  (advanced and qualified)

· Discussion of personal versus corporate signatures.

· Summary of the different protection profiles families (for SSCDs, for SCDs used by TSPs, for other SCDs, PP Dauth, PP SCA/SVA, PP Time stamping)

	119 300
WI DTR/ESI-0019300
	TR
	ETSI
	Title: Business Driven Guidance for Cryptographic Suites

	
	
	
	This document provides guidance for the selection of cryptographic suites for given business requirements.

Interoperability of eSignature within Europe matters. Security requirements differ from one country to another. Therefore it is necessary to define what is mandated to address security requirements in various business cases. These business cases deal with the different components, devices and applications, used in the context of electronic signature.

	119 400
WI DTR/ESI-0019400
	TR
	ETSI
	Title: Business Driven Guidance for TSPs Supporting Electronic Signatures

	
	
	
	This document provides guidance for the selection of standards for TSPs for given business requirements.  This will build on the guidance from the viewpoint of signature creation and validation providing further guidance on the selection of standards and options from the viewpoint of TSPs supporting electronic signatures

	119 500
WI DTR/ESI-0019500
	TR
	ETSI
	Title: Business Driven Guidance for Trust Application Service Providers

	
	
	
	This document provides guidance for the selection of standards for trusted application service providers for given business requirements. 

The document identifies a number of relevant Trusted Application Services using electronic signatures in different business areas, and whose provision has already been standardized. Additionally, for each of the services, it provides guidance for the selection of the suitable standards, ensuring in this way their correct provision and interoperability across the European Union.

	119 600
WI DTR/ESI-0019600
	TR
	ETSI
	Title: Business Driven Guidance for Trust Service Status Lists Providers

	
	
	
	This document provides guidance for the selection of standards for Trusted Service Status Lists Providers for given business requirements.


NOTE: MI for TR is an ETSI miscellaneous work item to be submitted as technical draft for publication by CEN as a TR.  The publication of this TR by CEN is outside the scope of this proposal.
7.1.2 Task 1 – Tasks description
Table 4: Task 1.1 for Rationalised Framework Coordination

	Task 
	
	Deliverable

	Rationalised Framework Coordination

	1.1
	Description:

Coordination activities and report on the coordination of the execution of the Rationalised structure for Electronic Signature Standardisation.
	Coordination Reports, including Interim report and Final Report

	
	Methodology:

A quarterly coordination report will provide a report on the fulfilment of the Rationalised Framework for electronic signature standards as defined in Phase 1a and in line with M/460, including cross-area coordination & maintenance of Rationalised Structure for standards and business guidance documents, on progress and issues arising from production of such standards and guidance documents. This task consists in the technical coordination of the standardisation activities (e.g. content wise, consistency of their respective objectives) in the different areas of the Rationalised Framework, the maintenance of the rationalised structure for standards and the coordination of the harmonised production of guidance documents in all areas and the consistency of the produced Rationalised Structure documents in line with the Rationalised Framework. This will include liaisons and coordination with all related STFs and project teams producing such documents.
This includes also the editorial effort to maintain the rationalised structure based on instructions from CEN and ETSI.
Expertise & effort required:

  Type of experts:  Task Leader, 3 Experts 

  Number of experts: 4
Total number of man days: 110 man-days including reporting on coordination issues arising from the work on standardisation in the rationalised framework.
        (50 days year 1, 40 days year 2, 20 days year 3).
Intermediate & final Milestones:

  M1 to M11: Coordination activities reports (4 reports per year)

   M6: Interim report: T0+20 months   
   M11: Final report: T0+36 months
	


Table 5: Task 1.2 overall Guidance on the Rationalised Framework and Study on extension to Identification, Authentication and Signature aspects
	Task 
	
	Deliverable

	Rationalised Framework

	1.2.1
	Description:

This task consists in writing the framework overall guidance document for the 119 000 series of documents on Electronic Signature standardisation as sketched from Phase 1 and executed in Phase 2.
	TR 119 000

	
	Methodology:

This is to provide the initial content, content review and editorial effort to maintain the rationalised structure & framework overall guidance document for the 19 000* series of documents on Electronic Signature standardisation as sketched from Phase 1 and executed in Phase 2

Expertise & effort required:

  Type of experts:  Task Leader, 3 Experts 

  Number of experts: 4

  Total number of man days: 30 man-days

  (20 man-days year 1, 5 man-days year 2, 5 man-days year 3)
Intermediate & final Milestones:

  M1: Stable Draft (80%) for Public Review: T0+8 months

  M2: Final draft for TC approval: T0+13 months
  M3: Published deliverable: T0+16 months
Maintenance:

  M4: Published deliverable update 1: T0+24 months 

  M5: Published deliverable update 2: T0+36 months

  
	

	Study on extending Rationalised Structure for Identification, Authentication and e-Signatures

	1.2.2
	Description:

This task consists in producing an extension proposal for the Rationalised structure for Electronic Signature Standardisation to cover Electronic Identification, Authentication and Signatures.
	TR 419 010

	
	Methodology:

Study done in close liaison with IAS Policy makers and supporting study (www.iasproject.eu) and other IAS related initiatives to identify the standardisation needs and align the RF structure in accordance. 

A study report is to be produced.

Expertise & effort required:

  Type of experts:  Task Leader plus 2 Experts 

  Number of experts: 3
  Total number of man days: 30 man-days (year 1)
Intermediate & final Milestones:

  M1: Stable Draft (80%) for Public Review: T0+8 months

  M2: Final draft for TC approval: T0+13 months
  M3: (Hand over to CEN: T0+14 months)
	


Table 6: Task 1.3 Business Guidance in each Rationalised Framework Area
	Task 
	
	Deliverable

	Business Guidance documents on each Area

	1.3.1

1.3.2

1.3.3

1.3.4

1.3.5

1.3.6
	Description:

Production of business driven guidance documents for each of the areas.
	TR 119 100, TR 419 200,

TR 119 300,

TR 119 400,

TR 119 500,

TR 119 600.



	
	Methodology:

A general approach to the business guidance will be produced based on guidance from the viewpoint of signature creation and validation.  From this general approach, guidance for each of the other areas will be produced.

Expertise & effort required:

  Type of experts: Expertise is required in the business application of electronic signatures from the different technical areas.

  Number of experts: 7-9 experts 

  Total number of man days:120 man-days year 1
        TR 119 100: 30 man-days
        TR 419 200: 25 man-days

        TR 119 300: 10 man-days

        TR 119 400: 25 man-days

        TR 119 500: 20 man-days

        TR 119 600: 10 man-days

   Maintenance: 26 man-days in year 2 (respectively 10, 4, 2, 4, 4, 2)

                          26 man-days in year 3 (respectively 10, 4, 2, 4, 4, 2).
Intermediate & final Milestones for above TR's:

  M1: Stable Draft (80%) for Public Review: T0+8 months

  M2: Final draft for TC approval: T0+13 months
  M3: Published deliverable: T0+16 months
Maintenance for above TR's:

  M4: Publication of Updates 1: T0+24 months
  M5: Publication of Updates 2: T0+36 months

Intermediate & final Milestones for 419 200 (task 1.3.2):

  M1: Stable Draft (80%) for Public Review: T0+8 months

  M2: Final draft for TC approval: T0+13 months
  M3: (Hand over to CEN: T0+14 months) 

  M4: Updates 1 handed over to CEN: T0+21 months
  M5: Updates 2 handed over to CEN: T0+33 months
	


7.1.3 Task 1 - Timing, Milestones and Efforts

Table 7: Summary Timing for Task 1 (Coordination, Rationalised Framework overall Guidance and Business Guidance in each Area)
	
	Milestone (from T0)

	
	Y1 Q1
	Y1
Q2
	Y1
Q3
	Y1
Q4
	Y2 Q1
	Y2
Q2
	Y2
Q3
	Y2
Q4
	Y3 Q1
	Y3 Q2
	Y3 Q3
	Y4 Q4

	Task 1.1
	
	M1
	M2
	M3
	M4
	M5
	M6
	M7
	M8
	M9
	M10
	M11

	Tasks 1.2.1
	
	
	M1
	
	M2
	M3
	
	M4
	
	
	
	M5

	Tasks 1.2.2
	
	
	M1
	
	M2-3
	
	
	
	
	
	
	

	Tasks 1.3.1, 1.3.3, 1.3.4, 1.3.5, 1.3.6
	
	
	M1
	
	M2
	M3
	
	M4
	
	
	
	M5

	Tasks 1.3.2
	
	
	M1
	
	M2-3
	
	M4
	
	
	
	M5
	


Table 8: Milestones for Task 1 (Coordination, Rationalised Framework overall Guidance and Business Guidance in each Area)
	Milestone
	Description
	Due Date

	T1.1.M1 to M11

	Quarterly report on Coordination Activities 

(M6 includes Interim Report, M11 includes Final Report).
	End of each Quarter from Q2 (may be aligned with ESI meetings)

	T1.2.1 M1
	Stable Draft for Public Review of TR 119 000
	Month8

	T1.2.1 M2
	Final draft for approval of TR 119 000
	Month13

	T1.2.1 M3
	Publication of TR 119 000
	Month16

	T1.2.1 M4
	Publication of Update of TR 119 000
	Month24

	T1.2.1 M5
	Publication of Update of TR 119 000
	Month36

	T1.2.2 M1
	Stable Draft for Public Review of 419 010
	Month8

	T1.2.2 M2
	Final draft for approval of 419 010
	Month13

	T1.2.2 M3
	Hand over to CEN of 419 010
	Month14

	T1.3.x M1
	Stable Draft for Public Review of TR 119x00 (with x equal 1, and from 3 to 6)
	Month8

	T1.3.x M2
	Final draft for approval of TR19x00 (with x equal 1, and from 3 to 6)
	Month13

	T1.3.x M3
	Publication of TR19x00 (with x equal 1, and from 3 to 6)
	Month16

	T1.3.x M4
	Publication of Update of TR19x00 (with x equal 1, and from 3 to 6)
	Month24

	T1.3x M5
	Publication of Update of TR19x00 (with x equal 1, and from 3 to 6)
	Month36

	T1.3.2 M1
	Stable Draft for Public Review of 419 200
	Month8

	T1.3.2 M2
	Final draft for approval of 419 200
	Month13

	T1.3.2 M3
	Handover to CEN of 419 200
	Month14

	T1.3.2 M4
	Update handover to CEN of 419 200
	Month21

	T1.3.2 M5
	Update handover to CEN of 419 200
	Month33


Table 9: Efforts for Coordination, Rationalised Framework overall Guidance and Business Guidance in each Area (Task 1)
	Task
	Description
	Effort
(days)

Y1
	Effort

(days)

Y2
	Effort (days) 

Y3

	T1.1
	Rationalised Framework Coordination
	50
	40
	20

	T1.2.1
	Overall Guidance on the Rationalised Framework
	20
	5
	5

	T1.2.2
	Study on extending Rationalised Structure for Identification, Authentication and e-Signatures
	30
	0
	0

	T1.3.x
	Business Guidance documents on each Area
	120
	26
	26

	Total
	
	220
	71
	51


7.1.4 Task 1 - Budget 
The total number of man-days is estimated to 342 over 3 years (220 man days for year 1, 71 man days for year 2, and 51 for year 3). Total travel budget is estimated at 36 600 EUR over 3 years. The total funding request from EC/EFTA for task 1 is 241 800 EUR comprised of 205 200 EUR for expert resources and 36 600 EUR for travel. 

Table 10: Task 1 - Effort for Coordination, Rationalised Framework overall Guidance and Business Guidance
	Description
	Rate
	Man days
	Total Cost

	Task 1 - Year 1 - Funded  effort
	600
	220
	132 000

	Task 1 - Year 2 - Funded  effort
	600
	71
	42 600

	Task 1 - Year 3 - Funded  effort
	600
	51
	30 600

	Total 
	600
	342
	205 200


Table 11a: Travels for Coordination, Rationalised Framework overall Guidance and Business Guidance Area – Year 1
	Concept
	Number of travels
	Number of travellers
	Cost per travel
	Total Cost

	experts travels to the Phase2 workshop
	1
	6
	800
	4 800

	meetings with European projects, fora and expert groups
	4
	1
	800
	3 200

	travels to disseminate the work to European conferences
	2
	1
	800
	1 600

	travels to disseminate the work to non-European conferences/fora
	1
	1
	1 800
	1 800

	travels of the STF leader to CEN-ETSI eSignature Coordination Group meetings
	3
	1
	800
	2 400

	Travels of the leader to the ETSI ESI meetings
	4
	1
	800
	3 200

	TOTAL
	
	
	
	17 000


Different means, including face-to-face meetings with stakeholder contacts will be important. The experts may therefore need to travel to various meetings. Full details of which meetings will be attended is not possible to state at this stage as the date of the effective start of the activities (T0) will affect the timing and location of the meetings which are still to be finalised in the TB themselves.

Table 11b: Travels for Coordination, Rationalised Framework overall Guidance and Business Guidance Area – Year 2
	Concept
	Number of travels
	Number of travellers
	Cost per travel
	Total Cost

	meetings with European projects, fora and expert groups
	2
	1
	800
	1 600

	travels to disseminate the work to European conferences
	1
	1
	800
	800

	travels to disseminate the work to non-European conferences/fora
	1
	1
	1 800
	 1 800

	travels of the STF leader to CEN-ETSI eSignature Coordination Group meetings
	3
	1
	800
	2 400

	Travels of the leader to the ETSI ESI meetings
	4
	1
	800
	3 200

	TOTAL
	
	
	
	9 800


Table 11c: Travels for Coordination, Rationalised Framework overall Guidance and Business Guidance Area – Year 3

	Concept
	Number of travels
	Number of travellers
	Cost per travel
	Total Cost

	meetings with European projects, fora and expert groups
	2
	1
	800
	1 600

	travels to disseminate the work to European conferences
	1
	1
	800
	800

	travels to disseminate the work to non-European conferences/fora
	1
	1
	1 800
	 1 800

	travels of the STF leader to CEN-ETSI eSignature Coordination Group meetings
	3
	1
	800
	2 400

	Travels of the leader to the ETSI ESI meetings
	4
	1
	800
	3 200

	TOTAL
	
	
	
	9 800


Task 2 - Policy and Security Requirements for Signature Creation and Validation

7.1.5 Task 2 - Deliverables

Table 12: Task 2 Deliverables for Policy and Security Requirements for Signature Creation and Validation
	Deliverable id
	Type
	Publisher
	Title and Contents

	319 101

WI DTS/ESI-0019101

&

WI DEN/ESI-0019101
	EN
	ETSI
	Title: Policy and Security Requirements for Electronic Signature Creation and Validation

	
	
	
	Content: This document provides policy requirements for electronic Signature Creation and Validation (Applications). This would include procedural aspects that are not directly machine processable, as well as aspects which may be defined in a machine processable. 

	419 103
WI MI/ESI-0019103
	MI for EN (see note)
	CEN
	Title: Conformity Assessment for Signature Creation and Validation (Applications and Procedures)

	
	
	
	Content: This document addresses the entire process for performing complete assessment of SCA/SVA against Policy Requirements and/or Protection Profiles, AdES technical specifications, formats and protocols; and for complete assessment of a specific machine processable signature policy against the business process policy requirements.


NOTE: MI for the EN is an ETSI miscellaneous item to be submitted as technical draft for EN approval process by CEN as an EN.  CEN will own the formal EN work item in their programme and this number is yet to be made known to ETSI. The EN approval process to be run by CEN is outside the scope of this proposal. The STF will however provide expertise and contributions to resolve comments raised during the CEN enquiry procedure.

7.1.6 Task 2 – Tasks description
Table 13: Task 2 actions for Policy and Security Requirements for Signature Creation and Validation
	Tasks 
	
	Deliverable

	General Requirements for Signature Creation and Validation

	2.1

	Description:

This task will produce the Policy and Security Requirements for Electronic Signature Creation and Validation (EN 319 101)
	TS 119 101

EN 319 101


	
	Methodology:

Policy requirements for electronic Signature Creation and Validation (Applications), including procedural aspects that are not directly machine processable, as well as aspects which may be defined in a machine processable, will be produced here taking into account STF member expertise , in business application and technical implementation of electronic signatures, and in conformity assessment of electronic signatures.

Expertise & effort required:

  Type of experts: Experts from different domains of expertise in line with the type of document (i.e. policy & security requirements, conformity assessment)

  Number of experts: 4 experts (out of the total pool of experts in STF)

  Total number of man days - Year 1: 40 man days
   (including prospection of a few volunteers to implement final draft; knowing that there will be two phases of comments, respectively on stable and complete drafts, before publication of final draft)
  Total number of man days - Year 2: 5 man days (report on implementation)     
   Total number of man days - Year 3: 6 man days (EN approval procedure)
Intermediate & final Milestone: 

 M1 = T0 + 8  months: Stable Draft (80%) for public review 

 M2 = T0 + 13  months: Final Draft for TC approval
 M3 = T0 + 16 months: Publication as TS 119 101
 M4 = T0 + 24 months: Report on implementation period (T0+12 - T0+24). Draft EN approved by TC ESI before to start EN approval procedure

 M5 = T0 + 36 months: publication of EN 319 101
 
	


	2.2
	Description:

This task will produce the Conformance Assessment for Signature Creation and Validation (Applications and Procedures) - (419 103)
	419 103

	
	Methodology:

The working group should be formed by experts from various domains of expertise for specifying policy & security requirements for SCV application, in business application and technical implementation of electronic signatures, and in conformity assessment of electronic signatures. 
The working group will prepare the technical specifications and hand them over CEN for further publication as a CEN document.  
Expertise & effort required:

  Type of experts: Experts from different domains of expertise in line with the type of document (i.e. policy & security requirements, conformity assessment)

  Number of experts: 4 experts (out of the total pool of experts in STF)

  Total number of man days - Year 1: 30 man days
  Total number of man days - Year 2: 5 man days 

  Total number of man days - Year 3: 6 man days

Intermediate & final Milestone: for each of the documents
 M1 = T0 + 8  months: Stable Draft (80%) for public review 

 M2 = T0 + 13  months: Final Draft for TC approval
 M3 = T0 + 15 months: Hand over to CEN.
M4 = T0 + 22 months: contribution to resolution of CEN enquiry comments
	


7.1.7 Task 2 - Timing, Milestones and Efforts

Table 14: Task 2 - Summary Timing for Policy and Security Requirements for Signature Creation and Validation
	
	Milestones 

	
	Y1 Q1
	Y1
Q2
	Y1
Q3
	Y1
Q4
	Y2 Q1
	Y2
Q2
	Y2
Q3
	Y2
Q4
	Y3 Q1
	Y3 Q2
	Y3 Q3
	Y3 Q4

	Task 2.1
	
	
	M1
	
	M2
	M3
	
	M4
	
	
	
	M5

	Task 2.2
	
	
	M1
	
	M2-3
	
	
	M4
	
	
	
	


Table 15: Milestones for Task 2 (General Requirements for Signature Creation and Validation)
	Milestone
	Description
	Due Date

	T2.1.M1
	Stable draft for public review of TS 119 101
	Month 8

	T2.1.M2
	Final Draft for TC approval of TS 119 101
	Month 13

	T2.1.M3
	Publication of TS 119 101
	Month 16

	T2.1.M4
	Report on implementation period.  Draft EN 319 101 approved by TC ESI for  EN approval procedure
	Month 24

	T2.1 M5
	EN 319 101 published
	Month 36

	T2.2.M1
	Stable draft for public review of TS 419 103
	Month 8

	T2.2.M2
	Final Draft for TC approval of TS 419 103
	Month 13

	T2.2.M3
	Hand over to CEN
	Month 15

	T2.2 M4
	Resolution of CEN enquiry comments
	Month 22


Table 16: Efforts for General Requirements for Signature Creation and Validation
	Task
	Description
	Man-days Year 1
	Man-days Year 2
	Man-days Year 3

	T2.1
	Policy and Security Requirements for Electronic Signature Creation and Validation (EN 319 101)
	40
	5
	6

	T2.2
	Conformance Assessment for Signature Creation and Validation (Applications and Procedures) - (419 103)
	30
	5
	6

	TOTAL
	
	70
	10
	12


7.1.8 Task 2 - Budget

The total number of man-days is estimated to be 92 over 3 years (70 man days for year 1, 10 man days for year 2 and 12 man days for year 3). Total travel budget is 5 200 EUR over 3 years. Total funding request from EC/EFTA for task 1 is 60 400 EUR comprised of 55 200 EUR for expert resources and 5 200 EUR for travel. 
Table 17: Effort for Policy and Security Requirements for Signature Creation and Validation

	Description
	Rate
	Man days
	Total Cost

	Task 2 - Year 1 - Funded  effort
	600
	70
	42 000

	Task 2 - Year 2 - Funded  effort
	600
	10
	6 000

	Task 2 - Year 3 - Funded  effort
	600
	12
	7 200

	Total 
	600
	92
	55 200


Table 18: Travels for General Requirements for Signature Creation and Validation & Signature Creation And Validation Area – Year 1
	Concept
	Number of travels
	Number of travellers
	Cost per travel
	Total Cost

	meetings with European projects, fora and expert groups
	4
	1
	700
	2 800

	travels to disseminate the work to European conferences
	3
	1
	800
	2 400

	Total
	
	
	
	5 200


Different means, including face-to-face meetings with stakeholder contacts will be important. The experts may therefore need to travel to various meetings. Full details of which meetings will be attended is not possible to state at this stage as the date of the effective start of the activities (T0) will affect the timing and location of the meetings which are still to be finalised in the TB themselves.

No travel is foreseen in year 2/3 for Task 2.
Task 3 - Cryptographic Suites

7.1.9 Task 3 - Deliverables

Table 19: Deliverables for Cryptographic Suites

	Deliverable id
	Type
	Publisher
	Title and Contents

	119 312
WI DTS/ESI-0019312
	TS
	ETSI
	Title: Cryptographic Suites for Secure Electronic Signatures

	
	
	
	This document defines a number of cryptographic suites (or cryptographic packages) for secure electronic signatures including a list of hash functions and a list of signature schemes, as well as the recommended combinations of hash functions and signatures in the form of "signature suites" to support Advanced Electronic Signatures.


7.1.10 Task 3 - Actions
Table 20: Tasks for Cryptographic Suites

	Task 
	
	Deliverable

	Cryptographic Suites for Secure Electronic Signatures

	3.1
	Description:

This task will produce guidance on cryptographic suites based on ETSI TS 102 176 and inputs from national cryptographic recommendations including but not limited to France (ANSSI RGS) and Germany (BSI catalog). It will also consist, compared to ETSI TS 102 176, in an update including guidance for use of cryptographic suites in signature creation devices and other related devices). 
	TS 119 312

	
	Methodology:

 The working group should be formed by cryptographic experts from various countries where cryptographic recommendations are expressed, including at least France (ANSSI RGS) and Germany (BSI catalog) but not limited to those countries and ideally benchmarking to other EU MS national rules in that matter.

It should be a subset of all existing national catalogs to guarantee compliance with national law and national evaluation bodies recommendations.

The presentation and maintenance mechanisms will also be further addressed and aligned with standards on signature policies and signature validation procedures.

Expertise & effort required:

  Type of experts: Expertise in cryptography and an understanding of national recommendations at least from France and Germany but also for other EU MS. 

  Number of experts:  4 experts

  Total number of man days: 50 man-days over 2 years (30 man-days in year 1, 10 man-days in year 2, 10 man-days in year 3)
Intermediate & final Milestones:

 M1 = T0+8 months: Stable Draft for public review (potentially including review by SOGIS members)

 M2 = T0+13 months: Final Draft for TC approval

 M3 = T0+16 months: Publication of TS

Maintenance:

 M4 = Published deliverable update: T0+24 months

 M5 = Published deliverable update: T0+36 months
	


7.1.11 Task 3 - Timing, Milestones and Efforts

Table 21: Summary Timing for Cryptographic Suites

	
	Milestones 

	
	Y1 Q1
	Y1
Q2
	Y1
Q3
	Y1
Q4
	Y2 Q1
	Y2
Q2
	Y2
Q3
	Y2
Q4
	Y3 Q1
	Y3 Q2
	Y3 Q3
	Y4 Q4

	Task 3.1
	
	
	M1
	
	M2
	M3
	
	M4
	
	
	
	M5


Table 22: Milestones for Cryptographic Suites

	Milestone
	Description
	Due Date

	T3.1.M1
	Stable draft for public review on Cryptographic Suites for Secure Electronic Signatures 
	Month 8

	T3.1.M2
	Draft for TC approval on Cryptographic Suites for Secure Electronic Signatures for approval
	Month 13

	T3.1.M3
	Publication of TS
	Month 16

	T3.1.M4
	Publication of deliverable update
	Month 24

	T3.1 M5
	Publication of deliverable update
	Month 36


Table 23: Efforts for Cryptographic Suites

	Task
	Description
	Effort Y1 (days)
	Effort Y2

(days)
	Effort Y3

(days)

	T3.1
	Cryptographic Suites for Secure Electronic Signatures 
	30
	10
	10


7.1.12 Task 3 - Budget

The total number of man-days is estimated to 50 over 3 years (30 man days for year 1, 10 man days for year 2, 10 man days for year 3). Total travel budget is 3 200 EUR over 3 years. Total funding request from EC/EFTA for task 1 is 33 200 EUR comprised of 30 000 EUR for expert resources and 3 200 EUR for travel. 
Table 24: Effort for Policy and Security Requirements for Signature Creation and Validation

	Description
	Rate
	Man days
	Total Cost

	Task 3 - Year 1 - Funded  effort
	600
	30
	18 000

	Task 3 - Year 2 - Funded  effort
	600
	10
	6 000

	Task 3 - Year 3 – Funded effort
	600
	10
	6 000

	Total 
	600
	50
	30 000


Table 25: Travels for Cryptographic Suites – Year 1
	Concept
	Number of Travels
	Number of travellers
	Cost per travel
	Total Cost

	Travel to workshop with national crypto experts
	1
	4
	800
	3 200


No travel is foreseen in the context of Task 3 in years 2/3.
Task 4 – Workshop

An open workshop will be organised by ETSI on behalf of CEN and ETSI to which all stakeholders will be invited. The draft deliverables will be presented at this workshop. Information collected at the workshop and from public review will be fed back into the deliverables. 
This 1-day workshop will be held in ETSI premises in Sophia-Antipolis, France. 
The number of participants will be limited to 150.

Budget: 10 000 EUR (subcontracting) for organising and hosting costs for workshop, including catering, promotional material, etc.

Date: the workshop is planned to be held in the range T0+10 - T0+12. The exact date may vary according to schedule of other events, etc.

Reports to EC/EFTA
The outcome of this action will be the provision of an Interim report and a Final Report to the EC/EFTA. The Interim Report will report on activities over the first year and be provided 19 months after the start of the action. It will provide a status report on the activity performed along with the latest drafts of the ETSI deliverables that will be available at this point in time. It will also contain a report on the workshop. Full resource usage information will also be provided via the DG Enterprise Cost Control Strategy on EC acceptance of the Interim Report.

The Final Report will be provided to the EC/EFTA 36 months after the start of the action detailing the activity performed since the Interim Report along with the publication versions of the published ETSI European Standards, Technical Specifications and Technical Reports. The Final Report will also provide an analysis and report on the performance indicators as outlined in clause 6 of this proposal. On acceptance of the Final Report the full resource usage details will also be provided following the DG Enterprise Cost Control Strategy along with the required external audit certificate and declaration of the real costs incurred
Part III – Financial part

8 Financial provisions in the EC/EFTA contract

8.1 Total Action Costs
The total action cost is estimated to be 575 800 EUR. The total number of man-days is estimated to be 484 man-days over 3 years (320 man days for year 1, 91 man days for year 2, and 73 man days for year 3). Total travel budget is 45 000 EUR over 3 years. 

Total funding request from EC/EFTA for this action is 345 400 EUR comprised of 290 400 EUR for expert resources, 10 000 EUR for an open workshop and 45 000 EUR for travel. 

Table 26: Total Action Costs

	EC - ETSI Contributions

	 
	Expert
	CTI
	Total days
	Total €
	%

	EC/EFTA
	484 X 600
	0
	484
	290 400
	

	Workshop
	
	
	
	10 000
	

	Travel
	
	
	
	45 000
	

	Total EC Contribution
	
	
	
	 345 400
	60

	
	
	
	
	
	

	Contributions in-kind
	384 x 600
	
	384
	230 400
	

	Total ETSI Contribution
	
	
	
	230 400
	40

	 
	
	
	
	
	

	TOTAL
	
	
	
	575 800 
	100


8.2 Expert Manpower

Total cost for manpower resources: 484 working days at 600 € per day:
290 400 €
8.3 Travel costs
Total estimated cost for travelling: 45 000 €
As described in tables 11a, 11b and 25 in clause 7 of this proposal.
8.4 Equipment necessary to implement the action

N/A
8.5 Cost of consumables and supplies necessary to implement the action

N/A

8.6 Other costs and services necessary to implement the action

N/A

8.7 8.8 Subcontracting to external organizations

10 000 EUR for the open workshop described in clause 7 of this proposal.
8.8 Contribution in kind

The in-kind contribution is indicated in the relevant estimated financial budget and will follow the provisions of Article II.15.5 of the Framework Partnership Agreement between ETSI and the European Commission signed on 04 February 2009. An in-kind contribution amounting to 230 400 € (the equivalent of 384 man-days) will be provided as an element of the co-financing of this action. These man-days will be justified by signatures for specifically designed attendance sheets by participants in the planned activity. Signatures at TB and reference body meetings (ETSI) will be valued at three times the one day signed for. Signatures from other standards body meetings, workshops, consultations, etc. will be solely for the eligible day or half-day. 
The total cost of funding via in kind contribution is 230 400 € (40% of the total action cost).

List of abbreviations:

AdES: Advanced electronic signature

BES Basic Encoding Signature

CA: Certification Authority

CAB Forum = Certification Authority / Browser Forum

CAdES: CMS Advanced Electronic Signature

CMS: Cryptographic Message Syntax

CROBIES: study on CROss-Border Interoperability of ESignatures

CSP: Certification Service Provider

CWA: CEN Workshop Agreement

DG: Directorate General

EC: European Commission

EESSI: European Electronic Signature Standardization Initiative

EFTA: European Free Trade Association

EN: European Standard
EPES Explicit Policy-based Electronic Signature

ESI: Electronic Signatures and Infrastructures

EU: European Union

FESA: Forum of European Supervisory Authorities for Electronic Signatures

IETF: Internet Engineering Task Force

ISO: International Organization for Standardization

IT: Information technology
MI: Miscellaneous Item
OASIS: Organization for the Advancement of Structured Information Standards

PAdES: PDF Advanced Electronic Signature

PDF: Portable Document Format

PE: Public Enquiry

QC: qualified certificate

STORK: Secure idenTity acrOss boRder linKed
SCD: Signature Creation Device
SSCD: Secure Signature Creation Device

STF: Specialist Task Force

TC: Technical Committee

ToC: Table of Content
TR: Technical Report
TS: Technical specification

TSL: Trust Status List
TSP: Trust Service Provider
W3C: World Wide Web Consortium

XAdES: XML Advanced Electronic Signature
WI: Work Item
Annex 1- The rationalisation of the structure for eSignature standardisation framework

The rationalisation of the structure for eSignature standardisation framework documents is organised around the following 6 areas for standardisation of eSignatures and as illustrated in Figure 1 below:

1) Signature Creation and Validation: This area focuses on standards related to the creation and validation of electronic signatures, covering: 

I. the expression of rules and procedures to be followed at creation, verification and for preservation of eSignatures for long term, 

II. signature format, packaging of signatures and signed documents, 

III. and protection profiles, according to Common Criteria for signature creation/verification applications.
2) Signature Creation & other related Devices: This area will focus on standards related to Secure Signature Creation Devices as defined in the Signature Directive, on signature creation devices used by Trust Service Providers as well as other types of signature creation and other related devices.

3) Cryptographic Suites: This area covers standardisation aspects related to the use of signature cryptographic suites, i.e. the suite of eSignature related algorithms including key generation algorithms, signing algorithms with parameters and padding method, verification algorithms, and hash functions.

4) Trust Service Providers supporting eSignatures: This includes TSPs issuing qualified certificates, TSPs issuing public key certificates other than qualified certificates, Time-Stamping Services Providers, TSPs offering signature validation services, TSPs offering remote signature creation services (also called signing servers). The current list covers those services supporting electronic signature which exist to date; other Trust Services may be identified at a future date.

NOTE: 
The term "Trust Service Provider supporting eSignature" is closely related to Certification Service Provider as defined in the Electronic Signature Directive. See Annex A of ETSI SR 001 604 for a discussion on the concept of TSP and CSP.
5) Trust Application Service Providers: This covers Trust Service Providers offering value added services applying electronic signatures and that relies on the generation/validation of electronic signatures in normal operation. This includes namely registered mail services, as well as long term archiving services. This list may be extended as further services applying electronic signatures are identified. 

6) Trust Service Status (List) Provider: This area covers the standardisation related to the provision of trust service status lists.
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Figure 2: Overview of the Rationalised structure for electronic signature standardisation
The documents required for standardisation of each of the above electronic signature functional areas have been organised around the following five types of documents:

1) Guidance: This type of documents does not include any normative requirements but provides business driven guidance on addressing the eSignature (functional) area, on the selection of applicable standards and their options for a particular business implementation context and associated business requirements, on the implementation of a standard (or a series of standards), on the assessment of a business implementation against a standard (or a series of standards), etc.

2) Policy & Security Requirements: This type of document specifies policy and security requirements for services and systems, including protection profiles. This brings together use of other technical standards and the security, physical, procedural and personnel requirements for systems implementing those technical standards.

3) Technical Specifications: This type of document specifies technical requirements on systems. This includes but is not restricted to technical architectures (describing standardised elements for a system and their interrelationships), formats, protocols, algorithms, APIs, profiles of specific standards, etc.

4) Conformity Assessment: This type of document addresses requirements for assessing the conformity of a system claiming conformity to a specific set of technical specifications, policy or security requirements (including protection profiles when applicable). This primarily includes conformity assessment rules (e.g. common criteria evaluation of products or assessment of systems and services). 

5) Testing Compliance & Interoperability: This type of document addresses requirements and specifications for setting-up interoperability tests or testing systems or for setting-up tests or testing systems that will provide automated checks of compliance of products, services or systems with specific set(s) of technical specifications.
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Figure 3: Illustration of Document Types in the Rationalised structure
This rationalisation of the structure for eSignature standardisation framework for some area can be broken down into further sub-areas as summarised in the following Tables enumerating the set of documents that constitute the Rationalised Structure and that are to be produced in the context of the execution of Phase 2.
Table 1: Guidance on the Rationalised structure for eSignature Standardisation
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Sub-areas

Guidance

TR 190 00Rationalised structure for Electronic Signature Standardisation Partially met SR-ESI-000099

SR 190 10Extended Rationalised structure including IAS Little basis SR-ESI-000099


Table 2: Documents for Signature Creation and Validation
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Sub-areas

Guidance

TR 191 00Business Driven Guidance for Signature Creation and Validation Inputs exist TR 102045, CROBIES WP5.1, SR-ESI-

000099

Policy & Security Requirements

EN 191 01Policy & Security Requirements for Signature Creation and Validation Inputs exist none

EN 191 11Protection Profiles for Signature Creation and Validation Application

 - Part 1: Introduction to the  European norm

Nearly met prEN 14170-1/5

Technical Specifications

EN 191 02Procedures for Signature Creation and Validation

Part 1: Signature creation

Partially met TS-ESI-000074

EN 191 22CAdES - CMS Advanced Electronic Signatures Nearly met TS 101733, TS 103173, TS102734, 

ISO 14533-1

EN 191 32XAdES - XML Advanced Electronic Signatures Partially met TS 101903, TS 103171, TS102904, 

ISO 14533-2, W3C XML Signature 

EN 191 42PAdES - PDF Advanced Electronic Signatures Nearly met TS 102778, TS 103172, TS102904, 

ISO 32000

EN 191 52Advanced Electronic Signatures in Mobile environments Inputs exist TS 102207, TS 102204, TR 102 203, 

TR 102207

EN 191 62ASiC - Associated Signature Containers Partially met TS 102918, TS 103174

EN 191 72Signature Policies Inputs exist CROBIES WP5.1, TR 102045, TR 

102038, TR 102272

Conformity Assessment

EN 191 03Conformity Assessment for Signature Creation & Validation Applications (& Procedures) Little basis CWA 14172-4

Testing Compliance & Interoperability

TS 191 04General requirements on Testing Compliance & Interoperability of SC&V Little basis none

TS 191 24CAdES Testing Compliance & Interoperability Partially met See EN 66122 + outcome of 

STF428 & STF426 1 former 

interoperability events

TS 191 34XAdES Testing Compliance & Interoperability Partially met See EN 66132 + outcome of 

STF428 & STF426 1 former 

interoperability events

TS 191 44PAdES Testing Compliance & Interoperability



Partially met See EN 66142 + outcome of 

STF428 & STF426 1 former 

interoperability events

TS 191 54Testing Compliance & Interoperability of AdES in Mobile environments Little basis See EN 66152 + outcome of 

STF428 & STF426 1 former 

interoperability events

TS 191 64ASiC Testing Compliance & Interoperability Partially met See EN 66162 + outcome of 

STF428 & STF426 1 former 

interoperability events

TS 191 74Testing Compliance & Interoperability of Signature Policies Little basis See EN 66172 + outcome of 

STF428 & STF426 1 former 

interoperability events


Table 3: Documents for Signature Creation and other related Devices
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Sub-areas

Guidance

TR 192 00Business Driven Guidance for Signature Creation and Other Related Devices Little basis none

Policy & Security Requirements

EN 192 11Protection Profiles for Secure Signature Creation Devices 

 - Part 1: Introduction and Terminology

 - Part 2: SSCD - PP - Device with Key Generation 

 - Part 3: SSCD - PP - Device with Key Import

 - Part 4: SSCD - PP - Extension for Device with Key Generation and trusted channel to certificate 

generation application

 - Part 5: SSCD - PP - Extension for Device with Key Generation and trusted channel to signature 

creation application

 - Part 6: SSCD - PP - Extension for Device with Key Import and trusted channel to signature 

creation application

Nearly  met EN 14169-1/6

EN 192 21Security Requirements for Trustworthy Systems Managing Certificates for Electronic Signatures 

 - Part 1: System Security Requirements

 - Part 2: PP for Cryptographic module for CSP signing operations with backup - CMCSOB-PP

 - Part 3: PP for Cryptographic module for CSP signing operations - CMCSO-PP

 - Part 4: PP for Cryptographic module for CSP key generation services protection profile - CMCKG-

PP

Nearly  met EN 14167-1/4

EN 192 31Security requirements for trustworthy systems supporting time-stamping Inputs exist ANSI PP-SH-CCv3.1

EN 192 41Security Requirements for Trustworthy Systems supporting Server Signing (Signature Generation 

services)

Inputs exist TS 14167-5

EN 192 51Protection Profiles for Authentication Device 

 - Part 1: Device with key import

 - Part 2: Device with key import, key generation and administration; Trusted communication with 

certification application and administration application

 - Part 3: Additional features

Nearly  met EN 16248

Technical Specifications

EN 192 12Application Interfaces for Secure Signature Creation Devices

-       Part 1: Introduction

-       Part 2: Basic services for electronic signatures

-       Part 3: Additional Services in the context of electronic signatures

-       Part 4: Context specific authentication protocols  for  SSCDs,

-       Part 5: Cryptographic algorithms for SSCDs

Inputs exist EN 14890

Conformity Assessment

EN 192 03Conformity Assessment of Secure Devices and Trustworthy systems Partially met CWA 14172-5, 7

Testing Compliance  & Interoperability

- - - -- no requirement identified


Table 4: Documents for Cryptographic Suites
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Sub-areas

Guidance

TR 193 00Business Driven Guidance for Cryptographic Suites Little basis none

Technical Specifications

TS 193 12Cryptographic Suites for Secure Electronic Signatures Partially met TS 102176

Testing Compliance  & Interoperability

- - - -- no requirement identified


Table 5: Documents for TSPs supporting electronic signatures
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Sub-areas

Guidance

TR 194 00Business Driven Guidance for TSPs Supporting Electronic Signatures Little basis

Policy & Security Requirements

EN 194 01General Policy Requirements for TSPs Supporting Electronic Signatures Nearly met DEN/ESI 000117

EN 194 11Policy & Security Requirements for TSPs Issuing Certificates

   Part 1: Overview

   Part 2:  Policy requirements for TSP issuing QCs

   Part 3: Policy requirements for TSPs issuing PKCs

   Part 4:  Policy requirements for TSP issuing SSL EV Certificates

   Part 5:  Policy requirements for TSP issuing SSL Baseline Certificates

   Part 6: Policy requirements for TSP issuing Attributes Certificates 

Partially met TS 101 456/102 042 + 

CAB Guidelines

TS 102 158

EN 194 21Policy & Security Requirements for TSPs providing Time-Stamping Services

   - Part 1: Overview

   - Part 2: Policy requirements for TSPs providing Time-Stamping Services

Partially met TS 102 023

EN 194 31Policy & Security Requirements for TSPs providing Signature Generation Services

   - Part 1: Overview

   - Part 2: Policy requirements for TSPs providing Signature Generation Services

Inputs exist

EN 194 41Policy & Security Requirements for TSPs providing Signature Validation Services

   - Part 1: Overview

   - Part 2: Policy requirements for TSPs providing Signature Validation Services

Inputs exist

Technical Specifications

EN 194 12Profiles for TSPs issuing  Certificates

   - Part 1: Overview

   - Part 2: Certificate profile for certificates issued to Natural persons  (TS 102 280)

   - Part 3: Certificate profile for certificates issued to legal persons

   - Part 4: Profiles SSL/TSL certificates  issued to organisation (Baseline & EV)

   - Part 5: Extensions for  Qualified Certificate Profile  (pre-EN 301 862)

Partially met TS 101 862 / 102 280

EN 194 22Profiles for TSPs providing Time-Stamping services Nearly met TS 102 861

EN 194 32Profiles for TSPs providing Signature Generation Services Inputs exist

EN 194 42Profiles for TSPs providing Signature Validation Services Inputs exist

Conformity Assessment

EN 194 03General requirements and guidance for Conformity Assessment of TSPs supporting e-Signatures Nearly met DTS/ESI-000075

EN 194 13Conformity Assessment for TSPs Issuing Certificates

    - Part 1: Conformity Assessment for Policy requirements for TSPs issuing Certificates

    - Part 2: Conformity Assessment for Profiles for TSPs issuing Certificates

Partially met DTS/ESI-000075

EN 194 23Conformity Assessment for TSP providing time-stamping services

    - Part 1: Conformity Assessment for Policy requirements for TSPs providing time-stamping services

    - Part 2: Conformity Assessment for Profiles for TSP providing time-stamping services

Partially met DTS/ESI-000075 CWA 14172-8

EN 194 33Conformity Assessment for TSPs providing Signature Generation Services Little basis

EN 194 43Conformity Assessment for TSPs providing Signature Validation Services Little basis

Testing Compliance & Interoperability

- - - - -no requirement identified for such a document


Table 6: Documents for Trust Application Service Providers
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Sub-areas

Guidance

TR 195 00Business Driven Guidance for Trust Application Service Providers

Little basis

none

SR 195 30Study on standardisation requirements for e-Delivery services applying e-Signatures

Inputs exist

See description

Policy & Security Requirements

EN 195 11Policy & Security Requirements for Registered Electronic Mail (REM) Service Providers

Inputs exist

TS 102640-3/4

EN 195 21Policy & Security Requirements for Data Preservation Service Providers (DPSPs)

partially met

TS 101533-1

Technical Specifications

EN 195 12Registered Electronic Mail (REM) Services

Scope fully met 

TS 102640-1,2,5,6

EN 195 22Data Preservation Services through signing

Inputs exist

TS 101533-1

Conformity Assessment

EN 195 13Conformity Assessment for REM Service Providers

Inputs exist

TS 102640-4

EN 195 23Conformity Assessment of Data Preservation Service Providers

Inputs exist

TS 101533-2

Testing Compliance & Interoperability

TS 195 04General requirements for Testing Compliance & Interoperability of TASPs

Inputs exist

none

TS 195 14Testing Compliance & Interoperability of REM Service Providers

Inputs exist

TS 102640-6


Table 7: Documents for Trust Service Status Lists Providers
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Sub-areas

Guidance

TR 1960 0Business Driven Guidance for Trust Service Status Lists Providers Little basis

Policy & Security Requirements

EN 1960 1General Policy & Security Requirements for Trust Service Status Lists Providers (TSSLPs) Inputs exist

EN 1961 1Policy & Security Requirements for Trusted Lists Providers Inputs exist

Technical Specifications

EN 1960 2Trust Service Status Lists Format Nearly met TS 102 231

EN 1961 2Trusted Lists Format Nearly met TS 102 232, CD 

2009/767/EC, CD 

Conformity Assessment

EN 1960 3General requirements and guidance for Conformity Assessment of TSSLPs Inputs exist none

EN 1961 3Conformity Assessment of Trusted List Providers Inputs exist none

Testing Compliance & Interoperability

TS 1960 4General requirements for Testing Compliance & Interoperability of TSSLPs Inputs exist TSL PlugTest

TS 1961 4Testing Compliance & Interoperability of  Trusted Lists Nearly met TSL PlugTest
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� Study on the standardisation aspects of e-signatures, SEALED, DLA Piper et al, 2007 (http://ec.europa.eu/information_society/policy/esignature/docs/standardisation/report_esign_standard.pdf).
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