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Terms of Reference - Specialist Task Force

STF AB (TC RRS/WG3)
Reconfigurable Radio Security
Summary information
	Approval status
	Approved by RRS#30 (5-6 June 2015) 
Approved by Board#103 (9-10 June 2015) with allocated budget 52 000 €

	Funding
	TC request (these ToR): 65 400 €
134 working days (104 days remunerated = 62 400 € and 30 days voluntary contribution = 22% of total manpower) and 3 000 € for travels.

	Time scale
	Mid-September 2015 to 10 March 2016

	Work Items 
	· DTR/RRS-03010 (TR 103 087) Security related use cases and threats in Reconfigurable Radio Systems
· DTS/RRS-03012 Security Requirements for reconfigurable radios

	Board priority 
	Emerging domains for ETSI


Part I – Reason for proposing the STF

1 Rationale

Reconfigurable radio solutions for a more efficient use of the spectrum (e.g., cognitive radio in general and white spaces solutions in particular) or reconfigurable mobile devices are gaining momentum. In particular, the new Radio Equipment Directive (RED) mentions related Software Reconfiguration Mechanisms in Articles 3(3)(i) and 4. However, security aspects have to be taken into consideration before those same solutions can be safely deployed. This means that security threats have to be properly investigated and measures to overcome those same threats developed. With the creation of a technical specification defining the security requirements related to reconfigurable radio systems, it will be possible to have a baseline for the improvements of the related reconfigurable architectures which are currently under development in TC RRS. 
2 Objective

The objective of this STF proposal is to i) identify security threats, ii) identify available countermeasures, iii) identify a lack of countermeasures and define the security requirements related to reconfigurable radio systems. Security requirements are essential for defining reconfigurable radio architectures, for instance for defining the reconfigurable radio architecture for Mobile Devices. 
3 Relation with ETSI strategy and priorities
This action supports the ETSI Long Term Strategy item(s) to:
· create high quality standards for global use and with low time-to-market
· stay in tune with changing nature of the global ICT industry (innovation)
· establish leadership in key areas impacting members' future activities
This action has a priority category of “Emerging Domain for ETSI”.
4 Context of the proposal

4.1 ETSI Members support
	ETSI Member
	Supporting delegate
	Motivation

	Intel
	Markus Mueck
	Mobile Device chipsets

	Hanyang University
	Choi, Seungwon
	Very important topic for research 

	BMWi
	Paul Bender
	Reconfigurable radio security is very important for placing products on the market

	LG
	Vladimir Ivanov
	Security is very important for reconfigurable mobile devices

	NSN
	Gundlach, Michael
	Very important for an efficient management of the network as well

	Ministry of Economic Affairs - Netherlands
	Ben Smith
	Security is also linked to spectrum use: the more secure, the more trust in these new techniques, and the better spectrum can be utilized

	Joint Research Center of the European Commission (JRC)
	Support as ETSI counsellor
	Security is also linked to spectrum use: the more secure, the more trust in these new techniques, and the better spectrum can be utilized

	University of Bradford
	Fun Hu
	very important topic for research 


4.2 Market impact

Reconfigurable Radio platforms have been used for a long time (for instance in Base Stations) although the solutions have been always proprietary. With the development of standardised solutions for new advanced features such as cognitive radio, it is expected that more and more devices will make use of a reconfigurable implementation. While the market impact is not quantifiable at the moment, it is clear that much will depend on the reliability of such solutions not only in terms of QoS but also security. If proven reliable, it could even open a whole new market of so called “radio apps”.
4.3 Tasks that cannot be done within the TB and for which the STF support is necessary
The identification of the security requirements for reconfigurable platforms requires a deep knowledge of SW and HW security aspects which are not generally available in a Technical Committee.  
4.4 Related voluntary activities in the TB

Delegates within TC RRS and TC RRS WG3 will review the deliverable in order to evaluate the impact of security requirements on the reconfigurable architectures (reconfigurable Mobile Device architecture, LSA related architecture, White Space related architecture, etc)
4.5 Outcome from previous funded activities in the same domain

This is the first time TC RRS requests funding for an STF.
4.6 Consequences if not agreed
Reconfigurable platforms have been used for a long time but, until now, the solutions have been proprietary and (radio) reconfigurability has been limited and decided by the manufactures themselves, which has limited the vulnerability of the platforms to cyber attacks. Future reconfigurable platforms, such as mobile devices, are expected to be more open: for instance a reconfigurable mobile device might be (radio) reconfigured by a third-party application. Even the new Radio Equipment Directive (RED) introduces new specific requirements related to software reconfiguration of radio equipment and security aspects will be very important for fulfilling those same requirements.   
Security requirements are therefore of paramount importance in order to make the reconfigurable platform future-proof and secure. If these requirements are not properly defined, there is a high risk that a reconfigurable platform, wherever applied, will be “weak” and therefore could be subjects to cyber attacks which could damage not only the end user (denial of service, decrease in QoS, etc) but also the overall management of the radio spectrum.
Part II - Execution of the work

5 Technical Bodies and other Organizations involved
5.1 Leading TB
TC RRS WG3 (Chairman: Dr. Markus Mueck) will be the leading group within TC RRS
5.2 Other interested ETSI Technical Bodies

· Support of TC CYBER may be required to help defining the security requirements.
· Support from TC ERM for solutions related to Software Reconfiguration mechanisms related to Articles 3(3)(i) and 4 of the Radio Equipment Directive (RED)
5.3 Other interested Organizations outside ETSI

Wireless Innovation Forum (WINNF), ETSI Partner, which has been involved in Software Defined Radio (SDR) related activities for a very long time.
6 Working method/approach
6.1 Organization of the work 
The work will be steered by TC RRS WG3. Three WG meetings and a number of dedicated phone calls/remote sessions are planned before formal TB approval from August 2015 to March 2016.
6.2 Base documents
	Document
	Title
	Current Status

	TR 102 967
	Use Cases for Dynamic Equipment Reconfiguration
	Published

	TS 102 969
	Radio Reconfiguration related Requirements for Mobile Devices
	Published

	TS 103 146-1
	Mobile Device Information Models and Protocols; Part1:Multiradio Interface (MURI)
	Published

	TS   103 146-2
	Mobile Device Information Models and Protocols; Part2:RRFI
	Published

	TS 103 095
	Radio Reconfiguration related Architecture for Mobile Devices
	Published

	EN 302 969
	Radio Reconfiguration related Requirements for Mobile Devices
	Published

	DTR/RRS-03010 (TR 103 087)
	Security related use cases and threats in Reconfigurable Radio Systems
	Early draft


NOTE: these use cases do not include security aspects.

6.3 Deliverables

	Deliv.
	Work Item code

Standard number
	Working title

Scope

	D1
	DTR/RRS-03010

(TR 103 087)
	Security related use cases and threats in Reconfigurable Radio Systems

	D2
	DTS/RRS-03012 
	Security Requirements for reconfigurable radios


6.4 Deliverables schedule:
DTR/ RRS-03010
Security related use cases and threats in Reconfigurable Radio Systems
· Start of work
15-09-2015 
RRS#31
· Early draft
23-11-2015
RRS#32
· Stable draft
31-12-2015
· WG approval
29-02-2016

· TB approval
03-03-2016
RRS#33

· Publication
10-03-2016

DTS/ RRS-03012
Security Requirements for Reconfigurable Radio Systems
· Start of work
15-09-2015
RRS#31
· Early draft
23-11-2015
RRS#32
· Stable draft
15-01-2016
· WG approval
29-02-2016
· TB approval
03-03-2016
RRS#33
· Publication
10-03-2016
6.5 Work plan, time scale and resources
	N
	Task / Milestone / Deliverable
	From
	To
	Funded experts (days)
	Volunt. experts (days)

	M0
	Start of work
	15-09-2015
	
	

	T0
	Project management
	15-09-2015
	03-03-2016
	2
	

	T1
	Description of use cases 
	15-09-2015
	23-11-2015
	20
	15

	T2
	Definition  of threats for reconfigurable radios
	15-09-2016
	23-11-2015
	20
	15

	T3
	Definition of security requirements
	26-09-2014
	20-12-2015
	45
	

	M1
	Use case stable draft for WG (RRS WG3#28)
	23-11-2015
	
	

	T4
	WG3 review (DTR/RRS-03010)
	23-11-2015
	20-12-2015
	0
	

	T5
	Review of use case deliverable 
	23-11-2015
	03-03-2016
	5
	

	M2
	Security requirements stable draft for WG review
	26-01-2016
	
	

	T6
	WG3 review (DTS/RRS-030XX)
	25-01-2016
	05-02-2016
	0
	

	T7
	Review of  security requirement deliverable 
	08-02-2016
	12-02-2016
	5
	

	M3
	Stable drafts for TB review
	15-02-2016
	
	

	T8
	Finalisation of deliverables
	18-02-2016
	23-02-2016
	5
	

	M4
	Final drafts for TB approval
	29-02-2016
	
	

	M5
	TB approval (RRS#29)
	03-03-2016
	1
	

	M6
	STF Final Report
	03-03-2016
	1
	

	M7
	Publication
	10-03-2016
	
	

	
	104
	30


6.6 Task and milestone description
Task 1 – Description of use cases
Definition of use cases which can give raise to possible threats; 
Task 2 – Definition of threats for reconfigurable radios
Definition of threats based on the identified use cases;

Task 3 – Definition of security requirements

Based on the identified threats, a first set of security requirements is identified
Milestone 1 – Use case stable draft for WG3 review 
Task 4 – WG3 review (DTR/ RRS-03010)
The deliverable will be distributed to RRS WG3 mailing list for review as well as to TC CYBER mailing list for comments (2 weeks planned).
Task 5 – Review of use case deliverable (DTR/ RRS-03010)
Update the technical report on use cases and threats according to the comments received from RRS WG3 and possible comments from TC CYBER and produce a final draft for TB review.
Milestone 2 – security requirements stable draft for WG review and TC CYBER review 

The deliverable will be distributed to RRS WG3 mailing list for review as well as TC CYBER mailing list for comments (2 weeks planned)

Task 6 – WG and TC CYBER review (DTS/RRS-03012)

The deliverable will be distributed to RRS WG3 mailing list for review as well as TC CYBER mailing list for comments (2 weeks planned)

Task 7 – Review of security requirements deliverable (DTS/RRS-03012)
Update the technical specification according to the comments received from RRS WG3 and TC CYBER and produce a final draft for TC RSS review.
Milestone 3 – Stable drafts for TB review
The finalized drafts are available for TC RRS review (one week planned) and will be distributed to TC RRS mailing list for a final check
Task 8 – Finalisation of deliverables
Integrate the comments from TC RRS, and produce final versions for TC RRS approval

Milestone 4 – Stable draft for TB review

Final drafts are available for TC RRS approval and publication.
7 Required expertise

At least 2 experts to ensure the following mix of skills:

· Experience in security
· Experience in Software Defined Radio and reconfigurable radio in general
Part III:
Financial conditions
8 Estimated cost
8.1 Manpower cost
	Description
	Working days
	Rate
€/day
	Total cost 
€

	Contracted experts (remunerated)
	104
	600
	62 400

	Contracted experts (voluntary)
	30
	0
	0

	Total manpower cost
	134
	
	62 400


8.2 Travel Costs

	Description
	Cost estimate

	RRS#27, 25-26 September 2014 Mainz
	1 000

	RRS#28  5 December 2014, Sophia Antipolis
	500

	RRS#29 5-6 March 2015 Saint Petersburg
	1 500

	Total cost
	3 000


8.3 Other Costs

None.
Part IV:
STF performance evaluation criteria
9 Key Performance Indicators

Contribution from ETSI Members to STF work
Voluntary work of experts (free of charge)

Direct contribution of delegates (e.g. number of documents/comments/e-mail)

Development of related standards by delegates

Contribution from STF experts to ETSI work (e.g. liaison with TC CYBER, ERM)
Contributions presented to TB/WG meetings (number, type, comments received)
Contributions/presentations to other ETSI TBs

Contributions received from other ETSI TBs

Liaison with other stakeholders, e.g. Wireless Innovation Forum (WINNF)
Stakeholder participation in the project (category, business area)

Cooperation with other standardization bodies

Potential interest of new members to join ETSI
Liaison to identify requirements and raise awareness on ETSI deliverables
Quality of deliverables

Approval of deliverables according to schedule

Respect of time scale, with reference to start/end dates in the approved ToR

Quality review by TB

Quality review by ETSI Secretariat

In the course of the activity, the STF Leader will collect the relevant information, as necessary to measure the performance indicators.  The result will be presented in the Final Report.

10 Document history

	
	Date
	Author
	Status
	Comments

	1.0
	23-Apr-2015
	Markus Mueck
	Draft
	

	1.1
	11-May-2015
	Berrini
	OCG/ Board consultation
	Editorials

	1.2
	15-May-2015
	Markus Mueck
	OCG/ Board consultation
	Editorials

	1.3
	10-Jun-2015
	Berrini
	Board approval
	Updated budget allocation and time scale (start at RRS#31 Sep 2015)
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