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1 Reasons for proposing the Specialist Task Force (STF)

TC SCP has specified a mechanism for securing the data transported over the electrical interface between the UICC and a Terminal. This electrical interface may be the legacy UICC-Terminal interface specified in ETSI TS 102 221 or the high-speed UICC-Terminal interface specified in ETSI TS 102 600.

The securing mechanism is referred to as the Secure Channel and is specified in TS 102 484 for the logical aspects and transport over IPsec as well as in TS 102 221 for the command containers used over the legacy UICC-Terminal interface.

The Secure Channel can be operated in two modes:
· a platform to platform mode, where all the traffic between the UICC and the Terminal is secured

· an application to application mode, where only a subset of the traffic exchanged over the interface is secured, the subset being the data exchange between an application on the UICC and an application on the Terminal.

TC SCP has a policy of delivering three stages of specification for the features it adopts: a set of use cases and requirements, the actual technical solution and a conformance test specification. The latter is missing as of today and while the delayed availability of a conformance test specification may be acceptable in some cases where the technical implementations of the feature is also delayed, TC SCP is aware of two customer organizations using the Secure Channel for the specification of their features:

· 3GPP for secure communications between the USIM application and a Relay Node

· OMA for use in the OMA BCAST specifications.

3GPP has expressed the need for a short-term availability of the conformance test specification of the Secure Channel (see liaison statement received in document SCP(11)0197).
The creation of the conformance test specification for the Secure Channel represents a very large amount of work in order to address each of the electrical interfaces over which the Secure Channel may be operated and the further two modes of operation (platform to platform or application to application). As the customer organizations currently only use one of the four resulting options (application to application mode over the legacy UICC-Terminal interface), TC SCP has decided to prioritize the delivery of a conformance test specification for this option and to deliver the conformance test specification for the other options at a later stage. It was felt that a multi-part specification would be the sensible option to achieve this.

In the light of the above, TC SCP made the decision at SCP #49 (12-13 May 2011) to accept a work-item on the topic (SCP(11)0176r1) which appears in the ETSI Work Programme under the reference DTS/SCP-00SC_test_A2A_ISO.
TC SCP noted that even the prioritized option still requires a significant amount of work to be carried out over a short period of time. TC SCP WG TEST, the working group in charge of the technical work, indicated that its current workload as well as the limited resources available would only allow for a December 2012 delivery of the specification. Since December 2012 is also the expected closure date for the Rel-11 of 3GPP (and therefore for any Rel-10 testing work), it would be too late for 3GPP to adopt test specifications in due time.

TC SCP considers that a delivery by end of 2011 or early 2012 (Q1) is needed and therefore decided to request a STF for the work. Maintenance work for the deliverables is expected to be performed by TC SCP WG TEST.
1.1 Overview of the proposal
1.1.1 Purpose of the work

One deliverable is expected within a 4 month timeframe. This deliverable will address the Terminal aspects of the Secure Channel and the UICC aspects of the Secure Channel in two distinct sections of the deliverable. Depending on the advice given by the experts, it may be accepted by TC SCP that the deliverable is split in two separate documents (multi-part).
· As a result, it is expected that the STF will address the following:

· Analysis of the technical specifications in order to collect conformance requirements
· Definition of the test environment and the test methods

· Specification of test cases for:

· Secured APDU - Application to Application

· Key agreement (Pre-shared Keys)

It is expected that the tests description will be text-based but with consideration given to a potential future TTCN translation.

1.1.2 Relation with the ETSI strategic objectives

This work is related with the following topics that fall under ETSI Strategic Objectives:

· Delivery of consistent set of specifications (requirements + technical solution + tests)

· Adoption of ETSI standards by other organizations

· Test specifications are a key element in ensuring interoperability; one of ETSI identified vital surround areas of standardization.

1.1.3 Market impact, benefits to be gained

The use of Relay Nodes can be secured with a UICC, a trusted hardware device specified by ETSI. Since the work on implementing the 3GPP technical specifications for Relay Node security is beginning, the industry players involved (silicon manufacturers, smart card manufacturers and Relay Node manufacturers as well as MNOs) are in need for conformance testing through official, common and stable testing specifications in order to develop future-proof and interoperable products for MNOs to deploy. The non-availability of conformance test specification may result in an orientation of the market towards Relay Nodes not using the UICC for security (an option allowed by 3GPP).
1.1.4 Interest of ETSI Members and other stakeholders

The outcome of the STF work is to be used and promoted by companies attending ETSI TC SCP, especially those supporting the work item DTS/SCP-00Sec_Chan_test_A2A_ISO. It is expected that the smart card related aspects of Relay Node security will be handled by 3GPP CT6 that will build upon the STF deliverable(s). OMA BCAST will also be able to build a test specification re-using the work performed in ETSI through referencing of the STF deliverable(s).
1.1.5 Relation with other activities within ETSI and/or related organizations

In addition to the direct link with the Relay Node feature in 3GPP and the BSIM defined by OMA BCAST, the use of the UICC in a M2M device is also considered by a TC M2M and other organizations (e.g. USIM binding to a Machine-Type Communication device in 3GPP). The Secure Channel is one of the options there to secure the communication in the device.
1.1.6 Priority within the TB

The late (March 2011) choice for the Secure Channel as a technical solution involved in Relay Node security in 3GPP as well as the notification by 3GPP CT6 (through LS SCP(11)0197) of the short-term need for a test specification resulted in a shift in TC SCP priorities for the testing work. However the work cannot both be performed within the TB and meet the timescale for availability of the test specification (see below).
1.1.7 Motivation why the work cannot be performed within the TB

TC SCP WG TEST currently has a heavy workload that needs to be addressed by a limited amount of regular attendees. The maintenance and evolution of testing specifications for the UICC is resource-hungry and new topics are also being tackled by TC SCP WG TEST as they come, on a best effort basis. The companies attending TC SCP WG TEST therefore have their voluntary effort already consumed by the regular working group activities on topics of importance (UICC conformance test, in line with the discussions at the Global Certification Forum (GCF), and evolution of contactless interface test specifications as well as API-related specifications). TC SCP determined that the work on Secure Channel testing, even if given high-priority, could not be carried out in the required timescale by TC SCP WG TEST, thus the request for the funding of an STF.
1.1.8 Support from ETSI Members

The following ETSI Members support the creation of an STF to produce the deliverables listed in §3.14:
· Collis GB

· COMPRION GmbH
· Illuminismo Limited
· NOKIA

· Sagem Orga GmbH
· VALID Soluciones Tecnológicas S.A.U
There was unanimous agreement at TC SCP #49 that a request for funding of an STF on testing of Secure Channel should be made to ETSI.
1.2 Organization of the work
1.2.1 Identification of tasks, phases, priorities, technical risk

· Identification and definition of conformance test requirements from the core specifications TS 102 221 and TS 102 484 for both the UICC and the Terminal

· Definition of a test architecture for UICC testing for

· Lower layers (support of TS 102 221 commands and layered use of ISO/IEC 7816-3)

· Setup and management of the Secure Channel (selection of mode, start-up and termination)

· Applicative level (APDU encapsulated in container commands, proper ciphering/de-ciphering)

· Interworking with non-secured traffic over the TS 102 221 interface

· Define of a test architecture for Terminal testing

· Lower layers (support of TS 102 221 commands and layered use of ISO/IEC 7816-3)

· Setup and management of the Secure Channel (selection of mode, start-up and termination)

· Applicative level (APDU encapsulated in container commands, proper ciphering/de-ciphering)

· Interworking with non-secured traffic over the TS 102 221 interface

· Definition of a test environment for UICC testing

· Definition of a test environment for Terminal testing

· Specification of test cases for UICC testing

· Specification of test cases for Terminal testing

Main tasks:

· Template document, scope and framework

· Test requirements capturing
· Discovery

· Channel admin

· Key agreement

· Channel operation

The STF progress will be followed with review meetings, according to the following time scale: 

· Preparatory Meeting:  27 September 2011
· Start of work: 1 October 2011
· Template document, scope and framework, test requirements capturing prepared electronically
· First Review meeting Week 11/42, 18-20 October 2011 (FtF, UK)
Objective: agree on template document, scope and framework, test requirements

Outcome: strong common understanding, input document(s) for SCP TEST review..
· SCP TEST#22 GoToMeeting, the week after the Review meeting. organized by ETSI Secretariat
· Develop test cases covering test architecture items listed above. Weekly GoToMeeting, common document repository (STF docbox). 
· Second Review meeting Week 11/46 18 November 2011 (GoToMeeting)
Objective: agree on first TS draft(s) for information and Progress Report#01 to be presented to SCP TEST for approval
· TS draft(s) and Progress Report#01 submitted to SCP TEST#23 (24 November 2011)
· Third Review meeting Week 5 December 2011 (GoToMeeting)

Output (by 6 Dec): revised TS draft(s) and Report#02 to SCP TEST review and SCP#53

· TS draft(s) reviewed and Progress Report #02 to be approved by SCP TEST (GoToMeeting organized by ETSI on 12 December,
· TS draft(s) submitted to SCP#53 (14-16 December 2011) for information and Progress Report#02 for endorsement 
· Fourth Review meeting 09-10 January 2012 (GoToMeeting)

Output (by 11 Jan): revised TS draft(s) and Report#03 to SCP TEST review and SCP#54

· TS draft(s) reviewed and Progress Report #03 to be approved by SCP TEST#24 (17-20 January 2012),
· TS draft(s) submitted to SCP#54 (25-27 January 2012) for information and Progress Report #03 for endorsement 
· Fifth and final Review meeting Week 12/09, 28-29 February 2012 (FtF, location tbd)
Review of deliverables to be submitted to SCP TEST#25 for WG agreement, Final Report  

· WG agreement of final draft TSs SCP TEST#25 (6-8 March 2012)
· Inclusion of comments and final draft TSs submitted to SCP#55, before 13 March)
· TB approval of TSs and Final Report by SCP #55, (28-30 March 2012, tbd, possibly in USA)

Ongoing tasks 

· Change requests and problem report to TC SCP WG TEC with respect to core specifications while developing test cases

· Regular collaborative review of interim and final documents 

Technical risks

· Change requests to core specifications identified by the STF are not approved in good time

The order of tasks shown in the definition of test architecture also reflects the priority of the tasks.

1.2.2 Outcome of the STF

One conformance test specification, in a new TS addressing in clearly distinct sections (possibly parts) the UICC aspects of the Secure Channel testing and the Terminal aspects of the Secure Channel testing.
2 Consequences if not agreed:
The consequence if the work has to be carried out in the working group is that a one-year delay will occur compared to what would be desirable so that 3GPP delivers the necessary testing documentation for the smart card aspects of Relay Node security. This translates in potential implementations being rolled-out without the required conformance testing, with the risk of interoperability problems found in the field.
The community of operators favours the use of the UICC as a platform for securing the integration of a dedicated USIM application for Relay Nodes. If there is no consistent set of core + test specification for enabling the implementation of such an approach, there may only be little effort by on the terminal manufacturers and silicon vendors' side to deliver the feature, resulting in alternate, UICC-less security schemes to be adopted, possibly with reluctance.
3 Detailed description:
3.1 Subject title:
UICC-Terminal interface; Test Specification of the architecture, functional capabilities and characteristics of the Secure Channel;
3.2 Reference Technical Body:
ETSI TC SCP is responsible for the approval of the deliverables of the STF work
3.3 Other interested TBs:
· 3GPP CT6

· OMA BCAST

· ETSI TC SCP TEC

· potentially TC M2M

3.4 Steering Committee
ETSI TC SCP WG TEST will act as the steering committee. The STF will report in the regular WG meetings taking place in October 2011 and January 2011. TC SCP WG TEST will in turn report to TC SCP.

The STF members will have a dedicated mailing list but will also be able to use the existing mailing list of TC SCP WG TEST. As a consequence, TC SCP WG TEST delegates will be able to contribute easily to the discussions.

The Technical Officer in charge of TC SCP offers to set-up and help maintain STF-dedicated Web/Portal pages. The Terms of Reference of TC SCP WG TEST are found at: http://portal.etsi.org/scp/scp-test_tor.asp.

3.5 Target date for the start of work:
The target date for the start of work is October 1st 2011 latest.
3.6 Duration and target date for the conclusion of the work (TB approval):
The target date for the deliverable(s) approval is SCP#54 (28-30 March 2012).
3.7 Resources required

Total resources required: 220 working days and 3 000 € for travels to attend the three meetings of the Steering Committee (TC SCP TEST) over the operation period of the STF. Only the STF Leader will travel to those meetings.  The meetings are planned to be held in Europe.

The companies sponsoring the STF (listed in §1.1.8) commit to providing 25% of this manpower in the form of voluntary experts work, resulting in a total of 165 working days at 600 €/day = 99 000 €.
3.7.1 Experts manpower
Total manpower required: 220 working days, including a minimum of 55 working days voluntary contribution from contracted experts.

Split over STF phases and/or budget years (if applicable):

· Phase 1 (2011):
165 working days
(including 41,25 voluntary)

· Phase 1 (2012):
  55 working days
(including 13,75 voluntary)

3.7.2 Travel cost:

Expected travel cost 3000 €, to attend the following meetings: 

· Reference TB/WG, Steering Group meetings (3 travels):
3 000  €

· Other meetings (0 travels):
        0  €

Split over STF phases and/or budget years (if applicable):

· Phase 1 (2011):
1 000 €

· Phase 1 (2012):
2 000 €

3.7.3 Other cost:
Total 0 € 

There is no additional cost foreseen for this STF.
3.8 Experts qualification required, mix of skills
The following experts are required to perform the work.  The actual number of experts and mix of skills may depend on the actual applications received and will be decided when setting up the STF.

· Number of experts required: between 3 and 4
· Qualification required: the following mix of skills is expected
· Detailed knowledge of the core specifications TS 102 221 and TS 102 484

· Detailed knowledge of ISO/IEC 7816-3 and 7816-4

· Skills in testing procedures and standards

· Additional qualification preferred: knowledge of OMA BCAST Service and Content Protection for Mobile Broadcast Services specification
· Period over which the experts are required: all of the STF running time
· Type of secondment: part time availability is required, with at least 70% of the expert's time allocated to STF work.

As there are two specific sections to be defined (one for the Terminal and one for the UICC) and as the specifications target different end-points of the interface, it is foreseen that two subgroups of experts could be created, split in Terminal and UICC testing. It is however up to the STF to decide on the most efficient organisation. The two subgroups would interact heavily however to ensure that the two end-points of the Secure Channel have adequate behaviours.

3.9 Scope of Terms of Reference:
The STF will work on the creation of conformance tests for a subset of the combinations of modes of operations for the Secure Channel (see section 1).
Only the operation over the legacy UICC-Terminal interface (specified in TS 102 221) and in application to application mode is to be addressed.

Operation of the Secure Channel in application to application mode over the high-speed UICC-Terminal interface (specified TS 102 600) using IPSec is out of scope of the STF work. Additionally, any type of operation in platform to platform mode is out of scope of the STF.

3.10 Task/phases planning:
· Identification and definition of conformance test requirements from the core specifications TS 102 221 and TS 102 484 for both the UICC and the Terminal

· Definition of a test architecture for UICC testing for

· Lower layers (support of TS 102 221 commands and layered use of ISO/IEC 7816-3)

· Setup and management of the Secure Channel (selection of mode, startup and termination)

· Applicative level (APDU encapsulated in container commands, proper ciphering/de-ciphering)

· Interworking with non-secured traffic over the TS 102 221 interface

· Define of a test architecture for Terminal testing

· Lower layers (support of TS 102 221 commands and layered use of ISO/IEC 7816-3)

· Setup and management of the Secure Channel (selection of mode, startup and termination)

· Applicative level (APDU encapsulated in container commands, proper ciphering/de-ciphering)

· Interworking with non-secured traffic over the TS 102 221 interface

· Definition of a test environment for UICC testing

· Definition of a test environment for Terminal testing

· Specification of test cases for UICC testing

· Specification of test cases for Terminal testing

3.11 Validation

Not applicable as the usage of TTCN is not in the scope of the STF
3.12 Related activity in other bodies and co-ordination schedule
No related activities in other bodies as of date of STF application. 3GPP CT6 will be informed of the start of work.
3.13 Base documents and their availability
The STF work will be based upon the following documents:

	Work Item
	Title
	Current

Status
	Date TB
approval

	RTS/SCP-T102221v920
	Smart Cards; UICC-Terminal interface; Physical and logical characteristics (Release 9)
	Published 
TS 102 221
	October 2010

	RTS/SCP-T0312v920
	Smart Cards; Secure channel between a UICC and an end-point terminal (Release 9)
	Published 
TS 102 484
	July 2010


3.14 Work Items to be produced by the STF
TC SCP already approved the work-item for the deliverable to be created by the STF.
However, should the STF decide at an early stage that a multi-part deliverable is preferred, TC SCP will have to split the existing work item to have one covering the UICC aspects and another covering the Terminal aspects. This would be done at SCP #52 (28 - 30 September 2011).
3.15 Planned output schedule:
The STF will produce a two-part Technical Specification according to the following time scale:

Work Item(s): DTS/SCP-00SC_test_A2A_ISO-1
UICC-Terminal interface; Test Specification of the architecture, functional capabilities and characteristics of the Secure Channel (Part 1: Terminal)

Work Item(s): DTS/SCP-00SC_test_A2A_ISO-2
UICC-Terminal interface; Test Specification of the architecture, functional capabilities and characteristics of the Secure Channel (Part 2: UICC)

· Start of the work 
01/October/2011
· ToC and scope 
21/October/2011
· First stable draft for WG review
24/November/2011

SCP TEST #23
· Draft for WG approval
29/February/2012
· WG approval
08/March/2012

SCP TEST #24
· Draft for TB approval
13/March/2012
· TB approval
30/March/2012

SCP #55
· Publication
30/April/2012
In addition, the STF will produce the following reports:

· Progress Report#1
24/November/2011

SCP TEST #23
· Progress Report#2
06/December/2011
SCP #53
· Progress Report#3
27/January/2012 
SCP TEST #24/SCP #54
· Final Report 
30/March/2012 
SCP TEST #25/SCP #55
4 Performance indicators

· Contribution from the ETSI Members

· Any direct financial contribution (co-funding)

· Voluntary work of experts provided free of charge or with partial remuneration

· Steering Group review meetings (e.g. number of participants/duration)

· Participation of Member delegates in meetings/workshops/Plugtests/conferences/events related to STF work (e.g. number of participants*duration)

· Contribution of Member delegates (e.g. number of documents presented by delegates, number of documents presented by the STF for comments, number of participants to e-mail lists)

· Other activities related to the STF work (e.g. development of related standards, provision of test–beds, organization of workshops, events)

· Presentations to other ETSI TBs

· Contribution from other ETSI TBs

· Interest from stakeholders other than ETSI Members

· Stakeholder representation in the project (e.g. category, business area)

· Potential interest of new members to join ETSI

· Contribution to other standardization bodies

· Liaison with industry to identify requirements and raise awareness on the project deliverables 

· Comments received on drafts (e.g. on the WEB site, on mailing lists, etc.)

· Liaison activities performed by the STF (e.g. workshops/Plugtests/conferences/events)

· Quality of deliverables

· Approval of deliverables from the Reference TB according to schedule

· Respect of time scale, with reference to start/end dates in the approved ToR

· Application of the ETSI drafting rules
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