	ToR STF 428

	page 15 of 16



	[image: image1.jpg]TED

World Class Standards




	ToR STF 428 (TC ESI)

	
	Version: 0.1

	
	Author: TC ESI – Date:9 August 2010 

	
	Last updated by: Alberto Berrini – Date: 2 December 2010

	
	page 1 of 3


Terms of Reference for Specialist Task Force STF 428 
(TC ESI) ”Quick fixes to testing of electronic signatures standards” SA/ETSI/ENTR/460/2010-13
Summary information

	Status of these ToR
	Based upon Technical Proposal approved by ESI#28 ESI(10)0041r2 and submitted to EC/EFTA on 09-Aug-2010 ref. SA/ETSI/ENTR/460/2010-13.  For Board AbC.

	Work Items (approved)
	DTS/ESI-000095, Conformance testing for XAdES Baseline Profile 

DTS/ESI-000096, Conformance testing for PAdES Baseline Profile 

DTS/ESI-000097, Associated Signatures Interoperability tests

	Time scale
	February 2011 to February 2012 (deliverables published and Final Report to EC/EFTA)

	Manpower and expertise required
	Up to 5 experts, with the following qualification:
For QF6) conformance testing for XAdES baseline profile: 

· Deep knowledge of ETSI TS 101 903 and ETSI TS 102 904. 

· Experience in ETSI Electronic Signature Portal for collaborating in the deployment of the tool.

· Experience in development of conformance testing tools based on ETSI TSs.

· Experience in development of XAdES tools.

· Experience in XML-related technologies (XSLT, etc).

· Experience in PHP

· Experience in Java
For QF7) Support PAdES / ASig (Associated Signatures) Interoperability testing: 

· Deep knowledge of ETSI TS 102 778 (PAdES) and ETSI TS 102 918 on Associated Signatures.

· Knowledge of ETSI TS 101 903 (XAdES) and ETSI TS 101 733 (CAdES), the other AdES signature formats.

· Experience in ETSI Electronic Signature Portal for collaborating in the deployment of the required material.

· Experience in identification and specification of test cases for AdES signatures.

· Experience in defining and preparing remote interoperability events.

· Experience in XML-related technologies (XSLT, etc).

· Experience in PHP

· Experience in Java


	Funding
	EC funding 170 020 €; split as follows:

· 225 working days (contracted experts)  
135 000 €
·   41 working days (CTI) 
25 420 €

· Travel cost
9 600 €
ETSI “in-kind” contribution: equivalent to 140 days, with no financial engagement


Part I – Policy relevance and expected market impact

1 Policy relevance

The proposed action as outlined in this proposal addresses the Electronic Signature Mandate M/460 requirement for a “rationalised European eSignature standardisation framework” and Domain 5 (Electronic Signatures) of the EC’s 2010 to 2013 ICT Standardisation Work Programme.

It specifies in detail the “phase 1b – ETSI quick fixes on testing” work plan primarily aimed at providing quick technical fixes to existing electronic signatures standards, in line with the description of mandate M/460 first aims and with the result of the CROBIES study.

This proposal does not include those proposed activities to be carried out by CEN under the mandate.

2 Rationale

The Directive 1999/93/EC on a Community framework for electronic signatures was adopted by the European Parliament and the Council in December 1999.  The purpose of the Directive is to establish a legal framework for eSignature and for certification-services providers in the internal market. Several internal market instruments (e.g. Services Directive, Public Procurement, eInvoicing) rely in their functioning on the framework set by the Directive.   Activities in CEN and ETSI, initiated under the European Electronic Signature Standardization Initiative (EESSI), produced a set of standards addressing the requirements for implementing the electronic signatures Directive.  Following on from studies on the standardisation aspects of e-signatures and Cross-Border Interoperability of eSignature (CROBIES), and other EU activities applying electronic signatures, the need has been identified for a “Rationalised European eSignature Standardisation Framework” to be implemented in a 4 year programme.  This framework is to ensure that all the necessary standards are provided in a clear, coherent and accessible framework to maximise the interoperability, including the progression of specifications to European Norms and the provision of implementation guidelines.

As well as recognising the need for a rationalised framework, the need was identified that certain areas of standardisation relating to electronic signatures should be updated as soon as possible to ensure deficiencies identified in the existing standards are addressed.  For example, certain details of profiling Certificate standards require further clarification to achieve full interoperability, a basis for conformance testing has yet to be established for all areas of eSignature standardisation, and certain specifications that have lapsed because of lack of support, need to be brought up to date with current practice.   Awaiting the development of the Rationalised Framework before addressing these deficiencies will inhibit the use of electronic signatures in a way that is interoperable across Europe and result in further divergence of implementations of the eSignatures Directive.

This proposal is for “quick fixes” to ensure that the deficiencies identified in studies on the standardisation aspects of e-signatures and Cross-Border Interoperability of eSignature (CROBIES) are addressed as soon as possible, in parallel with establishing a more long term Rationalised Framework for eSignature standardisation.  This will ensure that known technical areas that are inhibiting cross-border interoperability are addressed before there is further divergence in implementations.
3 Objective

The overall aim of this proposed work plan is to provide quick fixes for electronic signature (eSignature) standardisation. The establishment of a rationalized standardization framework is covered by another technical proposal (phase 1a).

In line with mandate M/460 this technical proposal covers Quick fixes - to be performed rapidly leading to a quick and easy improvement of the functionality of the existing e-Signature standardisation deliverables, bringing them up to date with current practices.

The proposed work plan on quick fixes is based on an Initial Rationalised Framework structure as proposed in mandate M/460 and taking into account the final deliverables of CROBIES.

An update of the Initial Rationalised Framework structure is proposed as the basis for this proposal. It is expected that this structure will change as a result of the framework activity. It is illustrated below. Identification of the topics where Quick Fixes are considered to be necessary is indicated by “QFn”.
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Figure 1 - Illustration of Initial Framework with Quick Fixes

Following consideration of the final deliverables of CROBIES on these areas the following have been identified as requiring "quick fixes" (QF) to be addressed by ETSI in this Phase 1b:

QF6) Conformance testing for XAdES baseline profile

The objectives of this quick fix are:

1.  To develop an ETSI Technical Specification (ETSI TS) on conformance testing  for the XAdES baseline profile as specified in the technical proposal "Phase 1b – ETSI Quick fixes to electronic signatures profiles" 

2. To develop a conformance testing  tool for the XAdES baseline profile developed in the technical proposal "Phase 1b – ETSI Quick fixes to electronic signatures profiles", in order to enable EU Member States implementers to perform conformance testing of the aforementioned profile.

This action is required in order to speed up the implementations of the XAdES Baseline Profile (at present interoperability of implementations of successive versions of XAdES has been tested in two face-to-face events and three remote events by a significant number of participants, which ensures a critical mass of already existing XAdES implementations potentially ready to evolve and also cover this baseline profile). 

By being able to conduct conformance tests, supported by the ETSI Electronic Signatures Portal, the EU Member States (EUMS) implementers will quickly assess the alignment of the signatures generated by their tools to the aforementioned profile, significantly reducing the time and the cost of putting these tools in the market. 

The tool will be able to assess conformance of any kind of standard XAdES signature enveloped within XML documents, enveloping any kind of documents or detached of the signed documents (enveloped, enveloping and detached signature terms must be read, within this proposal, exactly as they are defined in the W3C Recommendation “XML Signature Syntax and Processing”), as permitted by the XAdES baseline profile under development in the technical proposal "Phase 1b – ETSI Quick fixes to electronic signatures profiles". In the case of detached signatures, the STF will analyze how the tool should gain access to the signed documents.  The STF will also identify usages of XAdES signatures within non XML documents and establish rules that enable the use of this tool also in these situations. 

Documentation accompanying this tool, which will also be accessible in the ETSI Electronic Signatures Interoperability Portal, will in addition, constitute a valuable piece of information for readers and implementers of the technical specification. 
QF7) Support PAdES / ASig Interoperability testing 

The objectives of this quick fix are:

1. To prepare a first interoperability test event on PAdES (ETSI TS 102 778) signatures and Associated Signatures (ETSI TS 102 918 to be published by the end of 2010). This preparation includes:

a. The production of the whole test suite

b.  The production of all the material documenting how to conduct the interoperability event

c.  The deployment in the ETSI portal of the suitable PKI and tools required for supporting the interoperability test event conduction

Details of the tasks required in this preparation may be found in section 7 of this proposal.

The present proposal does not include the conducting of the interoperability test event itself, which will be separately managed by ETSI Centre for Testing and Interoperability (ETSI CTI).

2. To produce two ETSI Technical Specifications (ETSI TS), namely: one Technical Specification on PAdES signatures interoperability tests, and one Technical Specification on Associated Signatures interoperability tests.

This is required because these are new areas for which interoperability tests are not yet available. 

Earlier interoperability tests on both XAdES and CAdES have impacted the convergence of implementations, raised agreement where there might initially be different readings, and provided feedback to the standardization committee, leading to clearer and improved specifications. 

In the preparation of the interoperability test events, the STF will take into account real-life usage of the two signature formats involved. In doing this, the STF will closely work with stakeholders that are already using them so that the test suite actually matches their needs.

The availability of test specifications on PAdES and Associated Signatures will significantly improve the interoperability of implementations of these signature formats and avoid the appearance of diverging implementations (which would damage their acceptance). 
The aforementioned quick fixes are the most urgent activities of a group, which will be carried in subsequent phases, targeting at:

· Establishing procedures and practices for conformance testing  and interoperability testing of signature creation and verification systems as well as certification service providers.

· Preparing interoperability tests events (both remote and face-to-face) of signature creation and verification systems, including the necessary infrastructure

The overall objective is to develop a companion framework of conformance testing tools for the relevant standards, and to build up actual interoperability among implementations through a set of interoperability events.

This action will result in the publication of 3 ETSI Technical Specifications, whose contents are further detailed in section 7.

Quick fixes 1, 2, 3, 4, and 5 are covered in other technical proposals called "Phase 1b – ETSI Quick fixes to electronic signatures standards" and "Phase 1b – ETSI Quick fixes to electronic signatures profiles".
4 Market impact

The definition of a rationalised framework for electronic signature standards will allow business stakeholders to easily implement and use products and services based on electronic signatures. It will allow a harmonized use of electronic signatures in line with directive 1999/93/EC and will favour the take up of electronic signature standards by the industry. This will result in a simplified access of enterprises and citizens to cross-border electronic public services.  This rationalised framework will provide a long term work plan for the provision of all the standards and guidelines necessary to establish a harmonised framework for simplified access across European borders. 

However, some urgent “fixes” are recognised as being necessary to allow the market to work towards an optimal solution in the short term:

1. QF6 will solve the conformity check problem for the Advanced Electronic Signature format most tested so far within European Union in terms of interoperability, XAdES, by putting in place a conformance checker tool, and make it available to whoever wants to check conformance of a certain tool against XAdES baseline profile specification. This is a recurrent request made in past XAdES interoperability events by participants, who see this service as the definitive step that must lead to the improvement in interoperability facilitated by the interoperability events.

2. QF7 will avoid appearance of diverging implementations for those specifications that have been recently published (PAdES) or will be published by the end of 2010 (Associated Signatures), ensuring a minimum level of interoperability among different implementations across the European Union.

3. QF7 will also ensure quick feedback to the standardization process, which might lead to quick fixes in the Technical Specifications themselves, avoiding long undesirable situation where implementations might be forced to put in place solutions that are not still approved by any standardization body, for fixing errors detected within the aforementioned specifications.

Without these quick fixes, areas where full interoperability is not possible will remain for some time and hence further frustration will occur with the full capabilities of electronic signatures not being realised in a timely manner.

Part II – Execution of the work

5 Working method / approach

The work is to be carried out by an ETSI Specialist Task Force (STF) comprising up to 5 experts. The STF will be recruited and supported following the ETSI Directives and the ETSI-EC Framework Partnership Agreement.

Collectively, the STF will need to possess the expertise detailed below:

For QF6) conformance testing for XAdES baseline profile: 

· Deep knowledge of ETSI TS 101 903 and ETSI TS 102 904. 

· Experience in ETSI Electronic Signature Portal for collaborating in the deployment of the tool.

· Experience in development of conformance testing  tools based on ETSI TSs.

· Experience in development of XAdES tools.

· Experience in XML-related technologies (XSLT, etc).

· Experience in PHP

· Experience in Java
For QF7) Support PAdES / ASig (Associated Signatures) Interoperability testing: 

· Deep knowledge of ETSI TS 102 778 (PAdES) and ETSI TS 102 918 on Associated Signatures.

· Knowledge of ETSI TS 101 903 (XAdES) and ETSI TS 101 733 (CAdES), the other AdES signature formats.

· Experience in ETSI Electronic Signature Portal for collaborating in the deployment of the required material.

· Experience in identification and specification of test cases for AdES signatures.

· Experience in defining and preparing remote interoperability events.

· Experience in XML-related technologies (XSLT, etc).

· Experience in PHP

· Experience in Java

The work will run under one STF led by an STF leader who will be appointed during the set-up of the STF. The STF will report on its activities at each TC ESI meeting (estimated to include 4 meetings over the duration of the action). TC ESI will then ensure that the CEN-ETSI eSign CG is informed on the progress of the work. If invited, the STF Leader may attend meetings of the CEN-ETSI eSign CG.

Work will be performed mainly using virtual meetings with on-line collaborative tools. Discussions with the technical body will mainly be carried out over the e-mail list of the TC and at the TC ESI plenary meetings. 

In addition to this, the progress of the work will be accompanied by collaboration with various stakeholders (among which the EU Service Directive expert group, relevant European Projects like PEPPOL, SPOCS, STORK, and others to be identified at the beginning of the action), which will provide input for a better tuning of outcome of the project to the actual market needs. 

It is proposed to liaise with stakeholders through contacts of the TC ESI membership as well as regular consultation with the various organizations.

The work will also include voluntary participation of TC ESI members.

The activities of this proposed STF will be coordinated with the activities of the STF proposed in ETSI proposal SA/ETSI/ENTR/460/2010-11, and this will be ensured through the liaison of the two STF leaders and ETSI TC ESI.

The work of this STF will also be coordinated with the activities of the STF concerned with the overall framework for mandate M/460 through the framework project management task (see ETSI Proposal SA/ETSI/ENTR/460/2010-10).

Progress reports on the activities and results under this action will be provided to the EC/EFTA as part of the reporting to the CEN-ETSI eSign Coordination Group (on a six monthly basis as required by mandate M/460). 
6 Performance indicators

As required, by the grant agreement, information will be provided that will act as performance indicators against the contracted activity in the following cases:

Effectiveness:

Details will be provided, throughout the lifetime of the proposed action, on:

· the number of meetings held in relation to this work:

· number of participants and those represented;

· number of presentations made by the STF experts, members of TC ESI or ETSI CTI;

· an evaluation of any feedback received;

· project progress in relation to the schedule specified;

Proposed Benchmarks

a) Reports produced by the STF for TC ESI about the progress of the work, which will be produced for each TC ESI meeting (estimated as being 3 reports). A further 2 reports will be made to the CEN-ETSI eSign Coordination Group over the duration of this action.

b) Three draft versions of the ETSI TSs to be circulated to ETSI TC ESI for comments, namely: an initial draft, a consolidated draft and the final version for approval.   

c) 90% of the tasks and other milestone-related schedule on time (less than 5 days after the planned dates).

Stakeholder engagement:

An analysis will be given of the balance of stakeholder (including the Service Directive experts group, industry and major EU projects dealing with electronic signatures) representation in the activity and the number of liaison activities performed 
Proposed Benchmarks

a) Analysis of the involvement of stakeholders (including relevant European Projects involved in e-signatures, etc) in close dialogue with the STF team and their contribution to the work being developed, aiming at improving the usability of the conformance checker tool.

b) Support by TC ESI plenary to the STF reports in least 3 plenary meetings with an estimated attendance of 15 to 20 participating members. 

c) At least 20 technical comments from different stakeholders to be provided to the draft versions of the ETSI TSs circulated by the STF.

Dissemination of results:

Information will be provided on the effectiveness of activities related to the dissemination of project deliverables and efforts made to raise industry awareness of the activity. 

Proposed Benchmarks

a) Preparation of at least one paper to be presented to  relevant conferences/workshops in order to disseminate the project results.
b) Regular news (at least 2 editions) will be provided on the ETSI web site and/or portal

c) A press release will be used to inform the broadest community about the achievement of the results.
7 Work plan, milestones and deliverables

This project proposes the following tasks, deliverables and relation to milestones (T = date of signature followed by number of months into the action):

	List of Tasks, Deliverables and Milestones

	WP
	Task
	Task name
	Deliverable
	Type
	Milestone

	
	T0
	Team set-up
	
	
	M0

	QF6
	T6.1
	Specification, design and development
	D1
	ETSI TS
	M6A

	
	T6.2
	Integration of the tool into the ETSI Electronic Signature Interoperability Portal
	
	
	

	
	T6.3
	Technical Specification of the XAdES baseline profile conformance testing  tool
	D1 approved
	ETSI TS
	M6B

	QF7
	T7.1a
	Specification of a test cases definition language
	
	
	

	
	T7.1b
	Produce test cases for PAdES
	
	
	

	
	T7.1c
	Tailoring the Electronic Signatures Portal
	
	
	

	
	T7.1d
	PKI Infrastructure
	D2
	ETSI TS
	M7A

	
	T7.1e
	Technical Specification document
	D2 approved
	ETSI TS
	M7B

	
	T7.2a
	Specification of a test cases definition language
	
	
	

	
	T7.2b
	Produce test cases for ASig
	
	
	

	
	T7.2c
	Tailoring the Electronic Signatures Portal
	
	
	

	
	T7.2d
	PKI Infrastructure
	D3
	ETSI TS
	M7C

	
	T7.2e
	Technical Specification document
	D3 approved
	ETSI TS
	M7D


The Deliverable D1, work item number DTS/ESI-000095, is an ETSI Technical Specification (TS), which contains the deliverables produced in tasks T6.1 and 6.3.

Its title is "Electronic Signatures and Infrastructures (ESI); Conformance testing for XAdES Baseline Profile". 

This ETSI TS will specify all the details of the conformance testing procedures for XAdES baseline profile.
The Deliverable D2, work item number DTS/ESI-000096, is an ETSI Technical Specification (TS), which contains the deliverables produced in tasks T7.1d and 7.1e.

Its title is "Electronic Signatures and Infrastructures (ESI); PAdES Interoperability tests”
It will include PAdES signatures Interoperability tests. The scope of the work is to specify test cases to run interoperability tests on PAdES signatures.

The Deliverable D3, work item number DTS/ESI-000097, is an ETSI Technical Specification (TS), which contains the deliverables produced in tasks T7.2d and 7.2e
Its title is "Electronic Signatures and Infrastructures (ESI); Associated Signatures Interoperability tests". The scope of this work is to specify test cases to run interoperability tests on Associated Signatures.

The three aforementioned ETSI Technical Specifications will be published at the end of the action.

The following table summarises the main time flow and milestones. It assumes a 16 month duration (including the time required to create the STF and recruit/select the experts). The milestone due dates are the number of months elapsed following the start of project).

	Final Milestone
	 
	TC approval of Deliverables

	Intermediate Milestone
	 
	 Progress Report / Interim Report (IR)


	1
	2
	3
	4
	5
	6
	7
	8
	9
	10
	11
	12
	13
	14
	15
	16

	
	
	M0
	
	
	
	
	Interim Report
	M7A

M7C
	M6A
	
	
	M6B

M7B

M7D
	
	
	Publication

Final Report


The outcome of this action will be the provision of an Interim and Final Report to the EC/EFTA. The Interim Report will be provided 8 months after the start of the action and will provide a status report on the activity performed along with the latest drafts of the ETSI TS that will be available at this point in time. Full resource usage information will also be provided via the DG Enterprise Cost Control Strategy on EC acceptance of the Interim Report.

The Final Report will be provided to the EC/EFTA 16 months after the start of the action detailing the activity performed since the Interim Report along with the publication versions of the ETSI adopted Technical Specifications. The Final Report will also provide an analysis and report on the performance indicators as outlined in clause 6 of this proposal. On acceptance of the Final Report the full resource usage details will also be provided following the DG Enterprise Cost Control Strategy along with the required external audit certificate and declaration of the real costs incurred.
7.1 Phase 1b - Set-up of the STF 

Technical experts will be recruited to participate in the STF and the allocation of resources to the tasks will be reviewed and agreed. The bulk of the activity once the selected experts have been contracted will be to agree on the division of responsibilities.

Planned duration: 2-3 months.

Planned timescale: T0 + 3 months following the date of signature of the EC/EFTA grant agreement.

This task will include the Call for Experts.  This will be disseminated in an ETSI Collective Letter, distributed by ETSI, and be placed on the web, in order to obtain the widest possible expertise. 

In this phase the STF web page will be set up on the STF section of the ETSI Portal which will record, amongst other things, an introduction to the STF, its’ objective and Terms of Reference along with the work plan. The page will also make available specific drafts for public comment within the constraints of the ETSI rules and as agreed by the CEN-ETSI eSign Coordination Group.
7.2 Phase 1b QF 6 - Conformance testing for XAdES baseline profile

The target of this quick fix is to specify, design, develop a tool for conformance tests on XAdES baseline profile, and deploy it at the ETSI Electronic Signature Interoperability Portal for remotely conducting such tests.
Phase 1b Task 6.1 – Specification, design and development of the conformance testing specification and tool

Description

The goal of this task is to specify, design and implement the tool required to allow implementers to conduct conformance tests of their tools against the XAdES Baseline Profile. 

To design this tool, the team will review the complete set of conformance requirements specified by the XAdES Baseline Profile and will define a complete set of test assertions bound to them that will serve for assessing the alignment of the tools with such requirements.

In doing this, the STF will take into consideration current work undergoing in other standardization organizations, namely the one  by the OASIS Test Assertions Group (TAG) Technical Committee (OASIS TAG TC henceforth) in 
http://www.oasis-open.org/committees/download.php/36392/testassertionsmodel-1.0-cd-01.pdf 
and the W3C in W3C Working Group  Note of January 2010: “A method for writing testable conformance requirements” -http://www.w3.org/TR/2010/NOTE-test-methodology-20100128/.

Effort: 80 Man Days 

Planned timescale: T0 + 10 months

Phase 1b Task 6.2 – Integration of the XAdES Baseline Profile conformance  testing tool in the ETSI Electronic Signature Interoperability Portal

Description

This aim of this task targets the deployment of the XAdES Baseline Profile conformance tool, and accompanying documentation on its usage and characteristics within the ETSI Electronic Signature Interoperability Portal. 

Such deployment will be done in a way that technically allows the ETSI Electronic Signature Interoperability Portal to offer the remote usage of this tool to implementers. This task includes the development of PHP functions and web pages and also the integration of Java applications into the portal.

Effort: 5 Man Days 

Planned timescale: T0 + 11 months
Phase 1b Task 6.3 – Technical Specification of the XAdES Baseline Profile conformance testing tool

Description

This task will lead to the deliverable DTS/ESI-000095 "Electronic Signatures and Infrastructures (ESI); Conformance testing for XAdES Baseline Profile". 

This ETSI TS will completely specify the XAdES Baseline Profile conformance testing procedures. The most relevant part of this document will be a complete set of test assertions bound the conformance requirements specified in the XAdES Baseline Profile TS. 

For performing this task, the STF will take the assertions identified and bound to the conformance requirements specified in XAdES Baseline Profile while working in the task 6.1 and select an unambiguous notation for defining such assertions. The STF will take into consideration current work undergoing in other standardization organizations, namely the one  by the OASIS TAG TC (http://docs.oasis-open.org/tag/guidelines/v1.0/testassertionsguidelines.html and http://www.oasis-open.org/committees/download.php/36383/testassertionmarkuplanguage-1.0-cd-01.pdf ).

Once selected the notation, the STF will use it for including within the ETSI TS under production the complete list of test assertions and their bindings to the XAdES Baseline Profile conformance requirements.

Effort: 5 Man Days 

Planned timescale: T0 + 13 months

Phase1b QF6: Tasks, Activities and Milestones:
	Task
	Activity
	Milestone
	CTI

Man/days
	Experts

Man/days
	Total

	T6.1
	Specification, design and development
	M6A
	 
	80
	80

	T6.2
	Integration of the tool into the ETSI Electronic Signature Interoperability Portal, including PHP and Web pages development and web server configuration.
	
	4
	1
	5

	T6.3
	Technical Specification of the XAdES baseline profile conformance testing tool
	M6B
	1
	4
	5

	 
	Total
	
	5
	85
	90


MILESTONE M6A: End of Task 6.1 (T0 + 10 months)

Deliverable D1: 

Early draft version on ETSI TS on conformance testing for XAdES baseline profile 

MILESTONE M6B: End of Task 6.3 (T0 + 13 months)

Deliverable D1: 

TB approved ETSI TS on conformance testing for XAdES baseline profile 
7.3 Phase 1b QF 7 - PAdES and Associated Signatures Interoperability testing 

The purpose of this “Quick Fix” is to prepare a first interoperability test event on PAdES (ETSI TS 102 778) signatures and Associated Signatures (ETSI TS 102 918 to be published by the end of 2010). 

So far five interoperability events on XAdES (two face-to-face and three remote events using a portal supporting them), and 1 remote interoperability event on CAdES have been prepared, organized and hosted by ETSI. These events have proved to be an ideal place for the developers to share experiences and to exchange their views on XAdES and CAdES. Also, they have served to identify areas of improvement for these specifications, and as a consequence, have provided extremely useful feedback to ETSI TC ESI in charge of the standardization of these formats. 

The PlugtestsTM portal will be used as a remote repository of the required data for remotely conducting the interoperability tests: test cases description; electronic signatures produced by the participants; cryptographic material for their validation (certificates, certificate paths, certificate revocation lists, OCSP responses, time-stamps etc), results of the tests and comments and questions.

The portal will include access to PKI services and will allow on-line tests. This will mean that the participants will find in the PlugtestsTM portal certification service providers for getting key pairs and certificates, means for retrieving CRLs for these providers, OCSP services for on-line check of the status of a given certificate, time-stamp generation services for requesting on-line generation of time-stamps, etc. All these services will supply the most important components of an actual PKI. They will be able, in this way, to get on-line their key pairs and certificates on-line, generate the electronic signatures and get the desired time-stamps from the PlugtestsTM portal. When verifying others’ signatures, the participants will have on-line access to CRLs by standard means (LDAP and Web) and OCSP servers.
Phase 1b Task 7.1 – Preparation of a remote interoperability test for PAdES

Description

The aim is to prepare the first remote interoperability event for PAdES (ETSI TS 102 778).

PAdES (ETSI TS 102 778) is one of the latest AdES related signature formats being developed by ETSI. At present, there exist no interoperability experiences on PAdES signatures. This means that developers have not checked their implementations against those of other implementers, and that the PAdES specification itself has not been checked in the context of an interoperability test with relevant implementers exchanging PAdES signatures generated as indicated by a complete set of carefully selected and defined test cases. 

This task will include the following activities:

1) Specification of a test cases definition language for PAdES signatures (based on the languages specified for test cases of XAdES and CAdES). This language provides an unambiguous way of defining test cases.

2) Identification of the repertoire of PAdES test cases. Production of the test cases definition documents. The test cases will be included in an ETSI Technical Specification (deliverable D2, work item number DTS/ESI-000096). 

3) Tailoring the Electronic Signatures Portal supporting remote interoperability events for PAdES. It includes the definition of structure and organization of the web page, to accommodate the provision of information needed to carry out the tests such as:

· Repository for test case definitions

· PKI Services for signature generation

· Repository of generated signatures for cross verification as defined in the test cases

· Repository for submitting results

4) Generation and deployment of the documents related to the interoperability event in the portal (HTML and XML-related technologies development)

5) Integration and development of web applications for the portal. This task includes development of PHP functions and web pages and also the integration of Java applications into the portal

6) Production of interoperability report material 

The organisation and conducting of the event, and also the support to participants, are outside the scope of this proposal. 

Phase1b 7.1: Tasks, Activities and Milestones:
	Task
	Activity
	Milestone
	CTI

Man/days
	Experts

Man/days
	Total

	T7.1a
	Specification of a test cases definition language
	M7A
	 
	28
	28

	
	Define specification language
	
	 
	
	

	
	Define the scope
	
	 
	
	

	
	Identify Testcases
	
	 
	
	

	T7.1b
	Produce test cases for PAdES
	
	 
	10
	10

	
	Produce test cases
	
	 
	
	

	T7.1c
	Tailoring the Electronic Signatures Portal
	
	17
	23
	40

	
	Define portal for supporting PAdES
	
	2 
	8
	

	
	Generation and deployment of the documents related to the interoperability event in the portal
	
	10 
	12
	

	
	New plugtest presentation
	
	2 
	
	

	
	Consolidate report-scripts
	
	1 
	1
	

	
	Increase reporting capabilities and details
	
	2
	2
	

	T7.1d
	PKI Infrastructure
	M7A
	 
	5
	5

	
	Attribute certificates
	
	 
	
	

	
	Cryptographic scenarios
	
	 
	
	

	T7.1e
	Technical Specification document
	M7B
	1
	4
	5

	 
	Total
	
	18
	70
	88


MILESTONE M7A: END OF TASK T7.1d (T0 + 9 months). 

Deliverable D2:

Draft TS including the identified test cases.
MILESTONE M7B: END OF TASK T7.1e (T0 + 13 months).

Deliverable D2: 

TB approved Technical Specification on PAdES signatures Interoperability tests

Effort: 88 Man Days 

Planned timescale:

Some degree of overlapping in execution will exist among tasks T7.1a, T7.1b and T7.1c.

· T7.1a T0 + 7 months
· T7.1b T0 + 7 months
· T7.1c T0 + 8 months
· T7.1d T0 + 9 months
· T7.1e T0 + 12 months
Phase 1b Task 7.2 – Preparation of a remote interoperability test for Associated Signatures

Description

The goal is to prepare the first remote interoperability event for the ETSI TS on Associated Signatures that is currently being produced by ETSI TC ESI.

ETSI TC ESI has in recent years received a high number of requests for standardizing a format for packaging electronic documents and detached signatures on them in a unique structure, which may be transferred from a signatory to the corresponding relying party. Now ETSI TC ESI is finalizing a new specification, which is likely to be very widely used in a high number of environments.

As with PAdES, implementers will urgently need a method in order to check the interoperability of the signatures produced by their applications with others’ applications.

This task will include the following activities:

1) The specification of a test case definition language for Associated Signatures (based on the languages specified for test cases of XAdES, CAdES and PAdES). This language provides an unambiguous way of defining test cases.

2) Identification of the repertoire of Associated Signatures test cases. Production of the test cases definition documents. The test cases will be included in an ETSI Technical Specification (DTS/ESI-000097).

3) Tailoring the Electronic Signatures Portal supporting remote interoperability events for Associated Signature. It includes the definition of structure and organization of the web page, to accommodate the provision of information needed to carry out the tests such as:

· Repository for test case definitions

· PKI Services for signature generation.

· Repository of generated signatures for cross verification as defined in the test cases

· Repository for submitting results

4) Generation and deployment of the documents related to the interoperability event in the portal. 

5) Integration and development of web applications for the portal. This task includes development of PHP functions and web pages and also the integration of Java applications into the portal.

The organisation and conduct of the event, and also the support to participants, are outside the scope of this proposal. 

Phase1b 7.2: Tasks, Activities and Milestones

	Task
	Activity
	Milestone
	CTI

Man/days
	Experts

Man/days
	Total

	T7.2a
	Specification of a test cases definition language
	
	 
	28
	28

	
	Define specification language
	
	 
	
	

	
	Define the scope
	
	 
	
	

	
	Identify Testcases
	
	 
	
	

	T7.2b
	Produce test cases for ASig
	
	 
	10
	10

	
	Produce test cases
	
	 
	
	

	T7.2c
	Tailoring the Electronic Signatures Portal
	
	17
	23
	40

	
	Define portal for supporting ASig
	
	2 
	8
	

	
	Generation and deployment of the documents related to the interoperability event in the portal
	
	10 
	12
	

	
	New plugtest presentation
	
	2 
	
	

	
	Consolidate report-scripts
	
	1 
	1
	

	
	Increase reporting capabilities and details
	
	2
	2
	

	T7.2d
	PKI Infrastructure
	M7C
	 
	5
	5

	
	Attribute certificates
	
	 
	
	

	
	Cryptographic scenarios
	
	 
	
	

	T7.2e
	Technical Specification document
	M7D
	1
	4
	5

	 
	Total
	
	18
	70
	88


MILESTONE M7C: END OF TASK T7.2d (T0 + 9 months). 

Deliverable D3:

Draft TS including the identified test cases.

MILESTONE M7D: END OF TASK T7.2e (T0 + 13 months).

Deliverable D3 (Task T6.2f)

TB approved Technical Specification on Associated Signature Interoperability tests

Effort: 88 Man Days
Planned timescale:

Some degree of overlapping in execution will exist among tasks T7.2a, T7.1b and T7.1c.

· T7.2a T0 + 7 months
· T7.2b T0 + 7 months
· T7.2c T0 + 8 months
· T7.2d T0 + 9 months
· T7.2e T0 + 12 months
Part III – Financial part
8 Financial proposal

8.1 Total Action Costs

The total action costs estimated for this action amounts to 254 020 € as summarised in the following table:

	EC - ETSI Contributions

	 
	Expert
	CTI
	Total days
	Total €
	%

	EC/EFTA
	225 x 600
	41 x 620
	266
	160 420
	

	Travel
	
	
	
	9 600
	

	Total EC Contribution
	
	
	
	170 020
	66,93%

	Contributions in-kind
	
	
	140 x 600
	84 000
	

	Total ETSI Contribution
	
	
	140
	84 000
	33,07%

	TOTAL
	
	
	
	254 020
	100%


The total eligible costs will cover 170 020 € (66,93% of the total action costs) from the EC/EFTA where 160 420 € will be made up of 266 man-days of expert resource plus 9 600 € for travels.

Included in this is 41 man-days (25 420 €) for experts from the ETSI Centre for Testing and Interoperability (CTI) for Technical Management and Support. These CTI experts are not included in the ETSI Operating Grant and hence there is no question of double funding.

The in-kind contribution is to amount to a minimum of 84 000 € (the equivalent of 140 man-days) should all the resources be used. In total this amounts to 33,07% of the total action costs.
8.2 Expert Manpower

Total cost for manpower resources: 225 working days at 600 € per day:  135 000€ 

Number of experts required: up to 5 experts for a total of 225 man-days
8.3 CTI Manpower

Total cost for manpower resources in relation to technical and project management support: 41 working days at 620 € per day:  25 420 €
8.4 Travel costs

Total estimated cost for travelling: 9 600 EUR, including travelling costs to:

· STF leader or nominated STF expert to attend 4 TC ESI meetings

· 4 STF experts attending 2 interoperability events
8.5 Equipment necessary to implement the action: N/A
8.6 Cost of consumables and supplies necessary to implement the action: N/A
8.7 Other costs and services necessary to implement the action: N/A
8.8 Subcontracting to external organizations: N/A
8.9 Contribution in kind

The in-kind contribution is indicated in the relevant estimated financial budget and will follow the provisions of Article II.15.5 of the Framework Partnership Agreement between ETSI and the European Commission signed on 04 February 2009. An in-kind contribution amounting to 84 000 € (the equivalent of 140 man-days) will be provided as an element of the co-financing of this action. 140 man-days will be justified by signed attendance sheets by participants in the planned activity (equivalent to 84 000 €). Signatures at TB and reference body meetings will be valued at three times the one day signed for. Signatures from other standards body meetings, workshops, consultations, etc will be solely for the eligible day or half-day. 

The total cost of funding via in kind contribution is 84 000 € (33,07% of the total action cost).

9 List of abbreviations used in this proposal
AdES: Advanced electronic signature

ASig: Associated Signatures

CAdES: CMS Advanced Electronic Signature

CMS: Cryptographic Message Syntax

CRL: Certificate Revocation List

CROBIES: study on CROss-Border Interoperability of ESignatures

CTI: ETSI Centre for Testing and Interoperability

EC: European Commission

EESSI: European Electronic Signature Standardization Initiative

EFTA: European Free Trade Association

ESI: Electronic Signatures and Infrastructures

EU: European Union

EUMS: EU member state

LDAP: Lightweight Directory Access Protocol

OCSP: Online Certificate Status Provider

PAdES: PDF Advanced Electronic Signature

PDF: Portable Document Format

PEPPOL: Pan-European Public Procurement Online

PKI: Public Key Infrastructure

SPOCS: Simple Procedures Online for Cross-border Services

STORK: Secure idenTity acrOss boRder linKed

STF: Specialist Task Force

TB: Technical Body

TC: Technical Committee

TS: Technical specification

W3C: World Wide Web Consortium

XAdES: XML Advanced Electronic Signature
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