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Terms of Reference for Specialist Task Force STF 423 
(ITS WG5) ”Security standards to support ITS Work Programme” SA/ETSI/ENTR/453/2010-09
Summary information

	
	In coordination between CEN TC 278 and ETSI TC ITS.

	Status of these ToR
	Based upon the Technical Proposal approved by TC ITS [ITS(10)0097r1] and submitted to EC/EFTA on 29-Jul-2010 ref. SA/ETSI/ENTR/453/2010-09.  For Board AbC.

	Work Items approved
	· DTS/ITS-0050014  ITS security architecture and ITS Station Security Management

· DTS/ITS-0050015  Identity, Trust and Privacy Management

· DTS/ITS-0050016  Access Control and secure privacy-preserving services

· DTS/ITS-0050017  Confidentiality services

	Time scale
	From February 2011 to May 2012 (deliverables published and Final Report to EC/EFTA)

	Manpower and expertise required
	Three or four experts, for a total of 350 working days, with the following qualification:

· considerable experience in ITS standardization and/or related European projects on cooperative ITS;

· experience on Security architecture in related European projects on cooperative ITS and/or on security architecture standardisation;

· knowledge of the NGN principles and objectives (for V2I/I2V scenarios); 

· familiar with the content and application of ISO 15408 in ETSI standards; 

· familiar with the tools of risk analysis and have an understanding of cryptanalysis;

· familiar with the regulatory environment as it applies to privacy, security and matters relating to deployment of cryptographic processes.

	Funding
	EC funding 225 000 €; split as follows:

· 350 working days (contracted experts)  
210 000 €
· Travel cost
15 000 €

ETSI “in-kind” contribution: 165 days, equivalent to 99 000 €


Part I – Policy relevance and expected market impact

1 Policy relevance

This proposed action is in reply to Domain 3 (Intelligent Transport) of the EC’s 2010-2013 ICT Standardisation Work Programme (18/03/2010) where standardisation actions are requested in relation to co-operative systems and more especially in response to mandate M/453 (“Co-operative systems for Intelligent Transport in the field of information and communication technologies to support interoperability of co-operative systems for intelligent transport in the European Community”).

The EC states that “the ESOs are invited to develop standards in order to ensure deployment and interoperability of co-operative systems and services as envisaged in the work programme responding to mandate M/453. This includes inter-vehicle communications (V2V), vehicle to infrastructure and infrastructure to vehicle communications (I2V) and infrastructure to infrastructure communications (I2I) and in particular those operating in the 5.9 GHz frequency band.”

In line with the Action Plan for the Deployment of ITS, the European Commission has also invited the ESOs through the 2010-2013 ICT Standardisation Work Programme and by mandate M/453 to support the interoperability of cooperative ITS in the European Community and to support Directive 2004/52/EC.
In cooperative systems, essential security standards shall have to be developed and deployed to address both security and privacy issues raised by the whole spectrum of ITS cooperative systems/services, ranging from road safety applications, traffic efficiency and consumer oriented services.
The EDPS in the ‘EDPS Opinion on EU ITS Action Plan’ has highlighted the privacy and data protection aspects of the ITS cooperative systems and the requirements for securities technologies to address high risks affecting consumer’s trust and impacting user privacy and the human right to move freely and anonymously.

2 Rationale

ITS for road safety, in general and specifically in the harmonised 5.9 GHz range, contributes to the general goal of reducing accidents and fatalities. However there are a number of security threats that may have severe impacts on the safety and viability of ITS cooperative systems that cumulatively reduce the benefits of ITS to society. 

Security is a key component for the success of ITS co-operative system deployment. The rationale of the paradigms "design for assurance" and "privacy by design" require that from the first generation of cooperative systems there is security and privacy protection built in.

These essential security specifications will be developed by ETSI in accordance with the general agreement on the split of responsibility between ETSI and CEN.   In the ongoing cooperation between CEN and ETSI information exchange and where relevant detailed contacts will take place between CEN TC 278 and ETSI TC ITS. This also includes general security issues. 
The security mechanisms identified as essential to counter risks associated with cooperative ITS within ETSI TC ITS/WG5 need to be expanded as fully implementable specifications where the guidance for deployment of individual countermeasures shall be studied on a use case basis, to address the issues of specific use cases/applications to be deployed in first generation cooperative systems.

If the core security mechanisms are not specified by ETSI/CEN within Mandate M/453 and validated for scalability and efficiency by other testing and Field of Operational Tests (FOTs) activities, then there is a risk of hindering the deployment of first generation of cooperative systems.  

The development of essential security mechanisms for co-operative systems should give greater assurance to the ITS community that, when deployed, the ITS communication security services offer a secure environment for initial ITS services deployed. Additionally the core security system shall be upgradable and flexible to support next stages / generations of co-operative systems.

3 Objective

The aim of this proposed action is to produce the core security specifications to support the EC Standardization Mandate M/453, depicted in the following table (Minimum set of standards): 

	Security Standards indicated in the CEN/ETSI Mandate report

	Security Architecture and services

	ITS Station Security Management

	Access Control / Authentication and authorization services

	Secure and Privacy-Preserving Messaging

	Identity, Trust and Privacy Management

	Confidentiality services


It is also envisaged to develop security standards for cooperative ITS as ENs in accordance with the requirements in M/453. The process envisaged is the development of Technical Specifications which are subject to assessment of the security mechanisms in test fields and Field Operational Tests at the level of performance, efficiency and scalability. Following this procedure the Technical Specifications will be converted into a European Norms including the public enquiry process, resolution meetings and final adoption within the TC ITS and the national voting procedure. The EN procedure including public enquiry and will take place on a voluntary basis within TC ITS after the finalisation of the STF activity set out in this proposal.

The proposed STF will develop the following Technical Specifications (ETSI TS):

· DTS/ITS-0050014
ETSI TS providing the ITS security architecture and ITS Station Security Management

· DTS/ITS-0050015
ETSI TS on Identity, Trust and Privacy Management

· DTS/ITS-0050016
ETSI TS on Access Control/authentication and secure privacy-preserving services

· DTS/ITS-0050017
ETSI TS on Confidentiality services

Based on ETSI published documents (ETSI TR 102 893, ETSI TS 102 731 (currently in draft as WI DTS/ITS-005001 security architecture and services)) and on ETSI security method/process to provide security risk analysis and security measures, further developed as ETSI ITS standards, there are two main threads to be addressed:

· Synergy between the programmes of ETSI TC ITS, its industry partners (including the Car to Car Communications Consortium, and the FP7 projects in the ITS area), and other SDOs (ISO, CEN and ITU-T as well as other TBs within ETSI) covering areas of identity management, regulatory awareness (for privacy, Lawful Interception and Data Retention in particular), and core security analysis and countermeasure definition;

· Development of a core suite of protocols and how to encrypt (cryptographic transforms) to support the ITS environment of multiple radio media connection for both V2V and V2I/I2V scenarios.

In particular the proposed action will develop specifications in support of ITS Station Security Management (in the security architecture and countermeasures document). The proposed action will also act in accordance with the direction of ETSI TC ITS/WG5 and with the requests for prioritisation set by the ETSI response to EC ICT standardization WP 2010-2013 and directives in ITS. This will require recommendations on securing the deployment of services in both the BSA and in the set of collaborative ITS services submitted to TC ITS for prioritisation. The priority of work within the framework of the proposed action shall be set by ETSI TC ITS/WG5 in collaboration with the remainder of TC ITS and its industry partners.
The proposed action in support of ITS, and the work of WG5, is required to ensure that messages exchanged between ITS stations are secured for both the BSA (covering the CAM, DENM messages) and for co-operative services and other messages sets at Network & Transport layer defined as a priority for secure transfer by TC ITS and its industry partners.

4 Market impact

The ITS market is particularly challenging with its merging of safety and non-safety, consumer oriented communications services. In this area there are a number of challenges to assure users of both protection of privacy (consistent with the aims of Article 12 of the Universal Declaration of Human Rights and with Article 8 of the EU Convention for the Protection of Human Rights and Fundamental Freedoms) and to ensure that the ITS system is adequately protected from attack by rogue elements.
In particular the Data Protection Directive 95/46/EC and the EU Directive 2002/58/EC on privacy and electronic communications are fundamental to the security work for cooperative ITS.
Even if technology for V2V and V2I has been developed, tested and validated it is still not clear which consequences the security management will have which leads to some uncertainty about the market development and cost structure. It is therefore extremely important to develop the basis for the security management on ITS market deployment.

The primary benefit to be gained from the proposed actions in the STF is to provide ETSI TC ITS with a set of security solutions in the short term.

Part II – Execution of the work

5 Working method / approach

The proposed approach is to establish an ETSI Specialist Task Force (STF) in order to draft the core technical specifications (ETSI TSs) outlined in clause 3 of this proposal. The work is planned in one phase of 17 months.
It is anticipated that this action will require an STF comprising at least 3-4 experts who will need to be available part-time for a total of 350 working days including reporting to the EC/EFTA. The actual number of experts may depend on the actual applications received and the mix of skills required and will be decided when setting up the STF. 
The STF experts will be selected and recruited following the agreed ETSI procedures and in compliance with the terms and conditions of the Framework Partnership Agreement (FPA) between the EC and ETSI signed on the 4th February 2009. The ETSI STF experts will be recruited following the issuing of an ETSI Collective Letter and this will also be available from the ETSI STF page on the ETSI Portal via the ETSI website.

The progress of the day-to-day work will be monitored by the TC ITS/WG 5 (WG chairman and vice chairman) supported by the TC ITS chairman as appropriate. No steering committee is planned other than the regular TC ITS plenary meetings and the specific TC ITS/WG5 meetings that will take place over the lifetime of the STF.

Each expert should possess experience in one or more of the following areas regarding the work to be carried out:

· Should have considerable experience in ITS standardization and/or related European projects on cooperative ITS;

· Should have experience on Security architecture in related European projects on cooperative ITS and/or on security architecture standardisation;

· Should have knowledge of the NGN principles and objectives (for V2I/I2V scenarios); 

· Should be familiar with the content and application of ISO 15408 in ETSI standards; 

· Should be familiar with the tools of risk analysis and have an understanding of cryptanalysis;

· Should be familiar with the regulatory environment as it applies to privacy, security and matters relating to deployment of cryptographic processes.

Work will be undertaken both at joint meetings (normally located in Sophia Antipolis at the ETSI HQ) and between meeting development and teleconferences / Skype session support.  The total work content is calculated to require 350 man-days of STF resource to be broken down among at least 3-4 specialists. The STF should ideally include at least one representative of the main stakeholders. 

The STF will be supported by a number of ETSI members who are prepared to voluntarily contribute to the drafting of the technical deliverables as well as performing reviews of the STF deliverables for approval in the working groups and parent technical body.

The following ETSI members support the work items and this proposed action: C3L; CSI; Daimler AG; DLR; EFKON AG, Fraunhofer FOKUS; Hitachi; LECIT; NEC; Q-Free ASA; Renault; Renesas; Siemens AG; Telecom Italia and UNINFO.
The STF will report to ETSI TC ITS/WG5 (generally by conference call / e-mail but with physical meetings being held in conjunction with some ETSI TC ITS/ WG5 meetings, and, importantly, ETSI TC ITS Plenary meetings). It is also important for ITS/WG 5 to collaborate intensively with ITS/WG1 and partly also with ITS/WG2.

Progress Reports (to be provided by the STF Leader) to TC ITS/WG 5 will be scheduled for each meeting following the start of work. The progress reports shall be approved by TC ITS/WG 5.

An Interim Report to the EC/EFTA is to be sent by ETSI 9 months after the date of signature of the grant agreement. The STF leader shall provide a draft interim report to the WG 5 chairman and the ETSI secretariat. The latest draft versions of the specifications will be provided with the Interim Report and the details of the resources consumed to date will be provided with the DG Enterprise Cost Control Strategy information.

The Final Report to the EC/EFTA will be provided at the end of the action (17 months) along with the publication versions of the 4 ETSI TS and an analysis of the performance indicators as outlined in clause 6 of this proposal. Full financial reporting will be provided in the form of an external audit certificate plus the full cost control strategy information and a declaration to real costs. 

Paid man-days for the STF experts will be recorded in the ETSI Time Allocation Management (TAM) application. Should voluntary time be provided then this too will be recorded in the ETSI Time Allocation Management (TAM) application but under a specific STF code apart from the days contracted under the EC financed man-days of the STF experts and will be reported on and justified as in kind contribution.

6 Performance indicators

ETSI will provide information that will act as performance indicators against this proposed activity in the following cases.

Effectiveness

Details shall be provided on the number and breakdown of participants in project activities during all action phases.

· the number of meetings held in relation to this work (at least 4);

· the number of and classification of participants/stakeholders involved;

· the number of presentations (at least 3) made on the activity (especially to other bodies, fora and consortia and R&D);

· an evaluation of any feedback received (number of comments and level of acceptance);

· project progress in relation to the schedule specified (maintaining the schedule to at least 85% of the initial plan).

Stakeholder engagement

An analysis will be given of the balance of stakeholder representation in the project and the number of liaison activities performed (especially at the Technical Committee level). Detailed information will be provided on the feedback received from TC ITS and TC ITS/WG5 participants and stakeholders on the acceptance of the different deliverables throughout their development to formal approval for publication. 

This particular STF requires ongoing contacts with other standards organisations including in particular IEEE 1609 as well as the eSafety Forum where the cross participation in security workshops and joint meetings with legal authorities related to privacy, safety and liability issues are needed. 

Dissemination of results

Information will be provided on the effectiveness of activities related to the dissemination of project deliverables and efforts made to raise industry awareness of the activity. Stakeholders will make every effort to contribute to relevant conferences/workshops to disseminate the project results. Dedicated ITS stakeholders such as infrastructure operators including road operators and road administrations as well as telecom operators will also receive draft deliverables for comments and contributions in order to ensure a common approach to security solutions for Intelligent Transport Systems. 

Both during and after the achievement of the planned results and deliverables the STF and TC ITS intend to provide information about the status of deliverables to relevant stakeholders as a result of the ongoing consultation of the work of TC ITS. TC ITS has established a dedicated web site for dissemination of the standardisation results in accordance with the Standardisation Mandate M/453 (www.etsi.com/m453). ETSI TC ITC and STF members will promote the project results in relevant conferences in order to increase public awareness. The possible events can be the ETSI TC ITS workshop (at least once per year), ITS world congress (often held outside Europe but dates and details currently unknown), ITS European conference, etc.

Impact

Information will be provided on the satisfaction of the stakeholders with the progress and outputs of the project. This will be collected at working group and plenary meetings of TC ITS.

7 Work plan, milestones and deliverables

The STF activity will be divided into the following sub-phases to produce the expected deliverables in accordance with the indicated time scales:

Sub-phase 1:
Priority 1: Security architecture and ITS Station Security Management. This technical specification shall include security services specification, certificate and pseudonyms management, definition of Security Infrastructure/PKI processes and interfaces as well as basic policies and guidelines for trust establishment (e.g. Certificate authorities’ organisation and cross-certification…), further requirements if identified.

Sub-phase 2:
Priority 2: Access Control and Secure and Privacy-preserving services. This technical specification shall include specification of authentication/authorization services to avoid unauthorized access and specification of measures to ensure the required level of security and privacy for message communication.

Sub-phase 3:
Priority 3: Identity, Trust and Privacy Management. This technical specification shall include specification for identity and key management functions, e.g. for issuing and managing long-term and short-term identities. 

Sub-phase 4:
Priority 4: Confidentiality services. This technical specification shall include specification of measures to ensure the required level of confidentiality of information for participants in the co-operative ITS.

Sub-phase 5:
Preparation of first draft documents for WG comment.

Sub-phase 6:
Interim Report to the EC/EFTA

Sub-phase 7:
Performance evaluation

Sub-phase 8:
Document refinement and TC ITS approval of the final ETSI TSs.

An initial security analysis/risk analysis has been performed within ETSI STF 373, (ETSI TR 102 893) and will be further progressed when application specification and deployment roadmap are clarified.
ETSI TC ITS and the proposed STF networking with ITS stakeholders (e.g. the Car-2-Car Communication Consortium, eSafety Forum) will confirm the critical security risks and requirements
The work will be carried out in close cooperation with the relevant WG within ETSI TC ITS. Liaison to CEN TC 278 WG16 (under mandate M/453), the Car-2-Car Communication Consortium and other relevant stakeholders and standardization organizations as well as ITS related EU and National R&D projects will be established.
The ETSI deliverables will be published at the end of the work following TC ITS approval.
The Interim Report to the EC/EFTA will be submitted 9 months after the date of signature of the grant agreement and will provide an activity report on the actions performed until that time along with the latest draft versions of the draft ETSI TS available at that date. Resource usage will be supported by the related DG Enterprise Cost Control Strategy information.
The Final Report to the EC/EFTA at the end of the action (17 months) will provide a full activity report plus the achieved performance indicators outlined in clause 6 of this proposal and it will also be supported by the related DG Enterprise Cost Control Strategy information and an external audit certificate in order to support the declaration of real costs. 
The STF will be based on the following documents:

	Work Item
	Title
	Current

Status
	Date TB approval

	ETSI TR 102 893
	ITS Security: Threat and Vulnerabilities Analysis (TVRA)
	Available
	

	ETSI TS 102 731 (DTS/ITS-0050001)
	ITS Security: Security Services and Architecture
	In draft within WG5
	December 2010

	ISO/IEC 15408
	Common Criteria
	Published
	

	ISO/IEC 27005
	ISMS standards : Security techniques -Information security risk management
	Published
	

	ETSI TR 102 638
	Basic Set of Applications; Definitions
	Available
	

	ETSI TS 102 637-2
	Basic Set of Applications, part 2; CAM
	Available
	

	ETSI TS 102 637-3
	Basic Set of Applications, part 3; DENM
	Available
	

	ETSI EN 302 665
	Intelligent Transport Systems (ITS); Communication Architecture
	Available
	


	Document
	Title
	Current

Status
	Date TB
approval

	COMeSafety 
	European ITS Communications Architecture, overall security architecture
	Available
	

	SEVECOM
	Specifications
	Available
	

	Pre-Drive C2X 
	Security architecture
	Available
	

	C2C-CC Security WG White Paper 
	C2C-CC Security WG White Paper on CAM / DENM Security Summary and Work Items proposal
	Available
	


Planned action schedule

It is proposed start the work of the STF in January 2011 if possible. The duration of the work is planned to be 17 months. The STF will be organized in one phase, structured in several sub-phases (as stated above) and will include the following tasks (T = date of signature of the grant agreement)

The following table illustrates the expected tasks. The milestones are tentative as they depend upon future decisions about the scheduling of the TC ITS meetings, to which these milestones will be reported.

	
	Milestones (Date of Signature plus months)

	Task
	1
	2
	3
	4
	5
	6
	7
	8
	9
	10
	11
	12
	13
	14
	15
	16
	17

	1. Establish STF team
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	2.  Start  work and develop ToC & Scope
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	3a. Develop specifications Security architecture and ITS Station Security Management
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	3b. Develop specifications  Access Control and Secure Privacy-preserving services
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	3c. Develop specifications Identity, Trust and Privacy Management. IR to EC/EFTA.
	
	
	
	
	
	
	
	
	IR
	
	
	
	
	
	
	
	

	3d. Develop specifications Confidentiality services 
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	4. Preliminary draft TSs for consideration in WG5
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	5. Stable draft TSs for WG5 review and approval
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	6. Final draft of TSs for TB approval
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	7 Publication of  TSs by ETSI
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	8  Final Report to EC 
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	FR


Task 1:
Establish the STF project

Technical experts will be recruited following the ETSI procedures to participate in the STF and the allocation of resources and tasks will be agreed.

Task 2:
Start of work and development of Table of Content and Scope

The work of the STF will be initiated at the first STF meeting. Initial preparatory work will include as a minimum the evaluation of the existing research results and the background documents as mentioned above.

In addition, a publicly available Web page will be created and published via the ETSI STF page of the ETSI Portal. This will provide information on the STF’s goals, the team, contact information, time plan and further details of the work, together with the work plan covering milestones. On occasion the draft ETSI deliverables will be made available for comments and input, at this STF page. 

Task 3: 
Investigation and ranking of techniques as well as development of the specifications

The STF will perform a detailed investigation based on results of previous studies and research and the documents mentioned above. This is the basic part of the project and needs internal as well as external contacts and liaisons to other standardization organizations as well as ITS related EU and National R&D projects. This task also includes detailed consideration of links to work within the IEEE 1609 on security issues and the security WG to best fit the security and privacy requirements of the European industry and the EU legal framework on privacy. Linking ETSI standardisation activities with the eSecurity WG is required for this work plan and has been recommended by the eSecurity WG. 

The STF and ETSI ITS WG5 will undertake further work to bring necessary security and privacy enhancing technologies in cooperative ITS systems, as identified through a privacy design approach. Additionally the security ITS security standards support team will be invited to participate in the next common meeting organised by security WG with privacy organisations.

The Interim Report to the EC/EFTA will be produced 9 months after the date of signature of the grant agreement plus latest drafts at that time.

Task 4:
Preliminary draft of TSs for consideration in TC ITS/WG5

The STF will produce the first preliminary drafts of the technical specifications based on studies and internal as well as external consultations.

Task 5:
Stable drafts for TC ITS/WG5 review

The STF will produce drafts of the ETSI TSs for review by ITS/WG5. The WG shall check the documents for completeness and consistency. The expected result of this review is requests for amendments. The review may be implemented as an iterative process.

Task 6:
Draft for TB approval

The STF will update the different iterations of the drafts to incorporate stakeholder comments and prepare the versions to be submitted to TC ITS/WG5 for approval. WG5 approval is to be achieved at the meeting and any changes made to prepare the drafts for TC ITS approval.

Task 8:
Publication of TSs

Updates resulting from any comments received in this approval process will be made by the STF before sending the drafts to the ETSI Secretariat for publication.

Task 9:
Final report to EC/EFTA 

The STF will prepare the Final Report to the EC/EFTA. The final publication versions of the ETSI deliverables will be provided together with the Final Report and the necessary elements such as an analysis of the performance indicators and information about spent resources and costs, an external audit certificate, etc.

Part III – Financial part

8 Financial conditions
8.1 Total action costs

The total costs for this proposal is estimated to be 324 000 EUR

	Total Costs

	 
	Total €
	%

	EC (including travel)
	225 000
	70 %

	ETSI
	99 000
	30 %

	TOTAL
	324 000
	100%


Split as follows:

	EC - ETSI Contributions

	 
	Person-days
	Rate (€/day)
	Total €
	%

	EC
	350
	600
	210 000
	 

	Travel
	 
	 
	15 000
	 

	Total EC Contribution
	
	 
	225 000
	70 %

	Contributions in-kind
	165
	600
	99 000
	 

	Total ETSI Contribution
	
	 
	99 000
	30 %

	 
	 
	 
	 
	 

	TOTAL
	
	 
	324 000
	100%


8.2 Expert Manpower

Total cost for STF resources for the proposed action:
Total cost = 350 working days at 600 € per day:  
210 000 €

Number of experts required: 3-4 experts for a total of 350 man-days.

8.3 Travel costs

The total estimated cost for travelling: 15 000 €, including travelling costs to meetings of ITS/WG5 and TC ITS and any other required missions with other bodies (e.g. CEN meetings) and stakeholders. TC ITS is developing close coordination and consultation with IEEE 1609 and the CEN/ISO in order to achieve global coordination of security activities for deployment of cooperative ITS. This activity will probably require even international travels in particular to IEEE and ISO. Furthermore there is a need to participate and provide contributions to ITS workshops with stakeholders, eSafety WG meetings, liaison activities and workshops with on-going R&D projects whose goal is to progress security including field test available technologies (FOTs). It is, however, at this point in time not foreseen  which international meetings are needed as the meeting schedules are not fully know at this stage then there may be a requirement to request EC acceptance of such a mission and a fully justified request will be submitted. Furthermore consultation is needed with the eSafety Forum and its WG on security as well as the CEN organisation to ensure streamlining of the security standardisation also in Europe. 

8.4 Equipment necessary to implement the action: N/A
8.5 Cost of consumables and supplies necessary to implement the action: N/A
8.6 Other costs and services necessary to implement the action: N/A
8.7 Subcontracting to external organizations
8.8 Contribution in kind

The in-kind contribution is indicated in the relevant estimated financial budget and will follow the provisions of Article II.15.5 of the Framework Partnership Agreement between ETSI and the European Commission signed on 04 February 2009. 

In-kind contributions will be justified by signed attendance sheets by participants in the planned activity. Signatures at TB and reference body meetings will be valued at three times the one day signed for. Signatures from other standards body meetings, workshops, consultations will be solely for the eligible day or half-day. This in-kind contribution will mainly come from active review and participation of stakeholders, the active review of members from ETSI TC ITS and TC ITS/WG5. This will be supplemented by in kind contribution from other review meetings with other stakeholders (e.g. review meetings with CEN) 
The total cost of funding via in kind contribution is 99 000 (30,56% of the total action cost) which is calculated as being equivalent to 165 working days at a cost of 600€ per day.
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