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Terms of Reference for Specialist Task Force STF 415 
(TB TISPAN / WG7) on ”Security support to NGN”

Document status
	Status of these ToR
	WG approved: TISPAN07(10)0142a1r1

TB approved (TISPAN#25 plenary): TISPAN(10)0178r1

Revised during OCG#42 TISPAN(10)0178r2

Funding agreed by Board#80 for Phase 1 only

	Work Items approved
	Requests against the published deliverables in §3.13


1 Reasons for proposing the Specialist Task Force (STF)
Security and privacy are essential items to offer to any user of a public network or service. The NGN is strategically positioned to offer a suite of security services to be the network proven to support any technology requiring the further development of the core services. The security of the NGN is complex and its current state is incomplete with increasing pressure to provide a complete set of security countermeasures to address the risks identified in earlier analysis: NAT Traversal, Media Security, Identity and Identity management; and provisions for specific sub-systems and protocols in the NGN (RACS, NASS, ENUM/DNS). The proposed STF is intended to provide explicit skills to bolster the voluntary efforts in WG7 to ensure that the NGN deployment is assuredly secure.

In addition the STF is expected to assist in providing guidance to the users of the NGN security services. This activity will build on the methods already developed by TISPAN-WG7. The aim of TISPAN's security work is to raise the level of assurance of security given by the standardised security measures and has been a guiding principle in TISPAN WG7 since its inception in a programme labelled as "design for assurance". Part of the programme for TISPAN in WG7 will be to formalise the "design for assurance" programme for TISPAN and the NGN.

The scope and complexity of the NGN is such that the voluntary resources offered to TISPAN-WG7 may not be sufficient to guarantee that the NGN is secure in deployment in a manner that allows uniformity of assurance, nor interoperability. The resources of TISPAN-WG7 being bolstered by the STF proposed in this ToR should give greater assurance to the NGN community that, when deployed, the NGN offers a secure environment for any services deployed.

1.1 Activity to be concluded by STF408 with funding 2010
This STF will carry over the activity of STF 408 (ITS/TISPAN).  STF408 had no responsibility for completion of NGN-R3 – it is TISPAN WG7 that has that responsibility and the STF is not touching many key WG7 documents that form part of NGN-R3 (e.g. Lawful Interception and Data Retention).

Example of issues assigned to STF 408:

· Open questions regarding threats – decomposing the security architecture: e.g. RACS countermeasures need to be considered (e.g. whether IPsec provides sufficient protection or not). (this should be addressed in TVRA and Security requirements documents).

· WG7 needs to revise the TVRA based on WI 01059, stage 1 for IPTV R3. Resources are needed to conduct the TVRA of the delta (R3-R2)

The new STF is to do work that has not been done and which STF408 was not asked to do. New issues have been identified after the set-up of STF 408, including issues in the R3 context. The main issue identified to date is that since NGN-R3 was started it has been noted a number of existing TVRA are out of date. With the results of the main missing element which was NASS we are now aware that the bulk of the requirements have not been verified against the TISPAN WG2 and WG3 documents. Whilst this is ongoing this activity was not considered for NGN R3 but has been identified as essential.
The aim of TISPAN WG7 includes taking into account services for NGN to develop and the ETSI strategic issue security. In the following, for transparency reasons, the action points of urgency for WG7 are listed as a set of separate tasks, in order of priority with resource allocations to be decided by the steering group of the STF concerned.

Note: The first four items are considered by WG7 as top-priority items to be completed in 2010 by STF408 (in case of carry-over, at the latest early 2011 and within the funding 2010).

1. NASS TVRA (30 days)
2. Security requirements tracing to security architecture (check that the security requirements in 187 001 has been properly addressed in 187 003). Does the current solutions provide the featured specified in the security requirements. (15 days)
3. Identify and address stage 3 security issues  (20 days)
4. Security analysis of Smart metering/M2M/M441 and development of security requirements and features for smart metering to achieve a holistic and complete security solution for smart metering. (20 days)

5. Update TVRA methodology to account for the experiences gained in CPN, IPTV, etc. TVRAs – ongoing (for 1+ 2: 20 days including preparing the deployment for eTVRA updating (not including the actual re-implementation of the database)
6. Update eTVRA to align with the updated TVRA methodology
7. Feed the information from CPN, IPTV, etc. TVRAs into the updated eTVRA database (assumed updated database: 5 days)
8. Add risk estimation template to the eTVRA database (prepare for deployment: 5-10 days)
9. Develop stencil for ToE description and merge this into the TVRA method and the eTVRA (3 days)
10. Remote access use case as defined by WG5 (3 days)
11. Advance the role-based authorization model outlined in 187 010 into a set of security requirements in 187 001 and architectural solutions in 187 003. This includes identification of cases where RBAC is the preferred solution and in which cases identity-based authorization is the preferred solution. For RBAC, roles must be identified and specified for the relevant services. (20 days)

1.2 Priority for new STF in 1Q2011
The following tasks have been identified as the highest priority of the work of the new STF, and are set as objectives for 1Q2011:
1. Specification of DIAMETER security mechanisms in support of existing protocols but reviewed and managed from the results of a TVRA exercise thus including the review of each of NASS and RACS 
2. Review of existing stage 3 protocol models (WG3 documents) and stage 2 architectures (WG2 documents) against TS 187 001 and TS 187 003
3. First steps to re-address NGN TVRA (i.e. to address integration of NGN as opposed to looking only at discrete subsystems, the aim here is to identify if (say) subsystem A is at threat from subsystem B or any combination of subsystems). This is consistent with review of TS 102 165-1 and the “Design for Assurance” document set to address the CAP concept from Common Criteria.
The estimated effort to complete these tasks is 100 full-time equivalent days (75 days funded from ETSI and 25 requested from the experts on a voluntary basis)
Skills: DIAMETER, risk analysis using TVRA, ISO/IEC 15408 and the ETSI developed “Design for Assurance” paradigm

No travel is expected as TISPAN WG7 meetings in Q1 are to be at ETSI and coincide with STF working sessions

Annex A contains some more information on tasks and STF efforts.
1.3 Overview of the proposal
1.3.1 Purpose of the work
To provide essential technical expertise in ensuring that the security services offered to users of the NGN are fully referenced and specified at both stage 2 and stage 3 levels. This is an area of work that builds on the discussions held in TISPAN#24ter (September 2010) and in the recommendations made by TISPAN WG7 for the Future of the Networks. The aim is to ensure that those security services and technologies offered by the NGN to access networks, and for interconnection, are readily understood and available, thus ensuring that the NGN has proven capabilities as the secure core network technology of choice. In addition the STF is expected to give expert advice to TISPAN WG7 and other TBs that use the approach to security outlined in TS 102 165-1 (TVRA) and TR 187 011 (Security requirements method).

1.3.2 Relation with the ETSI strategic objectives
The programme of work aligns to the proposed ETSI Strategic objectives outlined in TISPAN07(10)0149.

Strategy Goal#1: ETSI to develop a centre of excellence to manage and develop standardisation to support the right to privacy of EU and World citizens.

Strategy Goal#2: ETSI to formalise the "Privacy by Design" paradigm by development of standards that define the method, and which allow users of the method to show conformance to the method.
Strategy Goal#3: ETSI to be recognised as a player in the global standards market of privacy, data protection and security standardisation.
These build upon the overall strategy of ETSI to offer high quality standards offering secure and privacy preserving technology.

1.3.3 Market impact, benefits to be gained
Effective security standardisation is a matter of balancing risk against complexity ensuring that the result from standards gives a high level of security assurance to the end user of the standard that the residual risk left when implementing the recommendations and mandates of the standard is acceptable for most applications (noting that it is impossible to mitigate all risk in practical systems).

The use of the methods already developed by TISPAN WG7, building on the guidance given in MTS, are designed to raise the quality of standards, and in the security arena to raise the level of assurance in the level of security given by the standardised security measures.

1.3.4 Interest of ETSI Members and other stakeholders
Manufacturers and users of equipment from standards have a declared interest in the correctness of the standard to meet their requirements. In the area of security the level of assurance given by a security standard is particularly important.

1.3.5 Relation with other activities within ETSI and/or related organizations
The work of TISPAN WG7 is closely tied to the work in ISO (dealing with ISO 15408‑2) and has links to ETSI MTS for making better standards and methods for standards development. In addition as the strategic role of TISPAN for the standardisation of NGN is to validate the NGN core network for access technologies and interconnection, there is close relation of TISPAN WG7 as the security competence centre to TISPAN to all other bodies which may use the NGN. This includes ITS, M2M, and may include TETRA (particularly for TETRA-2 and TETRA-DA).

1.3.6 Priority within the TB
This is the only STF proposal from TISPAN WG7 and is considered essential to the ability of TISPAN WG7 to complete its work programme in reasonable time.
1.3.7 Motivation why the work cannot be performed within the TB
There are a limited number of regular attendees of TISPAN WG7, and the attendees are all contributing to the work. However, the scope of the NGN is extensive and the volume of work to be done is not currently being met by voluntary contributions alone. The option of cutting the work programme of NGN-Security is not feasible and although efforts are being made to extend the number of voluntary contributors to the work this is not happening quickly enough. The intention of this ToR is to bolster the voluntary contribution to the development of NGN-Security whilst in parallel a drive to recruit voluntary effort continues. 

1.3.8 Support from ETSI Members

The aim of TISPAN for the NGN is to make it the secure core network proven for the connection of access networks of any technology and for the provision of services using any technology. The list of ETSI members supporting the work are all keen to realise this claim. In addition other TBs with no interest in developing their own core network standards are keen to be able to use the NGN and the aim of TISPAN is to be able to satisfy their requirements. This STF is essential to translate these NGN/TISPAN goals into practical and realisable standards for the security area. 

The following ETSI Members support the creation of an STF to produce the deliverables listed in §3.13:

· Telecom Italia

· NEC

· Deutsche Telekom

· Cadzow Communications Consulting Ltd.

· CESG (UK)

· BT

· Huawei

· SecureNOK
The ETSI Members supporting the creation of the STF are prepared to provide voluntary contributions in support of the NGN programme alongside the STF. To this end the members agree to support the TISPAN WG7 meetings and to assist TISPAN WG7 with the STF to deliver standards and reports to ensure that the NGN can be successfully deployed. This commitment extends to provide at least the same level of support to the development of the work items as is requested by these ToR.

1.4 Organization of the work
1.4.1 Identification of tasks, phases, priorities, technical risk

A breakdown of tasks and allocation of STF resource is given in Annex A with details of the phasing of the STF resource in section 3. The work is staged requiring the stage 2 work to be completed (including all of the TVRA activities) prior to finalisation of the stage 3 work. However as some candidates for the stage 3 design have already been proposed it is essential to also ensure that a TVRA of these specific candidates is carried out at both stage 2 and stage 3 both in isolation (e.g. DIAMETER for reference point e2) and in combination (i.e. across the entire service offering end-to-end).

1.4.2 Outcome of the STF
The STF shall deliver contributions to the TISPAN WG7 NGN work program as specified in §3.14 and §3.15.  The STF is to give support through the generation of Change Requests against the following published deliverables (primary specifications shown in bold all other relevant specifications that may be impacted by the STF work shown in italics where these latter documents form the core of the ETSI "Design for Assurance" approach to security standardisation):

TS 187 001

TR 187 002

TS 187 003

TS 102 165-1 (Work item reference DTS/TISPAN-0749)
TS 102 165-2

TR 187 011
EG 202 549

EG 202 387

ES 202 382

Work item reference DTR/TISPAN-0750
For the TVRA results the STF should ensure that these are available to ETSI members in an interactive query format using an online tool for development by the STF.

The STF should in addition assist TISPAN WG7 in the development of an ETSI Technical Report (TR) for NGN security services and interfaces to support the already existing standards (including TS 187 001, TR 187 002 and TS 187 003). This new TR shall offer guidelines in form of security services, interfaces and easy to understand presentation of the TISPAN NGN core network security system for use and application by other TBs (for this the ITS use of core network services shall be developed as a particular case study).

NOTE:
The TR should also be able to be provided as an interactive guide for web-hosting (similar to the existing web-view of the NGN Security Architecture).

The STF shall in addition to providing specific security contributions as outlined above and in Annex A will provide a detailed management report to each meeting of TISPAN WG7 (the reference TB).

2 Consequences if not agreed:
Without the assistance of the STF as proposed in these ToR, there is a great risk that the development of TISPAN's NGN-security will not be rigorously completed and endanger the overall viability of TISPAN's NGN programme as a suite of interoperable and secure services based on standards.
Without the ability of TISPAN to offer a secure core network to other potential users, e.g. M2M, ITS, TETRA, failure to complete the TISPAN NGN programme may lead to a growth of core network security solutions developed in these bodies that will meet their individual requirements but not be able to take advantage of synergies of analysis and performance by using a common approach. This could damage the reputation of ETSI to deliver standards for a secure core network.

3 Detailed description:
3.1 Subject title:
Security support to NGN Stage 3 development and stage 2 completion

3.2 Reference Technical Body:
TISPAN WG7

3.3 Other interested TBs:
The bodies identified below may provide requirements to, or be users of, the security and privacy standards developed by TISPAN WG7. The STF may be required to assist TISPAN WG7 in obtaining requirements from these TBs and ensuring that the TISPAN WG7 deliverables are able to provide services in the core sufficient to meet the needs of the core itself and its edge users.

ETSI Bodies:

· TC ITS WG5

· TC M2M

· TC TETRA WG6

· eHEALTH

· ERM TG34

· TC CLOUD

Non-ETSI bodies:

· ITU-T FG IdM

· ISO SC27

· ISO JTC1

· CEN TC225

· CEN TC224

3.4 Steering Committee
A steering committee shall be formed by both invitation and request. The steering committee will act in parallel with the members of TISPAN WG7 where the steering committee shall address issues related to scope and dissemination of the results whereas the technical direction shall be from the wider WG7 membership.

3.5 Target date for the start of work:
January 2011

3.6 Duration and target date for the conclusion of the work (TB approval):
December 2011

The STF is defined to support TISPAN in its 2011 work programme. It is assumed that the 2011 work programme and the stage 2 and stage 3 development work in 2011 will be addressed by the STF alongside the members of WG7 and in their outreach programme to other TBs (as given in §3.3) during 2011. If support is required beyond this date it shall be addressed by the steering committee.

NOTE:
The STF shall not be responsible for any of the "marketing" aspects of WG7 but only be responsible for the technical elaboration of WG7's documents.

3.7 Resources required
NOTE:
Similar activities have been funded in the past in TISPAN WG7. This clause acknowledges these but the current proposal is not an extension of any of the previous activity and the information is only provided on the basis that it may be of interest.

Previous STF funding from the ETSI FWP to support NGN Security, in the last 5 years

	STF
	Subject
	Budget year
	Fund (EUR)
	

	329
	NGN Common Criteria
	2007
	97 000
	Design for assurance programme initial effort

	330
	NGN Security & Identity
	2007
	65 300
	Initial work in Identity management for NGN

	357
	Security R2/R3
	2008
	30 000
	Development of topic specific risk analysis

	357
	Security R2/R3
	2009
	117 100
	

	408
	Security NGN/ITS
	2010
	90 000
	Combined STF supporting both horizontal and vertical aspects across TISPAN and ITS

	
	
	
	399 400
	


3.7.1 Experts manpower
Total manpower required: 360 working days (of which the FWP is requested to give 270 days of funding).
The contracted experts will be required (and contracted) to give voluntary effort following the guidelines defined in the voluntary contribution allocation criteria) and with the objective to achieve the target of 25% voluntary contribution set by TC TISPAN.

Indicative split over STF phases:

· Phase 1 (Q1-2011):
100 working days, including 25 voluntary (objectives set in §1.2)

· Phase 2 (Q2-2011):
87 working days, including 22 voluntary (objectives tbd)

· Phase 3 (Q3-2011):
87 working days, including 22 voluntary (objectives tbd)

· Phase 4 (Q4-2011)0:
86 working days, including 21 voluntary (objectives tbd)

NOTE:
The role of the STF is to support TISPAN WG7 and to be managed by TISPAN WG7. The phases are designed purely for the management of the activity. For ease of management the phases are divided only by the amount of effort assigned per calendar period.

3.7.2 Travel cost:

Expected travel cost max 7 500€, to attend the following meetings: 

· Reference TB/WG, Steering Group meetings (if not held in ETSI):
7 500  €

Split over STF phases and/or budget years (if applicable):

· Phase 1 (Q1-2011):
none

· Phase 2 (Q2-2011):
2 500 €

· Phase 3 (Q3-2011):
2 500 €

· Phase 4 (Q4-2011):
2 500 €

NOTE 1:
The travel cost is for travels to meetings other than the normal STF sessions, for which the travel cost is already included in the contractual compensation of the manpower.
NOTE 2:
If a common travel budget for all STFs under the FWP is established TISPAN would subscribe to this common travel budget.

NOTE 3:
The current expectation is that all TISPAN meetings will be in ETSI's premises (if this is indeed the case the travel budget may not be as much as indicated).
3.8 Experts qualification required, mix of skills
The following experts are required to perform the work.  

· Relevant expertise required: Should have knowledge of the TISPAN NGN. Should be familiar with the content and application of ISO 15408 in ETSI standards; Understanding and experience of requirements engineering in the context of standardisation (IUT-T I.130 3 stage process);

· Period over which the experts are required and duration of the secondment: Extended sessions at ETSI

The actual number of experts and mix of skills may depend on the actual applications received and will be decided when setting up the STF but at least 3 are expected to be required

3.9 Scope of Terms of Reference:
The STF along with WG7 and NGN experts in areas of architecture, protocol and testing to develop countermeasures for the NGN at stage 2 and stage 3 of the development cycle (including any justification required by means of documented analysis in the form of a TVRA (Threat, Risk, Vulnerability Analysis)). 

3.10 Task/phases planning:
NOTE:
The role of the STF is to support TISPAN WG7 and to be managed by TISPAN WG7. The phases are designed purely for the management of the activity. For ease of management the phases are divided only by the amount of effort assigned per calendar period. The activity of the STF in each phase is to therefore support the priorities of WG7 of which the ones listed below are most crucial.

Stage 2 development: Primary document is TS 187 001. To develop full stage 2 definition of functional and informational model of NGN security services.

In undertaking the stage 2 development further risk analysis will be required that will modify TR 187 002. Key features of the NGN such as single sign on will also impact other key TISPAN documents in WG2 (architecture) and WG3 (protocols).

Stage 3 development: Primary document is TS 187 003. Tasks to be undertaken include a full definition of the implementation of the stage 2 services to realisable standards. A large part of the effort will be to develop protocol models to overlay the use of DIAMETER (protocol of choice in NGN) and to map DIAMETER capabilities to the NGN requirements.

3.11 Related activity in other bodies and co-ordination schedule
The work of TISPAN has to respect the needs of other TBs intending to use the NGN as a core network. The STF will act alongside TISPAN WG7 to assure such coordination.

Further details of the "Horizontal" efforts of TISPAN WG7 and the role of the STF in supporting these efforts is given in Annex B.

3.12 Base documents and their availability
The STF work will be based upon the following documents and their updates planned for 2011:

	Work Item
	Title
	Current

Status
	Date TB
approval

	XXX/XX-00000-0
	TISPAN Security Requirements
	V3 in draft
	

	XXX/XX-00000-0
	TISPAN TVRA
	V3 in draft
	

	
	TISPAN Security Architecture
	V3 in draft
	


3.13 Work Items to be produced by the STF
The STF shall support the development of the work items of TISPAN WG7 as directed by TISPAN WG7 and shall not have sole control of any ETSI Work items.

The STF is to give support through the generation of Change Requests against the following published deliverables (primary specifications shown in bold all other relevant specifications that may be impacted by the STF work shown in italics where these latter documents form the core of the ETSI "Design for Assurance" approach to security standardisation):

TS 187 001

TR 187 002

TS 187 003

TS 102 165-1 (Work item reference DTS/TISPAN-0749)
TS 102 165-2

TR 187 011
EG 202 549

EG 202 387

ES 202 382 (Work item reference DTR/TISPAN-0750)
For the TVRA results the STF should ensure that these are available to ETSI members in an interactive query format using an online tool for development by the STF.

The STF should in addition assist TISPAN WG7 in the development of an ETSI Technical Report (TR) for NGN security services and interfaces to support the already existing standards (including TS 187 001, TR 187 002 and TS 187 003). This new TR shall offer guidelines in form of security services, interfaces and easy to understand presentation of the TISPAN NGN core network security system for use and application by other TBs (for this the ITS use of core network services shall be developed as a particular case study).

NOTE:
The TR should also be able to be provided as an interactive guide for web-hosting (similar to the existing web-view of the NGN Security Architecture).

The STF shall in addition to providing specific security contributions as outlined above and in Annex A will provide a detailed management report to each meeting of TISPAN WG7 (the reference TB).

4 Performance indicators
The STF leader will address the following areas indicating the success of the STF in each report to the TB. In many instances the ETSI secretariat will assist in providing statistics.
Effectiveness: (e.g. number of participants in the project, number of meetings/participants held in relation to this work, number of presentations made on the activity, feedback received)
Stakeholder engagement: stakeholder representation in the project and the number of liaison activities performed (especially at the international level).
Dissemination of results: assessment of the effectiveness of activities related to the dissemination of project deliverables and efforts made to raise industry awareness of the activity (including e.g. hits made on the project web pages and downloads of drafts for comment).
Impact: satisfaction of the stakeholders with the progress and outputs of the project, in the occasion of Steering Group meetings, plenary meetings, workshop.

Timeliness: project progress in relation to the work plan schedule, acceptance of the deliverables by the TB (approval of Progress Reports, interim and final deliverables at the planned dates)

5 Document history

	Version
	Date
	Author
	Status
	Comments

	0.1
	Oct 10
	Cadzow
	Draft
	Input to TISPAN#25WG

	0.2
	Oct 10
	Cadzow
	Approved by TISPAN WG7
	Approved by TISPAN WG7 for contribution to TISPAN Plenary

	0.3
	Oct 10
	Cadzow
	Approved by TISPAN
	Clarification of the role of phases to manage the STF activity and the interaction to other interested TBs.

	0.4
	03 Nov 10
	Muench
	OCG42
	Priority for 1Q2011, box in Annex A removed.

	0.5
	08 Nov 10
	Berrini
	CfE
	Figures in §3.7.1 (Experts manpower) reviewed for coherence. Annex A removed (duplicates info on Portal and out of scope in STF ToR)


Annex A: 
Calculation of required effort
The effort of 360 days requested has been calculated as follows:

	Task
	STF effort (days)
	Output

	For conduct of each individual threat and risk analysis: 40 days per expert (2 experts on this task). TVRA required for SIP, DIAMETER and for the combination of the NGN subsystems) Includes development of stage 2 security services (CRs to TS 187 001, TR 187 002)
	240
	NGN Security Stage 2

	For the development of stage 3 definitions for provision of security services defined at stage 2 in the form of CRs to (primarily TS 187 003). This shall include validation of existing stage 3 capabilities defined across TISPAN, 3GPP and in referenced IETF documents.
	60
	NGN Security Stage 3

	Development of interactive guide and TR to guide the user in the use of TISPAN security services (including development of web pages, web interactivity, data loading and validation)
	60
	User guide to NGN security

	If necessary identify updates to the "Design for Assurance" items from TISPAN as CRs. This should also include ensuring that guidance documents reference the most up to date versions of the Common Criteria
	0.
	CRs to any of the "Design for Assurance" documents

	Total
	360
	


Annex B: 
Horizontal aspects of TISPAN Security and STF use
As indicated TISPAN supports and has developed the "Design for Assurance" paradigm and its supporting standards. This paradigm is under continuous review and takes into account developments externally to ETSI (e.g. ISO/IEC 15408 updates, Common Criteria revision). TISPAN has promoted the use of the underlying methods of the "Design for Assurance" approach in other TBs including TC ITS, TC M2M, ERM TG34 (for RFID). In this regard TISPAN WG7, including the STFs it has supported and as requested in this ToR, has a responsibility to maintain these documents on behalf of ETSI.

In addition the activity of TISPAN for the NGN development is as a competence centre for the development of core networks. The core network is defined to support the services offered and required at the network edge. Thus the security services provided by TISPAN for the NGN have to support both "NGN edge devices" and devices and capabilities required by other edge technologies that may use the TISPAN or NGN core. This may include ITS (there is an established link from TISPAN WG7 to ITS WG5), M2M, 3GPP‑SA3, TETRA, DECT and others.
