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Terms of Reference for Specialist Task Force STF 400 
(TC MTS) on ”Platform for Interoperability Testing of ePassport Reader Systems” - SA/ETSI/ENTR/000/2009-04
Document status
	Status of these ToR
	Technical Annex to EC/EFTA contract, ToR approved by ETSI Board.  

	Work Items approved
	DTR/MTS-00126, DMI/MTS-00127


Part I - Policy relevance and expected market impact

1 Policy relevance

As stated in the EC 2009 ICT standardisation work programme, the ESOs are invited to identify standards specifying interoperability tests for biometric products like ePassport and ePassport readers, and to initiate any further European activity that might be needed in relation to the testing and validation of biometric products. Quoting from the document : “The ESOs are invited to propose standards and guidelines in support of biometrically enhanced identification This includes a standard for conformity of devices and readers to support biometric passport implementation at a large scale in European countries”.

This proposal addresses the issue of ePassport conformity and devices and readers to support biometric passport implementation. ETSI is working closely with EC JRC IPSC (Join Research Centre, Institute for the Protection and the Security of the Citizens) at Ispra in charge of ePassport conformance testing.

It is also worth noting  the Council Regulation (EC) No 2252/2004 on “standards for security features and biometrics in passports and travel documents issued by Member States” and the suggested amendment in COM(2007)619. The regulation requires that “passports and travel documents issued by Member States shall comply with the minimum security standards set out in the annex”. The EC JRC in its duty to help verifying conformity to such criteria has identified some area of improvement and collaboration with ETSI on the subject of this current proposal.

The European Commission is currently preparing the technical specification for electronic residence permits for third country nationals. This specification is following a similar line as the electronic passports and reader infrastructure will be used in the future for both types of travel documents.

2 Rationale

Biometrically enhanced identification used in eMRTD is an efficient way to improve security, both on national and European level, especially in the present Schengen IT infrastructure.
However, the deployment of biometric systems is a real challenge as it involves collaborative effort by many participants (both regulatory bodies and industry).

The ePassport and its reader have been specified and designed to operate correctly across a wide variety of infrastructures worldwide. The risk profile for the ePassport and the reader indicates a high impact if that design includes a widespread error or fault. This issue is providing evidence that successful testing and interoperability are key factors enabling the use of these technologies and its successful global deployment.

Providing application-specific testing and compliance scenarios for biometric applications is essential and allows EU to keep on its leadership in present and future biometric technology.
This project intends to adapt solid and proven tools developed over 20 years at ETSI to address these new challenges. This project therefore will use TTCN-3 formal notation to improve quality and repeatability of test cases and will provide a TTCN-3 test tool environment to execute such tests. This is intended to demonstrate the feasibility of using such formal techniques which would improve quality, repeatability of tests, reduce room for interpretation and provide a cost-efficient approach to develop tests solutions.

If such formal approaches are not used, there is greater room for different interpretations leading to different test results and therefore limiting interoperability. Furthermore such an approach can help developing cost-effective test solutions which would help all stakeholders to share same test tools and approaches. This would help to improve the global interoperability of ePassport readers when investment in testing can be seen on many occasions as a critical factor.

3 Objective
The objective of this proposed action is to design, build and test a prototype TTCN-3 Test System for ePassport Reader Conformance Testing. The action aims to use a standardized methodology following ISO/IEC 9646, providing also a full support to ISO/IEC 17025 requirements for test laboratories.
This will be achieved in a joint effort between the EC Joint Research Centre (JRC) and the European Telecommunications Standards Institute (ETSI).

The overall project consists of 2 work phases, but this proposal applies only for the second phase. 
Phase 1, started earlier in 2009 and it will be completed by the end of 2009, consists of the production of at least 10 sample test cases for the ePassport reader that are to be written in the standardised test specification language TTCN-3 (Testing and Test Control Notation version 3) [ES 201 873].
ETSI is in charge of this activity on a voluntary basis (no financed STF), with the technical assistance of the JRC (also provided on a voluntary basis i.e. no payments are involved). The JRC is performing a review of the material produced and providing feedback to ETSI.

80% of the expected test cases are now available and the final set of test cases will be complete before the end of the year. 11 TTCN-3 test cases have so far been created in Phase 1 of the project, based on the test specification BSI TR-03105-5. This list has been defined with JRC in order to cover efficiently the key features of the test specifications. 

The test cases are as follows:
· ISO7816_A_02: Positive test with BAC ePassport
· ISO7816_C_03: Reading beyond EOF
· ISO7816_D_02: Chip authentication with ECDH
· ISO7816_E_06: Terminal Authentication with ECDSA-SHA224
· ISO7816_E_08: Verify certificates with wrong CAR in EF.CVCA
· ISO7816_E_11: External authenticate with wrong document
· ISO7816_E_18: Verify certificates with wrong signature in IS
· LDS_B_25: Incomplete birth date (missing day)
· LDS_D_12: BHT, incorrect biometric subtype
· LDS_F_04: SecurityInfos, illegal chip authentication OID
· LDS_H_37: SignerInfo, incorrect Signature
A final report from phase 1 will also be distributed to the JRC for comment and the test cases will also go through an internal ETSI quality check using the TTCN tools within the Secretariat. This final report is an important pre-requisite for the work of the proposed phase 2. 

Phase 2 starting in January 2010, consists of the production of the complete test system prototype.
In order that the phase1 test cases may be executed in a real environment, the prototype needs to be developed including adaptation layers, message encoders and management interface.

The final goal is to develop a representative range of test cases and to validate them against real ePassport reader devices.

The action will result in an ETSI TR (“ePassport Readers Conformance Testing”) giving a framework for the development of a conformance testing specification for e-Identification. It will include sample test cases, test purposes, validation reports and lab procedures for ePassport Readers. It will also result in an ETSI White Paper (“ePassport Readers Interoperability Support; Prototype platform for Conformance Testing). This platform will include adaptation layer, codec and test management for ePassport Readers conformance testing. The Abstract Test Suite will be provided in machine processable TTCN-3 format.

3.1 Test Architecture

Figure below describes the Test Architecture for a Single Test Component for ePassport Reader Testing. 
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Abbreviations:

· ATS
Abstract Test Suite

· ATM
Abstract test Method

· PIXIT
Protocol Implementation Extra Information for Testing
· TRI
TTCN-3 Runtime Interface

· TC
Test Case

· TP
Test Purposes

· TTCN-3
Testing and Test Control Notation version 3

PIXIT: Provides means to change values of variables during run time. Used to configure the ATS.

Test Management: Test execution, Result Analysis and Logging.
TTCN-3 Test Component: Simulates ePassport behaviour; sends and receives APDU and analyses the received APDUs for conformance.
Implements in TTCN-3 control of the Upper Tester Application. Upper Tester Application is used to

· Trigger the test procedure. In case of unavailability of such an interface, the human tester is prompted with screen messages;

· Read the Failure Interface. This information is used to determine the Test Verdict.
Codec: Encoding outgoing messages and decoding incoming messages. It converts abstract data structures which represent the information exchanged at test system interfaces and used to specify tests into binary encoded messages that are actually exchanged between the test system and the SUT.
TRI: Communication between TTCN-3 and the Lower Tester. Communication goes via the Codec. Different Codecs can be activated at the same time.
Proprietary Transport: Communication between the Upper Tester Control of the TTCN-3 Test System and the Upper Tester Application in the SUT.
ISO14443 Card Emulator and Test Data Page: Hardware for Over the Air communication controlled by Test Adapter.
CFG Sets: Data Files containing MRTD settings

4 Market impact
The overall market impact of interoperability in ePassports and readers is huge and critical.

This proposed action will help to provide a good market impact by its results but also within the technical communities by directly involving key working groups at ETSI and within other important bodies (as given below).

The most important technical body involved in this area is JRC

EC Joint Research Centre (JRC)

The project will involve the EC Joint Research Centre as the main partner of ETSI. Even though, at the time of this proposal, there is no official signed agreement (such as a Memorandum of Understanding (MoU)) between ETSI and the JRC, there is a strong link between the two organisations. The commitment to co-operate in future on strategic topics has resulted in this proposal. The JRC will continue to provide their contribution to this work on a voluntary basis and this is indicated in tables 1 to 4 in clause 7 of this technical proposal.
After the EU Council took the decision on the introduction of ePassports and the ICAO set out specifications for Machine Readable Travel Documents (MRTD), the EC Joint Research Centre has been charged of providing technical support & coordination for the interoperability of EU wide ePassports.

The IPSC of the JRC (Institute for the Protection and Security of the Citizen) is responsible for this support. The STA Unit (Safety Technology Assessment) of the IPSC aims in the context of European harmonisation to support EU policies for the security of citizens and society in electronic communications, transactions and interactions.
This unit has been involved in previous Interoperability Test events for ePassport.
The JRC facilities include also an ePassport Test Laboratory. Validation of the output will be carried out in the JRC laboratories (on a voluntary basis) until the test system works correctly. A validation report will be provided on each delivery that is validated via the JRC labs.
And also:
BIG Brussels Interoperability Group

The proposed action will liaise with the Brussels Interoperability Group (BIG). The contact person is the BIG chair, Mr. Bob Carter (UK). 
The BIG was formed in 2006 to resolve the technical issues that arise from the development, implementation and application for EAC including a Certificate Policy. BIG has members from 20 Member States (Ministry of Interior or Security Department, Ministry of Foreign Office, National Standards Body representatives, manufacturers representatives named by countries). It also has sub groups, one for Certificate Policy (governments only) and others on conformity test specifications (German and French members in the main but with relatively few members). BIG has formal liaison with the ICAO, some CEN TBs, National Standards Bodies (e.g. BSI) and ISO (e.g. ISO/SC17 WG3, WG4 and WG8).
However as far as standardisation work could be concerned, ETSI can also involve:

ETSI TC MTS

The project will liaise with TC MTS (Methods for Testing and Specification) which is the ETSI lead technical body. The contact person is the TC MTS Chair, Professor Dieter Hogrefe (Universitaet Goettingen, Institut fuer Informatik).

TC MTS is responsible for the identification and definition of advanced specification and testing methods, which take advantage of innovative techniques to improve efficiency and economics of both the standard description and associated conformance and interoperability testing processes.

Methodologies are established, in cooperation with the relevant Technical Committees, for future use in the development of standards, and of testing specifications including interoperability issues. 

ETSI TC SCP

The project will liaise with TC SCP (Smart Card Platform). The contact person is the TC SCP chair, Mr.  Klaus Vedder (GIESECKE & DEVRIENT GmbH).
The main responsibilities of TC SCP are: 

· the development and maintenance of a multi-application Integrated Circuit (IC) Card platform for mobile telecommunication systems; 

· the development and maintenance of application independent specifications for the IC Card/Terminal Equipment interface of those telecommunication systems under the responsibility of ETSI; 

· the development and maintenance of application independent IC Card specifications for general telecommunication purposes; 

· the development and maintenance of IC Card standards employing advanced security methods for telecommunications applications such as financial transactions over Mobile Telecommunication Networks; 

· the development and maintenance of mobile commerce specifications. 
ETSI TC TISPAN WG7 

The proposed project will liaise with TC TISPAN WG7 (Competence Centre for Security). The contact person is the TC TISPAN WG7 chair, Judith Rossebø (TELENOR ASA).
This working group is in charge of multiple security domains, including enhanced privacy & security of RFID & RFID networks.

ETSI TC AERO

This proposed project will also liaise with the newly created ETSI TC AERO (Aeronautics). The contact person will be the chair of this new ETSI TB who will be elected in September 2009. The proposed project will provide especially to TC AERO’s airport service providers (e.g. FRAPORT and Munich Airport) and the main European Air Navigation Service Providers (e.g. DFS and DSNA) as well as EUROCONTROL.  

Part II - Execution of the work

5 Working method/approach
The work will be done by an ETSI STF (Specialist Task Force) working together with the ETSI CTI (Centre for Testing and Interoperability) and the JRCs STA Unit.

A Steering Group (SG) comprising stakeholders from at least ETSI TC MTS, ETSI TC SCP, ETSI TC AERO and ETSI TC TISPAN WG7 will be formed. The STF will provide monthly reports to the Steering Group. Conference calls will be held when appropriate. Face-to-face meetings will occur in connection with the relevant TC meetings.

The following base standards/RFCs are applicable to this proposed project:

· ISO/IEC 7816-4: Identification cards - Integrated circuit cards: Organization, security and commands for interchange
· Supplement to ICAO Doc 9303 release7
· BSI Technical Guideline TR-03110 1.1 : Advanced Security Mechanisms for Machine Readable Travel Documents – Extended Access Control (EAC)
· BSI TR-03105-5 1.1 : ePassport Conformity Testing - Test plan for ICAO compliant inspection systems with EAC
· EG 202 237: Internet Protocol Testing: Generic Approach to Interoperability Testing

· ES 201 873 Parts 1-6 Version 2 (also published as ITU-T Z.140 series): TTCN-3
· ISO/IEC 9646 parts 1-7 : Information technology -- Open Systems Interconnection
· ISO/IEC 14443: Identification Cards
· ISO/IEC 780125 2nd edition (2005-05-15) : General requirements for the competence of testing and calibration laboratories
Up to 5 experts in the proposed STF will be expected to possess a mixture of the following skills:

· expert knowledge of protocol testing (conformance and/or Interoperability testing);
· expert knowledge of TTCN-3 language, tools, Test Adapter and Codec.;
· good knowledge of software engineering techniques (C++,Java)
· good knowledge of ISO/IEC 7816, ePassport technology and related cryptology domain.;
· good knowledge of EG 202 237.
The experts will be recruited under the normal ETSI procedures.

6 Performance indicators
ETSI will provide information that will act as performance indicators against this activity in the following cases. These performance indicators relate to Phase 2 (as Phase 1 is not part of this proposal).
6.1 Effectiveness

· an evaluation of feedback received from users during validation on the usage of the standardised test notation;

· a summary on missing detail and clarity of arguments identified in the base specifications;

· a summary on non-interoperability reasons resolved during validation
· project progress in relation to the schedule specified in the proposal.

6.2 Stakeholder engagement

An analysis will be given of the effective stakeholder representation in the project and the number of liaison activities performed (especially at the Technical Committee level and with other partners). The Steering Group will receive monthly reports but it is also intended to provide quarterly progress reports to the JRC and other partners who wish to receive it (e.g. BIG or specific subgroups). 

6.3 Dissemination of results

Information will be provided on the effectiveness of activities related to the dissemination of project deliverables and efforts made to raise industry awareness of the activity. Stakeholders will make every effort to contribute to relevant conferences/workshops/test events to disseminate the project results.

It is intended to inform the Brussels Interoperability Group and the JRC on each part of WP 3 (see clause 7.3) for details of the deliverables to be disseminated and to obtain their feedback.

6.4 Impact
Information will be provided on the satisfaction of the stakeholders with the progress and outputs of the project. This will be collected at Steering Group meetings, plenary meetings of TC MTS, TC SCP, TC AERO and TC TISPAN WG7 as well as from the JRC and contributions from the Brussels Interoperability Group.

6.5 Benchmarking/results

The following benchmarks will be applied:

· Number of tests cases produced (15). 

· Number of test cases executed against a System Under Test (SUT) (15). 

· Time/cost saved vs. manual testing. 

· Degree of automation in test production as well as test execution. 

· Conferences, workshops, test events attended (at least 1). 

· Number of TC meetings attended. 

· Releases of prototype test system. 

7 Work plan, milestones and deliverables
This project proposes the following tasks, deliverables and relation to milestones (T = date of signature followed by number of months into the action):

Table 1: List of Tasks, Deliverables and Milestones

	Task
	Task Name
	Deliver
able
	Type
	Milestone
	Responsible

	T1a
	Message encoders (for ePassport)
	D1.1
	Software
	M1 (T+4)
	ETSI

	T1b
	Adaptation layers (for ePassport)
	D1.1
	Software
	M2 (T+8)
	ETSI

	T1c
	Test Management (for ePassport)
	D1.1
	Software
	M3 (T+9)
	ETSI

	T1d
	Validation of the prototype
	
	
	M4 (T+12)
	ETSI/JRC

	T2a
	Sample Test Purposes - Extension
	D2.1
	ETSI TR
	M5 (T+13)
	ETSI

	T2b
	Sample TTCN-3 Test cases - Extension
	
	
	M6 (T+15)
	ETSI

	T2c
	Validation
	
	
	M7 (T+17)
	ETSI/JRC

	T3a
	Dissemination White Paper
	D3.1
	Paper
	M8 (T+18)
	ETSI/JRC

	T3b
	Validation report
	D2.1
	ETSI TR
	M8 (T+18)
	ETSI/JRC

	T3c
	Abstract Test Suite – Sample test cases
	D2.1
	ETSI TR
	M8 (T+18)
	ETSI

	T3d
	Lab procedure for standardized test reporting
	D2.1
	ETSI TR
	M8 (T+18)
	ETSI/JRC


The Deliverable D1.1, work item number DMI/MTS-00127, contains the software deliverables produced in tasks T1a, T1b, T1c.

It includes:

· Message encoders (T1a)

· Adaptation layers (T1b).

· Test Management (T1c).

The Deliverable D2.1, work item number DTR/MTS-00126, is an ETSI Technical report (TR) which contains the deliverables produced in tasks T2a, T3b, T3c and T3d.

It includes:

· A document containing an extended selection of test purposes (T2a)

· A report on the validation of the prototype (T3b).

· The Abstract Test Suite of the sample test cases (T3c).

· A lab procedure for standardized test reporting (T3d).

7.1 WP1 – Test System

The Phase1 of the project has defined some sample test cases written in the standardised test specification language TTCN-3 (Testing and Test Control Notation version 3) [ES 201 873]. 
The purpose of phase2 WP1 is to complete the test system started in Phase 1. In order that these trial tests may be executed in a real environment (i.e., against real equipment) prototype adaptation layers for an ePassport system will be developed (Task T1b), together with the necessary message encoders (Task T1a). Where possible, this will be based on open source software. 
The outcome of this task will be a number of software modules.

Table 2: WP1 Tasks, Activities and Deliverables

	Task
	Activity
	Deliverables
	Responsible

	T1a

Codec
	Codec generation
	Contrib. to D1.1
	ETSI

	
	Codec integration with TTCN-3 test system
	Contrib. to D1.1
	ETSI

	T1b

Test Adapter
	Implementation of TTCN-3 Runtime Interface (TRI)
	Contrib. to D1.1
	ETSI

	
	Implementation of security external functions 
	Contrib. to D1.1
	ETSI/JRC

	
	Integration of ISO1443 card emulator
	Contrib. to D1.1
	ETSI/JRC

	
	Integration of Test data page
	Contrib. to D1.1
	ETSI/JRC

	
	Implementation of Upper Tester (UT) IF to Inspection System
	Contrib. to D1.1
	ETSI/JRC

	T1c

Test Mgmt
	Integration of test operator GUI (test control, verdicts, reports, etc...)
	Contrib. to D1.1
	ETSI

	T1d Validation
	Validation of the prototype
	
	ETSI/JRC


Contribution to D1.1: Task T1a: MRTD codec software. TTCN-3 defines protocol messages in terms of an abstract syntax. In a real test system when sending messages this abstract format needs to be converted to the actual messages (ultimately bit strings). Conversely, when receiving incoming messages as bit strings these need to be converted to the format (data types) understood by TTCN-3. The software package that does this processing is called the CODEC. This is not a voice CODEC as commonly used in GSM for example.  Deliverable D1.1 will comprise the software package (source code as well as a compiled module) that encodes/decodes the protocol messages according to the relevant protocols at the interfaces defined. This software package will include the source code as well. 

NOTE: Codecs convert abstract data structures which represent the information exchanged at test system interfaces and used to specify tests into binary encoded messages that are actually exchanged between the test system and the SUT. ETSI has a long history in working in testing with abstract data structures. Working on a more abstract level in test specification allow test engineers to understand information exchanged and target the message information which needs to be assessed to make test verdicts. 
Contribution to D1.1: Task T1b: ePassport adaptation layers software. In order to execute the case study adaptation layers interfacing the TTCN-3 test drivers (system) to the underlying System Under Test (SUT) needs to be implemented. The actual implementation case study will be MRTD. The software package (source code and executable module) will include the necessary adaptation layers for MRTD.
Contribution to D1.1: Task T1c: ePassport Test Management software, used to control SUT, to drive tests and to get test verdict/result/report.

Task T1d: Validation of the prototype test platform (Codec, Test Adapter, Test Management and TTCN-3 Test Cases from Phase 1).

7.2 WP2 – Test Extension to broaden the scope for validation
Once the test system has been validated with sample test cases, the new step of the project is to perform an extension of the test number, by producing a wider range of test cases for efficient coverage of the test specification document BSI TR-03105-5. The extended test suite will then be validated in the JRC’s lab facilities.

Finally, the tests will be made available for use in a potential event.

Table 3: WP2 Tasks, Activities and Deliverables

	Task
	Activity
	Deliverable
	Responsible

	T2a Test Purposes
	Extension of Test Coverage: Test Purposes (TPs) based on BSI TR-03105-5.
	Contrib to D2.1
	ETSI

	T2b 

TTCN-3 Test cases
	Development of TTCN-3 Test Cases (TCs) based on T2a
	
	ETSI

	T2c Validation
	Validation
	
	ETSI/JRC


Contribution to D2.1: Task T2a Test Purposes of Phase 2 extended selection of test cases, will be included in the D2.1 ETSI Technical Report (TR).
Task T2b: TTCN-3 Test Cases based on an extended selection performed in task T2a.

Task T2c: Validation of the complete prototype test platform in JRC’s lab facilities.

7.3  WP3 - Dissemination

Disseminating the results and educating the standardisation and implementer communities on the methodology and approach taken by ETSI is a key part of this proposed project. Work Package 3 will develop a complete set of dissemination based on ETSI's knowledge and experience of best working practices. 

Table 4: WP3 Tasks, Activities and Deliverables

	Task
	Activity
	Deliverable
	Responsible

	T3a White Papers
	
	D3.1
	ETSI/JRC

	T3b Validation report
	
	Contribution to D2.1
	ETSI/JRC

	T3c ATS Document
	
	Contribution to D2.1
	ETSI

	T3d Lab procedure for standardized test reporting
	
	Contribution to D2.1
	ETSI/JRC


Deliverable D3.1:  An ETSI White Paper on experiences of using TTCN-3 for ePassport Reader Testing summarising the methodology of T2b .
Contribution to D2.1: Task T3b Validation report. It will be included in the D2.1 ETSI Technical Report, summarising the validation activity. The benefit for this project is that we will i) be able to try out the tool in a realistic environment against real ePassport reader systems and ii) get feedback on the practicality/efficiency of the test methodology and prototype software.
Contribution to D2.1: Task 3c Abstract Test Suite (ATS). It will be included in the D2.1 ETSI Technical Report. It contains Test method, Test Architecture, TTCN-3 source code and TTCN-3 code documentation.
Contribution to D2.1: Task T3d is a Lab procedure for standardized test reporting following ISO/IEC 9646 and the ISO/IEC 17025 requirement for test labs. It will be included in the D2.1 ETSI Technical Report
7.4 Workflow and Milestones

The following table summarises the main WP time flow and milestones. It assumes an 18 month duration (excluding the time required to create the STF and recruit/select the experts). The milestone due dates are the number of months elapsed following the start of project).

	Final Milestone
	 
	TC approved
	
	

	Intermediate Milestone
	 
	 Drafts
	
	

	1
	2
	3
	4
	5
	6
	7
	8
	9
	10
	11
	12
	13
	14
	15
	16
	17
	18
	19
	20

	 
	 
	 
	M1
	 
	 
	
	M2
	 M3
	IR
	
	M4
	 M5
	
	M6
	
	 M7
	M8
	
	FR


M8 is the integrated software package, the ePassport Reader approved deliverables and the completed White Paper. The final milestone will be the provision of the Final Report to the EC/EFTA with the published ETSI deliverables.

The deliverables to the EC/EFTA comprise an Interim Report (10 months after the signature of the grant agreement) and a Final Report (20 months after the signature of the grant agreement). The Interim Report will give details of the activity performed to that date plus the latest draft versions of the deliverables). The Final Report will provide an overall report on the activities performed along with the results of the published versions of the ETSI deliverables (ETSI TR and ETSI White Paper) and a report on the performance indicators outlined in clause 6 of this proposal. 

Part III:
Financial part

8 Resources Required

8.1 Total Action Costs
The total action costs estimated for this action amounts to 239 000 €
The total eligible costs will cover 134 000 € (56% of the total action costs) from the EC/EFTA where 129 000 € will be made up of 215 man-days of expert resource plus 5 000 € for travels.

A further 20 man-days (12 000 €) will be provided by the experts of the ETSI Centre for Testing and Interoperability (CTI) (5% of the total action cost).
There will also be an in-kind contribution amounting to 93 000 € (the equivalent of 155 man-days and around 39% of the total action costs). There is no financial participation by the JRC and there will be no payment made to the JRC under this proposal.   
The following table summarises the overall total project costs:

	EC - ETSI Contributions

	 
	Person-days
	Rate (€/day)
	Total €
	%

	EC
	215
	600
	129 000
	 

	Travel
	 
	 
	5 000
	 

	Total EC Contribution
	215
	 
	134 000
	55%

	Partner Contribution (ETSI CTI)
	20
	600
	12 000
	 

	Voluntary expert contribution
	20
	600
	12 000
	 

	Contributions in-kind
	135
	600
	81 000
	 

	Total ETSI Contribution
	175
	 
	105 000
	45%

	 
	 
	 
	 
	 

	TOTAL
	390
	 
	239 000
	100%


8.2 Expert Manpower

Total cost for manpower resources: 215 working days at 600 € per day:  € 129 000. 

Number of experts required: up to 5 experts for a total of 215 man-days.
8.3 Travel Costs

Total estimated cost for travelling: 5 000 €
European and intercontinental travels are anticipated. These are for attending Technical Body (TB) meetings, project meetings and test events.

	Travel Costs

	#
	Description
	€

	1
	TB and project meetings
	1500

	2
	Attend ePassport Workshop or conference, test event(s): 
	1500

	3
	Validation activity in JRC
	2000

	 
	TOTAL
	5000


8.4 Equipment necessary to implement the action

N/A.

8.5 Cost of consumables and supplies necessary to implement the action

N/A.

8.6 Other costs and services necessary to implement the action

20 man-days (12 000 EUR) will be provided by the experts of the ETSI Centre for Testing and Interoperability (CTI). It should be noted that this contribution from ETSI is not covered by the ETSI operating Grant as these experts, although staff members, are specifically excluded from the financial element covered in the Operating Grant. This ETSI contribution in real costs is equivalent to 5% of the total action cost.
8.7 Subcontracting to external organizations

None.

8.8 Contribution in kind

The in-kind contribution is indicated in the relevant estimated financial budget and will follow the provisions of Article II.15.5 of the Framework Partnership Agreement between ETSI and the European Commission signed on 04 February 2009. An in-kind contribution amounting to 81 000 € (the equivalent of 135 man-days) will be provided as an element of the co-financing of this action. These 135 man-days will be justified by signed attendance sheets by participants in the planned activity. Signatures at TB and reference body meetings will be valued at three times the one day signed for. Signatures from other standards body meetings, workshops, consultations, test events, etc, will be solely for the eligible day or half-day. 
A further 20 man-days (12 000 €) of this in-kind contribution total will be provided by ETSI member companies as STF expert contributions (as measured by the ETSI TAM application).  
The total cost of funding via in kind contribution is 93 000 € (39% of the total action cost).
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