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Terms of Reference for Specialist Task Force STF 373 
(TB ITS / WG 5) on "ITS Security development – 5GHz"
Document status
	ToR Approval status
	Approved by ITS WG5 [WG5-05d010r1]
Approved by TC ITS [ITS03d026]

Approved by Board#69

	Work Items approved
	Phase 1: DTS/ITS-0050001, Phase 2: DTS/ITS-0050005
Note: DTS/ITS‑0050005 and DTS/ITS-0050006 have been merged

	Supporting Members
	Cadzow Communications Consulting Ltd.,  FOKUS- Fraunhofer Institute for Open Communication Systems, Renault SAS, Daimler AG, Siemens AG, Volkswagen Audi Group, PQM Consultants


1 Reasons for proposing the Specialist Task Force (STF)
1.1 Overview of the proposal
1.1.1 Purpose of the work
Intelligent Transport Systems are a key area of international standardisation that require to be designed to give reasonable degrees of assurance to the protection of user and vehicle data for a wide range of communication topologies and vehicle environments. The resource costs of identified security functions should be commensurate to the evaluated risks (based on the outcomes of security risk analysis performed). The purpose of the activity outlined in this proposal is to provide the security framework for the 5 GHz media. 
The STF shall be responsible for assisting TC ITS WG5 in fulfilling its terms of reference for the application of ITS technology using 5GHz radio capabilities and  their associated networks for both vehicle to vehicle and vehicle to infrastructure scenarios and, in particular of:

· Conducting studies leading to deliverables on Security; 

· Assuring ITS solutions conform to regulatory requirements for privacy, data protection, lawful interception and data retention;

· Management and co-ordination of the development of security specifications for ITS communication and data; 

· Investigation of security services and mechanisms required for providing ITS services over the Internet where the radio technology is the 5GHz ITS capability; 

· Development of security analyses of candidate protocols and network elements to be used within the ITS framework to implement capabilities e.g., EMTEL aspects, IPv6 migration, keying strategies and methods; 

· Tracking ongoing worldwide security activities of interest to ITS (notably in ISO TC204, IEEE, ISO JTC1 SC27/ISMS, ETSI SCP on SIM cards …)
In addition the STF shall undertake activities in support of the use of the 5GHz radio capabilities for ITS supporting the achievement of ITS WG5 in fulfilling the following aspects of the ToR of ITS WG5, i.e.:

· Accommodate, as far as is practicable, any regional regulatory requirements in security objectives. This includes regional regulatory requirements that are related to the processing of personal data and privacy.

· Ensure that a threat analysis for ITS is conducted for the use of 5GHz radio technologies.

· Detail the security requirements of ITS applications based on the study and specification of an identified BSA (Basic Set of Applications) and further on specified ESA (Enhanced Set of Applications).

· Detail the security requirements for ITS to include those required for standardisation of the use of 5GHz technologies in the context of user access to services, billing and accounting, operations and maintenance, and fraud control.

· Detail the security requirements for the physical elements of ITS deployments to include, but not necessarily be limited to, security requirements for the access network, the core network and its interfaces to legacy networks and terminals.

· Define a security architecture for ITS which will satisfy the security requirements and align with the ITS system architecture.

· Produce specifications for:

· all the elements in the security architecture.
· operations and management of the security elements.
· any cryptographic algorithms needed for the security elements.
· interfaces and mechanisms on which other ITS WGs can develop their specific work to achieve basic compatibility and system interoperability.

NOTE: Existing security capabilities may exist (e.g. from IEEE 1609.2) that should be accessible to the overall ITS system and catered for in the output of the STF.

· Ensure the availability of any cryptographic algorithms which need to be part of the common specifications (via SAGE for example).

· Define how the specifications for the security elements are to be integrated into the access network, core network, terminal, O&M and other relevant specifications produced for ITS, and to assist with that integration.

· Detail the requirements for lawful interception in ITS, and produce all specifications needed to meet those requirements. This work shall be performed in conjunction with TC LI to ensure handover capabilities exist sufficient to support the intercepted material.

· Produce a time and milestones plan for the introduction of the various elements of the security architecture which is in line with the development of other relevant elements of ITS.

· Produce guidelines on the use of the ITS security elements, including any requirements for operator specific algorithms.

· Produce guidelines on the limitations of ITS security, and of the implications of not activating the security elements that are provided.
· Develop security test suites and validation methods to ensure ITS services provision and interoperability. 
1.1.2 Relation with the ETSI Strategic Objectives

ETSI's strategic objectives cover the following key standardisation areas all of which are addressed to some extent by ITS (although ITS is not explicitly identified the role of ETSI as each of a GSP, ESO and SPO requires that it endorses its place in the global development of ITS standards):
· Machine-to-Machine (M2M) Communication

· Radio Spectrum

· ITS is enabling standardisation at a number of areas of the spectrum, with a focus on 5GHz and 60GHz bands for both vehicle-to-vehicle and vehicle to infrastructure communication.
· “The Internet of Things” (including RFID)

· RFID is widely used in ITS for a number of applications relating to transport movement and road pricing.
· Service level Interconnection of IP-based Services

· Service Oriented Architecture (SOA)

· Core Network Harmonization
1.1.3 Market impact, benefits to be gained

ITS, and the successful standardisation of it, will be a benefit to EU and global industry and to society in the widest sense. ITS will enable greater control and information for and from public transport, for the global logistics and transport industries, and for the wider public involved in driving, cycling or walking by offering a cohesive integration of transport information with transport facilities (roads, vehicles).
It is expected, that some core applications of ITS, in particular safety related functionality in the 5 GHz band cannot successfully be introduced without appropriate security precautions, e.g., against manipulation, terrorist activities, as well as privacy infringement.
1.1.4 Interest of ETSI Members and other stakeholders
For the introduction of ITS, the security requirements and the corresponding framework must be specified. This is relevant for all stakeholders in ITS that include the following organisations (ETSI members) and classes OEMs (Renault, Daimler), suppliers (Renesas, Hitachi, NEC, Denso, Siemens…), governments (e.g. Departments of Transport) in addition to the current supporters of the work items. 
1.1.5 Relation with other activities within ETSI and/or related organizations

The following activities and standardisation groups within ETSI will be directly or indirectly impacted by the effort of WG5 and the STF: TISPAN; SCP; 3GPP; MTS; OCG Sec.

In addition activities in ISO TC 204, IEEE 1609.2, the Car-to-Car Communication Consortium, and the following EU and ITS projects SEVECOM, EVITA, PRE-DRIVE_C2X. will be directly or indirectly impacted by the effort of WG5 and the STF.
1.1.6 Priority within the TB

Very high.
1.1.7 Motivation why the work cannot be performed within the TB
The TB is resource limited in the technical development of ITS security – there is sufficient resource available to allow review of input and to direct the future development but not to develop the security documents in the required timescale. 

1.1.8 Active support from ETSI Members

The work programme is fully supported across the ETSI membership and the following members of ITS WG5 offer their explicit support:

· Cadzow Communications Consulting Ltd.

· FOKUS- Fraunhofer Institute for Open Communication Systems
· Renault SAS

· Daimler AG

· Siemens AG
· Volkswagen Audi Group

· PQM Consultants

1.2 Organization of the work
1.2.1 Identification of tasks, phases, priorities, technical risk

The tasks and their outcome of this STF are identified by the three tasks depicted in Table 1. Their outcomes are contributions to be included in the indicated Work Item documents. The tasks also demark three distinctive phases of the STF concluding with the mentioned ETSI deliverables. 

Table 1: Tasks of this STF and their outcome

	
	No.
	Description
	Outcome

	Phase 1
	T1
	ITS Security System Objectives and Requirements (including test/validation plan)
	Contribution to WI DTS-05006

	
	T2
	Threat, Vulnerability and Risk Analysis for ITS
	Contribution to WI DTS-05005

	Phase 2
	T3
	Security System Specification – Message Formats 
	Contribution to WI DTS-05001

	
	T4
	 Security System Specification – Key and Certificate  Management
	

	
	T5
	Security System Specification – Privacy Protection
	

	
	T6
	Test plan for stage 3 implementation
	


Size, duration, priority, and technical risk involved is outlined in Table 2 for each task: 

Table 2: Tasks and their size, duration, priority, and technical risk

	
	No.
	Size
	Duration
	Priority
	Technical Risk

	Phase 1
	T1
	80 WD
	3 Month
	High
	High – false requirements lead to false specifications. 

	
	T2
	40 WD 
	3 Month
	High
	Medium to High. Risk analysis leads to new requirements

	Phase 2
	T3
	40 WD
	2 Months
	High 
	Low 

	
	T4
	40 WD
	2 Months
	High
	High – missing business cases for operating the infrastructure

	
	T5
	30 WD
	2 Months
	High
	High – missing privacy will cause acceptance problems

	
	T6
	20 WD
	1 Month
	Medium
	Low – the methods recommended by ETSI Making Better Standards when adopted cover this task.


1.2.2 Outcome of the STF

The STF shall contribute to the development of input to the ITS WG5 work programme as highlighted in the TC ITS WG5 document structure below and in the direction agreed for ITS WG5 security document development.

The ITS security document set is a structured grouping of objectives (stage 1), functional requirements (stage 2) and detail requirements (stage 3), in response to detailed risk analysis. 
The structure has also been adopted by ISO TC204 SG16.7 and where necessary shall be shared with them to ensure ETSI and ISO cohesion in ITS.
TS 101 xyz-1:
Framework 

TS 101 xyz-2:
Threat, vulnerability and risk analysis (TVRA) (DTS/ITS-0050006)
TS 101 xyz-2-1:
Vehicle to vehicle scenarios

TS 101 xyz-2-2:
Vehicle to roadside infrastructure (network) scenarios

TS 101 xyz-2-3:
Vehicle to roadside standalone unit scenarios

TS 101 xyz-2-4:
ITS integration with Internet communication scenarios

TS 101 xyz-3:
Objectives and functional requirements (stage 2) (DTS/ITS-0050005)
TS 101 xyz-4:
Use of RFID systems (stage 3)
TS 101 xyz-4-1:
Passive systems (DTS/ITS-0050002)

TS 101 xyz-4-2:
Active systems (DTS/ITS-0050003)

TS 101 xyz-4-3:
Battery assisted systems (DTS/ITS-0050004)
TS 101 xyz-5:
Use of Public Land Mobile Network (PLMN) capabilities (stage 3)

TS 101 xyz-6:
Use of 5GHz capabilities (stage 3) (DTS/ITS-0050001)
STF will review and document the scenarios marked in yellow and contribute to DTS/ITS-0050006 and DTS/ITS-0050005.  Scenarios will be made available by WG5 along the duration of the STF work.


2 Consequences if not agreed:
Failure to provide interoperable and regulatory compliant ITS systems. The deployment of ITS systems on an international market for vehicles (motor driven and human powered), as well as for pedestrian traffic, and including the regulatory needs for safe and efficient traffic control, not forgetting the preservation of driver privacy, will all be badly affected by failure to address these issues through standardisation. However more pressing is the concern that having declared an intention to address the regional aspects of ITS through ETSI the momentum that has been built up will be lost.
3 Detailed description:
3.1 Subject title:
ITS Security development for 5GHz ITS deployments

3.2 Reference Technical Body:
TC ITS, WG5 (Security).

3.3 Other interested TBs (if any):
SAGE, OCG-SEC, TISPAN WG7
3.4 Steering Committee
The TB will select a Steering Committee consisting of the work item rapporteurs and the WG5 chairman.

3.5 Target date for the start of work:
The STF will start on 16 February 2009.
3.6 Duration and target date for the conclusion of the work (TB approval):
The target for completion of the work is Q4-2009 with initial results in the form of the TVRA analysis and functional capability model expected by the end of Q2-2009.

3.7 Resources required

Total resources required from the ETSI budget: 156 000 EUR.

This may be allocated in 2 phases, where phase 1 of 120 days (72 000 EUR) supports tasks 1 and 2, and phase 2 of 130 days (78 000 EUR) supports tasks 3, 4, 5 and 6. Phase 2 start is dependent on successful completion of phase 1. Travel may be proportional with 3 000 EUR allocated in Phase 1 and 3 000 EUR in Phase 2.
NOTE: This amount is to support the 1st phase of ITS Roadmap (Basic Set of Applications). Target specs is 04/2009, demo planned at ITS WWC on 09/2009. Further extensions of ITS applications are planned at a later horizon.

3.7.1 Experts manpower
Total manpower resources required: 250 working days (150,000 EUR)

Additional non-remunerated resources required: 100 working days, to be provided by the ITS WG5 members, and the STF members by voluntary contribution to the review of the STF outcome in the Steering Committee and TG/TB plenary meetings..
3.7.2 Travel cost:
Total travel cost 6 000 EUR, to attend the following meetings: 

· Reference TB/WG, Steering Group meetings (4 travels):
4000
EUR

· Other meetings (2 travels for coordination with ISO and ITU-T):
2000
EUR

3.8 Experts qualification required, mix of skills
The following experts are required to perform the work.  The actual number of experts and mix of skills may depend on the actual applications received and will be decided when setting up the STF.

· Number of experts required: 2 (at least)
· Relevant expertise required: Protocol specification, system security, expertise in vehicular communication.

· Period over which the experts are required and duration of the secondment: part time 75%.
3.9 Scope of Terms of Reference:
The scope of this STF is the completion of the deliverables for WI on 5GHz security as identified in the main part of this document. 

3.10 Organization of the work in tasks and/or phases:
As identified in section 1 above the tasks and outcome of this STF comprise the three major tasks depicted in Table 1 (repeated below).

Table 3: Tasks of this STF and their outcome

	
	No.
	Description
	Outcome

	Phase 1
	T1
	ITS Security System Objectives and Requirements (including test/validation plan)
	Contribution to WI DTS-05006

	
	T2
	Threat, Vulnerability and Risk Analysis for ITS
	Contribution to WI DTS-05005

	Phase 2
	T3
	Security System Specification – Message Formats 
	Contribution to WI DTS-05001

	
	T4
	 Security System Specification – Key and Certificate  Management
	

	
	T5
	Security System Specification – Privacy Protection
	

	
	T6
	Test plan for stage 3 implementation
	


Size, duration, priority, and technical risk involved is outlined in Table 2 for each task: 

Table 4: Tasks and their size, duration, priority, and technical risk

	
	No.
	Size
	Duration
	Priority
	Technical Risk

	Phase 1
	T1
	80 WD
	3 Month
	High
	High – false requirements lead to false specifications. 

	
	T2
	40 WD 
	3 Month
	High
	Medium to High. Risk analysis leads to new requirements

	Phase 2
	T3
	40 WD
	2 Months
	High 
	Low 

	
	T4
	40 WD
	2 Months
	High
	High – missing business cases for operating the infrastructure

	
	T5
	30 WD
	2 Months
	High
	High – missing privacy will cause acceptance problems

	
	T6
	20 WD
	1 Month
	Medium
	Low – the methods recommended by ETSI Making Better Standards when adopted cover this task.


3.11 Related activity in other bodies and co-ordination of schedules:
Coordination with activities in IEEE 1609.2 and ISO TC204.16.7.
3.12 Base documents and their availability
The STF work will be based upon the following documents:

	Work Item
	Title
	Current

Status
	Date TB
approval

	DTS/ITS-0010002-1
	Vehicular Communications; Basic Set of Applications; Part 1: Functional Requirements
	WG1 draft
	28-Feb-2009

	DTS/ITS-0010002-4
	Vehicular Communications; Basic Set of Applications; Part 4: Operational Requirements
	WG1 draft
	24-Apr-2009

	DTR/ITS-0020012
	Vehicular Communications Architecture
	WG2 draft
	30-Jul-2009


In addition the STF should review and analyse the application of IEEE 1609.2 (WAVE Security) to the ITS security framework and align its use if it meets the requirements arising from tasks 1 and 2.
3.13 Work Items from the ETSI Work Programme (EWP) for which the STF is required:
The STF will produce the following deliverables, for TB approval:

· DTS/ITS-0050001
Secure and Privacy-Preserving Vehicular Communication
· DTS/ITS-0050005
Threat Vulnerability and Risk Analysis (TVRA), objectives and functional requirements (stage 2)
3.14 Planned output schedule:
The STF will produce the deliverables according to the following time scale (from WPM and WI sheets):

Work Item(s): DTS/ITS-05001
	Progress milestones:

ToC and Scope:

Stable Draft:

WG approval:

approval of deliverable by ITS:
	August  09
November 09
December 09



Work Item(s): DTS/ITS-05005 (TVRA) merged with DTS/ITS-05006 (Objectives and requirements)
	Progress milestones:

ToC and Scope:

Stable Draft:

WG approval:

approval of deliverable by ITS:
	January 09
June 09
ITS WG5#9 1 July 2009
ITS#5 12-16 October 2009


In addition, the STF will produce the following reports, to be approved by ITS WG5:

· Progress Report#1
ITS WG5#7
10 March 2009, ETSI
· Progress Report#2
ITS WG5#8
22 April 2009, Mainz
· Final Report Phase 1
ITS WG5#9
  1 July 2009, Heidelberg
· Progress Report#3
ITS WG5#10
tbd

· Progress Report#4
ITS WG5#11
tbd

· Final Report Phase 2 
DTS/ITS-05005, DTS/ITS-05001 
approved by ITS WG5
ITS WG5#11
December 2009

4 Performance indicators
The following performance indicators may be required by the ETSI Board, to support the request for funding of Phase 2 (to be provided by the STF Leader):
Effectiveness: (e.g. number of participants in the project, number of meetings/participants held in relation to this work, number of presentations made on the activity, feedback received)
Stakeholder engagement: stakeholder representation in the project and the number of liaison activities performed (especially at the international level).
Dissemination of results: assessment of the effectiveness of activities related to the dissemination of project deliverables and efforts made to raise industry awareness of the activity (including e.g. hits made on the project web pages and downloads of drafts for comment).
Impact: satisfaction of the stakeholders with the progress and outputs of the project, in the occasion of Steering Group meetings, plenary meetings, workshop.

Timeliness: project progress in relation to the work plan schedule, acceptance of the deliverables by the TB (approval of Progress Reports, interim and final deliverables at the planned dates)
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