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Terms of Reference for Specialist Task Force STF 356 
(OCG Security / MTS) on “Guide to the use of methods in development of ETSI security standards”

Document status
	Current status of these ToR
	Approved by Board#64 and OCG/Security (AbC 5 October 2007).

	Work Items to be approved
	WIs hosted by TC MTS (OCG-SEC cannot raise work items)

Approved by correspondence.


1 Reasons for proposing the Specialist Task Force (STF)
The security standards development methods in ETSI are extensive but tend to be TB specific. In some TBs relatively formal approaches to design and development are taken. However the guidelines proposed by the OCG-IOP group recommend a much more formal approach to standards development. In order to assess how the security work of ETSI matches up to this and to give an overview of the primary methods documents in ETSI by means of pointers and summary analysis. The end result should appear in two forms:

· an ETSI Guide;

· a contribution to the ETSI Web-site (both http://www.etsi.org and http://portal.etsi.org/mbs/)

The benefit to the ETSI community, and prospective members of that community, is to reinforce the very high calibre work done over a number of years in ETSI and to reinvigorate the development of consistent methods based security standards. The goal is to ensure that when a "design for assurance" approach to security standardisation becomes common that ETSI methods will be used in the forefront of the approach.

1.1 Overview of the proposal
1.1.1 Purpose of the work

To provide an ETSI Guide and update to the ETSI Website and to the ETSI Making Better Standards web pages giving a guide to the availability and use of security methods documents from ETSI. In addition the STF should identify those documents that are primarily generic that could become wholly generic guidance with some editing (technical as well as purely editorial). In many cases there is unnecessary duplication of material across TBs as there is no generic guidance to reference. The STF will identify where duplicate material exists such that future work can be done to rationalise the duplication and give a concise and complete set of security standard development guidance documents.

1.1.2 Relation with the ETSI Strategic Objectives

The STF is in line with the objectives of the OCG IOP group and the MTS report TR 102 743 for enhancements to the ETSI approach to developing standards.

1.1.3 Market impact, benefits to be gained

To a casual observer ETSI security work is vertically constrained within Technical Committees. In fact many committees, TISPAN being the most obvious example, have prepared not only security requirements documents (i.e. the protocols and algorithms to ensure the security of the vertical standards from the TC) but have also prepared significant amounts of material that is of wider interest. The value to the wider ETSI membership of such material requires it to be promoted at a higher level.

1.1.4 Interest of ETSI Members and other stakeholders
All users of standards claiming to provide security analysis or security solutions will benefit from a simple guide and set of recommendations to the best approach to follow for security standardisation that already exists in ETSI. This will enable ETSI to position itself for greater involvement in the ICT security area where "Design for Assurance" will be promoted.

1.1.5 Relation with other activities within ETSI and/or related organizations

This STF will prepare a guide to those existing standards from ETSI defining methods for security development and as such will cooperate with the work of existing ETSI committees.

Support from TISPAN WG7 may be required as they are the source of many of the methods documents to be catalogued and referred.

Liaison with North American standardization organizations should also be pursued.

1.1.6 Priority within the TB

High for both OCG/SEC and MTS
1.1.7 Motivation why the work cannot be performed within the TB

The research, analysis and document development required for this task is not readily available to the TB.

1.1.8 Active support from ETSI Members
ETSI has some very high quality standards and guidance for security development that is often difficult to use as they are enmeshed in particular technologies. The wider security community and general standards committee is very interested in finding a good guide to how to develop security standards.

1.2 Organization of the work
1.2.1 Identification of tasks, phases, priorities, technical risk

Identification of documents in ETSI that advise on security development, to catalogue these against the steps recommended in "Making Better Standards" and in TR 102 743 with preparation of why and how each document fits to these methods.

From the analysis, preparation of an ETSI Guide to the use of methods in development of ETSI security standards in both EG (paper) format and in web-ready text (as either Active Server Pages or as simple HTML).

The priority is to develop the EG although no significant risk has been identified in achieving both tasks within the budget requested.  However, liaison with the North American standards organizations may require additional effort.
1.2.2 Outcome of the STF

The end result will appear in two forms:

· An ETSI Guide;

· A contribution to the ETSI Web-site (both http://www.etsi.org and http://portal.etsi.org/mbs/)

2 Consequences if not agreed:
ETSI's contribution to the "design for assurance" approach to standards, where that approach is based on a consistent method of development, may be fragmented. Without clear guidance to how to define standards for security the momentum developed in TISPAN for the "design for assurance" approach may not be extended to other TBs. This will have a knock-on effect for the successful implementation of the OCG-IOP guidance.

3 Detailed description:
3.1 Subject title:
Guide to the use of methods in development of ETSI security standards

3.2 Reference Technical Body:
MTS / OCG Security

3.3 Other interested TBs:
· ETSI MTS

· ETSI TISPAN WG7

· ETSI TETRA WG6

· ETSI ESI

· ETSI LI

· 3GPP SA3

· ISO SC27

· ITU-T SG17
· ANSI-TIA

· IETF (tbd)

· IEEE

3.4 Steering Committee
A steering committee consisting of the OCG Security chair and experts from OCG Security and the relevant TBs involved in security standardisation will be created. The steering committee will be primarily "virtual" (i.e. no face-to-face meetings) but will guide the STF through online participation (consistent with the working methods of OCG Security).

3.5 Support from ETSI Members 
Support from ETSI members is indicated in the support of the work items attached to this STF.

3.6 Target date for the start of work:
July 2008
3.7 Duration and target date for the conclusion of the work (TB approval):

Draft for final approval December 2008 and presentation to ETSI Security Workshop 12-13 January 2009.
The STF may have to be reconvened to consider comments from Members Vote (expected to finish end-March 2009).
3.8 Resources required

Total resources required from the ETSI budget: 38 500 EUR, including 6 000 EUR to extend the scope to cover liaison with the North American standards organizations.

3.8.1 Experts manpower
Total manpower resources required: 60 working days (36 000 EUR), including an extension of 10 working days to cover liaison with the North American standards.
3.8.2 Travel cost:
Total travel cost 2 500 EUR, as contingency to attend relevant meetings in pursuit of the work. 

3.9 Experts qualification required, mix of skills
The following experts are required to perform the work.  The actual number of experts and mix of skills may depend on the actual applications received and will be decided when setting up the STF.

· Number of experts required: 2 or 3
· Relevant expertise required: knowledge (by practical application) of security design methods; Knowledge (ideally by involvement in development) of a wide range of ETSI security deliverables. Understanding of software and system development methods (e.g. UML, SDL, Mascot).

· Period over which the experts are required and duration of the secondment: For sessions of 2-3 weeks over the life of the project leading to Members Vote submission with a session retained to resolve any Members Vote comments.

· Knowledge of international standards, in Europe and North America.

3.10 Scope of Terms of Reference:
To provide a Technical Report giving a guide to the availability and use of security methods documents from ETSI. In addition the STF should identify those documents that are primarily generic that could become wholly generic guidance with some editing (technical as well as purely editorial). In many cases there is unnecessary duplication of material across TBs as there is no generic guidance to reference. The STF will identify where duplicate material exists such that future work can be done to rationalise the duplication and give a concise and complete set of security standard development guidance documents.

3.11 Organization of the work in tasks and/or phases:
The work should be considered as a single task.

3.12 Related activity in other bodies and co-ordination of schedules:
N/A.

3.13 Base documents and their availability
The STF shall provide a guide to existing (and in development) ETSI publications:
· ETR 332 Security Techniques Advisory Group (STAG); Security requirements capture

· TS 102 165-1 Method and proforma for Threat, Risk, Vulnerability Analysis
· TR 187 011 Application of ISO-15408-2 requirements to ETSI standards - guide, method and application with examples
· White Paper OCG/SEC

· EG 202 387 Method for application of Common Criteria to ETSI deliverables
· ES 202 382 Method and proforma for defining Protection Profiles
· ES 202 383 Method and proforma for defining Security Targets
· ISO 15 408
· ETSI Portal - Making Better Standards http://portal.etsi.org/mbs/ 

· Tools and formal languages, to be identified.

In addition, the STF should take into account the North American security standards, e.g. in IEEE, ANSI, IETF, TIA.  The identification of the relevant base standards from these organizations is part of the STF work.

3.14 Work Items from the ETSI Work Programme (EWP) for which the STF is required:
The STF will produce the following deliverables, for TB approval:

· DEG/MTS-00109
Guide to the use of methods in development of ETSI security standards

· MI/MTS-00110
Guide to the use of methods in development of ETSI security standards (web-format)

3.15 Planned output schedule:
The STF will produce the deliverables according to the following time scale:

· Work Item(s): DEG/MTS-00109
Start of the work 
July 2008

ToC and scope 
August 2008

First draft for SG review
7-8 September 2008

Final draft for MTS and OCG/SEC approval
end December 2008

MTS and OCG/SEC approval by correspondence
end January 2009
Members Vote (end)
end March 2009
Publication
April 2009
· Work Item(s): MI/MTS-00110
Start of the work 
July 2008

ToC and scope 
August 2008

First draft for SG review
7-8 September 2008

Final draft for MTS and OCG/SEC approval
end December 2008

MTS and OCG/SEC approval by correspondence
end January 2009

Implementation
end January 2009
In addition, the STF will produce the following reports:

Progress Report#1 to MTS#47
beginning October
Progress Report#2 (final draft)
end December 2008

Final Report (after Security Workshop)
13-14 January 2009
4 Performance indicators

Effectiveness, dissemination, impact: (e.g. number of stakeholders involved in the project, number of meetings/participants held in relation to this work, number of presentations made on the activity, feedback received).  In particular, it is important to get the interest and active participation of the TBs that will use the standard.  Liaison with North American standards organizations will also be a measure of the impact of this STF.  The actual achievement will be reported by the STF Leader in the Final Report.
Timeliness: project progress in relation to the work plan schedule, acceptance of the deliverables by the TB (approval of Progress Reports, interim and final deliverables at the planned dates).
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