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Terms of Reference for Specialist Task Force STF 329 (QY) 
(TISPAN WG7) on “Development and Support for use of Common Criteria capabilities in the NGN”

1 Reasons for proposing the Specialist Task Force (STF)

TISPAN has spent some time over the past 3 years in bringing Common Criteria rigour to the standards process but there is still much to be done. The preparation of Protection Profiles as done in STF292 has begun to scratch the surface but work is still required to expand the method and formalisms of security design in a standards environment that will make the resulting security standards much more able to be used in an evaluation environment.

The use of ISO 15408‑2 to concisely and unambiguously declare security requirements is of particular importance as it is only when security requirements are accurately and completely stated can the compliance to those requirements be tested. In particular the forms of assignment and selection in definition of requirements and their place in the standards development and verification process is a missing link.
The STF proposed shall be expected to cover two distinct but complimentary areas:

· To ensure that guidance for use of 15408-2 is available for ETSI developers:

· To assist WG7 specifically, and the TISPAN NGN project in general, in providing rationale for any security decision such that the Common Criteria guidance is engineered into all WG7 and NGN deliverables that may be subject to evaluation at some time.

1.1 Overview of the proposal
1.1.1 Purpose of the work

To define how ISO 15408-2, and its partner part 2 developments in the Common Criteria development groups, should be applied to ETSI standards. In particular this requires classification of all those elements in 15408-2 requiring assignment or selection. An example is given below (identifying only one of the 11 requirements classes covered in ISO 15408‑2):

	ISO 15408‑2 
Shortname
	Definition
	Form of assignment in NGN

	FIA_AFL.1.1 
	The TSF shall detect when [assignment: number] unsuccessful authentication attempts occur related to [assignment: list of authentication events].
	Integer number of allowed failures

	FIA_AFL.1.2 
	When the defined number of unsuccessful authentication attempts has been met or surpassed, the TSF shall [assignment: list of actions].
	Barring further attempts (e.g. barring a SIM after 3 failed PIN entry attempts)

	FIA_ATD.1.1 
	The TSF shall maintain the following list of security attributes belonging to individual users: [assignment: list of security attributes].
	Application dependent

	FIA_SOS.1.1 
	The TSF shall provide a mechanism to verify that secrets meet [assignment: a defined quality metric].
	Not normally done

	FIA_SOS.2.1 
	The TSF shall provide a mechanism to generate secrets that meet [assignment: a defined quality metric].
	Not normally done

	FIA_SOS.2.2 
	The TSF shall be able to enforce the use of TSF generated secrets for [assignment: list of TSF functions].
	Not normally done

	FIA_UAU.1.1 
	The TSF shall allow [assignment: list of TSF mediated actions] on behalf of the user to be performed before the user is authenticated.
	Making emergency calls; Location update processing

	FIA_UAU.1.2 
	The TSF shall require each user to be successfully authenticated before allowing any other TSF-mediated actions on behalf of that user.
	Any actions not restricted by FIA_UAU.1.1 and within the access allowance of the NGN user

	FIA_UAU.2.1 
	The TSF shall require each user to be successfully authenticated before allowing any other TSF-mediated actions on behalf of that user.
	As per FIA_UAU.1.2

	FIA_UAU.3.1 
	The TSF shall [selection: detect, prevent] use of authentication data that has been forged by any user of the TSF.
	Detect and prevent

	FIA_UAU.3.2 
	The TSF shall [selection: detect, prevent] use of authentication data that has been copied from any other user of the TSF.
	Detect and prevent

	FIA_UAU.4.1 
	The TSF shall prevent reuse of authentication data related to [assignment: identified authentication mechanism(s)].
	This has to be applied to specific NGN mechanisms

	FIA_UAU.5.1 
	The TSF shall provide [assignment: list of multiple authentication mechanisms] to support user authentication.
	

	FIA_UAU.5.2 
	The TSF shall authenticate any user’s claimed identity according to the [assignment: rules describing how the multiple authentication mechanisms provide authentication].
	Needs an identity management method

	FIA_UAU.6.1 
	The TSF shall re-authenticate the user under the conditions [assignment: list of conditions under which re-authentication is required].
	Time; Change of location

	FIA_UAU.7.1 
	The TSF shall provide only [assignment: list of feedback] to the user while the authentication is in progress.
	Information messages relating to the authentication

	FIA_UID.1.1 
	The TSF shall allow [assignment: list of TSF-mediated actions] on behalf of the user to be performed before the user is identified.
	Making of emergency calls

	FIA_UID.1.2 
	The TSF shall require each user to be successfully identified before allowing any other TSF-mediated actions on behalf of that user.
	Any NGN service not excluded by FIA_UID.1.1

	FIA_UID.2.1 
	The TSF shall require each user to identify itself before allowing any other TSF mediated actions on behalf of that user.
	As per FIA_UID.2.1

	FIA_USB.1.1 
	The TSF shall associate the appropriate user security attributes with subjects acting on behalf of that user.
	Applies to user-agents in the NGN


Output: ETSI Standard (ES) containing method and application including test case with NGN scenario.

1.1.2 Relation with the ETSI Strategic Objectives

With respect to the ETSI Strategic objectives outlined in GA40PD11r1 the proposal is in support of "Security throughout networks" and is also in support of the recommendations from the ETSI GA HLRG to move towards ICT standardisation.

1.1.3 Market impact, benefits to be gained

Effective security standardisation is a matter of balancing risk against complexity ensuring that the result from standards gives a high level of security assurance to the end user of the standard that the residual risk left when implementing the recommendations and mandates of the standard is acceptable for most applications (noting that it is impossible to mitigate all risk in practical systems).
The use of the methods already developed by STFs 268 and 292, building on the guidance given in MTS, are designed to raise the quality of standards, and in the security arena to raise the level of assurance in the level of security given by the standardised security measures.
1.1.4 Stakeholders interest

Manufacturers and users of equipment from standards have a declared interest in the correctness of the standard to meet their requirements. In the area of security the level of assurance given by a security standard is particularly important.

1.1.5 Relation with other activities within ETSI and/or related organizations

The work of the STF is closely tied to the work in ISO (dealing with ISO 15408‑2) and has links to MTS (making better standards and methods for standards development).
1.1.6 Priority within the TB

The members and attendees of WG7 have backed the work in bringing common criteria to ETSI that has been undertaken by STF268 and STF292 and have made efforts to integrate the results into the core work programme. Acceptance of the worth of the work by WG7 delegates is accepted but additional contributions from this proposed STF is required to demonstrate the new value of adopting ISO 15408‑2 requirements into the NGN. Without specialist support of an STF this may not occur in the NGN during 2007 and as such the priority within WG7 is high.
1.1.7 Motivation why the work cannot be performed within the TB 
The attendees of TISPAN WG7 are primarily engaged on development of technical solutions to defined problems. In this instance the problem space is not sufficiently well defined for technical work to progress and the experts in WG7, whilst willing to review the contributions, are not able to progress the work item directly.
1.1.8 Confirmation of interest and active support from the Members

As noted in items 1.1.6 and 1.1.7 there is interest and active support to this work item for its review but the skill set and time is not available for anything other than management and review of the output of the STF during the regular meetings of the TB.

1.2 Organization of the work
2.1.1 Identification of tasks, phases, priorities, technical risk

There is no identified technical risk. The work is to be performed as a single task covering the detail areas of work identified in §3.8.

2.1.2 Outcome of the STF

The STF shall deliver a single ETSI Guide as specified in §3.14 and §3.15.
2 Consequences if not agreed:

ETSI is expected to give a considered response to M/355. There is a considerable risk that if the detailed study proposed in this ToR is not completed and reported that ETSI may be deemed to have failed to address the mandate. It is noted that some general text has been considered in ETSI but does such general texts have not addressed the specific provisions to comply with the mandate for the NGN.
3 Detailed description:
3.1 Subject title:

Development and Support for use of Common Criteria capabilities in the NGN
3.2 Reference Technical Body:

TISPAN WG7 

3.3 Other interested TBs (if any):

MTS
OCG-Security

3GPP SA3

3.4 Steering Committee

A steering committee shall be formed by both invitation and request. The following shall be invited to join the steering committee:
· Charles Brookson, OCG Security chair

· Judith Rossebø, TISPAN WG7 chair

· Ian Spiers, TISPAN STF coordinator

The steering committee will act in parallel with the members of TISPAN WG7 where the steering committee shall address issues related to scope and dissemination of the results whereas the technical direction shall be from the wider WG7 membership.
3.5 Support from ETSI Members 

The attendees of TISPAN WG7 is regularly drawn from 10 ETSI Members who have indicated interest and support in this work. The support of the ETSI membership is expected to be in part by direct contribution to the deliverables from the STF but in the main by active adoption of the STF output, made by contribution to WG7 sessions and to specific work items, into the active WG7 work items.
3.6 Target date for the start of work:

February 2007

3.7 Duration and target date for the conclusion of the work (TB approval):

The STF should complete its work within before the end of 2007 ensuring that input given to the active WG7 work items is maintained.  Target is for approval in September 2007 (TISPAN#14ter).
3.8 Resources required

Total resources required from ETSI budget: 100 000 EUR (150 working days and 10 000 EUR travels).
Full allocation of requested resources has been agreed by Board#62.
3.8.1
Experts manpower
Total manpower resources required: 160 working days (96 000 EUR)

3.8.2
Travel cost:
Total travel cost 4 000 EUR, to attend the following meetings: 

· Reference TB/WG, Steering Group meetings (6 travels):
4 000 EUR

NOTE:
TISPAN Meetings should not coincide with STF development sessions and therefore it may be necessary for the STF leader (at least) to attend such sessions for reporting. 
· Other meetings: zero No dissemination activity is required.
3.9 Experts qualification required, mix of skills
The following experts are required to perform the work.  The actual number of experts and mix of skills may depend on the actual applications received and will be decided when setting up the STF.

· Number of experts required: 1-2
· Relevant expertise required: Should be familiar with the content and application of ISO 15408 in ETSI standards; Understanding and experience of requirements engineering in the context of standardisation (IUT-T I.130 3 stage process);
· Period over which the experts are required and duration of the secondment: Extended sessions at ETSI (Approximately 75% availability across the whole of 2007)
3.10 Scope of Terms of Reference:
The STF shall address those areas identified in §1.1.1 with particular impact on the NGN:

3.11 Organization of the work in tasks and/or phases:

The STF shall prepare an ETSI guide covering those aspects identified in the scope.

Security requirements
80 days.

· Identification of assignment modes in NGN/ETSI

· Identification of selection modes in NGN/ETSI

· Provision of guidance text

Development of contributions to WG7
70 days

NOTE:
The STF shall determine how to allocate resources across these activities in order to ensure that the guidance given can be effectively acted upon.

3.12 Related activity in other bodies and co-ordination of schedules:

There is no directly related activity that has to be coordinated with other bodies. However it is noted that the guide may indicate further areas requiring standardisation in the TISPAN NGN project and the STF shall be expected to highlight such areas at the earliest opportunity.

3.13 Base documents and their availability

The STF requires access to all current versions of ISO 15408 and to the active latest drafts of the Common Criteria output of the CC development group (www.commoncriteriaportal.org).
3.14 Work Items from the ETSI Work Programme (EWP) for which the STF is required:

The STF will produce the following deliverables, for TB approval:

	Work Item
	Title
	Current

Status

	DTR/TISPAN-07028
	Application of ISO-15408-2 requirements to ETSI standards – guide, method and application with examples
	For TISPAN#12ter approval 12tTD325


To define how ISO 15408-2, and its partner part 2 developments in the Common Criteria development groups, should be applied to ETSI standards.  The use of ISO 15408 2 to concisely and unambiguously declare security requirements for NGN R2. The TR shall address how to apply CC and shall address the NGN.
The STF shall also contribute to the following deliverables and any others as directed by the steering group and WG7.

· DTS/TISPAN-07018-NGN (TS 187 006) 

· DTR/TISPAN-07020-Tech (TR ) 

· DTR/TISPAN-07021-NGN (TR 187 007) 

· DTR/TISPAN-07022-NGN (TR 187 008) 

· RTR/TISPAN-07023-NGN-R1 (TR 187 002) 

· RTS/TISPAN-07024-NGN-R1 (TS 187 003) 

NOTE:
The final approval of this WI is awaiting TISPAN approval (the proposal was discussed at TISPAN#11bis and will be further discussed at TISPAN#11ter for submission to TISPAN for approval by correspondence. The progress of the WI is predicated on acceptance of STF funding (as explained in clause 1) and therefore creation of a WI without indication of an STF being able to complete the work is preferred.

3.15 Planned output schedule:

The STF will produce the deliverables according to the following time scale:

Work Item: DTR/TISPAN-07028-NGN Application of ISO-15408-2 requirements to ETSI standards – guide, method and application with examples
· Start of the work 
February 2007
· ToC and scope 
March 2007
· First stable draft for WG review
May 2007
· Draft for WG approval
June 2007
· WG approval
July 2007
· Draft for TB approval
June 2007

· TB approval
September 2007
· Publication
October 2007
In addition, the STF will produce progress reports to each formal meeting of TISPAN-WG7. Each progress report must identify contributions made to ongoing WG7-NGN work items:

· Preparatory Meeting
TISPAN#12-Ter
(29 Jan – 2 Feb))

· Progress Report#1
TISPAN#13 
(20-21 February)

· Progress Report#2
TISPAN#13-Bis 
(26-30 March)

· Progress Report#3
TISPAN#13-Ter 
(14-48 May)

· Progress Report#4
TISPAN#14
(30-31 May)

· Progress Report#5
TISPAN#14-Bis
(25-29 June)

· Progress Report#6
TISPAN#14-Ter 
(03-07 September)
· Final Report
TISPAN#15 
(23-25 October)
· 
for info
TISPAN#15-Bis 
(12-16 November)
· 
for info
TISPAN#16
(11-13 December)
4 Performance indicators
The STF leader will address the following areas indicating the success of the STF in each report to the TB. In many instances the ETSI secretariat will assist in providing statistics.
Effectiveness: (e.g. number of participants in the project, number of meetings/participants held in relation to this work, number of presentations made on the activity, feedback received)
Stakeholder engagement: stakeholder representation in the project and the number of liaison activities performed (especially at the international level).
Dissemination of results: assessment of the effectiveness of activities related to the dissemination of project deliverables and efforts made to raise industry awareness of the activity (including e.g. hits made on the project web pages and downloads of drafts for comment).
Impact: satisfaction of the stakeholders with the progress and outputs of the project, in the occasion of Steering Group meetings, plenary meetings, workshop.

Timeliness: project progress in relation to the work plan schedule, acceptance of the deliverables by the TB (approval of Progress Reports, interim and final deliverables at the planned dates)
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