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Terms of Reference for Specialist Task Force STF 318 
(TC ESI) Phase 3 “Harmonisation of Registered E- Mail Format and Policy”

Document status

	Current status of these ToR
	Requirement for Phase 3 approved by ESI#19 and Board#67

	Work Items approved
	DTS/ESI-000064: Harmonisation of Registered E- Mail Format and Policy.


Background

ETSI Board#59 agreed to fund the ToR for an STF to prepare standards for the application of Electronic Signatures to Registered E-Mails. This STF was given code STF 318.

The original STF 318 work plan was structured in three phases:

· Phase 1 :66 000 EUR, from November 2006 to June 2007 

· Phase 2: 132 000 EUR, from July 2007 to June 2008

· Phase 3: 66 000 EUR , from July 2008 to December 2008

The Board has agreed funding for Phase 1, which is now complete and for phase 2, which is due to finish in July 2008..

This document proposes updated ToR for phase 3 and confirms the request to fund 66 000 EUR for Phase 3 for the extended period September 2008 to August 2009. 

Result of STF 318 Phases 1 and 2 

Phase 1 conducted a survey receiving feedback from 39 stakeholders that provided information on REM-like implementations, already existing, planned or simply envisaged or wished.  The findings and outcomes of Phase 1 are described in ETSI TR 102 605.

Phase 2 started in September 2007 and is scheduled to be completed in July 2008, delivering one TS addressing: “Registered Electronic Mail (REM); Architecture, Formats, and Policies”, in three Parts:

1. Architecture - providing architectural elements of Registered E-Mail. 

2. Data requirements and formats for signed evidence in support of Registered E-Mail – specifying data requirements and syntax for the different types of REM evidence.

3. Policy requirements for Register E-Mail Management Domains - specifying auditable policy requirements and obligations on the parties supporting Registered E-Mail. 

The trusted mechanism of the signed evidence is based on Advanced Electronic Signatures as specified in ETSI TS 101 733 and/or TS 101 903.

1 Reasons for proposing the updated Terms of Reference for Phase 3
Existing REM–like e-mailing services turned out to have a number of different requirements, therefore in Phase 2 the STF 318 had to address a wide range of events in order, on the one hand, to govern all situations likely to emerge when exchanging e-mail messages between different REM-like domains and, on the other hand, to provide, where applicable, evidence types robust enough to bolster legal requirements. 

This wide-spanning effort was appreciated by some existing REM-like operators to which the STF 318 activity was presented, but the STF 318 team was also urged by these same market operators to develop one or more common specifications profiles, both technical and organisational, i.e. related to ISO 27000, suitable to harmonise REM implementations and therefore to enable interoperability among REM operators, even if belonging to different REM domains (for example different countries or different multinational companies).

If such common profiles are not developed, the REM operators would in fact make themselves a selection of which options to implement among those specified in the REM related TS. This would risk to hamper the actual exchange of REM messages across different REM domains. 

ETSI have been collaborating with the Universal Postal Union (UPU) who are interested in providing Registered E-mail services and to achieve widest possible uptake of the ETSI standards developed in Phase 2. The profiles need to be harmonised with the UPU requirements.

To develop these profiles it will be necessary to have indications by the actually existing market actors on what requirements are to be chosen among those specified in the STF 318 Phase 2 deliverables.

1.1 Overview of the proposal

1.1.1 Purpose of the work

This proposal is to modify the previous STF 318 Phase 3 scope with the purpose of:

· Investigating among the REM market actors and the Universal Postal Union to identify what requirements, specified in the TS the STF 318 will have issued by then, are more suitable to enable interoperability; depending on the outcomes of this investigation the STF will assess if updating the Technical Specification issued by Phase 2; 

· Drafting one or more REM profiles, one of which will harmonise with Universal Postal Union requirements. 

The final goal is to achieve harmonisation suitable to ensure interoperability among REM Service Providers and among REM domains.

The activity proposed with this in Phase 3 would be staggered in the following subtasks.

1) Market driven identification of the requirements in the STF 318 TS on REM Architecture, Evidence types and format, and Policy. 

This investigation will be conducted amongst a population made at least of the Universal Postal Union and some of the entities already actually operating REM-like services.

2) Drafting one or more profiles, based on the outcomes of the previous investigation, to harmonise requirements in order to enable interoperability among REM Service Providers that:

· belong to the same REM policy domain, i.e. a circuit governed by a common set of rules;

· belong to different REM policy domains;

· implement one common REM mechanism (i.e. Store and Forward – S&F, that delivers directly to the recipients the entire message without further intervention by the recipients themselves, or Store and Notify – S&N, through which the recipients, once notified of the availability of one Message in some Message store, actively access and download it);

· implement similar, but differently developed, REM mechanisms (i.e. S&F or S&N);

· implement different REM mechanisms (i.e. S&F or S&N).

Depending on the investigation outcomes the STF will decide on whether updating the TS issued by the Phase 2.

3) Liaising with the Universal Postal Union, in order to ensure coexistence and mutual benefit to the specifications developed by the STF 318 and by the UPU or, as a minimum, of the above profiles.

1.1.2 Relation with the ETSI Strategic Objectives

With respect to the ETSI Strategic objectives outlined in GA40PD11r1 the proposal is in support of "Security throughout networks" and is also in support of the recommendations from the ETSI GA HLRG to move towards ICT standardisation.

1.1.3 Market impact, benefits to be gained
The result of the investigations of STF 318 Phase 1 had come to the following assertion: 

“Stakeholders’ interest may be asserted by the fact that the information gathered proves that there already exists a significant market for Registered E-Mail services in Europe, with more or less strictly REM related services existing or planned in at least 10 European nations with an existing user community of over 500,000 and a potential community that some questionnaire responder assessed of 100 million.”

Subsequently, Belgium has issued a number of rules of Law giving legal value to a mechanism similar to the REM. This event came in addition to the rules of law already existing in Italy since 2005 and further bolsters this perspective.

Now that already at least in two EUMS a specific REM related legislation is in force, that provide REM with legal validity per se, it is reasonable to foresee that the market for the REM will gradually take off and, in order to ensure the free circulation of goods and services and to support e-Business, it shall require the above mentioned cross-domain interoperability.

1.1.4 Interest of ETSI Members and other stakeholders

As already highlighted in the previous Terms of Reference for STF 318 – Phases 2 and 3: “all over Europe it has been noticed, as is being confirmed by the STF 318 Phase 1 findings, an increasing need for citizens, companies and public authorities to transfer messages and sets of data via the internet with integrity, confidentiality and non-repudiation, as well as for a paperless registered mail service.”
Issuance in May 2007 in Belgium of a REM related legislation shows that an ever increasing number of REM-like applications and services are being implemented or at least envisaged in the EUMS, even with legal validity. This shows that the awareness on the need of this kind of service is growing. 

It is therefore necessary to urgently provide these REM service providers and domains with a common technical basis suitable to ensure seamless REM mail exchange, even cross border, and therefore an easier exchange of trustable e-mail all around Europe.

1.1.5 Relation with other activities within ETSI and/or related organizations

In addition to the Technical Specification currently being developed by STF 318 Phase 2, the activity of the proposed STF Phase 3 will be based on, or will have connections with, the following Technical Specifications issued by the ETSI ESI:

· TS 102 042 that defines the policy requirements for certification authorities issuing public key certificates 

· TS 102 573 that defines policy requirements for trust service providers signing and/or storing data for digital accounting
· TS 101 733 and TS 101 903 defining Advanced Electronic Signature formats

· TS 102 734 and TS 102 904, that define profiles for the above formats applicable to a number of market needs.

For this reason ETSI ESI is the best suited European standardisation body to perform this activity. Additionally ETSI ESI will have a great opportunity to further promote the above mentioned Technical Specifications.

1.1.6 Priority within the TB

This STF has been assigned High Priority by the ETSI TC ESI.

1.1.7 Motivation why the work cannot be performed within the TB

Number of delegates at ESI meetings is commonly 20-25, with very pro-active contributions. STF tasks are discussed and progressed during meetings in plenary. Discussions are conducted between meetings electronically on two mail distribution lists, one internal and one public, with high participation from members and outsiders as well, however, the background work to investigate on the existing implementations, collection of requirements and consolidation in a coherent structure cannot be achieved within the time scale required by the market, if ESI can only rely on the voluntary contribution that the delegates can provide in-between the plenary meetings.  The STF is required to act as proactive facilitator and as a catalyser for the contributions of the ETSI Members. 

1.1.8 Confirmation of active support from the Members

This STF 318 Phase 3 received the support of the following ETSI Members, active in ETSI TC ESI:

· DAC-UPC

· Thales

· UNINFO

· SNG

As demonstrated by the experience of the previous phases, it is expected that delegates and experts will  provide a significant voluntary contribution, in addition to the remunerated effort

1.2 Organisation of the work
1.2.1 Identification of tasks, phases, priorities, technical risk

As above said, the following subtasks are identified: 

1. investigation on what common set of requirements the market actually needs; if deemed necessary by the STF, updates to the Technical Specification issued by Phase 2 will be implemented as a consequence of this investigation; 

2. development of one or more specification profiles suitable to facilitate interoperability in one or more of the following environments:

a. within an entirely S&F domain,

b. within an entirely S&N domain,

c. interchange between different S&F environments, 

d. interchange between different S&N environments,

e. interchange between S&F and S&N environments.

Liaising with the Universal Postal Union will be continuously performed.

The investigation subtask would start in September 2008 and finish in December 2008.

The second subtask, that will draft specifications deriving from the previous investigation outcomes, will follow the first task and will last 6 months, i.e. from January 2009 to August 2009.

No technical risks are identified at the moment, given the already mentioned appreciation being received from the marketplace.

1.2.2 Outcome of the STF 

The STF will produce the following document.

· Technical Specification – specifying one or more harmonisation profiles suitable to ensure interoperability in the environments identified in section 2.3.2, item # 2 and compatible with the UPU specifications.

It cannot be excluded that, during this profiling work, the need may arise to modify existing ETSI deliverables, such as TS 101 733, TS 101 903, (and as a consequence, TS 102 734 and TS 102 904), TS 102 042 as well as to the TS issued by the STF 318 – Phase 2.

Where deemed appropriate, presentations on the STF outcomes and findings will be given to relevant bodies, such as governing bodies and REM-like service providers. 

2 Consequences if not agreed:
As pointed out in section 2.2.5, an increasing number of REM-like services are sprouting in the EUMS, with or without specific legal support.

The specifications being developed by the STF 318 Phase 2 are addressing all the events most likely to occur when exchanging REM Messages. This is necessary to avoid incurring in situations of “vacuum legis” and, consequently, of lack of enough technical/legal support to evidence types generated by the various Service providers, but this is not enough to ensure REM mail interchange where different REM models exist.

Without harmonising the requirements, by defining common profiles, there will be a high risk of non interworking among REM Service Providers, thus hindering REM Messages transfer between service providers belonging to environments governed by different rules.

3 Detailed description:
3.1 Subject title:
Harmonisation of Registered E- Mail Format and Policy.

3.2 Reference Technical Body:
TC ESI

3.3 Other interested TBs (if any):
None

3.4 Steering Committee
The STF will report to the ESI plenary.

3.5 Support from ETSI Members 
See under section 2.3.1.

3.6 Target dates
From September 2008 to August 2009. 

3.7 Duration and target date for the conclusion of the work:
Total duration: 12 months from September 2008 to August 2009
3.8 Resources required

Travels: 

6 travels to ETSI meetings, including ETSI ESI plenary.

2 travels to UPU meetings.

Manpower:

100 man days

Overall resource required: 66 000 EUR (60 000 EUR manpower, 6 000 EUR travels)

Resources are evenly distributed along the planned time span. 

Therefore the 2008 budget would be charged by 22 000 EUR and the 2009 budget by 44 000 EUR.  

3.9 Experts qualification required, mix of skills
Experts are required to perform the work over the duration of the STF 318 Phase 3, with one or more of the following qualification:

· knowledge of the TS issued by STF 318 Phase 2

· knowledge of ETSI TS 101 733 and/or TS 101 903 and of TS 102 734 and/or TS 102 904 

· knowledge of TS 102 042 and of the ISO/IEC 2700x family

· at least one expert familiar with ETSI standards drafting 

· at least one expert familiar with handling relationship with ETSI ESI

· at least one expert familiar with UPU specifications

· knowledge of some existing and prospective regulations and implementations in their own area of competence, including stakeholders’ interest.

At least four experts are required to make up a workable team, but the actual number of experts and mix of skills may depend on the applications received.

3.10 Scope of Terms of Reference:
The aim of this STF Phase 3 is to define a set of harmonised requirements, based on market actors’ indications, suitable to enable interoperability among REM Service Providers and Domains and to meet the legal minimal requirement across member states.

Where amendments are found to be necessary to the existing ETSI deliverables, e.g. TS 101 733, TS 101 903, TS 102 734, TS 101 904, TS 102 042, and the TS to be issued by the STF 318 Phase 2, they will be formalised and submitted to ETSI TC ESI.

3.11 Organization of the work in tasks and/or phases:

First Task – Investigation on requirements.  At the start of this phase 3 an investigation will be performed on the requirements specified in the Technical Specification produced in Phase 2, and also to work with UPU in order to gain a full understanding on their perspective on requirements. Where deemed necessary by the STF, the TS issued by Phase 2 will be updated.
Second Task – Production of profiles.

3.12 Related activity in other bodies and co-ordination of schedules
None

3.13 Base documents and their availability
The STF work will be based upon the following documents:

	TS / Work Item
	Current

Status
	Date TB
approval

	ETSI TS 102 042
	Published
	

	ETSI TS 101 733
	Published
	

	ETSI TS 101 903
	Published
	

	ETSI TS 102 734

ETSI TS 102 904
	Published
	

	ETSI TS 102 573
	Published
	

	DTS/ESI-00052
	To be published
	July 2008


3.14 Work Items from the ETSI Work Programme (EWP) for which STF 318 Phase 3 is required:
· DTS/ESI-000064: Harmonisation of Registered E- Mail Format and Policy: Registered Electronic Mail (REM); Interoperability Profiles

Scope: This part will harmonise the requirements defined in DTS/ESI-00052, on the basis of the outcome of the investigation conducted by the Expert Team by defining requirement profiles suitable to enable interoperability among REM Service Providers..

3.15 Planned output schedule:

· DTS/ESI-000064: 

Start of the work
September 2008

Scope and ToC
December 2008

First stable draft of DTS/ESI-000064 and, if applicable,
of the update of DTS/ESI-00052 for TB review 
March 2009

Draft DTS/ESI-000064 and, if applicable, 
of the update of DTS/ESI-00052 for TB approval
July 2009

TB approval 
August 2009

Publication
September 2009
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