	[image: image1.png]ETSI

“H




	ToR STF 316 (TISPAN WG7) 

	
	Status: approved by Board#57

	
	Version: 1.4 - Date: 19 October 2006

	
	Author: Scott Cadzow

	
	Last updated by: Alberto Berrini

	
	page 1 of 5


	ToR STF 316

	page 5 of 5



Terms of Reference for Specialist Task Force STF 316 (QK)
Development of web interface to, and hosting of, eTVRA database
 AUTONUMLGL  \e 
Reasons for proposing the Specialist Task Force (STF)

The output of STF292 has been to develop a method for performing a Threat Vulnerability and Risk Analysis (TVRA) as applied to standardisation. A major element of the work of STF292 was the preparation of a database definition that can be used to store and report the findings of any TVRA study, and in addition be used to perform additional analysis (e.g. “what-if?” queries can be run to determine how a system behaves when the threat environment changes). The purpose of the present STF proposal is to take the database definition and to provide a web-based interface for it and to have it hosted on the ETSI servers for access by the ETSI membership.

The present proposal only covers the development of the visual database interface and the means to allow ETSI to host it.

NOTE: as ETSI is to act as host, ETSI IT development unit resources will be asked to support the STF.
 AUTONUMLGL  \e 
Overview of the proposal

 AUTONUMLGL  \e 
Purpose of the work

The task of the proposed STF is to develop a web interface for data entry and reporting for the eTVRA database defined by STF292 in TS 102 165-1 (2006). The STF shall provide reporting facilities from the database that conforms to the proforma provided in Annex A of TS 102 165-1 (for system specific TVRA), and that conforms to the proforma provided in Annex A of ES 202 382 (for system specific Protection Profiles).

The STF shall work closely with ETSI internal web development unit and shall comply to the guidelines developed by ETSI for web-page design. In addition the eAccessibility guidance for web-interfaces developed by W3C and ETSI HF shall be followed.

The budget for the STF is identified as 40 working expert days (24 000 EUR) with no travel allowance and 30 working days from the ETSI IT development area.

The STF shall contribute to a miscellaneous work item (i.e. the output of the STF shall be a set of web pages and the underlying database code) and to an ETSI Technical Report giving a “User guide” to the database and its interface for use by analysts.

 AUTONUMLGL  \e 
Relation with ETSI strategic objectives

With respect to the ETSI Strategic objectives outlined in GA40PD11r1 the proposal is in support of "Security throughout networks" and is also in support of the recommendations from the ETSI GA HLRG to move towards ICT standardisation.

 AUTONUMLGL  \e 
Relationship with other activities within ETSI and/or related organisations

The work proposed is closely tied to work in TISPAN where some NGN sub-systems have been analysed using the method. In addition for the PP reporting ES 202 382 the example used was from EP TETRA (EN 300 396-6 and TR 102 512) so EP TETRA will be invited to participate. 

The role of eTVRA across ETSI is such that OCG Security and all of the related TBs identified in §3.3 are expected to be active users of the output of this STF.

 AUTONUMLGL  \e 
Priority within the TB

High priority.

 AUTONUMLGL  \e 
Motivation why the STF is urgently needed

The database development skills are not available in the TB through voluntary effort although the database design skills were available during the development of eTVRA in STF292. The STF is needed to capitalise on the ETSI investment in STFs 268 and 292 which although funded by eEurope have developed products of value across ETSI. Furthermore as products and standards are developed which may have a security impact it is increasingly important to be able to document the risk analysis. The sooner this is made available on demand the better.

NOTE: 
Several members have expressed a strong interest in this activity and requested access to the database as defined in TISPAN Work Item DTS-07106. The work outlined in this proposal will make it possible to meet their requests (Telia-Sonera, Deutsche Telekom (T-systems), and others). After submission to iTrust 2006 (Pisa, May 19th 2006) further interest was shown from BT and DoCoMo.

TISPAN WG7 plans to conduct analysis using the eTVRA method of all of the NGN subsystems (noted in the meeting minutes from the WG7 session during TISPAN#10bis in April 2006 10bTD19r1) and having access to this tool will make this work much more efficient (using a paper template as has been done in the past is possible but tedious and more error prone).

 AUTONUMLGL  \e 
Organisation of the work

See §3.11.

 AUTONUMLGL  \e 
Consequences if not agreed

A failure to bring the output of STF292 in the form of a web-hosted may lead to slow adoption of the output of STF292 and therefore may contribute to failure in performing risk analysis for standards in development. IF not agreed the conduct of TVRAs in the future may resort to paper methods (in spite of the provision of a database in the output of STF292) or to a number of discrete databases which would in both cases reduce the gains available from re-use and examination of “what-if?” scenarios in existing system development/evolution.

 AUTONUMLGL  \e 
Detail description

 AUTONUMLGL  \e 
Subject title

Development of web interface to, and hosting of, eTVRA database

 AUTONUMLGL  \e 
Reference technical body

ETSI TISPAN WG7 (Security)

 AUTONUMLGL  \e 
Other interested TBs

ETSI OCG Security

3GPP SA3

ITU-T SG17

ISO/IEC JTC1

ETSI SES

ETSI TETRA (WG6)

ETSI DECT

All technical bodies in ETSI with a requirement to provide a threat analysis.

 AUTONUMLGL  \e 
Steering committee

A steering committee shall be formed from members of TISPAN WG7 and shall include the following named individuals:

· Scott Cadzow

· Judith Rossebø

· Ian Spiers

The steering committee shall be responsible for: 

· Validation of the output of the STF;

· Feeding any modifications to the eTVRA method into TISPAN WG7

· Promotion of the eTVRA when completed.

 AUTONUMLGL  \e 
Support from ETSI members

 AUTONUMLGL  \e 
Target date for start of work

November 2006 (assuming publication of TS 102 165-1 (2006)).

 AUTONUMLGL  \e 
Duration and target date for the conclusion of the work (TB approval)

11 December 2006, during TISPAN#12bis and following TB approval of TS 102 165-1 (2006) by correspondence end October 2006.
 AUTONUMLGL  \e 
Resources required
The total resources required from the ETSI FWP amount to 36 000 EUR, as described below.

 AUTONUMLGL  \e 
Experts manpower

STF experts manpower resources required: 40 working days (24 000 EUR), as follows:


Development of eTVRA web-interface and hosting
30 working days.


Documenting the user guide

10 working days

 AUTONUMLGL  \e 
Estimated cost, additional to the manpower

Support from the ETSI Secretariat to assist with deployment and testing (i.e. to be provided in parallel with STF expert sessions), for the deployment of eTVRA web-interface and hosting is estimated at about 30 working days.  The IT development area in the ETSI Secretariat has no available staff to support this development in the time scale that is required.  Funding for external contractors must be provided from the FWP budget and may be estimated to a total of 12 000 EUR.
NOTE:
The actual level of support required from the ETSI Secretariat will depend upon the particular STF expert(s) selected but it is not expected to exceed the level indicated in this section but may in practice be considerable less (but cannot be zero as the responsibility for active content on the ETSI site is held by the ETSI Secretariat).
 AUTONUMLGL  \e 
Experts qualification required, mix of skills

The following STF experts are required to perform the work. The actual number of experts and mix of skills may depend on the actual applications received and will be decided when setting up the STF.

· Number of experts required: 1 or 2

· Relevant expertise required: Web-based database development and hosting, in particular for ETSI development environment should cover Microsoft’s server environment (IIS, SQL-server (Transact-SQL language variant)), but should also have development knowledge of MS-Access and mySQL. The expert should be familiar with the Microsoft Visual development language suite (C#, J#, VB). 

· Supplementary expertise required: Documentation of code; change control of code; understanding and familiarity with the eTVRA method and its aims.

· Period over which experts are required: The experts should be available for up to 30 days in the 3-month period of the project. The experts shall be based during their assignment at ETSI and their working sessions shall be aligned with the availability of ETSI web-development group.

In addition the ETSI secretariat IT and Web development group will be expected to offer support to the hosting of the web-site.

 AUTONUMLGL  \e 
Scope of terms of reference

The STF shall only be responsible for taking the database as defined in TS 102 165-1 (2006) (Work item is DTS/TISPAN-07006) translating it to the IIS/SQL-server hosting environment of ETSI and providing a set of web pages to allow data entry, and reporting as defined in Annex A of TS 102 165-1 (for system specific TVRA), and that conforms to the proforma provided in Annex A of ES 202 382 (for system specific PP).

The STF is not responsible for maintenance of TS 102 165-1 (2006).

 AUTONUMLGL  \e 
Organisation of the work in tasks and/or phases

Three tasks are defined:

1. Provision of eTVRA database in IIS/SQL-server, 10 days

2. Provision of data entry and report web-pages, 15 days

3. Hosting of eTVRA on ETSI web-site, 5 days

4. Preparation of ETSI Technical Report as User Guide, 10 days

NOTE:
The support of the ETSI Secretariat is expected to predominate for task 3 with guidance being offered in tasks 1 and 2 to ensure that the ETSI corporate styles are followed by the STF.

Tasks 1,2 and 3 are sequential, i.e. task 1 is to complete before starting task 2, task 2 is to complete before starting task 3. Task 4 may be developed in parallel. 

NOTE:
The STF will review the assignments in the Preparatory Meeting

 AUTONUMLGL  \e 
Base documents and their availability

ES 202 382: Published

DTS/TISPAN-07006 (revision of TS 102 165-1): for TB approval of by correspondence end October 2006.
 AUTONUMLGL  \e 
Work items from the ETSI work programme (EWP) for which STF is required

MI/TISPAN-07019: Web interface to eTVRA database: to develop code and web-pages for hosting of the eTVRA database on the ETSI web-server and to make available the database code to ETSI members. The eTVRA design to be drawn from TS 102 165-1 (TISPAN 10tTD072)
DTR/TISPAN-07020-Tech: To document as a user guide the eTVRA web-based database in the form of an ETSI technical report (TISPAN 10tTD073)

 AUTONUMLGL  \e 
Planned output schedule

As identified in §3.7 the STF shall complete the entire activity before end-March 2007.

 AUTONUMLGL  \e 
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