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Terms of Reference for Specialist Task Force 242 (NH) on
Electronic signature infrastructure standardization 


Maintenance and international harmonization

1
Reasons for proposing the Specialist Task Force (STF)

1.1
Object

The object of this STF (which will work in conjunction with companion STFs funded under the eEurope Initiative) is to progress the standardization of electronic signature infrastructure in response to mandate M290 (“Support of the legal framework for electronic signatures – Phase 2: Implementation of the work programme resulting from mandate M279 and presented in Section 8.3 of the (draft) report prepared by EESSI (http//www.ict.etsi.org). The tasks performed will follow the proposed work programme set out by the Electronic Signatures Standardization Initiative (EESSI) and support the implementation of the EC Directive in electronic signatures in accordance with a commonly agreed work plan coordinated between ETSI and CEN (CEN/ISSS). This Order Voucher covers the third phase of tasks as described in the EESSI programme. The tasks to be performed also fall under the e-Commerce action line of the eEurope Initiative.

Open networks such as the Internet are of increasing importance for worldwide communication. They offer the possibility of interactive communication between parties who may not have pre-established relationships. They offer new business opportunities by creating tools to strengthen productivity and reduce costs, as well as new methods of reaching customers. Networks are being exploited by companies that wish to take advantage of new ways of doing business and new ways of working, such as teleworking and virtual shared environments. Government departments are also using these new networks in their interactions with companies and with citizens. Electronic commerce presents the European Union with an excellent opportunity to advance its economic integration.

However, to make best use of these opportunities, a secure environment with respect to electronic signature is essential. A number of methods exist to sign documents electronically but when digital signatures are used, the verification of the authenticity and integrity of the data and the identification of the signer are not necessarily proven. It has already been identified that one of the impediments to electronic commerce is the lack of standards to support the use of electronic signatures and certificates. The importance of this work has resulted in an aggressive timetable for those areas where work was started during 2000 and continued through 2001 and 2002. Due to the need to embark upon the new work and the amount of effort required to meet the targets set, ETSI Specialist Task Forces (STFs) were set up to assist the ETSI Electronic Signature and Infrastructure (ESI) WG active in this aggressive standardisation activity. 

STF 210, which was setup to perform maintenance and international harmonization task during 2002, is now completing its tasks and a further phase is now required during 2003. This will build upon the deliverables of the present and past activities, providing extensions and complementary components, necessary for the implementation of the electronic signature infrastructure. This new phase is based on feedback given and knowledge gained from the previous standardisation activities.

The activities will be performed in the context of implementing the work programme arising out of the EESSI initiative. This proposal is designed to be consistent with the wider initiative and will be confined to the infrastructure elements of electronic signatures in support of the requirements of the Directive. The output will be in the form of enhancements to ETSI Technical Reports (TR) and/or Technical Specifications (TS) and input to other international activities in the area of Electronic Signatures. 

1.2
Proposed Activities

Endorsement of the EESSI deliverables by the EC and the member States, including the ones from ETSI TC ESI, is essential for market uptake of the standards. Both the Commission and a number MSs are proposing amendments to the standards, with some exceptions being considered part of the general maintenance process. 

To further maximise the take-up and implementation of the ETSI specifications produced in support of the EESSI, it is sometimes necessary to widen their appeal. This sometimes means that the specification need to be reviewed and harmonised with other international standardisation work, in the past this has proved to be a very effective path and has resulted in standards publish by the IETF which mirror the ETSI specifications. 

OASIS (Organization for the Advancement of Structured Information Standards) has announced that it has formed a technical committee to create XML protocols for digital signature and cryptographic time-stamping for Web services. There are three major goals that the technical committee hopes to achieve to help further the cause of delivering truly secure Web services. 

The first goal is to develop a protocol for a digital signature creation web service. Providing digital signatures via such a web service facilitates policy-based control of the provision of the signatures.

The second goal is to develop a protocol for a centralized digital signature verification web service that can verify signatures in relation to a given policy set.

The third goal is to develop an XML-based protocol to produce cryptographic time stamps that can be used for determining whether or not a signature was created within the associated public key's validity period or before revocation. This is required as part of the signature verification algorithm. 

The charter of this committee has considerable overlap with the work done in EESSI, in particular TS 101 733 and ETSI TS 101 903 (XAdES). Therefore, TC ESI intends to establish the necessary level of co-operation with OASIS in order to achieve maximum possible influence and interoperability of the ETSI XadES standard in relation to the described new initiatives in OASIS.

The main activity for this task is to carry forward the input made to W3C on advanced electronic signatures and to liase with a new work item within OASIS.

The timing is critical, as TS101 903 is currently being submitted to W3C and OASIS are just launching their inititive. The present funding will only allow for the initial steps towards the above objectives. For the completion of the tasks, additional funding will be necessary from the eEurope program. 

There is an intention to maintain the FPKI policy harmonisation activity at a low budget level, one to two man-days.

2 Consequences if not agreed:

Timely updates to existing ETSI standards and international coordination of other electronic signature standards work around the world are fundamental to the acceptability and wide adoption of the standards. If general acceptance of the electronic signature standards is delayed then de facto standards could dominate the market before formal standards are available. This will also act as an obstacle to the implementation of the Directive through reference to deliverables from the formally recognised ESOs.

Specific expert resources are required to ensure a sucessful conclusion to the  the submission of TS 101 903 to W3C  and to ensure that the investment made by the ETSI Members in the standardization of  Electronic Signatures and Infrastructures is not lost or compromised by parallel work just begining in OASIS.

Feedback from these two bodies will result in updates and enhancements to existing ETSI deliverables.

3 Detailed description:

3.1
Subject title: Electronic signature infrastructure standardization: Maintenance and international harmonization.
3.2
Reference TB:  TC ESI 

3.3.
Other interested TBs (if any):

Since Smart Cards are an optional element in an electronic signature solution, the ETSI Project Smart Card Platform (EP SCP) might be involved in this study. EP M-Commerce will likely make use of the electronic signature infrastructure and identify requirements in the area. Close co-ordiantion with those activities is recommended.

3.4.
Target date for the start of work:

Mid-February 2003

3.5.
Duration and target date for the conclusion of the work (TB approval):

The resources may be required for specific interventions until the EC/EFTA funding is available, which is now expected to be available in September/October 2003.

3.6
Resources required

3.6.1
Necessary manpower

Total resources required: 2 man months (26 kEUR), for drafting deliverables:

3.6.2
Estimated costs, additional to the manpower:

A travel budget of 4 kEUR has been estimated to be necessary in relation with the requirement to ensure liaison with other bodies outside ETSI, in particular with CEN/ISSS, W3C, and OASIS.

Total cost = 30 kEUR. 

3.6.3 
Qualification required, mix of skills

One or two persons  are required, depending on skill profiles of available experts, and the form of work organisation. A mixture of work from home office with joint task force sessions of 2-3 days is proposed.

The candidates will be experts in security, existing digital signature and public key infrastructure technologies, architectures and standards, security management and the European and global standardisation processes.

The topics to be addressed are different which may result in multiple deliverables. Work structure and processes will be optimised during the detail planning of the action.

3.7 
Scope of Terms of Reference:

Areas to be covered include:

· Task 1: Maintenance of ETSI standards from EESSI 1999-2003.

ETSI ESI WG and previous STFs have generated a series of ETSI Technical Specifications, ETSI Technical Reports and provide major contributions to IETF (several IETF RFCs) and to W3C under the EESSI initiative, all of these specifications are maturing with practical experience and use. The specifications need to evolve in the light of implementation experience, changes in market or technical changes.  Thus it will be necessary to make minor modifications to address target user concerns, correct deficiencies in the specifications and to reach to user feedback. The FAQ-page, linked to the ETSI El Sign Web-page, will be maintained. 

On 8 July 2002, Member States representatives, the so-called Article 9 Committee (A9C), discussed the conclusions of an EC-led evaluation of EESSI deliverables. Recently, the report with findings and conclusions of the evaluation has been submitted to EESSI and to the participating standardisation bodies, CEN/ISSS and ETSI. A condition for endorsement of the standards by the EC and Member States is that the respective groups (ESI in ETSI) review the evaluation report and undertakes certain revisions. A series of recommendations have to be dealt with, in addition to those regarding TS101733, which are already being addressed.

This implies the whole process of specification of necessary changes, editing, market communication, approval and re-publishing of some of the standards. With regard to the urgency of formal endorsement, support by an STF is necessary during the revision process. Target date for the most urgent updates is mid-2003.

Co-ordination with CEN E-Sign Workshop is necessary regarding earlier deliverables under the EESSI work programme, such as the Qualified Certificate Policy (TS 101 456), Electronic Signature Formats (TS 101 733).

· Estimated STF resource 1 MM (13 kEUR)

· Estimated travel budget: 1 KEUR (European travel)

Total cost for Task 1: 14 KEUR. 

Deliverable: 
New, updated version of one or more of the existing ETSI standards, e.g. TS 101 903, TS 101 456, TS 101 733, TS 101 861 and TS 101 862

· Task 2: International harmonisation and globalisation of standards

To maximise the take-up and implementation of the ETSI specifications produced in support of the EESSI, it is sometimes necessary to widen their appeal.  This sometimes means that the specification need to be reviewed and harmonised with other international standardisation work, in the past this has proved to be a very effective path and has resulted in standards publish by the IETF which mirror the ETSI specifications. Under STF 210, submissions were made to the IETF on time stamping policy, advanced XML signatures format to W3C and certificate policies to ISO TC 68.

OASIS (Organization for the Advancement of Structured Information Standards) has announced that it has formed a technical committee to create XML protocols for digital signature and cryptographic time-stamping for Web services. There are three major goals that the technical committee hopes to achieve to help further the cause of delivering truly secure Web services. 

The charter of this committee has considerable overlap with the work done in EESSI, in particular TS 101 733 and ETSI TS 101 903 (XAdES). Therefore, TC ESI intends to establish the necessary level of co-operation with OASIS in order to achieve maximum possible influence and interoperability of the ETSI XadES standard in relation to the described new initiatives in OASIS.

The main activity for this task is to carry forward the input made to W3C on advanced electronic signatures and to liase with a new work item within OASIS.

The timing is critical, as TS101 903 is currently being submitted to W3C and OASIS are just launching their inititive. The present funding will only allow for the initial steps towards the above objectives. For the completion of the tasks, additional funding will be necessary from the eEurope program. 

There is an intention to maintain the FPKI policy harmonisation activity at a low budget level, one to two man-days.

This activity will include discussions on harmonisation with appropriate European and International bodies.

· Estimated STF resource 1 MM (13 kEUR)

· Estimated Travel: 2 International (3 kEUR)

Total cost for Task 2: 16 kEUR.

Deliverable: 
Liaison with OASIS, W3C, TC68, and input to the Task 1 deliverables.

3.8
Context of the task(s):

These two tasks will ensure continuity of similar activities being progressed 2002 in STF 210. Parallel funded work is planned for the development of new standards. For the new development activities TC ESI will apply for funding by the Commission.

This initial task is to invitigate and assesses the work being done in OASIS, should it turn out to be necessay extra funding for more extensive effort may be requested under EC funding of eEurope for 2003.

The activities covered by this STF will only address the most urgent tasks within maintenance and harmonisation. 

3.9
Related activity in other bodies and co-ordination of schedules:

ICTSB Initiative on European Electronic Signature Standardisation and, in particular the CEN/ISSS led part of the Work Programme set in train by the EESSI.

IETF work within several will become an area of common interest between ETSI and other bodies like the ISO, IETF, W3C and OASIS..

3.10
Base documents and their availability

· ETSI Report - Electronic Signature Standardisation (ETSI/TC-SEC(98)8 - TD 008)

· European Electronic Signature Standardization Initiative (EESSI) Final Draft of the EESSI Expert Team Report, June 18, 1999

· ETSI deliverables from EESSI 1999-2003.

· CEN/ISSS workshop agreements to be published as results of 1999-2003 of the EESSI programme.

3.11
Work Item(s) from the ETSI Work Programme (EWP) for which the STF is required:

· New version of maintenance report TR 102 046 and harmonization report TR 102 047.

· Possible update of one or more Technical Specifications and Technical Reports.  Some revised standards would be published after summer.  However, it is premature to predict which ones, at this point in time.

3.12
Expected output(s):

The deliverables under 3.11, assuming start in January 2003:

· STF draft(s) ready for TC ESI approval
September 2003

· Reference TC ESI approval 
October 2003

· Publication
November 2003

4
Justification of proposed program for ETSI ESI STF “Maintenance and harmonisation” (Attachment to proposed ToR)

The requested funding of 30 kEuro is intended to support  TC ESI activities, which are necessary in order to ensure for ETSI-EESSI (European Electronic Signature Standardisation Initiative) deliverables:

(a) Endorsement by the EC and Member States

(b) A strong position for the same deliverables in international standardisation and consortia.

(a)  On 8 July 2002, Member States representatives, the so-called Article 9 Committee (A9C), discussed the conclusions of an EC-led evaluation of EESSI deliverables. Recently, the report with findings and conclusions of the evaluation has been submitted to EESSI and to the participating standardisation bodies, CEN/ISSS and ETSI. 

A condition for endorsement of the standards by the EC and Member States is that the respective groups (ESI in ETSI) review the evaluation report and undertakes certain revisions. This implies the whole process of specification of necessary changes, editing, market communication, approval and re-publishing of some of the standards. With regard to the urgency of formal endorsement support by an STF is necessary during the revision process. Target date for the most urgent updates is mid-2003.

In parallel with the above revision the “ordinary” maintenance process is being maintained. EESSI deliverables have been developed under constant time pressure, which resulted in complete development cycles shorter than, or equal to one year. Consequently, part of the maturing process had to be left to the maintenance phase.

(b)  The other half of the effort is to be devoted to international harmonisation, notably of the standards Advance XML Signatures (TS 101 903) and Policy Requirements for Certification Service Providers (TS 101 456). 

As for the ETSI XML signature format standard the most urgent task is to bring this standard as a basic input into the newly started work in the area of electronic signatures and time stamps of the global XML-consortium OASIS. It will also carry forward the input made to W3C on advanced electronic signatures.

These actions need to be undertaken during the first half of 2003.

The policy standard is gaining wide acceptance among European certification schemes but in the global context there are parallel regional and branch-wise standardisation activities, such as in ISO TC 68 (Financial Sector), by APEC in the Asia region and in the USA (Federal PKI). Active participation by contributions is necessary in order to identify and remove conflicting requirements and ensure mutual recognition and interoperability of electronic signatures and certificates in the electronic commerce area.

v1.0 12 Nov 2002 - OCG18, revised to fit first allocation

V2.0
21 November -  GMA and GEZ -  merge of above draft with TC ESI revisions 12 November, incorporation of AB comments and Board comments, Editorial revisions and removal of duplicated text. Approved by correspondence by Board#40 for Phase1.

V2.1
10 Feb. 03 revised during the Preparatory Meeting.  Main change end date, to fit EC/EFTA funding, expected fall 2003

