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Terms of Reference for Specialist Task Force 221 (EP M-COMM) on European standardization initiative in support of business self-regulation: mobile-signature

1
Reasons for proposing the Specialist Task Force

1.1
Introduction

We are more and more in a society where electronic communications is of primary importance, particularly for business. Communication may use different media and bearer networks: vocal with classical telephone network, or mobiles networks, data with Internet, 3G networks, etc. 

New business opportunities appear if a secure environment can be provided, even in case of interactive communications between parties who may not have pre-established relationships. This may happen by creating tools to strengthen productivity, reduce delays and costs, as well as new methods of reaching customers. Networks are being exploited by companies that wish to take advantage of new ways of doing business and new ways of working, such as teleworking and virtual shared environments. Government departments are also using these new networks in their interactions with companies and with citizens. Electronic commerce presents the European Union with an excellent opportunity to advance its economic integration.

However, to make best use of these opportunities, a secure environment is required, and particularly with respect to electronic signature since it is commonly admitted that it is a powerful enabling service for e or m-commerce, and more generally for e-Transactions..
The development and use of signature/authentication products and services is still in its introductory stage. Systems exist which provide authentication for commerce, administration and public services. Agreed industry standards or technical specifications are worked out by different bodies, and particularly in Europe by ETSI & CEN within the EESSI framework.  Availability of these standards is of course essential, in order to provide a common level of security which can be recognized as being valid for use at regional level, even less at international level.

In the case of the consumer market, i.e. B2C, C2C, C2A e-commerce, we believe that the mobile will play an important role. In fact, if probably smart card will be used as a signature creation device,  it is doubtful that consumers may invest in a specific security tool like for example a specific card reader to be connected or inserted in their PC. More over, security requirements for signature creation or verification systems are such that it would require a very special kind of card-reader, with enough processing power and display capabilities to reach the “what you sign is what you see” paradigm. In this consumer market, we believe that mobiles are the natural solution: they are popular, they have and will have more and more display capabilities, they offer voice communication, and Internet browsing, and their core software tend to be trustable, thanks to standards like ETSI SIM and SIM -Toolkit or 3GPP MEXE. They may be used alone or in conjunction with a PC, and in this case may be considered as a kind of card reader connected to the PC via USB, Bluetooth or Irda. Their security is based on a specific smart-card, which is the SIM/WIM.
In fact, these previous statements are fully supported by what is happening now on these issues: several operators are launching m-signature systems. Examples of such initiatives are m-Sign consortium, supported by Vodafone, T-Mobil, Orange Trust service that will be launched in France after a pilot phase up to June 2002. Radicchio consortium is another example. 
Interoperability between entities involved in the mobile signature architecture is the main goal of this proposition.

1.2
Purpose of the proposal:

All the existing M-signature systems share a common service approach, which is rapidly described here:

· A negotiation phase takes place between a client and a service provider (SP), may be on a WAP, vocal, NET mode…

· The SP needs to send a text to the clients mobile via Short Message/WAP Push

· The clients if he agrees to commit to this text enters a confirmation PIN

· The mobile computes a signature and sends it back to the SP

For this service to be offered with efficiency and simplicity, it is necessary that a signature proxy is associated on one side with mobiles, and on the other side with SP. This signature proxy could be operated by mobile operators, or other parties. The operation on the SP side should be independent from the mobile terminal characteristics. (no PKI, PKI through SAT, through WAP1.2…)Public key directory,  Additional services may be offered by the signature proxy: i.e. 

· Signature and user certificate verification

· Time stamping

· Notarisation

An extension of this service to mobile which are not PKI enabled could also be useful, through signature proxy giving a signature on behalf of the client. Depending on the client’s mobile capabilities different levels for QoS have to be defined. The SP could negotiate the minimum level for QoS with the signature proxy, which is aware of the capabilities of the client’s mobile phone. 

So the main purpose of this proposal is to define a precise architecture, protocols between SP and Sig-Gwy, and general security requirements in order to reach a good level of interoperability.

1.3
Proposed Activities

Tasks to be performed :

1
M-Signature web service definition : review of existing systems and  business requirement analysis, and then definition of a general architecture of a  mobile-signature service architecture and message flow.. Architecture of the system will be evaluated regarding 3G evolution at network level. A generic model for interoperability will be established.

2 
M-Signature web service technical specification : a common protocol between signature proxy and SP has to be defined; 

3
definition of a common set of security requirements. The goal is to define minimum set of security requirements concerning mobile signature systems, in order to define standardized trust levels. This will help interoperability agreements to be established between different m-signatures Operators

4
precise definition of the mean to get roaming capabilities, related data and protocols.

In order to take into account the priority for obtaining different kind of deliverables, and the degree of maturation of the different concepts which are the base of the work to be done,  this work programme is to be organized in two phases:

· Phase 1 covers tasks 1 and would be achieved end 2002

· Phase 2 covering tasks 2, 3 and 4, beginning of 2003

1.4
Why an STF is the most effective way to achieve this objective

The different meetings of m-Comm WG have enabled a common understanding of the goal and necessary tasks to be achieved for m-signature standardization. The technical and detailed work described above needs a specific task force, with if possible, a participations of specialists involved in the above mentioned ongoing initiatives concerning m-signature. The great commonality between different existing m-signatures pilots (at architecture and service level) is a good sign for the possibility of fulfilling this work program, and defining successfully a common set of requirements and protocols.

2
Consequences if not agreed

Timely standardisation for m-signature system will make it possible to influence early developments of these systems. If the standards are delayed, or no standardisation at all is reached, then de facto standards could dominate the market, with problems of interoperability. This will act as an obstacle to the roll out of m-signature systems, and will certainly slow down the use of electronic signature by consumers, in B2C,C2C or C2A relations, and finally, could jeopardize the implementation of the European Directive on the Electronic Signature, at least for the consumer side.

This will also limit the use of mobiles for signature, and certainly also for sensitive applications like payment or ticketing. And will result finally in a slower development of mobiles value added services, and associated benefits for the operators and service providers involved in these value added services.

In addition, it can be mentioned that competence and experience represented by ETSI members would not become part of the new standards concerning this area of  e-commerce.

3
Detailed Description

3.1
Subject title: 

Mobile-signature web service definition, protocols, security requirements, and roaming

3.2
Reference TB:

M-COMM

3.3
Other interested TBs (if any):

ETSI activities on Electronic Signatures related to ESI (Electronic Signature Infrastructure): previous SEC/ESI STFs 147, 155, 178 and active STFs 209, 210, 220, which are included in the EESSI programme are interesting for m-signatures.

SCP & 3GPP SA

3.4
Target date for the start of work:

September 2002

3.5
Duration and target date for the conclusion of the work (TB approval):

The tasks covered are to be performed over a period of 8 months

3.6 Resources required

3.6.1
Necessary manpower

Total resources required: 7 man/month (91 kEUR), for drafting deliverables.

Phase 1: 3 mm

Phase 2: 4 mm

3.6.2
Estimated costs, additional to the manpower:

9 kEUR for travels

The travel budget covers the participation of the STF leader to the M-COMM meetings to present the results and co-ordinate the STF activity and the travels required for the leader and other experts to ensure co-ordination with other interested bodies.

One of the most important aspects of the STF activity is to ensure that the work is aligned with related projects in EU (e.g. @DAN, T2R-Netco) and co-coordinated with other organizations such as the Mobile Payment Forum, OMA, Radicchio, M-Sign, Liberty Alliance etc.  This would prevent the situation where the specifications may diverge and ensure that EC/EFTA and ETSI are regarded as a reference and not as “competitors" by these Committees.  It will also be necessary to visit organizations that are implementing solutions using mobile signature technology in Europe.
3.6.3
Qualification required

Two persons (including editors) are required. 

The candidates will be experts in security, existing digital signature and public key infrastructure technologies, architectures and standards, security management and the European and global standardisation processes: PKI, WPKI, PKCS.

Qualifying experience in areas related to the subject of the tasks include business models, processes and mobile technologies for Task 1, internet technologies (SOAP, Web Service, XML, HTTP) for Task 2, respectively.

It would be of great interest that experts for the STF have participated to the ongoing projects, pilots or services in the field of mobile signature.

3.7 
Scope of Terms of Reference:

Areas to be covered include:

Task 1 : M-Signature web service definition

The objective of this task is to define a general architecture of a mobile signature web service. The first step is to identify the business requirements that will lead the specifications. 

The second step is to settle a generic model description in order to clarify the actors and the message flows involved. Roaming and interoperability issues (including issues related to number portability) must be addressed to give appropriate guidance for task 2 & 3Details on this issue, related data and protocols will be addressed in task 4.

A review of current initiatives must be done so that the work should be done in co-ordination with other Bodies in the domain of electronic signature, particularly in Europe; however, liaison with other Organizations outside Europe should also be taken into consideration.  An initial list of interested bodies is: M-Sign, Radicchio, GSM Association, WAP Forum.

A security review aimed at describing possible security loopholes, possible improvements, and countermeasures will be performed during this task and will feed into specs of task 2 and 3.

The TR will identify the scope of the TSs to be produced by Tasks 2, 3 and 4 and the areas to be covered that cannot be addressed with the present resources.

Comments to the draft documents must be collected from a wide audience, also including stakeholders outside the ETSI community.  Drafts must be made available on the WEB for comments.  The comments period should be at least one month.

Deliverable:
Technical Reports: Business and Functional Requirements  (DTR/M-COMM-003)

Task 2: M-Signature web service technical specification

Once the M-Signature web service is settled, the interface of the methods published by the web service must be specified. The following methods must be considered:

· Signature request

· Proof of Possession request

· Certificate or Certificate URL downloading

· Signature validation

· Certificate validation

Deliverable:
Technical Specification: Web service interface specification (DTS/M-COMM-004)

Task 3: definition of a common set of security requirements

The goal is to define minimum set of security requirements concerning mobile signature systems, in order to define standardized trust levels.

· Implementation in the mobile

· Implementation in the signature proxy

· Dialogue and security indications on the mobile 

Position towards daft standards of EESSI would also be an important issue.

Deliverable: 
Technical Specification: security requirements for m-signature systems 
(DTS/M-COMM-005)

Task 4: precise definition of the mean to get roaming capabilities

Based on the general architecture of §1, this task will have to address:

· Precise model for roaming, taking into account work on number portability in other bodies or capabilities of mobile phone to direct itself to its sig Gwy

· Definition of related data to be shared between different parties;

· Protocol between Sig Gwy for redirection of the signature messages from the visited sig Gwy to the home Sig Gwy;

Deliverable: 
Technical Specification: specifications for roaming in m-signature services 
(DTS/M-COMM-006)

3.8
Context of the task(s):

Work will be conducted in close relationship with above mentioned ETSI initiatives on signature issues, as well as EESSI. 

More over relationship with ongoing associations aiming at promotion of m-signature will help to obtain useful feedbacks of actors in the Market, and will allow to reach a good consensus on issues like protocols SP-Sig Gateway.

3.9
Related activity in other bodies and co-ordination of schedules:

We can mention:

· IETF work on certificates and attributes

· WAP forum

· ISO TC68 SC2 

· Smart Card Charter Initiative (TB2)

· CEN ISSS
3.10 Base documents and their availability

· ETSI Report - Electronic Signature Standardisation (ETSI/TC-SEC(98)8 - TD 008)

· European Electronic Signature Standardization Initiative (EESSI) Final Draft of the EESSI Expert Team Report, June 18, 1999

· ETSI deliverables from EESSI phase 2 and 3

· CEN/ISSS workshop agreements of phase 2 and 3 of the EESSI programme.

· WAP standards

· SOAP (specified by World Wide Web Consortium, W3C), XML

3.11 Work Item(s) from the ETSI Work Programme (EWP) for which the STF is required

Work Item on mobile signature systems:  

(DTR/M-COMM-003, DTS/M-COMM-004, DTS/M-COMM-005, DTS/M-COMM-006)

3.12 Expected output(s):

Assuming start in September 2002:

	First stable drafts for Phase 1
	end-October 2002

	End of comment period
	end-November 2002

	Inclusion of comments
	mid December

	Publication of Phase 1 deliverables (task 1)
	end-January 2003

	Interim report to EC & EFTA
	February 2003

	Beginning Phase 2
	January 2003

	First stable drafts for Phase 2
	end-February 2003

	End of comment period
	end-March 2003

	Inclusion of comments
	mid-April 2003

	Publication of Phase 2 deliverables (task 2,3 & 4)
	End May 2003

	Final report to EC & EFTA
	June 2003
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