
Terms of Reference for Specialist Task Force 175 for
support to EP/TIPHON for eEurope development


Abbreviations used in this ToR

3GPP
3rd Generation Partnership Project

DECT
Digital Enhanced Cordless Telecommunications

ECMA
European Computer Manufacturers Association

IP
Internet Protocol

QoS
Quality of Service

SPAN
Services and Protocols for Advanced Networks

SSL
Secure Socket Layer

STF
Specialist Task Force

TIPHON
Telecommunications and Internet Protocol Harmonisation Over Networks

TLS
Transport Layer Security

1
Reasons for proposing the Specialist Task Force (STF)

The eEurope programme seeks to exploit The Internet as a platform for making an electronic and connected world a reality. EP-TIPHON considers that it offers support to eEurope within the terms of objectives “1c” (secure networks), “3a” (accelerating e-commerce) and “3d” (digital content for global networks).

TIPHON offers a project structure bringing many facets of technology and service together. 

The primary threads in developing the Internet for delivery of services exist in the main in 2 areas: Security; and, Quality of Service. 

Although several efforts have resulted in specifications on these subjects, none of them (with the exception in the security area of SSL (or its open equivalent TLS) for HTTP) has achieved wide deployment. TIPHON, as a capability-based network environment, proposes to define a set of profiles that will bind together the needed protocols for harmonisation of different network technologies. 

Many of the future services, and therefore content within the Internet, will be transfers of services that exist in the broadcast and telecommunications environment to the IP environment: delayed TV programs, multiparty conferences, desktop application sharing and multi-client messaging are just a few examples of what TIPHON profiles would help materialise across networks. While TIPHON Release 3 (due March 2001) concentrated on the "simple call", i.e. voice between two parties, Release 4 will concentrate on these items (due to be completed in September 2002).

Areas such as addressing and the consequent capability of subscribers to be reachable independently of location is core to TIPHON and is captured in the work of this STF in consideration of inter-domain border elements (firewalls) and the carriage of security and QoS policy between domains. Such features are key to the success of TIPHON and therefore also to the success of eEurope.

2
Consequences if not agreed:

Loss of the opportunity to provide a harmonized approach resulting in the implementation of de facto commercial standards which will cause market fragmentation and thus hinder the efforts of the eEurope programme to bring effective Internet capabilities to the market.

3
Detailed description:

3.1
Subject title:

Support to EP/TIPHON for eEurope development

3.2
Reference Technical Body:

ETSI/TIPHON.

3.3
Other interested TBs (if any):

SPAN, SMG, TETRA, STQ, BRAN, TC-Security, mobile groups including 3GPP and EP-UMTS. In addition ETSI/TIPHON has extensive collaboration with ITU-SG16 and with the IETF.
3.4
Target date for the start of work:

January 2001.

3.5
Duration and target date for the conclusion of the work (TB approval):

To October 2002 (18 months).

3.6
Resources required

3.6.1
Necessary manpower

Total resources required: 20 man months (433 days), assigned as shown in 3.10.

3.6.2
Estimated costs, additional to the manpower:

Total additional cost 20 000 EUR assigned as shown and including provision for travel to liaison activities described in 3.8: 

· travels to Technical Body and WG meetings:

2 experts to attend 3 TIPHON meetings per calendar year of which 1 shall be in Europe at ETSI, 1 shall be in Asia, and 1 shall be in America. Participation on a case-by-case basis of STF members at interim meetings, as required by PMC.

3.6.3
Qualification required, mix of skills

Number of experts required: 2 to 3. 

The experts are required for periods of approx. 1 calendar year

Relevant expertise required: 

· 5 or more years experience in the area of Internet protocols (SIP, IP, TCP/UDP, RSVP, DiffServ, IntServ);

· be familiar with telecommunications protocol and architectures (e.g.: DSSI, H.323, SIP, TRIP, …); 

· possess strong experience in the use of Formal Methods (e.g.: SDL, UML)

· Possess understanding of requirements specification

· experience in the production of ETSI deliverables

· experience of working in the international environment.

3.7
Scope of Terms of Reference:

The STF shall report to TIPHON and be directed by the TIPHON PMC.

3.8
Related activity in other bodies and co-ordination of schedules:

The STF requires some internal and external liaison work. This liaison shall be achieved by presentation of interim and final results to the relevant technical bodies at the meetings of the relevant technical bodies. 

This shall involve attendance at meetings (travel may be required to each of these bodies) of the following bodies:

3GPP-SA

3GPP-CN

ETSI-SPAN

ETSI TC SEC LI

ETSI TC SEC

IETF

ITU-SG16

In addition the STF shall seek open consultation on its interim results by early publication and submission of a request for comments. The STF shall work to resolve any comments received in this manner. This shall primarily be in those areas where conflicts exist in the market and in the evolution of new technical solutions.

3.9
Base documents and their availability

The work will be based on the documents produced by TIPHON so far and a set of ITU and IETF documents according to the specific area. In the case of work from the IETF the STF itself may declare that in order to meet the requirements of the liaison activity outlined in §3.8 that it shall prepare and present Internet Drafts and RFCs to IETF sessions. The attendance at the IETF to present such papers will be funded from the overall travel budget of the STF.

3.10
Work Item(s) for which the STF is required:

The following list provides those work items where significant support by the STF is required:

	Deliverables and Tasks
	Time allocation

	DTS/TIPHON-0800x security mechanisms and protocols
	

	1.1
Review of TIPHON meta-protocols and initial threat analysis
	20

	1.2
Counter threat synthesis
	40

	1.3
Table of Contents and outline of TS
	10

	1.4
Security meta-protocol assignment to extant TIPHON meta-protocols
	15

	1.5
Development of security meta-protocols in TIPHON structure
	20

	1.6
Stable draft of TS
	5

	1.7
Threat analysis with initial security measures in place
	25

	1.8
Revision of draft TS with results of analysis
	20

	1.9
Final draft of TS for TIPHON approval
	10

	DTS/TIPHON-050xx QoS and system management
	0

	2.1
Table of Contents and outline of TS
	5

	2.2
Development of meta-protocol extensions within extant meta-protocols
	20

	2.3
Stable draft of TS
	30

	2.4
Final draft of TS for TIPHON approval
	20

	DTS/TIPHON-050xx QoS control
	0

	3.1
Table of Contents and outline of TS
	20

	3.2
Development of management meta protocols and data syntax
	20

	3.3
Stable draft of TS
	25

	3.4
Final draft of TS for TIPHON approval
	20

	DTS/TIPHON-050xx Firewall traversal for streaming media protocols
	0

	4.1
Table of Contents and outline of TS
	30

	4.2
Development of firewall transport meta-protocols in TIPHON structure
	20

	4.3
Stable draft of TS
	25

	4.4
Final draft of TS for TIPHON approval
	20

	Project management
	13

	TOTAL Days
	108


3.11 Expected output(s):

Four TSs as defined in 3.10

DTS/TIPHON-08005: Security mechanisms and protocols (Release 4)

This will define meta-protocols for the provision of authentication, repudiation, confidentiality and key management in an IP telephony environment. In addition, it will provide matching profiles of available protocols to these meta-protocols to allow interoperability. This work item will be monitored by EP TIPHON WG 8.

The STF will perform a review of TIPHON meta-protocols along with an initial threat analysis. The next task will be to provide a counter threat synthesis and draw up an outline of the ETSI TS with its Table of Contents. Before reaching a stable draft, the STF will provide a security meta-protocol assignment to extant TIPHON meta-protocols and develop these security meta-protocols in the TIPHON structure. A threat analysis with the initial security measures in place will take place and the revised TS incorporating the results from this final analysis will be performed before submitting the final draft TS for EP TIPHON approval.

The STF shall seek open consultation on its interim results by early publication and submission of a request for comments (ETSI TIPHON documents being made available to the outside world via the ETSI Web). Any comments received will be resolved by the STF. This shall primarily be in those areas where conflicts exist in the market and in the evolution of new technical solutions.

Schedule:

· Table of Contents/Outline TS
July 2001

· Stable draft TS
April 2002

· EP TIPHON WG8 approval
July 2002

· EP TIPHON approval
October 2002

· Publication
October 2002

DTS/TIPHON-05010: QoS and system management (Release 4)

The STF will prepare an ETSI TS to define meta-protocols and management structures to permit the management of QoS in a distributed system. The work will be produced under the monitoring of EP TIPHON WG5.

The first task will be the preparation of a Table of Contents and outline of the proposed TS followed by work to develop the meta-protocol extensions within extant meta-protocols. A stable draft will then be produced followed by further updates for EP TIPHON WG5 and EP TIPHON approval.

The STF shall seek open consultation on its interim results by early publication and submission of a request for comments (ETSI TIPHON documents being made available to the outside world via the ETSI Web). Any comments received will be resolved by the STF. This shall primarily be in those areas where conflicts exist in the market and in the evolution of new technical solutions.

Schedule:

· Table of Contents and Outline of TS
July 2001

· Stable draft TS
April 2002

· EP TIPHON WG5 approval
July 2002

· EP TIPHON approval
October 2002

· ETSI publication of TS
October 2002

DTS/TIPHON-05003: QoS control (Release 4)

The STF will prepare an ETSI TS to provide meta-protocols and object definitions in ASN.1, SDL and UML for the management of QoS tagged traffic within and between domains. The TS will also provide profiles that match these meta-protocols for existing (available) protocols. The work will be produced under the monitoring of EP TIPHON WG5.

The first task will be the preparation of a Table of Contents and outline of the proposed TS followed by work to develop the meta-protocols and data syntax. A stable draft will then be produced followed by further updates for EP TIPHON WG5 and EP TIPHON approval.

The STF shall seek open consultation on its interim results by early publication and submission of a request for comments (ETSI TIPHON documents being made available to the outside world via the ETSI Web). Any comments received will be resolved by the STF. This shall primarily be in those areas where conflicts exist in the market and in the evolution of new technical solutions.

Schedule:

· Table of Contents and Outline TS
July 2001

· Stable draft TS
March 2002

· EP TIPHON WG5 approval
July 2002

· EP TIPHON approval
October 2002

· ETSI publication of TS
October 2002

DTS/TIPHON-05016: Firewall traversal for streaming media protocols (Release 4)

The STF will prepare an ETSI TS to define meta-protocols for the control of firewall devices used to manage QoS enabled traffic and signalling between domains in a secure manner. The work will be produced under the monitoring of EP TIPHON WG5.

The first task will be the preparation of a Table of Contents and outline of the proposed TS followed by work for the development of firewall transport meta-protocols in the TIPHON structure. A stable draft will then be produced followed by further updates for EP TIPHON WG5 and EP TIPHON approval.

The STF shall seek open consultation on its interim results by early publication and submission of a request for comments (ETSI TIPHON documents being made available to the outside world via the ETSI Web). Any comments received will be resolved by the STF. This shall primarily be in those areas where conflicts exist in the market and in the evolution of new technical solutions.

Schedule:

· Table of Contents and Outline TS
July 2001

· Stable draft TS
April 2002

· EP TIPHON WG5 approval
July 2002

· EP TIPHON approval
October 2002

· ETSI publication of TS
October 2002
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