Terms of Reference for Specialist Task Force STF 147 (prov. code HA)�on Electronic Signature Standardisation�





1.	Reasons for proposing the Specialist Task Force (STF)


To progress the standardisation of Electronic Signatures in line with the EC Mandate to CEN, CENELEC and ETSI in support of a European legal framework for electronic signatures (SOGITS 1064v4)


Lack of standards supporting the use of Electronic Signatures and certificates is referred in the Mandate as one of the impediments to electronic commerce. The EU Directive and EC Mandate supports ETSI’s action, and this is being co-ordinated with CEN/CENELEC and other interested parties by means of active participation with the ICTSB.


Urgency exists because deployment of vendor-specific new infrastructures is in progress. ETSI TC SEC has responded with an accelerated one-year plan but currently available resources need to be supplemented in order to keep the commitment.


The object of this STF is to further the standardization activities related to infrastructures in support of electronic signatures. It is also to complement the developments taking place in response to the recently adopted EC Mandate to CEN, CENELEC and ETSI in support of a European legal framework for electronic signatures (M/279). The ETSI Board gave their agreement, in principle, to the mandate on the 11th December 1998.


The activities proposed will be carried out in the context of a strong liaison with the EESSI initiative. The proposal is designed to be consistent with the wider initiative and will be confined to the infrastructural elements of electronic signatures in support of the requirements of the forthcoming Directive. The ETSI work is aimed at the production of an ETSI Standard (ES), and the timescale for the activities will allow for a possible adjustment of the draft in the light of the EESSI programme as it is developed (the final version is scheduled for the summer of this year).


The subsequent development of European standards (ENs), not covered by the Order Voucher, will be executed in accordance with the final EESSI programme and taking into the account the results of the open meeting in July 1999 and the subsequent consultation of Member states in SOGITS on the further steps.  


Open networks such as the Internet are of increasing importance for world-wide communication. They offer the possibility of interactive communication between parties who may not have pre-established relationships. They offer new business opportunities by creating tools to strengthen productivity and reduce costs, as well as new methods of reaching customers. Networks are being exploited by companies that wish to take advantage of new ways of doing business and new ways of working, such as teleworking and virtual shared environments. Government departments are also using these new networks in their interactions with companies and with citizens. Electronic commerce presents the European Union with an excellent opportunity to advance its economic integration.


However, to make best use of these opportunities, a secure environment with respect to electronic signature is needed. A number of methods exist to sign documents electronically but when digital signatures are used the verification of the authenticity and integrity of the data the identification of the signer is not necessarily proven.  


It has already been identified that one of the impediments to electronic commerce is the lack of standards to support the use of electronic signatures and certificates. The proposed work complements and supports the draft EU Directive and M/279, and this is being co-ordinated with CEN/CENELEC and other interested parties by means of active participation with the ICTSB. It is recognised by EESSI that there is an urgent need for such activity because the deployment of vendor-specific new infrastructures is currently in progress. ETSI TC Security (TC SEC) has responded with an accelerated one-year plan but the currently available resources will need to be supplemented in order to keep the commitment.


A speedy specification in this area will make it possible to influence early developments. If the work is delayed then de facto standards could dominate the market before any formal standards are available. Therefore the activity defined below is important in the efforts being made under the EESSI initiative.





2.	Consequences if not agreed:


Timely standardisation in this area will make it possible to influence early developments. If the standard is delayed de facto standards could dominate the market before formal standards are available.


3.	Detailed description:


3.1.	Subject title:


Electronic Signature Standardisation


3.2.	Reference Technical Body: TC SEC, Trusted Third Party ad hoc group (TTP):


TC Security:	Chairman Gyorgy Endersz, Telia


Trusted Third Party ad hoc group:	Chairman Mike Kenning, BT


3.3.	Other interested TBs (if any):


Since Smart Cards are an optional element in an electronic signature solution, the ETSI Smart Card Group of SMG might be involved in this study.


3.4.	Duration:


April 1999 to September 1999


3.5.	Target date for the start of work:


April 1999


3.6.	Necessary manpower (expertise, mix of skills and amount):


8 man months.


3-4 persons including an editor, depending on skill profiles of available experts, and the form of work organisation. A mixture of work from home office with one or two joint task force sessions of 2-3 days is proposed.


The candidates will be experts in security, existing digital signature and public key infrastructure standards, the European and global standardisation processes.


3.7.	Context of the study:


Work alongside, supplementing, the effort of ETSI member personnel on the drafting of an Electronic Signature Standard. 


The work will aim to develop standards to meet minimum requirements for interoperability of electronic signatures and public key certificates used in secure business transactions.


Areas to be covered include 


Naming conventions and constraints,


Format of public key certificates and CRLs,


Format of Electronic Signature tokens,


Selection of protocols to inter-operate with TSPs.





A close monitoring of, and input into, the work of the IETF will be essential to this study.


ISO and the ITU will also be primary candidates for liaison.


Standards will use available material and focus on profiling, supplementing and where necessary developing new specifications. IETF work in the area (PKIX) is one major source of material.


This work will build upon the foundations set by the ETSI Report - Electronic Signature Standardisation ETSI/TC-SEC(98)8 - TD 008 (Draft version 0.4.2, updated with agreements at the TC Security meeting, is attached for information).


3.8.	Related activity in other bodies and necessary co-ordination of schedules:


ICTSB Initiative on European Electronic Signature Standardisation and, in particular EESSI


3.9	Scope of Terms of Reference:


The scope of the STF is to cover specific infrastructural aspects related to electronic signature standardization for business transactions, with the focus being on purchase requisition, contract and invoice applications. The work of this STF will aim to develop an ES to meet certain minimum requirements for interoperability of electronic signatures and public key certificates used in secure business transactions. The following areas to be covered will include:


Naming conventions and constraints


Procedures and legislation issues need to be defined to unambiguously identify a signer. A naming scheme for electronic signatures should be defined. This scheme needs to support the use of pseudonyms as well as of hierarchical names. The forms of such hierarchical name forms need to be specified. The identification shall finally allow to point unambiguously to a person/entity that can be held responsible for its electronic signature, easily recognised (e.g. by looking at its public or private attributes) and located (e.g. by obtaining its private address or the name of its company).


Format of public key certificates and Certificate Revocation Lists (CRLs)


Only a profiling of public key certificates and CRLs containing keys dedicated to non-repudiation needs to be considered. Documents from the IETF may be used as an initial starting point. A selection of the mandatory cryptographic algorithms and hash functions to be used for public key certificates and CRLs should be made. This will also lead to guidelines to handle the cases of certificate policies limiting and not limiting the applications that can use a public key certificate.


Format of Electronic signature tokens


Electronic signature tokens will be defined to support the concept of evidence. The case of bilateral/multilateral electronic signatures over the same contract will also be specified. A selection of the mandatory cryptographic algorithms and hash functions to be used for Electronic signature tokens needs to be made.


Selection of protocols to inter-operate with Trust Service Providers (TSPs)


Standardized protocols are required to allow interoperability between users and TSPs. Particular attention is to be paid to interoperability with Certificate Repositories.


As stated earlier, strong liaison will be maintained with the EESSI initiative and the work of this STF. Effective liaison will be assured through regular and frequent sharing of draft documents and other contacts. As agreed by the ETSI Board, the results of the work, including stable drafts will be publicly accessible on the WEB in order to invite comments and contributions from relevant experts. The Chairman of the Steering group for this STF is also an ETSI representative on the Steering Group set up to oversee the work of the EESSI Project Team. ETSI representatives will provide regular progress reports to the EESSI steering group.


A close monitoring of, and input to, the work of the IETF will be essential to this work. ISO and the ITU-T will also be primary candidates for liaison. The STF will use available material and focus on profiling, supplementing and, where necessary, developing new specifications. The IETF work in the area is one major source of material. The work will also build upon the foundations set in the ETSI TC SEC living document (latest version ETSI/TC-SEC(98)8 - TD 008, “Telecommunications Security; Electronic signature standardization report”, v 0.4.2.).


3.10.	Reference specification(s) and existing documents, including ETSI member contributions:


ETSI Report - Electronic Signature Standardisation (ETSI/TC-SEC(98)8 - TD 008)


3.11.	Work Item(s) from the ETSI Work Programme (EWP) for which the STF is required:


DES/SEC-003007, Telecommunications Security; Electronic signature standardisation.


Supporting organizations include: BT, Telia, Deutsche Telekom, T.A.C.


3.12.	Expected output(s):


Draft Standard for Electronic Signatures in Europe Part 1: Business Use


first stable draft	date: July 1999


draft for WG approval	date: September 1999


draft for TB approval	date: October 1999





ref: B16TD08, revised according to EC/EFTA O.V. on 12/04/99 


