Terms of Reference for Specialist Task Force 130 on�GSM-CTS authentication and key generation algorithms


1	Reasons for proposing the Specialist Task Force:


SMG-STC SMG10 have at their plenary meeting in 4.- 6. February in Worcester (UK) discussed the approach of specification and design work for the GSM-CTS� authentication and key generation algorithms. The decision, was to have “the specification of a standard ETSI algorithm, under the responsibility of ETSI/SAGE” �.


A first proposal for the funding of this work and related costs, schedules and deliverables has been given in SMG10 Tdoc 077/98 � which has been produced and presented at the above mentioned meeting.


Based on this document and preliminary work, SMG10 has produced in several ad hoc meetings and the plenary meeting 6. - 9. April in Lund (Sweden), a specification of the security functions in general and specifically the requirement specification for the related algorithms. This standardisation work is based on the GSM-CTS stage 1 service description:


[1]	GSM 02.56: “Digital cellular telecommunications system (Phase 2+); GSM Cordless Telephone System (CTS) Phase 1; Service Description; Stage 1”.


[2]	Annex to GSM 03.20: “Digital cellular telecommunications system (Phase 2+); GSM Cordless Telephone System (CTS) Phase 1; Security related network functions; Stage 2”, version 0.2.0


[3]	GSM 01.56 : “Digital cellular telecommunications system (Phase 2+); GSM Cordless Telephone System (CTS) Phase 1; CTS Authentication and Key Generation Algorithms Requirements”; version 0.1.0


GSM-CTS security algorithms are mainly located in the CTS Mobile Station (CTS-MS) and in the CTS Fixed Part (CTS-FP) (see � REF GSM_02_56 \* MERGEFORMAT �[1]�). The reason to propose the Specialist Task Force SAGE for this work are:


In order to support inter-operability between equipment (CTS-MS and CTS-FP) of different manufactures, in line with the policy for GSM, a standard set of security algorithms shall be defined within ETSI.


Design work should be located within ETSI and specifications should be available only on a license basis in order to achieve a maximum of confidentiality of the CTS security algorithms.


2	Consequences if not agreed:


If not agreed, inter-operability of GSM-CTS equipment of different manufactures and confidentiality of the security algorithms of the GSM-CTS will be endangered due to problems of proprietary solutions.


A delay of the release data of the GSM-CTS work item is expected in this case.


�
3	Detailed description:


3.1	Subject title:


Design of the GSM-CTS authentication and key generation algorithms.


3.2	Reference Technical Body:


ETSI SAGE


3.3	Other interested TBs (if any):


ETSI STC SMG10


3.4	Duration:


According to the proposal and based on the conditions given in � NOTEREF _Ref416060517 �3� , the duration of the design work is 6 month (January to June 1999) and split into the following phases:


December 1998:	Confirm available funding by interested parties


January 1999: 	Start of work


February 1999:	A first draft of the algorithm will be available


April 1999:	A stable draft of the algorithm will be available and a one month pre-evaluation by parties providing the funding will start


June 1999:	The design of the algorithms shall be finished. �The deliverables shall be available.


The planning will be subject to a timely availability of funding and approval by the ETSI Board. Delays in this will result in a subsequent delay in the planning.


3.5	Target date for the start of work:


January 1999.


3.6	Necessary manpower (expertise, mix of skills and amount):


A total effort of the design work is 21 man months. The STF should be recruited via SAGE.


3.7	Context of the study:


See reference [2] in section 1.


3.8	Related activity in other bodies and necessary co-ordination of schedules:


The work on external specification (see � REF Annex_03_20 \* MERGEFORMAT �[2]� and [3] listed in section 1) of the GSM-CTS security algorithms is done in the ETSI STC SMG10. 


Any co-ordination (e.g. delay of work, changes of specifications) shall be done with ETSI STC SMG10.


3.9	Scope of the Terms of Reference:


See the requirements specification [3] as listed in section 1.


3.10	Reference specification(s) and existing documents, including ETSI member contributions:


Document [1]. [2] and [3] as listed section 1: 


�
3.11	Work Item(s) from the ETSI Work Programme (EWP) for which the STF is required:


DTR/SAGE-00016-1: 	Rules for management of the CTS Authentication and Key Generation Algorithms


MI/SAGE-00016-2:	CTS Authentication and Key Generation Algorithms


3.12	Expected output(s):


The main deliverables of the design work is the algorithms specification which will be a confidential document. The submission of this document is split in the deliverables of two phases, a pre- evaluation phase and the release of the overall design work. 


In addition a public design and evaluation report containing the detailed rules for management will be produced. All the deliverables, including the confidential ones, are defined in document [1, chapter 9] listed in section 1.


Approved by Board#13, revised 15/12/98 on availability of funding


� 	GSM-CTS: GSM Cordless Telephony System


� 	Report of the SMG10 (GSM/UMTS Security) meeting #1/98, Worcester, 4 to 6 February 1998


� 	ETSI STC SMG 10, TDOC 98/077, Funding of security algorithm design work at SAGE for the �CTS specific A3* GSM CTS Authentication Process and the A8* GSM CTS Encryption Key Generation Process
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