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1. Subject Title: 


Encryption Algorithm for HIPERLAN


2. Reference 


TC: RES (STC RES 10)


3.Other Interested TC's: 


NA, SAGE


4. Duration: 


The Project Team should be formed as quickly as possible with the development of the encryption algorithm for HIPERLAN. The requirements for this algorithm have been communicated to SAGE in document STC RES 10/95/37.


It is estimated that the work can be completed in 5 to 9 calendar months.


5. Necessary Manpower: 


Previous estimates by SAGE indicate that up to 9 manmonths would be sufficient to develop and document the HIPERLAN encryption algorithm.


SAGE and the Project Team will maintain continuous co-operation with RES 10 concerning the functions of the algorithm and its interface to HIPERLAN.


6. Context of the work:


The HIPERLAN Functional Specification is now in public enquiry. The choice of an encryption algorithm was delayed due to uncertainties about the possible use of off-the-shelf algorithms and about the exportation approval procedures that HIPELAN product would be subject to. 


The HIPERLAN Functional Specification leaves the specification of the algorithm open; its choice and specification have become urgent. 


7. Related activities in other bodies:


Co-ordination between STC RES 10 and SAGE on this subject has been in progress since 1994 and will be continued. 


IEEE 802.11 has chosen a commercially available algorithm but this is subject to export controls from the US government.


�



8. Scope of the terms of reference and relevant study items:


The choice specification of an encryption algorithm for HIPERLAN that will provide "wire equivalent privacy". ETSI will be the custodian of the HIPERLAN encryption algorithm.


9. Reference Specifications and Documents:


prETS 300 652, [HIPERLAN, Functional Specification]


ETSI STC RES 10 (95) 37 - HIPERLAN Security - Encryption Algorithm Requirements


10. Expected outputs:


Specification of the algorithm and its interface


Specification of conformance test data for verification of implementations


11. Proposed Milestones:


Begin: 	as soon as possible


First draft specification	March 1996


Final specification	July 1996














