Terms of Reference for the project team PT 81 (provisional code CW) on


TETRA Encryption Algorithm


as approved by Technical Assembly 23





1.	Reasons for proposing the PT


ETSI RES 06 decided that a standard TETRA Air Interface Algorithm shall be specified. This algorithm will, in line with the normal ETSI pro�cedure, be designed and specified by ETSI SAGE.


SAGE is asked to carry out this work to fulfil requirements from the TETRA MoU group and from the Schengen Telecom Group. The technical work will be based on requirements specifications agreed by ETSI RES 06 and SAGE.


Given the urgency of the work, ETSI SAGE has been requested to keep timescales as short as possible, especially for the encryption algorithm. To enable a fast start of the work, a PT should be created.


2.	Consequences if not agreed.


No standard TETRA encryption algorithm will be available at the launch of the TETRA system. Manufacturers will be forced to design their own solutions for encryption. Interoper�ability between systems of different manufacturers will normally not be possible.


3.	Detailed description


3.1	Subject title:	Design and specification of a standard TETRA Encryption Algorithm TEA1.


3.2	Reference TC:	ETSI SAGE


3.3	Other interested TC (if any):	ETSI RES / RES 06.


3.4	Duration:	Nine (9) months


3.5	Target Date for the start of work:	November/December 1995


3.6	Necessary manpower:	Fifteen (15) man-months.


Note: the manpower allocated to this Project Team shall be revised by TC/RES, to be compatible with the total resource available for the TETRA Standardization Domain


3.7	Context of the study:


	To carry out the design and specification of a cryptographic algorithm taking into account all requirements detailed in the requir�ements specification and to draft the rules for the management of the algorithm.


	The algorithm will be confidential and distributed by an ETSI custod�ian.


	The rules for management will be recorded in a TC-TR to be endorsed by RES 06/RES.


�



3.8	Related activities in other bodies and necessary co-ordination of schedules: --


3.9	Scope of the terms of reference and relevant study items: --


3.10	Reference specifications and existing documents including member contributions:


	Draft ETS 300 392 part 7;


	ETSI RES 06 (95) 22 "Requirements Spec�ification for the TETRA Air Interface Encryption Algorithm Set 1 (TEA1)".


3.11	Part of the ETSI work programme (EWP) for which the project team is required:


	DTR/SAGE-00010


3.12	Expected outputs


	Confidential Specification of TETRA Air Interface Encryption Algorithm 1 and TC-TR "Rules for management of TETRA Air Interface Encryption Algorithm 1.














