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Statement of Work
List of Services to be provided by ETSI
1. Introduction
The Commission's Informatics Directorate-General (DIGIT) is in charge of implementing the CEF eSignature Building block.

The Connecting Europe Facility (CEF) provides financial assistance to trans-European networks to support projects of common interest. The annual Work Programmes outline the general objectives and the priorities for actions to be launched, and select among others DSIs projects to achieve these objectives and priorities.
The scope of the CEF eSig building block project is to set the eSignature Core Service Platform, as a “full” Service Platform, built on the solid basis constituted by the SD-DSS reference implementation and TL Manager, two pieces of open-source software developed by DG MARKT in perfect alignment with the applicable legal context. 

2. EXECUTION PERIOD
The present statement of work  will enter into force at 01/01/2019 for a duration of 2[two] years.

3. Work Packages
3.1. WP 1 – Project management
3.1.1. Project Follow-up (Task 1.1)
General project management and follow up with regard to planning, scheduling and ensuring technical quality etc. Meetings/or teleconferences will be held on an ad-hoc basis, with discussion of open issues (if applicable), presentation of the results and evaluation.

ETSI will be responsible for calling the meetings and for writing the minutes of the meetings. 

3.1.2. Reporting (Task 1.2)
This task includes writing of the following reports:

Meeting minutes

Quarterly progress reports and when applicable updated documentation related to deliverables of Work Packages 2 & 3.
Final report
3.1.3. Service registration/administration (Task 1.3)
The users will need to register on the portal and granting of access to the ETSI TLCC web application needs to be confirmed by the Commission. If the request is authorized and approved by the Commission, applicants will receive a login and password within a maximum delay of 5 working days to access the ETSI TSL Checker web application.

This task includes the administration of the registration to the ETSI TLCC web application and the administration of the login database.
3.2. WP 2 – ETSI online tools hosting
3.2.1. Web Application hosting (Task 2.1)
ETSI will host and accommodate on the ETSI Electronic Signature portal at least access to and provision of the functionalities described in WP 3 and 4, here after collectively designated as “ETSI TL Conformance Checker (TLCC) web application”, to be made available to authorized users from EU Members States, EEA countries and the EC, for the execution period.

The portal structure and the ETSI TLCC web application will also cover any new or ad hoc specifications created during the execution period or requested by the Commission.
3.2.2. Mailing list and archive facilities (Task 2.2)
The portal will also offer users the possibility to join the ETSI TSL_INTEROP_PARTICIPANTS@list.etsi.org mailing list, used for sharing information between ETSI and the authorized users, but also as a technical link between users for all Electronic Signature related topics.

The authorized users will also have access to the full archive of this mailing list.
3.2.3. Web server maintenance (Task 2.3)
ETSI will host the TLCC web application on the ETSI Electronic Signature portal during the execution period.

This task covers the full maintenance of the corresponding IT infrastructure including server backup.
3.3. WP 3 – TLCC Software and Maintenance
3.3.1. Support of ETSI TLCC web application (Task 3.1)
The ETSI TLCC web application support will cover the execution period. It includes tool support for authorized users and the corrective maintenance.

3.3.2. ETSI TLCC (Task 3.2)
From the existing version of the TSL Conformance Checker available on http://tsl-portal.etsi.org/protected/upload.php?sigtype=confchecker, ETSI will develop an updated version including at least the following functionalities, here after collectively designated as “ETSI TLCC web application”, available to authorized users from EU Members States, EEA countries and the EC, for the execution period:

1. The registered users will be able to test the conformity of their Trusted List.

2. The registered users will be able to generate human readable versions from their machine processable version of their Trusted List (see section below on TL Pretty Print tool).

3. The registered users will be able to generate the .sha2 companion file from their machine processable version of their Trusted List.

The TLCC tool will be updated when required to match requirements for compliance with the legal context applicable after the publication of updated revisions of ETSI TS 119 612. It is expected that the tool software is delivered in a maximum of 4 months after the publication of each revision of the ETSI TS 119 612
It is also proposed to add a new functionality to the TLCC to be able to completely check EU LOTL, in addition to EU MS TL.
The TLCC’s functionality allowing to test the conformity of a Trusted List will generate an xml file containing all the checks performed, showing those that have succeeded and those that have failed. Errors and warnings will be reported according to the following syntax (elements <svrl:failed-assert>, content structure "[ERROR] Rule......", elements <svrl:failed-assert>, content structure "[WARNING] Rule......").

Errors and warnings will be also reported in a separate xml file.

The TLCC will also incorporate the checks on X.509 certificates present in the service history instances.

The TLCC will also incorporate the checks on Trusted List signature and on its validation.

For integration in TL Manager, the API of the JAR for conformance checking of a TL will be of finer grain than checking a complete TL:

· Checking Scheme Information

· Checking a Pointer to Other TSL

· Checking a TSP information

· Checking a Service information

· Checking a Service history

3.3.3. Documentation (Task 3.3)
This task includes writing of the following documents:

• Description of the TLCC functionalities, including the exhaustive list of conformance checks under each legal regime.
• Description of the Pretty Print TL tool

• Description of the Services Hosting

• Documentation regarding the provision of TLCC functionalities as a standalone executable JAR file (including description of the API).
3.4. WP 4 – Pretty Print Software and Maintenance

3.4.1. TL Pretty Print tool (Task 4.1)
The Pretty ¨print tool will be updated when required to match requirements for compliance after the publication of updated revisions of ETSI TS 119 612. It is expected that the tool software is delivered in a maximum of 4 months after the publication of each revision of the ETSI TS 119 612
Considering the execution period, this applicable legal context may be adapted or amended in the course of this duration. The activities described in the scope of the present statement of work will be adapted accordingly. References to CID(s) and ETSI TS have to be read as “and potential updates, amendments, or replacements in the course of the execution period”.

This is a supporting tool for the conformance tests and generates pretty-print versions of a TL/LOTL, allowing visual inspection thus supporting e.g. manual assessment of the TL’s/LOTL’s generated by the users.

The tool will generate 2 versions of the TL/LOTL uploaded by the user in compliance with the applicable legislation.

· A Human Readable version in PDF/A format generated from the machine processable version of the submitted Trusted List.
· A Human Readable version in HTML format

There is also the possibility for the users to generate reflow and high contrast of the PDF/A version of their TL.
In addition, the PDF/A that results from the Pretty Print tool will follow the increased accessibility requirements defined by Adobe (see at http://www.adobe.com/accessibility/products/acrobat/)
The updated tool will continue to support the existing accessibility requirements defined in previous version to enable users with disabilities to access, read, and use PDF documents and forms across multiple languages more easily.
These requirements include:
· Auto-scroll for limited mobility
· Contrast view for visual disability
· Reflow for visual disability
· Read Out Loud for visual disability and cognitive disability
· Read Form Fields for visual disability and cognitive disability
· Save as Text (Acrobat supports the export of other formats, such as Microsoft Word, HTML, RTF, and XML). Ex: such as saving as accessible text for a Braille printer
3.4.2. TL Pretty Print Maintenance (Task 4.2)
ETSI will provide bug fixes and maintenance support of the tool until the end of the execution period.

4. Detailed calendar

· Start of the project: 01/01/2019 Portal online with previous current version of the TLCC and running providing operational services.

· Update to the TLCC and PrettyPrint (Portal online and running providing operational services): T1 + maximum 4 months. With T1=  Date of the publication of ETSI TS 119 612 new version
· Delivery of the TLCC and Pretty Print  : T1 + 5 months

· Tool Maintenance and Bug fixes for TLCC and Pretty Print tools during the execution period.
· ETSI web hosting: during the executionperiod.
· Mailing list + archives: during the execution period.
· Service Registration/Administration: during the execution period.
· Web server maintenance + IT support: during the execution period.
· TL expertise support: during the execution period.
5. Reporting

5.1. Activity Reports

ETSI will produce quarterly progress reports, which will demonstrate in a concise way the progress reached so far according to the milestones defined for a given period. It will tackle the main issues encountered and the solutions applied/proposed. It will also cover management and contractual issues, if any.

· These quarterly reports will include:

· The current status of the project;

· A log and analysis of any problems experienced and corresponding corrective actions, taken or proposed;

· A summary of the TLCC expertise support provided in the given period;

· A log and analysis of bugs reported within the given period, along with the mitigation;

· Factors which enable or inhibit progress towards satisfaction of the objectives defined;

· Recommendations on actions to be taken by the Commission.
· Following software updates of the tools, it will be added to the reports:

· A description of bugs and fixes.
· List of new functionalities reflecting improvement of the tools or update to the corresponding ETSI Technical Specification.
· The software technical documentation updated if applied
· The software deliverables
5.2. Final Report

ETSI will, at the end of the execution period, produce a final report that will record:

· The activities that took place during the period;

· List of authorized users of the ETSI TLCC;

· Identify any problems that rose and the steps taken to overcome them;

· An overview of bugs and fixes.

5.3. Delivery of the reports

All the reports described in Section 3 above shall be prepared in English language and shall be sent in electronic form to the following e-mail address: CEF-ESIG-MANAGEMENT@ec.europa.eu.
Paper originals of the reports and other documents shall be sent, together with the respective invoices, to Insight. Scanned copies of the reports and documents mentioned in the previous sentence shall be simultaneously sent to the following e-mail address: CEF-ESIG-MANAGEMENT@ec.europa.eu.
6. Deliverables

For the duration of the project, ETSI will deliver regular software releases containing the minor software fixes. 

The critical issues will be handled on the highest priority to get a rapid solution. The fixes will be applied as soon as possible, without waiting for the releases.

This project proposes the following deliverables in relation to the milestones described previously:

· Work Package 1: 
· Project management
· Quarterly progress reports and when applicable updated documentation related to the deliverables;

· Final Report;
· Services hosting on the ETSI Electronic Signature Portal comprising:
· Registration and administration;
· TLCC  and Pretty Print update;

· TL expertise support.

Work Package 2 : Software as a Service
· Services hosting on the ETSI Electronic Signature Portal comprising:
· Web application hosting;

· Mailing list and archive facilities;

· Web server maintenance and IT support;

Work Package 3: TLCC
· Provision of a Technical Documentation describing the update of TLCC;

· Software deliverables of the TLCC software (source code and standalone executable jar files)

Work Package 4: PrettyPrint
· Provision of a Technical Documentation of the PrettyPrint tool;

· Software deliverables of the Pretty Print software (source code and standalone executable jar files)
7. Change management

ETSI will be expected to adhere to the requirements specified in this Statement of Work. If, in the project, ETSI believes that a change to the objectives, requirements, scope or any other aspect of the project is required, this shall occur only after agreement at a project management meeting devoted to change management organised at the request of the Commission, and on response to an official request for change.

8. Ownership of the results – Intellectual and Industrial property

Any results or rights thereon, including copyright and other intellectual or industrial property rights, obtained in performance of the present Statement of Work shall be owned solely by the Union, which may use them for any purpose, without limitation, except where industrial or intellectual property rights exist prior to the execution period being entered into (pre-existing rights), which pre-existing rights shall be licensed to the Union as provided in the project.

The industrial or intellectual property rights for the following tool exist prior to the execution period (pre-existing rights) and will therefore not be owned by the Union, but licensed to it:

The ETSI Electronic Signature portal.
· TLCC software

· PrettyPrint software
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