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Terms of Reference - Specialist Task Force STF 523 (TC ESI) Standards for eIDAS trust services – electronic registered delivery and registered electronic mail
Specific agreement number: SA/ETSI/ENTR/000/2015-08
Part I – Policy relevance and expected market impact

1 Policy relevance

The action being proposed in reply to the Annual Union Work Programme (AUWP) and the EC Rolling Plan for ICT Standardisation (2015) and in particular to the “Electronic identification and trust services including e-signatures” policy area of the “Key enablers and security” cluster.
More precisely, the proposed actions fit into standards development actions as follows, referring to section 3.5.4 of the Rolling Plan for ICT Standardisation (2015) that relates to the "Digital Agenda for Europe" flagship initiative of "Europe 2020", Key action 1 “M/460 topics not yet covered by ongoing activities will need to be addressed: for instance, the trust service providers (TSP) providing signature generation services, the TSPs providing signature validation services, and standards for trust application service providers (current work is limited to an ETSI Special Report (to be ETSI SR 019 050), which proposes a rationalised and well organized set of standards for Electronic Registered Delivery Applying Electronic Signatures)”, key action 2 “Further domains of interest include eIdentification, eDelivery, eDocuments and Website”, and key action 4 “Support and improve the development of Electronic Signatures interoperable standards by facilitating the organization of a series of Electronic Signature Plugtests (interoperability events) in line with the proposed scheduling of testing events for signature formats in the work plan in draft ETSI SR 003 186”. 
· EN 319 522 “Electronic Registered Delivery Services” and EN 319 521 “Policy and Security Requirements for Electronic Registered Delivery Service Providers” reply to Actions 1 and 2 as they will actually cover a part of the M/460 topics not yet covered, implementing what was anticipated in ETSI SR 019 050, more specifically the area of trust application service providers providing Electronic Registered Delivery Services.

· EN 319 532 “Registered Electronic Mail (REM) Services” and EN 319 531 “Policy and Security Requirements for Registered Electronic Mail (REM) Service Providers” reply to Actions 1 and 2 as they will update the currently existing ETSI TS 102 640 set of specifications on Registered Electronic Mail (REM hereinafter). This is required, as also anticipated by SR 019 050, for the building up a rational framework of standards where REM appears as a special instance of Electronic Registered Delivery.

· TR 119 500 “Business Driven Guidance for Trust Application Service Providers” also fits in Actions 1 and 2 as it will complete the part of the M/460 framework of standards for the trust application service providers with regards to the provision of REM and Electronic Registered Delivery Services according to the aforementioned ENs.

· TS 119 524 “Testing Conformance and Interoperability of Electronic Registered Delivery Services.”, and TS 119 534 “Testing Conformance and Interoperability of Electronic Registered Mail Services” reply to Action 4 as they will:

· Define test suites for testing interoperability of critical aspects of the provisions of REM and Electronic Registered Delivery services.

· Specify test assertions for checking conformance of critical tokens (evidence, for instance) generated by the provider of the aforementioned services, against the specifications in the ENs. 
It is believed that the actions being proposed in this present proposal shall play a crucial role in the successful completion of Actions 1, 2, and 4 of the Rolling Plan for ICT Standardisation (2015), section 3.5.4.

2 Rationale

1.1 General rationale

In the context of the e-signatures Directive 1999/93/EC, in January 2010, the Commission mandated the ESOs to rationalise the standards related to e-signatures and related trust services into a coherent and up-to-date framework (M/460). The bulk of the mandate results are expected from 2014-2015 onwards.
However, in August 2014, Regulation (EU) No 910/2014 was adopted to replace the e-signatures Directive and to expand its scope to address in one comprehensive piece of legislation, electronic identification, electronic signatures, electronic seals, time stamping, electronic registered delivery, long term preservation, electronic documents and website certificates as core instruments for electronic transactions. This Regulation also facilitates the use of new technologies such as smart mobile devices and trust services for the generation and validation of signatures.
Regulation (EU) No 910/2014 identified the building of trust in the online environment as being key to economic and social development. Standards need to be available to ensure solutions that are interoperable and provide consistent levels of trust. Whilst the Regulation provides a common set of requirements it does not identify how these requirements may be met with existing technology.
To support the implementation of the Regulation which is highly technical, further standardisation work will be needed in particular with regard to the planned secondary legislation which extensively refers to the availability of standards as possible means to meet the regulatory requirements, whilst if necessary the market can develop alternative solutions as new technology emerges which may later be absorbed into the standardisation work.
1.2 Specific rationale

Article 44 of Regulation (EU) No. 910/2014 defines “Requirements for qualified electronic registered delivery services”, which lead ETSI TC ESI to start working on the production of a framework of standards for the provision of electronic registered delivery services.

This work started with the action SA/ETSI/ENTR/460/2012-10 on “Priority Activities relating to Testing Compliance & Interoperability and Trust Applications Services”. One of the outcomes of the action has been the ETSI Special Report (SR) 019 050: “Rationalized framework of Standards for Electronic Registered Delivery Services Applying Electronic Signatures”. This document includes an analysis of provision of electronic registered delivery services and proposes the aforementioned framework of standards for the provision of Electronic Registered Delivery services, fully integrated and coherent with the general framework of standards for signatures defined in ETSI TR 119 000: “The framework for standardization of signatures: overview”. 

The present proposal goals and tasks are based on the contents of the ETSI SR 019 050.

In accordance with the taxonomy of specifications defined in ETSI TR 119 000, the SR 019 050 proposed the production of three types of deliverables: ETSI ENs for policy and security requirements (ENs 319 5x1), ETSI ENs for technical specifications (ETSI EN 319 5x2), and ETSI TSs for testing conformance and interoperability (ETSI TS 119 5x4).

In addition to that, ETSI TC ESI considers that Registered Electronic Mail services are a special type of electronic registered delivery services. Consequently, ETSI SR 019 050 proposes to produce two sets of documents, and re-structuring and reviewing the specifications already produced for REM, as explained below:

· One set (ETSI ENs 319 521, 319 522, and TS 119 524) containing all the requirements that are common to the provision of any type of electronic registered delivery services. These documents will contain:

·  All the requirements that are common to the provision of any type of electronic registered delivery services. A part of these requirements have already been defined for REM services, hence they will be extracted from REM specific documents and will be moved to this set of documents, and

·  New common requirements identified for other types of electronic registered delivery services.

·  One set (ETSI ENs 319 531, 319 532, and 119 534) containing only the requirements that are specific to REM services (and consequently not applicable to any other type of electronic registered delivery services). 
Since the publication of the original set of specifications for REM a number of implementations have been developed (used even in the context of Large Scale Pilots – like SPOCS, e-SENS, and they are the basis for certain national regulations); the proposed action will review the REM specifications to ensure the full alignment of the new standards with the eIDAS and a correct provision of the services as well as taking into account comments sent to TC ESI from implementers. The reviewed requirements that are common to any type of electronic registered delivery service will be moved to the set of documents formed by ETSI EN 319 521 and EN 319 522. The reviewed requirements that are specific to REM services provision will remain in the set of documents formed by ETSI EN 319 531, and EN 319 532. The review has to take into account all the relevant aspects for the provision of REM services, namely: 

· the architecture and operation modes, as there is the need to ensure that they are aligned with eIDAS requirements.

· the semantics and the formats of the messages and evidences, due to a number of comments received from implementers, and also to the need to ensure that the evidences produced are aligned with eIDAS. 

· the security and policy requirements. This set of requirements must be coherent with the ETSI EN 319 401. Indeed the SR 019 050, when proposed the framework of standards for electronic registered delivery services, made emphasis of the fact that the production of this document is conditioned to identify security and policy requirements that are particular to the provision of REM services and do not apply to any other type of electronic registered delivery services, and

· the interoperability profiles, which need to be also reviewed in the light of the changes in other parts of the specifications that impact on the interoperability issues.

As it has been mentioned before, ETSI SR 019 050 proposes to produce a set of technical specifications defining: test suites for testing interoperability of critical aspects of the provisions of REM (Registered Electronic Mail) and Electronic Registered Delivery services, and sets of test assertions for checking the conformance of critical tokens (evidence, for instance) generated by the provider of the aforementioned services, against the specifications in the ENs.
This action also aims to produce the set of technical specifications that will define the test suites to test interoperability and test assertions for conformance checking, as documents that facilitate the deployment of services that are both interoperable with other European services, and that generate trusted tokens that are conformant against technical specifications that may be referenced in secondary legislation.
The action proposed in this document targets the production of the framework of standards proposed by ETSI SR 019 050, including the re-structuring of the REM specifications. It is expected that secondary legislation will refer to this set of standards.
3 Objective

The objective of this task is to produce the framework of standards identified within the SR 019 050 for Electronic Registered Delivery and Registered Electronic Mail.

This will include the production of the documents of all the types as detailed in the aforementioned SR, i.e. technical specifications, policy and security requirements, interoperability and conformance testing related documents, and guidance documents.

4 Market impact

The completion of the European framework for standardisation of electronic signatures/seals and related trust services will allow business stakeholders to easily implement and use products and services based on electronic signatures. It will allow a harmonised use of both electronic signatures and the related trust services in line with Regulation (EU) No 910/2014 and will favour the take up of the related standards by the industry. This will result in a simplified access of enterprises and citizens to cross-border electronic public services.
The continued support of the framework to ensure that all the related standards maintain alignment is essential to ensuring that the goals of the framework are met. This will maximise interoperability by ensuring that those standards answer specific business needs while minimising any variations that inhibit interoperability. Thus the full potential of trust services to provide trusted exchange of information can be realised thereby facilitating electronic commerce and the exchange of information whose authenticity needs to be assured.
Regulation (EU) No 910/2014 identified the building of trust in the online environment as being key to economic and social development. Standards need to be available to ensure solutions that are interoperable and provide consistent levels of trust. If a common basis for the provision and use of trust services is not available through standards, it is very likely there will be fragmentation in the market with different nations and market sectors establishing their own solutions, as has already been seen for electronic signature services operating under the earlier Directive 1999/93/EC.
Regulation (EU) No. 910/2014 introduces new types of trust services, among which electronic registered delivery services. Electronic delivery services providing certain additional features (for instance evidence like proof of submission or proof of reception) have been in place for a number of years. However, no standards have been available for years, which have eventually resulted in the proliferation of competing solutions based on different protocols and formats. 
One of the first set of standards targeting at the provision of services that deliver messages and documents and provide additional security features (like proof of submission or proof of reception) was produced by ETSI TC ESI in its multi-part ETSI TS 102 640: “Registered Electronic Mail (REM)”. This multi-part document specifies a trust service based on electronic mail protocol and formats, addressing all the relevant aspects for its provision, namely: the architecture, the transport protocol, the formats of messages, the format and set of evidence, the security and policy requirements, and the conformance requirements. Based on this set of specifications, a number of services were deployed in Europe.

Once the Regulation (EU) No 910/2014 was published, ETSI TC ESI considered that REM services are one special type of electronic registered delivery services, based on the definition provided in its Article 3. In consequence, ETSI decided to review this set of specifications for supporting implementation of the legal provisions laid down in the aforementioned Regulation, so that the implemented services could eventually be aligned with these legal provisions.

In parallel, a number of different specifications were produced covering different aspects of the provision of electronic delivery services based on HTTP and SOAP, but nowadays there is a lack of a coherent set of standards that fully address all the relevant aspects including not only transport protocols, formats of messages, but also a coherent and complete set of evidence, as well as a coherent and complete set of security and policy requirements for the provision of this kind of trust service. In addition, all of them were originally produced before the publication of the Regulation (EU) No 910/2014. This essentially means that at present there is a lack of standards supporting all the relevant aspects for the provision of electronic registered delivery services able to support the legal provisions laid down in the Regulation (EU) No 910/2014.

The lack of standards supporting electronic registered delivery services supporting implementation of the legal provisions laid down in Regulation (EU) No 910/2014, will not only result in market fragmentation but it will also create significant barriers to the market growth and to innovations. Indeed, without enough assurance on the technical specifications to be implemented in their market solutions that will indeed meet the provisions laid down in Regulation (EU) No. 910/2014, the market will not develop and will not innovate.
Part II – Execution of the work

5 Working method / approach

1.3 Specialist Task Force (STF)

ETSI will perform this work by the creation of an ETSI STF, reporting the milestones to the ETSI ESI Technical Committee (TC ESI), according to the planned TC meeting agenda (as described in clause 7) and additional dates agreed by the TB chairman. TC ESI will lead an active role in steering and contributing to this work.
Coordination with various stakeholders including European member states, standards organizations and European projects will be necessary, under TC ESI supervision, to achieve the best outcome of this work and the widest possible collection of views amongst all parties concerned (see section 7 for further details). In particular, the members of the STF will aim to continue liaison with obvious stakeholders including the Member State and EU commission representatives through the eIDAS (technical) experts group, CEN TC 331 WG2, UPU, OASIS BDXR TC, ISA², e-CODEX, CEF, e-CODEX epSOS/OpenNCP Community, e-SENS, Open PEPPOL, STORK, as well as relevant players in the fields of electronic delivery and registered electronic mail.
1.4 Other type of activity than STFs

The E-SIGNATURES_NEWS mailing list, set up during phase 1 of the execution of mandate M/460, will continue to exist and will be used to keep stakeholders informed on the progress of the work. Stakeholders will be consulted at various points during the work. They will in particular be consulted when drafts of the deliverables are issued for public comments so as to get their comments and feedback (this may not apply to all deliverables). The drafts will therefore be made publicly available on the ESI open server area at a number of stages throughout its development when agreed by TC ESI. Electronic comments will be encouraged via the contact list. A register of comments received through this list will be maintained by the STF.
A promotional workshop will be organised, by ETSI to which all stakeholders (e.g. Member State and EU commission representatives, Industry reference groups, market leaders, EU projects) will be invited. The draft deliverables will be presented at this workshop. Information collected at the workshop and from public review will be fed back into the deliverables. The workshop report and documentation will be distributed to ETSI TC ESI members and will be made publicly available.
1.5 Expertise required, mix of competences
The ETSI STF through which this work will be performed will comprise up to 9 providers. Collectively, the STF providers will need between them to possess an in-depth established knowledge of the following domains:

· Electronic delivery domain, where:

· The team should possess a deep knowledge of electronic delivery related protocols (like SOAP and RESTFul Webservices Stack, ebXML Messaging (especially it’s AS4 Profile), REM – ETSI TS 102 640, etc.), service discovery and locations protocols (e.g. PEPPOL’s SMP, OASIS Business Document Metadata Service Location) and REM related protocols (SMTP, S/MIME, ETSI TS 102 640).

· The team should possess a deep knowledge of ISO 27001, ISO 27002, ISO 27005, and ETSI EN 319 401.

· The team should also include providers that have been involved in some major LSP EC funded projects dealing with Electronic Delivery (e.g. epSOS, e-SENS, SPOCS, PEPPOL, e-CODEX).

· The team should possess a deep knowledge of ETSI deliverables dealing with testing interoperability and conformance, i.e.  ETSI TR 103 071, and drafts of ETSI TS 119 124, TS 119 134, TS 119 144, and TS 119 164.

· The team should have a strong knowledge of the ETSI specifications on AdES signatures.

· Experience in drafting European Standards would be beneficial.
The STF Leader will be appointed from one of the providers and will be responsible for co-ordinating the execution of the tasks assigned to the individual providers, according to the requirements in the Terms of Reference (based on the action grant) and following the technical direction given by TC ESI. The STF leader will also possess project management experience, report writing skills, experience of consensus building, presentation skills, experience of working in an international environment, and in liaising with other international organisations.
The providers will be organised to deliver on the following tasks (or group of tasks):

T1. STF Lead including liaison with EC funded LSPs and other relevant actors within Electronic Delivery arena and organization and the holding of an open promotional Workshop.

T2. Production of the EN 319 522 containing technical specifications for Electronic Registered Delivery

T3. Production of the EN 319 532 containing technical specifications for Registered Electronic Mail

T4. Production of the EN 319 521 and EN 319 531 on Policy and Security Requirements specifications 

T5. Production of the TS 119 524 and TS 119 534 containing specifications related to Technical Conformance and Interoperability

T6. Production of Business-Driven guidance document TR 119 500.
1.6 Previous work

In the field of Electronic Registered Delivery and Registered Electronic Mail, earlier standardisation work was performed by ETSI to produce technical specifications and policy requirements for TSPs providing Registered Electronic Mail (REM) services (ETSI TS 102 640), a technical report for testing interoperability among REM providers (ETSI TR 103 017: “Test suite for future REM interoperability test events”), and a study on a framework of standards to be developed for supporting provision of Electronic Registered Delivery Services (SR 019 050).
1.7 STF relationship with ETSI TC ESI and CEN TC 331 WG 2

This STF will report to ETSI TC ESI.
CEN and ETSI have agreed to apply mode 4 of the cooperation agreement between the organisations and it is foreseen that TC ESI and TC 331/WG2 work sessions and meetings receive delegates from the other who have observer status and who assure the technical liaison with the other organization. Such observers will have the right to intervene in the debate but have no right to vote. This liaison affects the exchange of information.

6 Performance indicators

Information that will act as performance indicators against the contracted activity will be provided by the STF in the following cases:

Effectiveness and efficiency:

Details will be provided, throughout the lifetime of the proposed actions, on:

the number of meetings held in relation to this work:

· the number of participants;

· the stakeholder communities represented;
· the number of presentations and technical contributions made on the activity by STF;

· an evaluation of feedback received identifying key points that needed to be considered by the STF and any recommended actions;

· project progress in relation to the schedule specified

Proposed effectiveness and efficiency benchmarks

a) Reports produced by the STF for TC ESI about the progress of the work and circulated for information to the CEN-ETSI eSign Coordination Group. A report will be produced for each TC ESI meeting held during this activity (expected to be at least 3 reports a year).

b) Draft versions of the deliverables to be circulated to ETSI TC ESI for comments, namely: stable draft and complete draft.

c) 90% of the tasks and other milestone-related schedule on time (less than 5 days after the planned dates).

Stakeholder engagement and satisfaction:

An analysis will be given of the balance of stakeholder representation in the activity and the number of liaison activities performed (especially at the international level). 
If possible, and when relevant, the STF will continue, under TC ESI supervision, relationships with EU groups and projects representing major stakeholders on requirements (e.g. eIDAS (technical) experts group, ISA², e-CODEX, CEF, eSENS, PEPPOL, SPOCS, STORK, etc). Also the STF, through TC ESI, will need to liaise with those standards bodies working in related areas such as ISO, IETF, OASIS, etc.
The stakeholders will be invited to attend the open workshop. 

Information on the satisfaction of the stakeholders with the work activity will also be addressed. This includes comments collected and received during the progress of the work, as indicated above. 
Proposed Benchmarks

a) Contributions received from other stakeholders to the work, expected to include contributions from at least 20 stakeholders (e.g. as identified in the list above).

b) Analysis of the breakdown of attendees to the open workshop by category, expected to include representatives from European industry, the international community, European projects, governmental agencies and user communities.

c)  Comments provided to the draft versions of the deliverables circulated by the STF, expected to include at least 60 comments.

Dissemination of results:

Information will be provided on the effectiveness of activities related to the dissemination of project deliverables and efforts made to raise industry awareness of the activity.
Proposed Benchmarks

a) At least 6 presentations made to standardisation bodies, stakeholders, user groups, workshops or symposia.

b) At least 1 public consultation (ETSI, CEN, stakeholder contact list and the open workshop) on the key draft documents;

c) At least one news release on the work, detailing the achievement of important results and milestones.
7 Work plan, milestones and deliverables

1.8 Deliverables

Two activity reports are to be submitted to the EC/EFTA as contractual deliverables:

· An Interim report will be submitted at the latest 20 months after the date of signature.

· A final report will be submitted at the latest 30 months after the date of signature.

Table 1 shows the deliverables of this project. Section 7.2 “Work plan” provides additional information of the purported content for each deliverable.

Table 1: List of deliverables

	
	Deliverable id
	Type
	Title and Contents

	D1
	319 522
	EN
	Electronic Registered Delivery Services

	D2
	319 532
	EN
	Registered Electronic Mail (REM) Services

	D3
	319 521
	EN
	Policy and Security Requirements for Electronic Registered Delivery Service Providers

	D4
	319 531
	EN
	Policy and Security Requirements for Electronic Registered Electronic Mail Service Providers

	D5
	119 524
	TS
	Testing Conformance and Interoperability of Electronic Registered Delivery Services

	D6
	119 534
	TS
	Testing Conformance and Interoperability of Registered Electronic Mail Services

	D7
	119 500
	TR
	Business Driven Guidance for Trust Application Service Providers


Table 2 below shows the STF reporting deliverables.

Table 2: List of deliverables

	Deliverable id
	Title and Contents

	Interim Report (IR1)
	Title: Interim Report to the EC/EFTA

Content: This report to the EC/EFTA will include:

1. The report on the activities performed and on the coordination of the STF activities and the production of the expected deliverables anticipated in the work-plan.

2. The latest drafts of the deliverables (ENs, TS and TR). 

3. Report of the open workshop including presentations and record of overall feedback received

4. Report of specific meetings held with EU groups and projects or other standards organizations

	Final Report (FR)
	Title: Final Report to the EC/EFTA. 

Content: This report will include:

1. The report on the activities performed by the STF and on the coordination of the STF activities and the production of the expected deliverables.

2. Publication versions of ETSI deliverables.

3. ETSI Workshop presentations done by the STF, summary of discussions and conclusions reached.

4. Detailed report of the performance indicators outlined in clause 6 of this proposal including the initiatives for dissemination of the work done.

5. Report of specific meetings held with EU groups and projects or other standards organizations


1.9 Work plan 

Table 3 shows the detailed work plan for this project. It is formed by tasks.

Table 3: Tasks

	Task
	Description and methodology
	Deliverables

	T1
	STF Organization
	

	1.1
	STF Setup

ETSI and the ESI chair will interview the STF candidates and select those to best meet the work plan.

ETSI will make arrangements for STF members (contracts, etc.).
	

	1.2
	STF Leader

The STF leader will:

· Plan the work of the STF members, ensuring that the timescales of the STF deliverables are met

· Organise STF meetings to discuss the drafts, recording any major issues and resolutions of the STF, identifying and progressing the actions of STF members

· Report to TC ESI on the work of the STF

· Represent, or arrange other STF members to represent, the STF at other external meetings

· Provide drafts of the IR and FR to the ETSI secretariat

Expertise required:

· Knowledge and experience in ETSI practices would be advantageous

· Ability to lead and manage a team
· Project management and communication skills

Travel: to 10 TC  ESI meetings is foreseen

Effort Required: 75 units

Milestones:

· 
Start: T0+3

· 
M1.1 Interim report year 1: T0+20

· 
M1.2 Final report: T0+30
	

	1.3
	Interactions with other standardization organizations, EC funded LSPs, and relevant actors within Electronic Delivery arena through ETSI ESI liaisons

One of the goals of this task is to ensure that the STF fluently interacts with relevant actors in the Electronic Delivery arena. This includes: CEN TC 331 WG2, UPU, OASIS BDXR Technical Committee, and EC funded LSP projects that have proposed solutions for Electronic Delivery, as well as Committees from other Standardization Organizations. This fluent interaction is indispensable for ensuring that the standards produced actually meet the needs of stakeholder, do not leave out actual solutions that satisfy relevant communities, and improve, from the standards point of view, these solutions.

The STF, under TC ESI supervision, will collaborate with CEN TC 331 WG2 (using the basic co-operation agreement ETSI has with CEN) and UPU (using the Memorandum of Understanding between ETSI and UPU). The team will assess the suitability and feasibility of incorporating (by reference) the Hybrid Mail specifications within the framework of standards under development. 

The STF will also establish, as far as possible, interaction with a set of EC funded LSPs (and/or groups or associations created after the official end of LSPs, which have as main goal the maintenance and evolution of the outcome of such LSPs, like Open PEPPOL) that play a relevant role in the area of Electronic Delivery, namely: e-CODEX epSOS/ OpenNCP Community, epSOS follow-up EXPAND, e-SENS, Open PEPPOL, and STORK 2, CEF, CIPA eDelivery. This will be done through the corresponding official channels. The STF will assess the suitability of incorporating their solutions within the standards being produced, and if so, it will interact with the ETSI member representing the LSP in order to perform this task.

The STF will collaborate with the OASIS Business Document Exchange (BDXR) TC (using the Memorandum of Understanding between ETSI and OASIS), which is “defining a federated document transport infrastructure for business document exchange”. It will also assess the suitability of incorporating their specifications by reference in the framework of the standards to be produced. 
Travel foreseen: 

· 4 CEN TC 331 WG2 meetings 

· 5 LSPs (and/or experts groups or associations created for maintaining and evolving their outputs) meetings

· 2 UPU, OASIS BDXR meetings (international)

Effort Required: 50 units
	

	1.4
	Open workshop

Once the set of specifications will have acquired a level of maturity considered stable, an open workshop will be organised the relevant stakeholders can attend to. In that workshop the team will present the set of standards under development, and will get stakeholders’ feedback that may help the team to better tune the final standards.  Expected attendance = 40-50 attendees.
Travels for members of the team will be included.

Effort Required:  30 units

Milestones:

M1.3. Workshop: between T0+ 11 and T0 + 16 (approximate)
	

	T2
	Production of EN 319 522 for Electronic Registered Delivery
	

	2
	Description: The goal of this task is to produce the deliverable EN 319 522: “Electronic Registered Delivery Services”. This deliverable will contain technical specifications for the provision of Electronic Registered Delivery services. This will be a multi-part EN (as described below). The ETSI SR 019 050: “Rationalised framework of Standards for Electronic Registered Delivery Applying Electronic Signatures” contains the proposal for the contents of the different parts of EN 319 522. Below follows the list of parts, based on SR 019 050 proposals:

Part 1: Framework and Architecture. It will provide an overview of the multi-part EN. It will also include an overall view of the standardized service, addressing at least the following aspects:

· Logical model, including an overview of the different entities, components and events involved in an e-Delivery transaction. Providing technical specifications for bridging between different administrative domains is out of the scope of this standardization activity.

· Interfaces between the different roles and providers.

· Relevant events in the data object flows and the corresponding evidence.

· Trust building among providers pertaining to the same or to different administrative domains.
Part 2: Semantic Contents. This will specify the semantic contents to be produced and managed in electronic registered delivery transactions. It will deal with:

· Message delivery content. Specifications of the semantic of the meta-information that will possibly be associated to the transmission of the payload.

· Evidence and identification content. Specifications of the set of evidence managed in the context of the service provision. The document will fully specify the semantics, the components, and the components' semantics for all the evidence. The document will also specify the content related to end user identity to be managed in the transactions.

· Service discovery content. Specifications of the information related to the identification of the remote electronic registered delivery management domain, the negotiation of capabilities and requirements that a service supports and the information related to the establishment of trust of a service (e.g. the content that will appear in an appropriate TSL extension for electronic registered delivery services).
Part 3: Formats. It will specify the formats for the different contents to be produced and managed in electronic registered delivery transactions. This part will deal with:

· Message delivery formats. Specifications of the format/formats for the meta-information specified “Semantic Contents” part. Meta-information may come either in attached (as an envelope including the payload) or detached format.

· Evidence and identification formats. Specifications of the syntax for the set of evidence and user identity information specified in “Semantic Contents” part above.

· Service discovery formats. Specifications of the format/formats for capabilities, requirements and trust information specified in the “Semantic Contents” part.
Part 4: Bindings. This part will be itself split in sub-parts. This part will fully specify the binding to a set of messaging protocols that are supporting electronic delivery services provision. This will include specification on how to transport evidence within the protocols messages, how to include signature’s provider within the protocol’s message, etc. The sub-parts of this part will specify anything that is required to ensure interoperability among providers of the service being compliant with that part. Below follow the different sub-parts:

· Sub-part 1: message delivery binding, specifying bindings for transporting messages for the following messages transport protocols: SOAP, ebMS 3.0/AS4 (taking into account the e-SENS profile thereof), BDXR, and PReM as further specified by CEN TC 331 WG2.
· Sub-part 2: evidence and identification binding, specifying bindings for transporting evidence and identification information for the following messages transport protocols: SOAP, ebMS 3.0/AS4 (taking into account the e-SENS profile thereof), BDXR, and PReM as further specified by CEN TC 331 WG2. 
· Sub-part 3: capability/requirements binding, specifying bindings for the exchange of capability information on a number of identified relevant metadata-exchange protocols, which may be neutral with respect to the messaging protocol and unrelated to it. The STF will target the metadata-exchange protocols specified within BDXR.
	EN 319 522

	
	Methodology: The STF will start implementing the proposal consolidated in the ETSI SR 019 050. 

For the reasons which have been mentioned in section 2.2 the STF will take as starting point ETSI TS 102 640 “Registered Electronic Mail (REM)”, in order to identify those contents specified there that are actually common to any Electronic Registered Delivery service, and consequently, need to be integrated within the different parts of EN 319 522. 

This will include a review of the evidence set specified within ETSI TS 102 640 in order to identify not specified evidence that may be required when the provision of the service is based in protocols different to SMTP and data structures different to SMIME. 

The STF will also review the different solutions for service discovery existing in the field in order to specify formats for this feature.

The STF will then address the completion of the different parts of the EN. 

The STF will also take into account the work done by CEN TC 331 WG2 on hybrid mail systems with the objective of avoiding duplication of work and assessing the suitability and feasibility of incorporating (by reference) the aforementioned work within the framework under development.

The STF will then start producing the different parts of EN 319 522.

At the month established in the list of milestones and the calendar, the STF will have produced consolidated versions of all the drafts for a 1-month public review round. The STF will, after this period, review the comments received, propose updated drafts to TC ESI for their acceptance, and once approved, move to the next stage (e.g. ENs approval procedure).

Travels to EN public comments resolution meeting(s) are foreseen 

Effort required: 100 units.

Intermediate and final Milestones:

· Start: immediately after establishment of the STF.

· M2.1: Consolidated drafts of all parts of EN 319 522 for ESI: end of T0 + 10 

· M2.2: Consolidated drafts of all parts of EN 319 522 for public review: end of T0 + 14.

· M2.3: Final drafts approved by ESI: end of T0 + 20.

· M2.4: ENs published: end of T0 + 30.
	EN 319 522

	T3
	Production of EN 319 532 for Registered Electronic Mail
	

	3
	Description: The goal of this task is to produce EN 319 532: “Registered Electronic Mail (REM) Services”. This EN will contain technical specifications for those aspects that are particular to the provision of REM services (i.e., aspects that other types of e-registered delivery services do not have). ETSI SR 019 050: “Rationalised framework of Standards for Electronic Registered Delivery Applying Electronic Signatures” contains the proposal for its contents:

Part 1: Framework and Architecture. This EN will provide an overview of the multi-part EN. It will normatively refer to EN 319 522 part 1 whenever applicable and will include aspects of the provision of registered electronic mail (REM) standardized services, which are not common to the provision of other types of electronic delivery provision, but specific to REM.

Part 2: Semantic Contents. This EN will specify semantic contents to be produced and managed in REM transactions. It will normatively refer to EN 319 522 part 2 whenever applicable and will specify semantics which are not common to the provision of other types of electronic delivery services, but specific to the provision of REM services. 

Part 3: Formats. This EN will specify the formats for the different messages to be produced and managed in REM transactions using SMIME on SMTP. It will normatively refer to EN 319 522 part 3 whenever applicable and will specify issues which are specific to REM.

Part 4: Interoperability profiles. This EN will specify profile(s) for seamless exchange of data objects across providers that use the same or different formats and/or transport protocols:

· The SMTP interoperability profile ensuring interoperability between REM service providers using SMIME on SMTP.

· The REM-MD UPU Interoperability profile ensuring interoperability between REM services providers and providers based on UPU PReM.
	EN 319 532

	
	Methodology: 

For the reasons which have been mentioned in section 2.2, the STF will work with ETSI TS 102 640 “Registered Electronic Mail (REM)”. First, the STF will identify the set of requirements from the afore-mentioned multi-part document that are specific to the provision of REM services and not common to any electronic registered delivery service. After that the STF will move the requirements to the suitable profiles of the new EN under production. 

Finally STF will review the different parts to ensure that they implement the legal provisions as laid down in Regulation (EU) No 910/2014, and that they take account of the relevant comments received from implementers.

At the month established in the list of milestones and the calendar, the project team will have produced consolidated versions of all the documents for a one month public review round. The project team will, after this period, review the comments arrived, propose updated drafts to TC ESI for their approval.

Effort required: 40 units

Intermediate and final Milestones:

· Start: after establishment of the STF.
· M3.1: Consolidated drafts of all parts of EN 319 532 for ESI: end of T0 + 12.
· M3.2: Consolidated drafts of all parts of EN 319 532 for public review: end of T0 + 14.
· M3.3: Final draft approved by ESI: end of T0 + 20.

· M3.4: ENs published: end of T0 + 30.
	EN 319 532

	T4
	Production of Policy and Security Requirements Specifications
	

	4
	Description: The goal of this task is to produce the deliverables EN 319 521: “Policy and Security Requirements for Electronic Registered Delivery Service Providers” and EN 319 531: “Policy and Security Requirements for Registered Electronic Mail Service Providers”.

EN 319 521 will define the policy requirements that are specific for Electronic Registered Delivery providers required to be recognized as a provider of this type of services. It will define different conformance levels for each style of operation and the corresponding set of requirements to be satisfied in each level. It will reference EN 319 401 (current draft is v1.0.0 in EN Approval procedure) for generic requirements common to any Trust Service Provider.

EN 319 531 will define policy requirements that are specific for REM service providers required to be recognized as a provider of this type of services. It will define different conformance levels for each style of operation and the corresponding set of requirements to be satisfied in each level. It will reference EN 319 401 for generic requirements common to any Trust Service Provider, and EN 319 521 for common requirements of Electronic Registered Delivery providers, of which REM service providers are a specific type. 
	EN 319 521

EN 319 531 

	
	Methodology: The STF will take as its starting point the EN 319 401 and ETSI TS 102 640-3 V2.1.2 (2011-09): “Registered Electronic Mail (REM) – Part 3: Information Security Policy Requirements for REM Management Domains”. The STF will also take into account the work done by other standardization organizations, LSP projects and other information from industry stakeholders to identify additional policy and security requirements.

The STF will identify within the above mentioned inputs the set of requirements that are common to any Electronic Registered Delivery service, and are not included within EN 319 401 and will produce EN 319 521 

The STF will also identify the set of requirements within the above mentioned inputs that are specific to Registered Electronic Mail services, and that are not applicable to any other type of Electronic Registered Delivery service, and do not appear within EN 319 401. This set of requirements will be included in EN 319 531

At the month established in the list of milestones and the calendar, the STF will have produced consolidated versions of all the ENs for a 1 month public review round. The project team will, after this period, review the comments arrived, propose updated drafts to TC ESI for their approval.

Travel is foreseen to any necessary EN public comments resolution meeting(s)

Effort required: 70 units.

Intermediate and final Milestones:

· Start: month T0+4.

· M4.1: Consolidated draft for ESI: end of T0 + 10

· M4.2: Consolidated draft for public review: end of T0 + 14.

· M4.3: Final draft approved by ESI: end of T0 + 20.

· M4.4: ENs published: end of T0 + 30.


	

	T5
	Production of ETSI Technical Specifications related to Technical Conformance and Interoperability
	

	5
	Description: The goal of this task is to produce the deliverables ETSI TS 119 524: “Testing Conformance and Interoperability of Electronic Registered Delivery Services”, and ETSI TS 119 534: “Testing Conformance and Interoperability of Registered Electronic Mail Services”.

ETSI TS 119 524 will define test suites that support interoperability tests among entities providing Electronic Registered Delivery services. It will also specify tests assertions for checking conformance against relevant specifications of EN 319 522. Below follows the list of parts based on SR 019 050 proposals. 

· Part 1 Testing conformance: This part specifies test assertions for checking conformance against relevant specifications of EN 319 522. 
· Part 2 Test suites for interoperability testing of Electronic Registered Delivery Service Providers. This document will define tests suites for supporting interoperability tests between providers that are using the same syntax for the evidence and/or the same binding to messaging protocols.
ETSI TS 119 534 will define test suites that support interoperability tests among entities providing Registered Electronic Mail services. It will also specify tests assertions for checking conformance against relevant specifications of EN 319 532. Below follows the list of parts based on SR 019 050 proposals.

· Part 1 Testing conformance: This document will specify the tests to be performed for checking conformance against EN 319 532. 

· Part 2 Test suites for interoperability testing of providers using same format and transport protocols. This document will apply to those providers that implement the service provision using the same combination of format and transport protocols.

· Part 3 Test suites for interoperability testing of providers using different format and transport protocols. This document will apply to those providers that implement the service provision using different combinations of format and transport protocols. This document defines test-suites for the interoperability profiles for REM.
	TS 119 524

TS 119 534

	
	Methodology: 

For producing the parts dealing with testing conformance in ETSI TS 119 524 part 1 and ETSI TS 119 534 part 1, the STF will take as reference the parts dealing with testing conformance in ETSI (draft) TS 119 124, TS 119 134, TS 119 144, and TS 119 164, ensuring coherence in the technical approach and technical content across all the documents related to testing conformance.

For producing the parts dealing with the definition of test suites for testing interoperability within ETSI TS 119 534, the STF will take as its starting point the contents of ETSI TR 103 071: “Test suite for future REM interoperability test events”. This TR contains an initial set of test suites accommodated to the current ETSI TS 102 640. The STF will update these sets and align them to the ETSI EN 319 532.

For producing the parts dealing with the definition of test suites for testing interoperability within ETSI TS 119 524, the STF will identify what are the areas where testing interoperability is critical and will produce the corresponding test suites. In defining them, the STF will also take into account past experiences of LSPs and implementers, especially when dealing with bindings corresponding to technical solutions already tested by them.

At the month established in the list of milestones and the calendar, the STF will have produced consolidated versions of all the draft ETSI TS for a 1 month public review round. STF will, after this period, review the comments arrived, propose updated drafts to TC ESI for their approval.

Effort required: 55 units

Intermediate and final Milestones:

· Start: month T0+17.

· M5.1: Consolidated draft for ESI: end of T0 + 23

· M5.2: Final draft for ESI approval: end of T0 + 27.

· M5.3: Publication by ETSI: end of T0 + 30.
	

	T6
	Production of Business-Driven Guidance Document
	

	6
	Description: The goal of this task is to write the deliverable ETSI TR 119 500: “Business Driven Guidance for Trust Application Service Providers” for providing guidance for the selection of standards for Registered Electronic Delivery including/or Registered Electronic Mail for given business requirements.
	TR 119 500

	
	Methodology: The STF will adopt the same approach as for other business guidelines already published (e.g. TR 119 400). The STF will take the previous draft (Version 0.0.7 of this TR as a starting point. The STF will work on an introduction to the Registered Electronic Delivery and Registered Electronic Mail services, will define business scoping parameters, and will provide guidance for the selection of the suitable standards.

Effort required: 15 units

Intermediate and final Milestones:

· Start: month T0+17.

· M6.1: Consolidated draft for ESI: end of T0 + 22

· M6.2: Final draft for ESI approval: end of T0 + 27.

· M6.3: Publication by ETSI: T0 + 30.
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Months marked in black stand for the period for EN formal approval process, which should end at the end of month T0+30.

Part III:
Financial part

2 Financial provisions in the EC/EFTA contract

2.1 Total action costs

The total action costs estimated for this action amounts to 269 330,25 € based on the lump sum of 619,15 € per unit and the requirement for 435 units to carry out the actions described. EFTA is to provide a 5% co-financing (13 466,51 €) and hence the EC contribution (95%) will be 255 863,74 €.
2.2 Direct (eligible) costs

N/A

2.3 Travelling costs

N/A

2.4 Equipment necessary to implement the action

N/A

2.5 Cost of consumables and supplies necessary to implement the action

N/A

2.6 Other costs and services necessary to implement the action

N/A

2.7 Subcontracting to external organisations 

N/A
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