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Terms of Reference Specialist Task Force 520 (TC RRS) Reconfigurable Radio Security - Phase 2

Summary information

	Approval status
	Approved by RRS#33 / RRS(16)033030 

Approved by Board#108 (8-9 June 2016)

	Funding
	Maximum budget: 146 700 € from ETSI FWP 

	Time scale
	26 September 2016 – June 2017 (objective)

	Work Items 
	RTR/RRS-0313 (TR 103 087 update)

RTS/RRS-0315 (TS 103 436 update)

DTR/RRS-0314 Mapping of RRS to Radio Access Technologies and core networks 

	Board priority category
	Emerging domains for ETSI 


Part I – Reason for proposing the STF

1 Rationale

Reconfigurable radio solutions for a more efficient use of the spectrum (e.g., cognitive radio in general and white spaces solutions in particular) or reconfigurable mobile devices are gaining momentum. With security requirements being developed for core functionalities, it is possible to deploy Reconfigurable Radio Systems (RRS) while addressing the most serious threats. In order to strengthen this position, the security analysis should continue, and consider the integration of RRS in the larger ecosystem of mobile networks.
2 Objective

The objectives of this STF proposal are to:

· Extend coverage of RRS security for currently defined but unsupported RRS use cases
· Identify security use cases and requirements for mapping existing RAT to the RRS architecture and for the integration of RRS with functionalities of the core network

3 Relation with ETSI strategy and priorities
This action supports the ETSI Long Term Strategy item(s) to:
· create high quality standards for global use and with low time-to-market.

· stay in tune with changing nature of the global ICT industry (innovation)

· establish leadership in key areas impacting members' future activities

This action has a priority category of “Emerging Domain for ETSI”.
4 Context of the proposal

4.1 ETSI Members support

	ETSI Member
	Supporting delegate

	Cadzow Communications 
	Scott CADZOW

	LG Electronics France
	Vladimir IVANOV

	Hanyang University
	Kyung hoon KIM

	Intel Deutschland GmbH
	Markus MÜECK 


4.2 Market impact

Reconfigurable Radio platforms have been used for a long time (for instance in Base Stations) although the solutions have been always proprietary. With the development of standardised solutions for new advanced features such as cognitive the market impact is not quantifiable at the moment, it is clear that much will depend on the reliability of such solutions not only in terms of QoS but also security. If proven reliable, it could even open a whole new market of so called “radio apps”.

4.3 Tasks that cannot be done within the TB and for which the STF support is necessary

The identification of the security requirements for reconfigurable platforms requires a deep knowledge of SW and HW security aspects that are not generally available in the Technical Committee.  

4.4 Related voluntary activities in the TB

Delegates within TC RRS and TC RRS WG3 will review the deliverable and support the STF with their expertise on reconfigurable platforms and regulatory matters.

4.5 Outcome from previous funded activities in the same domain

TC RRS previously received support from STF502 in this domain (this was the first STF funding request for TC RSS). The results of STF502 are as follow:

· development of security use cases and functional requirements for the protection of Radio Application Packages and Declaration of Conformity

· recommendations on architectural changes to the current RRS architecture in order to support security functions

· identification of key areas requiring further study (among those the tasks in the present request)

The work of this STF will start after the deliverables from STF502 are approved by TC RRS, which is planned end-June.

4.6 Consequences if not agreed

As the nature of radio equipment is rapidly evolving towards reconfigurability and as denser, more critical mobile networks are deployed, market surveillance and disturbance control bodies may want to have the ability to remotely query and control devices for matters related to radio communications. 

Mobility policies are essential to ensure compliance of radio equipment across different regulatory domains.

Since reconfigurable radios are expected to operate for decades and networks may rely on their reconfigurability, measures allowing management of the devices in the long-term are necessary.

Adaptation of the RRS platform is required to ensure smooth integration into existing RAT networks.

The absence of security considerations will hinder the relevance of Reconfigurable Radio Systems as these key functionalities may not be available, or may be available with an inadequate level of security.

Part II - Execution of the work

5 Technical Bodies and other Organizations involved

5.1 Leading TB

TC RRS WG3 (Chairman: Dr. Markus Mueck) will be the leading group within TC RRS.
5.2 Other interested ETSI Technical Bodies

· Support of TC CYBER may be required to help defining the security requirements.

5.3 Other interested Organizations outside ETSI

For topic 2 (see below), interactions may be required with:

· 3GPP

· Wi-Fi Alliance / IEEE

· WiGig

6 Working method/approach
6.1 Organization of the work 

The work will be steered by TC RRS WG3. A number of WG meetings and dedicated phone calls / remote sessions are planned before formal TB approval.
6.2 Base documents

	Document
	Title
	Current Status
	Expected date for stable document

	TR 102 967
	Use Cases for Dynamic Equipment Reconfiguration
	Published
	

	TS 102 969
	Radio Reconfiguration related Requirements for Mobile Devices
	Published
	

	TS 103 146-1
	Mobile Device Information Models and Protocols; Part1:Multiradio Interface (MURI)
	Published
	

	TS 103 146-2
	Mobile Device Information Models and Protocols; Part2:RRFI
	Published
	

	TS 103 146-3
	Mobile device information models and protocols;
Part 3: Unified Radio Application Interface (URAI)
	Published
	

	TS 103 146-4
	Mobile Device Information Models and Protocols;
Part 4: Radio Programming Interface (RPI)
	Early draft 
	 2016-09-21

	TS 103 095
	Radio Reconfiguration related Architecture for Mobile Devices
	Published
	

	EN 302 969
	Radio Reconfiguration related Requirements for Mobile Devices
	Published
	

	TR 103 087 V1.1.1
	Security related use cases and threats in Reconfigurable Radio Systems
	TB approval
	

	TS 103 436 V1.1.1
	Security requirements for reconfigurable radios  
	TB approval 
	


6.3 Deliverables

	Deliv.
	Work Item code

Standard number
	Working title

Scope

	D1
	RTR/RRS-0313
TR 103 087 V1.2.1
	Security related use cases and threats in Reconfigurable Radio Systems Scope: update of the technical report according to topic 1

	D2
	RTS/RRS-0315
TS 103 436 V1.2.1
	Security Requirements for reconfigurable radios Scope: update of the Technical Specification according to topics 1 and 2

	D3
	DTR/RRS-0314
	Applicability  of RRS to Radio Access Technologies and core networks (Topic 2)


6.4 Deliverables schedule:

TR 103 087
Security related use cases and inherent Security threats in Reconfigurable Radio Systems.

	Start of work
	2016-09-26

	Early draft
	2016-10-09

	Stable draft
	2016-11-30

	Final draft for approval
	2017-04-28

	WG approval
	2017-05-11

	TB approval
	2017-05-12

	Publication
	2017-06-23


TS 103 436 
Security requirements for reconfigurable radios

	Start of work
	2016-09-26

	Early draft
	2016-10-09

	Stable draft
	2017-03-03

	Final draft for approval
	2017-04-28

	WG approval
	2017-05-11

	TB approval
	2017-05-12

	Publication
	2017-06-23


DTR/RRS-0314 
Applicability of RRS with existing Radio Access Technologies and core networks, Security aspects
	Start of work
	2016-09-26

	Early draft
	2016-10-09

	Stable draft
	2016-11-30

	Final draft for approval
	2017-04-28

	WG approval
	2017-05-11

	TB approval
	2017-05-12

	Publication
	2017-06-23


6.5 Work plan, time scale and resources

Tasks and milestones are regrouped by topics.
	Topic 1 – Extension of RRS security to unsupported use cases (TR 103 087, TS 103 436)

	N
	Task / Milestone / Deliverable

	M1.0
	Start of work

	T1.0
	Project management

	T1.1
	Description of use cases

	T1.2
	Description of threats

	T1.3
	Definition of security requirements (stage 2)

	T1.4
	Definition of security requirements (stage 3)

	M1.1
	TR stable update available for review (RRS03#36)

	T1.4
	WG and TC CYBER review

	T1.5
	Update TR based on review

	M1.2
	TS stable update available for review (RRS03#36)

	T1.6
	WG and TC CYBER review

	T1.7
	Update TS based on review

	M1.3
	TR and TS stable drafts available for TB review (RRS#36)

	T1.8
	Finalisation

	M1.4
	Final draft for TB approval

	M1.5
	TB approval (RRS#38)

	M1.6
	STF Final Report

	M1.7
	Publication


	Topic 2 - Applicability of RRS with existing Radio Access Technologies and core networks DTR/RRS-0314

	N
	Task / Milestone / Deliverable

	M2.0
	Start of work

	T2.0
	Project management

	T2.1
	RRS RA boundary and characterisation of existing RAT +

Security mechanism and operation in RRS context (SC)

	T2.2
	Role of the core network and push mechanisms

	T2.3
	Description of use cases

	T2.4
	Description of threats

	T2.5
	Description of security requirements

	M2.1
	TR stable update available for review (RRS03#36)

	T2.6
	WG and TC CYBER review

	T2.7
	Update TR based on review

	M2.2
	TR stable draft available for TB review (RRS#36)

	T2.8
	Finalisation

	M2.3
	Final draft for TB approval

	M2.4
	TB approval (RRS#38)

	M2.5
	STF Final Report

	M2.6
	Publication


6.6 Task and milestone description

Topic 1 – Extension of RRS security to unsupported use cases

Threat analysis and definition of security requirements for the following RRS use cases:

· remote attestation of the Reconfigurable Equipment status (installed Radio Application and DoC) 

· remote control of Reconfigurable Equipment status (use case “configuration enforcement of reconfigurable equipment” covering e.g. radio front-end status, RA configuration, and cognitive radio operational mode)

· distribution and enforcement of mobility policies

· management of orphaned devices

Task 1.1 – Description of use cases

Definition of additional security use cases, assets and security objectives.

Task 1.2 Description of threats

Description of threats and definition of countermeasures based on the identified use cases and assets;

Task 1.3 Definition of security requirements

Definition of security requirements based on countermeasures.

Milestone 1.1 – (D1) TR stable update available for review

Task 1.4 – WG and TC CYBER review

The deliverable will be distributed to RRS WG3 mailing list for review as well as to TC CYBER mailing list for comments (2 weeks planned).
Task 1.5 – Update TR based on review

Update the technical report on use cases and threats according to the comments received from RRS WG3 and possible comments from TC CYBER and produce a final draft for TB review.
Milestone 1.2 – (D2) TS stable update available for review

Task 1.6 – WG and TC CYBER review

The deliverable will be distributed to RRS WG3 mailing list for review as well as TC CYBER mailing list for comments (2 weeks planned).

Task 1.7 – Update TS based on review

Update the technical specification according to the comments received from RRS WG3 and TC CYBER and produce a final draft for TC RSS review.

Milestone 1.3 – (D1, D2) TR and TS available for TB review

The finalized drafts are available for TC RRS review (one week planned) and will be distributed to TC RRS mailing list for a final check.

Task 1.8 Finalisation

Integrate the comments from TC RRS, and produce final versions for TC RRS approval.

Milestone 1.4 – (D1, D2) Final TR and TS drafts for approval and publication

Final drafts are available for TC RRS approval and publication.
Note: it is expected that the result of STF502 can be largely reused and extended.
Milestone 1.5
TB approval (RRS#38)

Milestone 1.6
STF Final Report approved by TC RRS

Milestone 1.7
Publication of TR 103 087, TS 103 436

Topic 2 – Applicability of RRS with existing Radio Access Technologies and core networks

The objectives of this topic is to map existing RAT to the RRS model in order to identify missing security requirement.

In this regard there is a need to identify the boundary of an RRS Radio Application with regard to the security functions present in existing RAT. This will allow characterisation of Radio Applications to support native security capability (e.g.  2G/3G/LTE mapping to RRS for the case where a SIM is physically present or not, group communication on LTE to emulate TETRA facility, support of IEEE 802.1x security, Public Warning Systems etc.).

In addition, the role of the core network with regard to RRS should be identified for any relevant RAT, a central question being whether the core network can trigger the Reconfigurable Equipment to reconfigure via a push mechanism – as opposed to the polling method currently defined in RRS. When a push mechanism is available, specific security considerations will be necessary. 

This requires a separate action to increase collaboration with the native radio groups (e.g. 3GPP-RAN, TCCE-WG3, IEEE) or at the very least to obtain relevant information about mechanisms available in any RAT of interest.

Task 2.1 – RRS RA boundary and characterisation of existing RAT

Identification of native security functions present in existing RAT. Categorisation inside / outside the RA for each selected RAT.

Task 2.2 – Role of the core network and push mechanisms

Identify the possible interactions of the core network with the RRS platform, in particular push mechanisms, for each selected RAT.

For tasks 2.1 and 2.2 the following RAT are proposed: 2G/3G/LTE, Wi-Fi (including Hotspot 2.0), WiGig.

Task 2.3 Description of use cases

Gap analysis and definition of additional security use cases, assets and security objectives.

Task 2.4 Description of threats

Description of threats and definition of countermeasures based on the identified use cases and assets in the gap analysis;

Task 2.5 Description of security requirements

Definition of security requirements based on countermeasures.

Milestone 2.1 – (D3) TR available for review

Task 2.6 – WG and TC CYBER review

The deliverable will be distributed to RRS WG3 mailing list for review as well as to TC CYBER mailing list for comments (2 weeks planned).

Task 2.7 – Update TR based on review

Update the technical report on use cases and threats according to the comments received from RRS WG3 and possible comments from TC CYBER and produce a final draft for TB review.

Milestone 2.2 – (D2) stable update of existing TR available for review by RRS#36
Task 2.8 Finalisation

Integrate the comments from TC RRS, and produce final versions for TC RRS approval.

Milestone 2.3 – (D3, D2) Final TR draft for approval and publication

Final drafts are available for TC RRS approval and publication.
Milestone 2.4
TB approval (RRS#38)

Milestone 2.5
STF Final Report approved by TC RRS

Milestone 2.6
Publication of DTR/RRS-0314
7 Required expertise

Providers must ensure the following mix of competence:

· Experience in security

· Experience in Software Defined Radio and reconfigurable radio in general

· Experience in selected RAT technologies: 2G/3G/LTE, Wi-Fi, WiGig
The actual number of providers depends on the actual mix of skills in the applications received and will be decided when setting up the STF.
Part III:
Financial conditions
8 Estimated cost
	Description
	Maximum estimated cost (€)

	Service contracts
	141 930

	Travels

	RRS#35, 26-30 Sep 2016, Munich
	1 600

	RRS#36, 28 Nov-02 Dec 2016, Venice 
	1 600

	RRS#37, 20-24 Feb 2017, Paris
	1 570

	Travel cost
	4 770

	Total cost
	146 700


No other costs have been identified.

Part IV:
STF performance evaluation criteria
9 Key Performance Indicators

Contribution from ETSI Members to STF work
· Steering Group meetings (number of participants/duration)

· Delegates attending meetings/events related to STF (number of participants/duration)

· Direct contribution of delegates (e.g. number of documents/comments/e-mail)

· Development of related standards by delegates

· Support to the STF work (e.g., provision of test–beds, organization of workshops, events)

Contribution from providers to ETSI work

· Contributions presented to TB/WG meetings (number, type, comments received)

· Presentations in workshops, conferences, stakeholder meetings

· Contributions/presentations to other ETSI TBs

· Contributions received from other ETSI TBs

Liaison with other stakeholders
· Stakeholder participation in the project (category, business area)

· Cooperation with other standardization bodies

· Potential interest of new members to join ETSI

· Liaison to identify requirements and raise awareness on ETSI deliverables 

· Comments received on drafts (e.g. on WEB site, mailing lists, etc.)

Quality of deliverables

· Approval of deliverables according to schedule

· Respect of time scale, with reference to start/end dates in the approved ToR
· Quality review by TB

· Quality review by ETSI Secretariat
In the course of the activity, the STF Leader will collect the relevant information, as necessary to measure the performance indicators.  The result will be presented in the Final Report.

Time recording

For reporting purposes the STF experts shall fill in the time sheet provided by ETSI with the days spent for the performance of the services
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