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Terms of Reference - Specialist Task Force STF 481
(TC ITS / WG5) on ”Conformance Validation Framework Security Test Specifications of TS 103 097”
Summary information
	Approval status
	Approved by TC ITS [ITS(14)000028 / DEC ITS(14)DEC114]
Approved by Board#97a.

	Funding
	Budget: 128 000 € ETSI FWP
Contracted experts: up to 260 working days, including voluntary contribution (20% of total)

Additional contribution from CTI: 40 working days (out of STF budget)

Manpower cost: up to 208 days @ 600 €/day = 124 800 € + 52 days free of charge

Travel cost up to 3 200 €.

	Time scale
	May 2014 to March 2015.

	Work Items 
	Conformance testing and validation for Release 1 encoding scheme and validation report (RTS/ITS-00528, RTS/ITS-00529, RTS/ITS-00530, DTR/ITS-0050022)

	Board priority category
	Standards enablers/facilitators (e.g. conformance test/interoperability/methodology) 

Recommendations: use of TTCN and CTI supervision, require average 20% voluntary contribution from Companies sending experts.

	Notes from Secretariat
	There is strong support of ETSI Members with industrial interest in different business areas, that the validation of the Security Conformance Test standards is completed on time for the first commercial implementations, planned in 2015.  In order to meet this time scale a conformance pre-assessment must be conducted in 2014Q4 prior to the Plugtest.  This requires that the STF can start in May, when the final version of the base standards will be released. Cost estimate is based upon a detailed analysis of the tasks to be performed and has been reviewed and endorsed by CTI.  This estimate includes some margin to take into account the uncertainty on the technical difficulties, in the order of 10-20%.  Contracts will be released in phases for the net amount of work estimated. The reserve margin will be used only if there will be proven technical difficulties.  The STF will not start before stable base standards are available.


Part I – Reason for proposing the STF

ITS protocols have been specified and designed to operate correctly across a wide variety of infrastructures worldwide. The risk profile for ITS systems indicates a high impact of these protocols if their design includes a widespread error or fault. This issue provides evidence that successful testing and interoperability are key factors that enable the deployment of these technologies and their successful global introduction.

ETSI Test Specifications cover already ITS Access Layer, Networking Layer and Facility Layer. In view of ITS deployment it is essential to provide standardized test specifications for the Security Layer and thus completing the coverage of test specifications for the ITS layers.

ETSI, in collaboration with ERTICO, has organized the latest in a series of Plugtests™ interoperability events for Intelligent Transport Systems (ITS) Cooperative Systems. This event was hosted by CETECOM, from 25 to 29 November in Essen, Germany (see http://www.etsi.org/news-events/news/728-2013-12-press-release-its-interop-event). More than 10 vendors attended the security test sessions which manifests the high interest of industry in security tests. Furthermore, in Q4 of 2014 a Security Plugtest is planned. As a prerequisite for this Plugtest, a ITS security conformance test suite is needed in order to ensure the compliance of devices to the base standards.

As a by product, the proposed STF improves the quality of the base specifications. A change request mechanism will be put in place to allow the timely feedback on revealed bugs and inconsistencies of base specifications into the TC ITS standardization process, and thus achieve optimized base specifications.

1 Rationale

In 2010, TC ITS started together with ETSI CTI a STF project funded by the EC/EFTA to produce conformance test specifications for the Release 1 of TC ITS CAM, DENM, BTP, GN and GN6 protocols. In 2011/2012 a prototype test system (so called Conformance Validation Framework) was designed, built and validated (see http://portal.etsi.org/stfs/STF_HomePages/STF424/STF424.asp). 

The Conformance Validation Framework is a reference implementation and available to all ITS stakeholders. The Conformance Validation Framework enables vendors to assess the level of compliance of their equipment and the Conformance Validation Framework can be used in support of certification schemes. Also, with its high degree of extensibility, it can be used for company internal testing.

Since the closure of STF424, the Conformance Validation Framework has been maintained to align to various base standard revisions in order to provide always tests which are up to date.

This present STF proposal is a further maintenance action, to extend the ITS Conformance Validation Framework with Security Test Specifications.
2 Objective

The objective of this present STF proposal is to revise the PICS document TS 103 096-1 and the TSS & TP document TS 103 096-2, as well as to develop the ATS document TS 103 096-3 to include tests of ITS use of IEEE 1609.2 messages and data structures defined in TS 102 941 and TS 103 097. 
The revision of PICS, TSS&TP and ATS documents shall be limited to the test groups SEC/ITS-S/ S-DATA and SEC/ITS-S/ R-DATA. All other groups are not included in the objective of this present STF proposal.
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Furthermore the objective of this present STF proposal is to validate the test specification against at least two security implementations, as well as to validate the test specifications during the next ITS Plugtest in Q4 2014.
3 Relation with ETSI strategy and priorities
This action supports the ETSI Long Term Strategy item(s) to:
· create high quality standards for global use and with low time-to-market.

· establish leadership in key areas impacting members' future activities

This action has a priority category of

· Standards enablers/facilitators (conformance testing, interoperability, methodology)

4 Context of the proposal

4.1 ETSI Members support
	ETSI Member
	Supporting delegate
	Motivation

	AUDI
	Elmar Schoch
	As an OEM, we are interested in compatible V2x units of suppliers, which includes security functional tests of TS 103 097

	Autotalks
	Amit Katz
	It is very important, for Autotalks, to perform security conformance test for smoother interoperability and faster deployment of the V2x technology in the EU market.

	Cadzow Communications
	Scott Cadzow
	To provide validate test standards according to ETSI Methodology

	Commsignia
	Jozsef Kovacs
	ETSI security standards successfully implemented in our products.  Conformance test needed to ensure quality.

	CCSR
	Haitham Cruickshank
	Validation of Base standard TS 103 097

	COHDA Wireless
	Paul Alexander
	We look forward to having the ability to verify the security functionality of our products during the next phase of ITS development against the standards

	DAIMLER
	Dieter Seeberger
	Test tooling support for industry

	Fraunhofer FOKUS
	Florian Frederici
	As operators of C2C-CC Pilot project, we need validation of Base standard TS 103 097

	HITACHI
	Lan Lin
	Test tooling support for industry

	Kapsch
	Tijink Jasja
	Support quality-built test standards that reflect the latest developments of the base security standards

	Mtech
	Eric Koenders
	Results to be available before the end of the year

	NEC
	Andreas Festag
	Test tooling support for industry

	NXP semiconductors
	Timo van Roermund
	Needed this year to evaluate the compliance and interoperability of our security implementations

	PQM Consultants
	Steve Randall
	To provide validate test standards according to ETSI Methodology

	Q-FREE
	Ola Martin Lykkja
	We are interested in evaluating and testing interoperability of our security implementation confirming to the relevant ETSI standards for security over 5.9 GHz (ETSI G5) with the European profiles

	RENAULT
	Brigitte LONC
	To use the test tool for product releases 

	RENAULT
	Gérard Ségarra
	Security C-ITS pilot deployment projects require implementation of security systems that shall be fully tested and validated in 2015.  End of 2014 for the conformance testing is certainly a good milestone.

	Security Innovation
	William Whyte
	As suppliers of implementations of the security system we see great value in having independent conformance testing to validate both our implementation and others

	SIEMENS
	Herbert Fuereder
	SIEMENS AG is very interested to have the conformance tests extended with a security test suite. We use the conformance test platform to evaluate new releases of our C2X products

	TNO
	Paul Spaandermann
	Support deployment EU-Corridor project and Dutch specific C-ITS strategies

	Wattelet Telecoms
	Jean Claude Wattelet
	To provide validate test standards according to ETSI Methodology


4.2 Market impact

Interoperability is a key factor that enables the use of new technologies and provides all benefits attached to them, such as competitiveness, innovation and reliability.

ITS technologies are becoming more and more complex, collaborative and interdependent. Furthermore, ITS systems are often specified by multiple standards from different standardization development organisations (SDOs). These factors potentially lead to non-interoperability standards. The development of products that rely on non-interoperable standards, can eventually result in fragmented markets, all of which can impact trustability.

Various measures can significantly improve the reliability and interoperability of complex systems such as ITS: The development of test specifications for conformance and interoperability can be coupled with validation activities, such as building prototype test systems. Likewise, the prototype test systems can be used at interoperability events. Consequently, the project contributes to the effort of testing and validation ITS systems with the goal to bring the ITS systems to a stage where end users trust the services provided.
4.3 Tasks that cannot be done within the TB and for which the STF support is necessary

Experience with the development of other standards has shown that involvement of experts on conformance and interoperability testing of protocols requires highly specialised knowledge in testing methodology. The generation of this kind of specifications requires significant concentrated effort that can be done in this case by experts provided on a funded basis. Hence the involvement of testing experts is needed in order to assure timely completion and high quality of the Test Specifications. The experts will use dedicated software tools available at ETSI. Test adapter development and test suite validation are expert tasks which cannot be provided by a TB.
4.4 Related voluntary activities in the TB

Delegates within the TC will review the deliverables and deal with the CRs on base specifications that that this action will produce.
4.5 Outcome from previous funded activities in the same domain

TC ITS has benefited of STF support in this domain during the last 5 years:

· TC ITS WG2: STF398 (2010) 72 000
· TC ITS WG1/3: STF405 (2010-2012) EC/EFTA 354 000 €

· TC ITS WG1/3: STF424 (2010-2012) EC/EFTA 246 900 €

· TC ITS WG1/3: STF449 (2013) ETSI 68 000 €
· TC ITS WG5: STF452 (2013/2014) ETSI 77 400 €
· TC ITS WG1/3: STF462 (2013/2014) ETSI 63 200 €
4.6 Consequences if not agreed
The production of test specifications as described in the present document is key to the testing and potential certification activities that should assure the interoperability of ITS equipment. Such devices are required to have high levels of interoperability if the safety on road is to be kept at the highest level. The non-availability of such standards may cause problems of interoperability.
Part II - Execution of the work

5 Technical Bodies and other Organizations involved
5.1 Leading TB
The leading WG is TC ITS WG5.

5.2 Other interested ETSI Technical Bodies

NA
5.3 Other interested Organizations outside ETSI

Other interested parties, but not limited to, are C2C CC, Compass4D, ERTICO

6 Working method/approach
6.1 Organization of the work 
The work will be done in three waves. In the first wave the test specifications will be updated and developed. In the second wave the test specifications will be validated against at least two devices. The third wave consists of the test specification validation during the next ITS Plugtest in Q4 2014 or Q1 2015.
6.2 Base documents
	Document
	Title
	Current Status
	Expected date for stable document

	ETSI TS 102 941 V1.1.1
	Intelligent Transport Systems (ITS);

Security;

Trust and Privacy Management
	Published
	

	ETSI TS 103 961-1 V1.1.1
	Intelligent Transport Systems (ITS); Testing; Conformance test specification for ITS Security; Part 1: Protocol Implementation Conformance Statement (PICS)
	Published
	

	ETSI TS 103 961-2 V1.1.1
	Intelligent Transport Systems (ITS); Testing; Conformance test specification for ITS Security; Part 2: Test Suite Structure and Test Purposes (TSS & TP)
	Published
	

	ETSI TS 103 961-3 V1.1.1
	Intelligent Transport Systems (ITS); Testing; Conformance test specification for ITS Security; Part 3: Abstract Test Suite (ATS) and Protocol Implementation eXtra Information for Testing (PIXIT)
	Published
	

	ETSI TS 103 097 V1.2.1
(RTS/ITS-00531)
	Intelligent Transport Systems (ITS);

Security;

Security header and certificate formats 
	Stable Draft
	TB approval 2014/05/02


6.3 Deliverables

	Deliv.
	Work Item code

Standard number
	Working title

Scope

	D1
	RTS/ITS-00528
TS 103 096-1
	Title: Intelligent Transport Systems (ITS); Testing; Conformance test specification for ITS Security; Part 1: Protocol Implementation Conformance Statement (PICS)
Scope: Update the PICS regarding ITS use of IEEE 1609.2 messages and data structures defined in TS 102 941 and TS 103 097.

	D2
	RTS/ITS-00529
TS 103 096-2
	Title: Intelligent Transport Systems (ITS); Testing; Conformance test specification for ITS Security; Part 2: Test Suite Structure and Test Purposes (TSS & TP)
Scope: Update the TSS&TP regarding ITS use of IEEE 1609.2 messages and data structures defined in TS 102 941 and TS 103 097.

	D3
	RTS/ITS-00530
TS 103 096-3
	Title: Intelligent Transport Systems (ITS); Testing; Conformance test specification for ITS Security; Part 3: Abstract Test Suite (ATS) and Protocol Implementation eXtra Information for Testing (PIXIT)
Scope: Develop a test suite for tests of ITS use of IEEE 1609.2 messages and data structures defined in TS 102 941 and TS 103 097.

	D4
	DTR/ITS-0050022
TS 103 096-4
	Title: Intelligent Transport Systems (ITS); Testing; Conformance test specification for ITS Security; Part 4: Validation report
Scope: Provides the validation report from the tests of ITS use of IEEE 1609.2 messages and data structures defined in TS 102 941 and TS 103 097.


6.4 Deliverables schedule:
RTS/ITS-00528, RTS/ITS-00529, RTS/ITS-00530: Security Testing PICS, TSS&TP and ATS
· Start of work
26-May-2014
· ToC and scope
06-June-2014
· Early draft
27-Jun-2014
· WG approval
14-Oct-2014
WG5#33
· Stable draft
18-Dec-2014
· TB approval
15-Mar-2015

ITS RC
· Publication
20-Apr-2015
DTR/ITS-0050022
Conformance testing validation report
· Start of work
01-Sep-2014

· ToC and scope
15-Sep-2014

· Early draft
26-Nov-2014

· WG approval
17-Jan-2015
WG5#34
· Stable draft
17-Jan-2015
· TB approval
20-Mar-2015
ITS RC

· Publication
20-Apr-2015
6.5 Work plan, time scale and resources
	N
	Task / Milestone / Deliverable
	From
	To
	Funded experts (max days)
	CTI experts (days)

	Wave 1 – Test standards TS 103 096-1, TS 103 096-2, TS 103 096-3

	M1.0
	Start of work
	26-May-2014
	
	

	T0
	Project management
	May 2014
	Mar 2015
	
	5

	T1
	Refactor and update with new features the PICS 
	May 2014
	Jun 2014
	5
	

	T2
	Refactor and update with new features the TSS&TP
	May 2014
	Jun 2014
	30
	

	T3
	Development of TTCN-3 scripts
	Jun 2014
	Aug 2014
	50
	

	T4
	Quality Check of Test Standards
	Aug 2014
	Aug 2014
	
	3

	M1.1
	Stable Draft for WG approval (WG5#33)
	14-Oct-2014
	
	

	T5
	Include WG comments, if any
	Oct 2014
	Oct 2014
	
	1

	M1.2
	Final draft for TB approval (ITS RC)
	15-Mar-2015
	
	

	T6
	Include TB comments, if any
	Mar 2015
	Mar 2015
	
	1

	Total Wave 1
	85
	10


	N
	Task / Milestone / Deliverable
	From
	To
	Funded experts (max days)
	CTI experts (days)

	Wave 2 – Validation Report TR 103 096-4 (Validation of TS 103 096-1, TS 103 096-2, TS 103 096-3 against at least 2 devices)

	M2.0
	Start of work
	Jun 2014
	
	

	T7
	Project management
	Jun 2014
	Nov 2014
	
	10

	T8
	Codec 
	Aug 2014
	Sep 2014
	30
	

	T9
	Test Adapter
	Jun 2014
	Sep 2014
	30
	

	T10
	Validation
	Sep 2014
	Nov 2014
	90
	

	T11
	Correction of TS 103 096-1, TS 103 096-2, TS 103 096-3
	Sep 2014
	Nov 2014
	5
	5

	T12
	Validation Report
	Sep 2014
	Nov 2014
	5
	3

	M2.1
	Stable Validation Report for WG approval (WG5#34)
	17-Jan-2015
	
	

	T13
	Include WG comments, if any
	Jan 2015
	Jan 2015
	
	1

	M2.2
	Final Validation Report for TB approval (ITS RC)
	15-Mar-2015
	
	

	T14
	Include TB comments, if any
	Mar 2015
	Mar 2015
	
	1

	Total Wave 2
	160
	20


	N
	Task / Milestone / Deliverable
	From
	To
	Funded experts (max days)
	CTI experts (days)

	Wave 3 – Validation of TS 103 096-1, TS 103 096-2, TS 103 096-3 during an ITS Plugtest (to be organized sometime between Q4 2014/Q1 2015)

	M3.0
	Start of work
	Dec 2014 – Mar 2015
	
	

	T15
	Project Management
	Dec 2014
	Mar 2015
	
	5

	T16
	Validation
	Sep 2014
	Mar 2015
	10
	

	T17
	Correction of TS 103 096-1, TS 103 096-2, TS 103 096-3
	Sep 2014
	Mar 2015
	2
	

	T18
	Validation Report
	Sep 2014
	Mar 2015
	3
	3

	M2.2
	Final draft for TB approval (ITS RC)
	15-Mar-2015
	
	

	T19
	Include TB comments, if any
	Mar 2015
	Mar 2015
	
	2

	Total Wave 3
	15
	10


Note: effort estimate includes margin to take into account uncertainty on the technical difficulties.  Contracts will be released in phases, under the supervision of ITS WG5 and CTI, in order to ensure that that only the amount of resources that are actually required will be spent.  The ETSI Secretariat will report on the actual progress and expenditure to each Board meeting.
6.6 Task and milestone description
Task 0, Task 7, Task 15 – Project Management and Code Review

Coordination, communication, reporting and leading of activities. In addition code review of the project.
Task 1 – Refactor and update with new features the PICS

Refactor PICS document to align with the new message structures as defined in TS 103 097. Update PICS document to add new TS 103 097 feature support. This applies to test groups SEC/ITS-S/ S-DATA and SEC/ITS-S/ R-DATA only.
Task 2 – Refactor and update with new features the TSS&TP

Refactor TSS&TP document to align with the new message structures as defined in TS 103 097. Update TSS&TP document to add new TS 103 097 feature support. This applies to test groups SEC/ITS-S/ S-DATA and SEC/ITS-S/ R-DATA only.
Task 3 – Development of TTCN-3 scripts

Develop the TTCN-3 part of the ATS test specifications. Model the message types in ASN.1 . This applies to test groups SEC/ITS-S/ S-DATA and SEC/ITS-S/ R-DATA only.
Task 4 – Quality Check of Test Standards

Peer review of PICS, TSS&TP and ATS documents to ensure technical quality.

Task 5, Task 6 – Include WG/TB comments, if any

Modify documents PICS, TSS&TP and ATS documents according to received comments. In case no comments are received, this task is not relevant.
Task 8 – Codec

Development of TLS codec for ITS Security messages.

Task 9 – Adaptation

Development and integration of test adapter for ITS Security messages. Development/provision of cryptographic functions such as xf_computeHash, xf_verifySignature, xf_verifyGeographicAreas, xf_computeSignature.
Task 10 – Validation
This STF will provide level 2 validation as shown in the table below. The ITS Conformance Validation Framework shall be validated against a minimum of at least 2 SUTs. These SUTs need to be available and installed on computers at ETSI premises. The responsibilities shown in the table below shall be shared by the STF team. In addition and beyond the STF effort, it is expected to get documentation and support from the company providing the SUTs on any issues that may arise. This support shall be limited to reasonable effort.

Table 1: Responsibilities of validation

	Basic Validation (Level 1)
	Strong Validation (Level 2)

	Provision of TTCN-3 analyser/compilers
	

	Compilation of the test suite on at least 3 TTCN-3 compilers
	

	Reporting of errors in the tools
	

	Reporting of errors in the ATS
	

	Updating of ATS
	

	Compilation of validation report
	

	
	Extending and maintaining of the ITS Conformance Validation Framework

	
	Provision and installation of SUT(s)

	
	Execution of the tests

	
	Reporting of errors in the ITS Conformance Validation Framework

	
	Validation of test verdicts


Task 11, Task 17 – Correction of TS 103 096-1, TS 103 096-2, TS 103 096-3
Correct errors in PICS, TSS&TP or ATS documents, if found during validation.
Task 12, Task 18 – Validation Report

Develop Validation Report document based on template provided in EG 201 015 “A Handbook of validation methods”.

Task 13, Task 14, Task 19 – Include WG/TB comments, if any

Modify Validation Report document according to received comments. In case no comments are received, this task is not relevant.
Task 16 –Validation at Plugtest

Devices attending the Plugtest will be offered to run the conformance tests. The same validation level as described on task 10 will be applied (to be organized sometime between Q4 2014/Q1 2015).
7 Required expertise

6 experts to ensure the following mix of skills:
· expert knowledge of TS 102 941, TS 103 097 and IEEE1609.2;

· expert knowledge of TTCN-3 (ES 201 873);

· good experience of conformance and/or interoperability testing;

· expert knowledge in codec and adaptation layer development;

· expert knowledge in PKI pilot setups

· expert knowledge of ITS Security implementations

Part III:
Financial conditions
8 Estimated cost
8.1 Manpower cost
	Description
	Working days
	Rate
€/day
	Total cost 
up to €

	Contracted experts (remunerated)
	208
	600
	124 800

	Contracted experts (voluntary)
	52
	NA
	NA

	CTI staff (voluntary)
	40
	NA
	NA

	Total manpower cost
	300
	
	124 800


8.2 Travel Costs

	Description
	Cost estimate

	Travel of two people to Plugtest and workshop (same dates)
	3 200 EUR

	Total cost
	3 200 EUR


8.3 Other Costs
NA
Part IV:
STF performance evaluation criteria
9 Key Performance Indicators

· Contribution from the ETSI Members

· Voluntary work of experts provided free of charge in form of CRs being reviewed. This action will be documented through signed in-kind sheets
· Interest from stakeholders other than ETSI Members

· Number of implementations concerned (at Plugtests)
· Liaison activities performed by the STF (e.g. workshops/Plugtests/conferences/events)
· Quality of deliverables

· Approval of deliverables from the Reference TB according to schedule

· Respect of time scale, with reference to start/end dates in the approved ToR

In the course of the activity, the STF Leader will collect the relevant information, as necessary to measure the performance indicators.  The result will be presented in the Final Report.

10 Document history

	
	Date
	Author
	Status
	Comments (main issues)

	0.0
	05-Feb-14
	Scott Cadzow
	Draft
	List of supporting Members to be completed

	0.1
	20-Feb-14
	ITS WG5
	Approved by TC ITS
	RC from 20-Feb to 7-Mar 2014

	0.2
	13-Mar-14
	Berrini
	For OCG/Board consultation
	Clarification on budget, additional supporting Members, clarification of deliverables and base standards to be used.

	0.3
	24-Apr-14
	Berrini
	Board approved
	Clarification that budget is absolute max.  ETSI Secretariat to report progress/expenditure to Board.
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