
Terms of Reference for Specialist Task Force STF178 (prov. code JF) on
European standardization initiatives in support of business self-regulation Electronic signature infrastructure standardization

1
Reasons for proposing the Specialist Task Force (STF)

1.1 Object

The object of this STF is to progress the standardization of electronic signature infrastructure in response to the new mandate (M/290). The tasks performed will follow the proposed work programme set out by the Electronic Signatures Standardization Initiative (EESSI) and support the implementation of the EC Directive in electronic signatures in accordance with the commonly agreed work repartition between ETSI and CEN. This Order Voucher covers the second phase of tasks as described in the new mandate.

Open networks such as the Internet are of increasing importance for world-wide communication. They offer the possibility of interactive communication between parties who may not have pre-established relationships. They offer new business opportunities by creating tools to strengthen productivity and reduce costs, as well as new methods of reaching customers. Networks are being exploited by companies that wish to take advantage of new ways of doing business and new ways of working, such as teleworking and virtual shared environments. Government departments are also using these new networks in their interactions with companies and with citizens. Electronic commerce presents the European Union with an excellent opportunity to advance its economic integration.

However, to make best use of these opportunities, a secure environment with respect to electronic signature is needed. A number of methods exist to sign documents electronically but when digital signatures are used the verification of the authenticity and integrity of the data the identification of the signer is not necessarily proven. It has already been identified that one of the impediments to electronic commerce is the lack of standards to support the use of electronic signatures and certificates. The proposed work complements and supports the EU Directive and M/290, and this is being co-ordinated with CEN/CENELEC and other interested parties by means of active participation with the ICTSB and EESSI. The importance of this work has resulted in an aggressive timetable for those areas where work is to be completed during 2000-2001. Due to the need to embark upon the new work and the amount of effort required to meet the targets set, an ETSI Specialist Task Force 155 has been set up for 2000 and is now completing its tasks within current phase 2 of the EESSI program. The next phase, addressing work to be done during 2001, will build upon the deliverables of the present activity and provide extensions and complementary components, necessary for the new electronic signature infrastructure to come in place before the end of next year. 

The activities will be performed in the context of implementing the work programme arising out of the EESSI initiative. This proposal is designed to be consistent with the wider initiative and will be confined to the infrastructural elements of electronic signatures in support of the requirements of the new Directive. The output will be in the form of ETSI Standards (ES) and/or Technical Specifications (TS) to influence early developments. Any ENs will be developed in accordance with the final EESSI programme and mandate.

1.2 Proposed Activities

It is proposed to create a Specialist Task Force (STF), monitored by the Electronic Signature and Infrastructure Working Group (ESI WG) and reporting to ETSI TC Security. The STF will perform the tasks described below and produce the agreed deliverables over a twelve-month period under a total resource of 24 man-months. The target date for the start of the work is January 2001 with a scheduled completion of the draft deliverables to be approved in December 2001.

The STF is intended to comprise up to ten experts, including the overall STF co-ordinator, and the responsible editors for the different tasks within the STF program, depending on the skill profiles of the available candidates and the form of work organisation. A mixture of work from their home office and a number of joint task force sessions are proposed. The members of the STF will be experts in security, existing digital signature and public key infrastructure architectures, technologies and standards, security management a well as the European and International standardization processes.

The STF will work alongside and supplement the efforts of ETSI members in the drafting of deliverables for electronic signature and infrastructure standards. These will cover different topics and may result in multiple deliverables at the end of the day. The output is required to enable the interoperability of electronic signatures and public key certificates used in secure business transactions and to meet the minimum security requirements for the main components of the infrastructure. 

2 Consequences if not agreed:

Timely standardisation in this area will make it possible to influence early developments. If the standards are delayed de facto standards could dominate the market before formal standards are available.

The proposed work areas build to a large part upon ongoing work in the ETSI ESI WG, supported by STF155 and resulting in four new standards by the end of 2000. If another standards body has to complete the program, most of the experience and synergy, i.e. a considerable part of earlier investment is wasted. 

If ETSI is not able to accomplish its share of the work program CEN/ISSS will need to cover all areas. This, in addition to delay of the EESSI program, may also have the consequence that competence, experiences and interests represented by ETSI member organisations would not become part of the new standards. 

3
Detailed description:

Subject title:

European standardization initiatives in support of business self-regulation: Electronic signature infrastructure standardization

TC Security:
Chairman Gyorgy Endersz, Telia

ESI WG:  
Chairman: Gyorgy Endersz

3.3.
Other interested TBs (if any):

Since Smart Cards are an optional element in an electronic signature solution, the ETSI Smart Card Group of SMG might be involved in this study.

3.4.
Target date for the start of work:

January 2001

3.5.
Duration and target date for the conclusion of the work (TB approval):

The tasks covered are to be performed over a period of twelve months (January until December 2001).

3.6
Resources required

3.6.1
Necessary manpower

Total resources required: 24 man months, for drafting deliverables:

3.6.2
Estimated costs, additional to the manpower:

A travel budget of 45 kEUR has been estimated to be necessary in relation with the requirement to ensure liaison with ETSI/SEC and other bodies outside ETSI, in particular with CEN/ISSS, IETF and W3C.

The travel budget is allocated as follows:

· Co-ordination meetings between ETSI/SEC, ETSI/ESI and CEN/ISSS: 25 kEUR

· Co-ordination meetings with other international bodies: 20 kEUR

3.6.3
Qualification required, mix of skills

4-5 persons (including editors) depending on skill profiles of available experts, and the form of work organisation. A mixture of work from home office with joint task force sessions of 2-3 days is proposed.

The candidates will be experts in security, existing digital signature and public key infrastructure technologies, architectures and standards, security management and the European and global standardisation processes.

The topics to be addressed are different which may result in multiple deliverables. Work structure and processes will be optimized during the detail planning of the action.

3.7
Scope of Terms of Reference:

The STF will perform the following tasks:

· Task 1: Security management and policy requirements for Certification Service Providers (CSPs) issuing Time-Stamps (E). This work will be based on the policy requirements standard developed in the phase 2 EESSI activity by ETSI. The electronic time stamp is gaining an increasing interest by the business sector and is becoming an important component of electronic signatures, also featured by the ETSI Electronic Signature Format standard ES 201 733. Agreed minimum security and quality requirements are necessary in order to ensure trustworthy validation of long-term electronic signatures. This task requires an estimated 6 man-months of the total STF resource.

Deliverable: ETSI DTS/SEC-004005 on Security management and policy requirements for CSPs issuing time stamps.

Schedule:

Draft for public comment
July 2001

WG approval
November 2001

TB approval

January 2002

Publication of TS
February 2002

· Task 2: Policy Requirements for CAs issuing other than Qualified Certificates (C). These other classes arise from market needs, e.g. in the area of medium-value electronic commerce transactions, such as in mobile e-commerce. This task is complementary to and builds upon the policy developed for CSPs issuing qualified certificates under phase 2 of the EESSI programme. The STF will complete the work, which started with the requirement analysis carried out by STF155 for alternative classes of certificates (According to Directive Article 5.2). The specification will make reference to, amongst others, the framework defined in RFC 2527, completing the specific details for other classes of certificates/signatures in line with article 5.2 of the EU Directive. This task requires an estimate of 4 man-months of the total STF resource.

This activity will take as input:

a) An analysis TS 101 456 to identify areas which are clearly specific to qualified certificates,

b) Alternative requirements as identified by assessment schemes which assesses CA issuing certificates other than qualified certificates,

c) Results of the international harmonisation activity on CA policy and security management requirements,

d) Areas identified in review of draft of TS 101 456 review,

e) Selective examples that have large market impact and have a major conflict with TS 101 456.

These inputs will be used to identify where requirements specified in TS 101 456 need to be replaced with alternative requirements.

Deliverable: ETSI DTS/SEC-004006 on Policy Requirements for CAs issuing Certificates other than Qualified Certificates.

Schedule:

Draft for public comment
July 2001

WG approval
November 2001

TB approval

January 2002

Publication of TS
February 2002
· Task 3: Electronic Signature syntax and encoding formats in XML, The main goal of this task is the production of an ETSI TS on electronic signature format in XML, which will contain the XML syntax for qualified signatures equivalent to the ones specified in ETSI TS 101 733. This task will take as starting point the technical report “XML Electronic Signatures” produced by STF 155. An important activity is liaison with ongoing international activities in the area, particularly with the W3C/IETF and relevant Electronic Data Interchange (EDI) work. Promotion of the XML specifications at the international level is a major objective of the liaisons. The current W3C basic XML signature format is used to adopt the higher-level ETSI signature format to the XML world. This draft will be externally circulated in suitable forums (XML W3C Working Groups, XML/EDI groups, etc.) in order to harmonise with results and ongoing activities of those bodies. The task will also produce an ETSI Technical Report (TR) that includes the specification of Signature Policies in TS 101 733 using XML. This document will complement the activities of task 4 (see below) and is to constitute the starting point for future technical specifications on this topic. This task requires an estimated 6 man-months of the total STF resource.

Deliverables: ETSI DTS/SEC-004008 and DTR/SEC-004011 on Electronic Signature syntax and encoding formats in XML.


Schedule for DTS/SEC-004008 (to be TS 101 903):

Draft for public comment
July 2001

WG approval
November 2001

TB approval
January 2002

Publication of TS
February 2002

Schedule for DTR/SEC-004011:

Stable draft
July 2001

WG approval
November 2001

TB approval
January 2002

Publication of TR
February 2002

· Task 4: Technical aspects of signature policies, informative Annex to TS 101 733 (IETF Experimental RFC) (R). The concept of a signature policy is regarded as an important aspect for the establishment of common basis for electronic signatures. Draft ETSI TS 101 733 already looks at some aspects of electronic signatures for the establishment of a common basis for signature policy. This draft TS already contains specification tools for the definition of signature policies but it is recognised that this does not address all the policy concerns (e.g. multiple signatures). A study into general requirements for signature policy is being performed under the ISIS project and it is hoped that the resulting output will be used to extend TS 101 733 if required.

After the submission of this part to IETF as an Experimental RFC, editorship and co-ordination of the document is provided via STF 155. ETSI and IETF share an interest to complete this part of the signature format standardisation. This task aims at the development and finalisation of the draft for acceptance by IETF, and implicitly by ETSI. The work includes drafting, management of the comments and working drafts and promotion within IETF. This task requires an estimated 3 man-months of the total STF resource. The deliverable will elaborate the basic concepts and concerns regarding signature policies and make such a concept accessible to application developers and potential users. The deliverable is to be included in ETSI TS 101 733 as an informative annex and hence the work item is a revision item. It will be explanatory in that it will be partly tutorial and partly descriptive while translating the specification into real-world terms.

Deliverable: ETSI RTS/SEC-004009 Technical aspects of signature policies, informative Annex to TS 101 733. .

Schedule:

Draft for public comment
July 2001

WG approval
November 2001

TB approval
January 2002

Publication of TS
February 2002

· Task 5: Provision of harmonized Trust Service Provider (TSP) status information. This task is to provide recommendations for the support of a relying party to verify that the issuer of a received certificate can be trusted at the time of the transaction. 

It would be useful for relying parties to have access to information that will allow them to know whether a given Trust Service Provider (TSP) is operating under the approval of any recognised scheme (regulatory or voluntary) at the time of the transaction, the identity of the approval scheme, etc. This information should preferably be accessible using some on-line protocol.

The importance of this information is especially significant for cross-domain and international transactions. The task will address a wide range of services and approving bodies, including the use of Qualified Certificates.

In this regard, some national schemes have already included procedures and facilities for the provision of status information about TSPs.  However, the frameworks are not being harmonised, neither are the protocols and formats used for retrieving such information by the relying party.

Provision of such status information could include reference to the criteria, which the TSP has had to satisfy in order to be recognised under the scheme. Examples of such criteria are, inter alia, financial liability, maintenance of CRLs, date last audit passed.

In order to avoid the proliferation of numerous and different protocols and formats, it is proposed to prepare an ETSI Technical Report to present the rationale, the features of existing approaches, harmonized requirements and recommendations for further implementation and actions.

Current EESSI work will ensure that the party relying on a certificate (e.g. the recipient of a signed contract or payment order) receives sufficient information to control the validity of the certificate. There are also standards supporting uniform ways to carry out such control (base documents will include ETSI TS 101 456 and the CEN CWA relating to Work Area ‘G2’ (formal publication anticipated).

Liaison will be established with those establishing approval schemes in EEA states, whether regulatory or voluntary. Priority for countries outside of the EU will be given to the US and Canada.

This task requires an estimated 5 man-months of the total STF resource and may be carried out as a joint work item with CEN/ISSS.

Deliverable: ETSI Technical Report DTR/SEC-004010 on Infrastructure and interoperability requirements for provision of status information on Certification Service Providers (covering an overview of existing schemes, recommendations for a harmonised model and procedure and proposal for further action).

Schedule:

Draft for public comment
July 2001

WG approval
November 2001

TB approval
January 2002

Publication of TS
February 2002

3.8
Context of the task(s):

Work alongside and to supplement the efforts of ETSI member personnel in the drafting of Electronic Signature and Infrastructure Standards. 

The work will aim to develop standards to meet minimum requirements for interoperability of electronic signatures and public key certificates used in secure business transactions.
Close collaboration will be established with the CEN/ISSS workshop on electronic signature.

Feedback from actors in the market, both users and vendors shall be ensured. The ETSI public El Sign Web-site and open mailing list gathers currently ca 300 members world-wide, from industry, business, governments and academia.

The close interaction with IETF and W3C, established during phase 2 of the EESSI program, will be further developed in order to achieve global harmonisation and uptake of the new standards.

Standards will use available material and focus on profiling, supplementing and where necessary developing new specifications. IETF work in the area (PKIX) is one major source of material.

3.9
Related activity in other bodies and co-ordination of schedules:

ICTSB Initiative on European Electronic Signature Standardisation and, in particular the CEN/ISSS led part of the Work Program set in train by the EESSI.

IETF work within signing policy will become an area of common interest between ETSI and IETF.

W3C and bodies active in XML-work for EDI applications are potential liaisons for the XML signature format work in ETSI. 

3.10
Base documents and their availability

· ETSI Report - Electronic Signature Standardisation (ETSI/TC-SEC(98)8 - TD 008)

· ETSI Standard - Electronic signature standardization for business transactions, ES 201 733

· European Electronic Signature Standardization Initiative (EESSI) Final Draft of the EESSI Expert Team Report, June 18, 1999

· ETSI deliverables from EESSI phase 2: Policy for CSPs , Profile for Qualified Certificate and  Profile for Format and protocol for Time Stamps.

· CEN/ISSS workshop agreements to be published as results of phase 2 of the EESSI program.

3.11
Work Item(s) from the ETSI Work Programme (EWP) for which the STF is required:

DTS/SEC-004005 
Security management and policy requirements for CSPs issuing time stamps

DTS/SEC-004008 and DTR/SEC-004011 on Electronic Signature syntax and encoding formats in XML

RTS/SEC-004009
Technical aspects of signature policies, informative Annex to TS 101 733
DTR/SEC-004010 
Infrastructure and interoperability requirements for provision of status information on Certification Service Providers
3.12
Expected output(s):

The deliverables under 3.11:

· WG ESI approval 
26 November 2001

· STF draft ready for TB approval
15 December 2001

· Reference TB approval 
January 2002

· Publication
end January 2002

and, in addition:

· Interim Report to EC/EFTA 
June 2001

· Final Report to EC/EFTA (after publication of all deliverables) 
February 2002

V2.2 - B30(00)07, editorial reviews after Preparatory Meeting 16/01/01, aligned with O.V. 28 Mar 2001

