Terms of Reference for Specialist Task Force 123 (provisional code FM) on


Design and specification of a standard GSM GPRS encryption algorithm


as approved by ETSI Board 11 by correspondence


1.	Reasons for proposing the Specialist Task Force:


A standard ETSI cryptographic algorithm has to be developed for the new GSM GPRS data service. As usual in the case of such cryptographic algorithms this shall be done by an ETSI SAGE project team under special conditions.


2.	Consequences if not agreed:


The GSM GPRS data service can not be introduced with success. For a successful introduction it will be essential that the GPRS service is encrypted over the air interface. To achieve this a standard cryptographic algorithm is required.


3.	Detailed description:


3.1.	Subject title:


Design and specification of a standard GSM GPRS encryption algorithm 


3.2.	Reference Technical Body:


ETSI SAGE


3.3.	Other interested TBs (if any):


ETSI SMG - TC SEC


3.4.	Duration:


6 months


3.5.	Target date for the start of work:


November 1997


3.6.	Necessary manpower (expertise, mix of skills and amount):


The total manpower required for the work is 20 man months. Of this amount 18 man months will required to be provided via STF funding.


Needed are cryptographic experts with knowledge of designing cryptographic algorithms for telecommunication use. Also expertise in relation to the legal aspects (export restrictions) and procedural aspects (rules for management and distribution of algorithms) is required. As usual the experts shall be selected via the ETSI SAGE mechanism.


3.7.	Context of the study:


In the past year ETSI SMG has specified the GPRS service for GSM. ETSI SMG10 has specified the security functions for this GPRS service and identified the need for an ETSI standard cryptographic algorithm. ETSI SMG10 specified the requirements for this algorithm. 


3.8.	Related activity in other bodies and necessary co-ordination of schedules:


Related activities take place in ETSI SMG, where GPRS is specified, and in particular in SMG10 which specified the security for GPRS. The design of the algorithm has, due to delay in setting up this STF, come in to the critical path of the GPRS service introduction.


The work of the STF will be co-ordinated with that of ETSI SMG10, since the latter group will need to approve the rules of management.  


3.9.	Scope of the Terms of Reference:


The scope of the Terms of Reference is given by document GSM 01.61 version 5.0.0 “GPRS Ciphering Algorithm Requirements specification of the Encryption” (TS 101 106, V5.0.0, 1997-10)


3.10.	Reference specification(s) and existing documents, �including ETSI member contributions:


GSM 01.61 version 5.0.0 “GPRS Ciphering Algorithm Requirements specification of the Encryption” (TS 101 106, V5.0.0, 1997-10)


3.11.	Work Item(s) from the ETSI Work Programme (EWP) for which the STF is required:


MI/SMG - 10GPRS_AL_Q


3.12.	Expected output(s):


The main outputs of the work shall be the Algorithm Specification and a Report with Detailed test data. These documents shall be confidential and shall only be provided to ETSI SAGE and the custodian of the algorithm.


In addition there shall be an evaluation report which shall only be available to the SAGE and STF members.


Public deliverables are a short public report on the design and evaluation of the algorithm, a document specifying the rules for management of the algorithm and a document with black box test data.
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