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Terms of Reference for Specialist Task Force STF 452 
(ITS WG5)
”Extension of ITS Conformance Validation Framework with Security Test Specifications of TS 102 867 and TS 102 941”
Summary information
	Status of these ToR
	WP1, WP2 approved by ITS#10 [ITS(12)000088]
Funding for WP1 approved by Board#88
Funding for WP2 approved by Board#90 (15-Nov)

	Work Items
	DTS/ITS-0050019, DTS/ITS-0050020, DTS/ITS-0050021 and DTR/ITS-0050022 approved at ITS#10, 26 – 27 April 2012

	Funding required
	WP1 – testing (in course)
94 800 €
Budget 2012
WP2 - Validation (current proposal)
70 000 €
Budget 2013

Total project cost 
168 000 €

Voluntary contribution proposed ≈ 27% of total.

	Funding criteria

B(12)88_030
	4. Standards enablers/facilitators (e.g. conformance test/interoperability)
5) horizontal activities (quality)

	Notes from Secretariat
	WP1 started end-Sep.  Strong participation from industry, under CTI leadership.  Actual resources required will be reviewed in Feb-2013.  Possible budget adjustment may be requested to Board#91.


1 Reasons for proposing the Specialist Task Force (STF)
ITS protocols have been specified and designed to operate correctly across a wide variety of infrastructures worldwide. The risk profile for ITS systems indicates a high impact of these protocols if their design includes a widespread error or fault. This issue provides evidence that successful testing and interoperability are key factors that enable the deployment of these technologies and their successful global introduction.

The provisioning of security testing and compliance scenarios for ITS applications is essential and allows ETSI to maintain its leadership in present and future ITS technology
The proposed STF improves the quality of the base specifications for ITS Security profiles. A change request mechanism will be put in place to allow the timely feedback on revealed bugs and inconsistencies of base specifications into the TC ITS standardization process, and thus achieve optimized base specifications.
1.1 Overview of the proposal
1.1.1 Purpose of the work

The purpose of the work is to assure interoperability of devices produced in compliance with the TS 102 867 and TS 102 941 standards. This particular work is to produce the Protocol Implementation Conformance Statement (PICS), the Test Suite Structure and Test Purposes (TSS&TP), the Abstract Test Suite (ATS) and Protocol Implementation eXtra Information for Testing (PIXIT), and to provide an executable test suite (ETS) integrated with the existing ITS Conformance Validation Framework.
1.1.2 Relation with the ETSI strategic objectives

This STF will address the interoperability issues related to security.
1.1.3 Market impact, benefits to be gained

The ITS Conformance Validation Framework is a reference test implementation available to all players in the ITS market. It allows to assess the level of compliance of implementations and to validate the understanding of the ITS base specifications. The availability of the security extension is essential for market as it allows to cover tests which make sure that safety-critical ITS implementations perform in ad-hoc networks in a secure and reliable manner.
1.1.4 Interest of ETSI Members and other stakeholders
The work is supported by TC ITS member companies.
1.1.5 Relation with other activities within ETSI and/or related organizations

The STF will be interacting with the responsible TB, i.e. TC ITS WG5 and the related TBs such as WG1 and WG3.

It is planned to demonstrate and make live tests of the ITS Conformance Validation Framework during an ITS Plugtests event in 2013. The goal is to show to the participants the importance of the conformance testing to enable interoperable implementations as well as the benefits of the conformance testing for enhancing the quality of their products.

1.1.6 Priority within the TB

High.

1.1.7 Motivation why the work cannot be performed within the TB

Experience with the development of other standards has shown that involvement of experts on conformance and interoperability testing of protocols requires highly specialised knowledge in testing methodology. The generation of this kind of specifications requires significant concentrated effort that can be done in this case by experts provided on a funded basis. Hence the involvement of testing experts is needed in order to assure timely completion and high quality of the Test Specifications. The experts will use dedicated software tools available at ETSI.

To complement the effort, security experts are required to ensure that all implementation requirements are fully covered by the test specifications.

1.1.8 Support from ETSI Members
The following ETSI Members support the creation of an STF to produce the deliverables listed in §3.14:

· Cadzow Communications
Scott Cadzow /ITS WG 5 chair/monitor
· PQM Consultants
Steve Randall
· Lecit Consulting s.r.l.
Fausto Caneschi
· CCSR
Haitham Cruickshank 
· RENAULT 
Brigitte LONC
· Robert Bosch 
Benjamin Glas

· NXP semiconductors 
Timo van Roermund
The ETSI Members supporting the creation of the STF are prepared to provide the following voluntary contribution:

· Members are prepared to review the produced deliverables

· Members are prepared to monitor questions on base standards (questions on base standards are recorded in Mantis)

1.2 Organization of the work
1.2.1 Identification of tasks, phases, priorities, technical risk
The work shall be split in 2 phases, a development phase and a validation phase. In the validation phase PICS, TSS&TP and ATS&PIXIT shall be developed. In the validation phase the ETS shall be developed and validated against some implementations.

In order to harmonize efforts between Europe, US and Japan and the different stakeholders in the field, it is proposed, as part of phase 1, to review existing test programmes and test plans in order to determine the correct test coverage. Furthermore it is proposed to liaise with the existing test programmes so as to achieve mutual feedback on test strategy and test methodology.
1.2.2 Outcome of the STF

To produce for TS 102 867 and TS 102 941: PICS, TSS&TP, ATS&PIXIT test specifications, and to provide an ETS integrated with the existing ITS Conformance Validation Framework.
2 Consequences if not agreed:
The production of test specifications as described in the present document is key to the testing and certification activities that should assure the interoperability of ITS equipment. Such devices are required to have high levels of interoperability if the safety is to be kept at the highest level. Without the availability of such standards the deployment of Cooperative ITS equipment according to the Roadmap to a Single European Transport Area cannot be achieved.
3 Detailed description:
3.1 Subject title:
Extension of ITS Conformance Validation Framework with Security Test Specifications of TS 102 867 and TS 102 941.
3.2 Reference Technical Body:
TC ITS and TC ITS WG5 will be responsible for the approval of all the deliverables of this STF.

3.3 Other interested TBs:
TC ITS WG1, TC ITS WG3
3.4 Steering Committee
TC ITS WG5 will monitor the progress through the WG5 chairman, and no steering committee is planned. Interim results should be made public to identified ITS stakeholders.
3.5 Target date for the start of work:
It is planned to start the STF by latest September 2012.
3.6 Duration and target date for the conclusion of the work (TB approval):
The duration of the work is planned to be up to 10 months. The target is that the STF completes the work by end of Q2 2013.
3.7 Resources required
3.7.1 Experts manpower
Expert manpower resources required for WP1: 160 working days for drafting deliverables of which 32 working days will be voluntary contribution.
CTI resource is required for WP1: 40 working days for project management and technical work funded from the ETSI STF budget of which 25 working days will be voluntary contribution.

Expert manpower resources required for WP2: 120 working days for validation of which 20 working days will be voluntary contribution.
CTI resource is required for WP2: 25 working days for project management and technical work funded from the ETSI STF budget of which 15 working days will be voluntary contribution.

The total manpower budget is
· WP1 92 800 €
· 128 remunerated working days experts (76 800 €)

· 15 remunerated working days CTI (16 000 €)
· Voluntary contribution 57 working days (32 experts + 25 CTI) vs. 200 total =28,5 %

· WP2 66 000 €
· 100 remunerated working days experts (60 000 €)
· 10 remunerated working days CTI (6 000 €)
· Voluntary contribution 35 working days (20 experts + 15 CTI) vs. 145 total = 24%

· Total manpower cost for the project: 162 000 €
Table 1: Assignment of days per task
	WP1 Development of test specifications

	#
	Task Name
	Funded Expert
	CTI

	
	
	
	

	T1
	Project Management
	-
	15

	T2
	Kickoff meeting/Review of existing test plans
	10
	5

	T3
	Identification of implementation requirements
	20
	-

	T4
	PICS proforma
	10
	-

	T5
	TSS&TP
	50
	10

	T6
	ATS&PIXIT
	70
	10

	Totals
	160
	40


Table 2: Assignment of days per task
	WP2 Validation of test specifications

	#
	Task Name
	Funded Expert
	CTI

	T7
	Adaptation layers
	35
	10

	T8
	Codec
	20
	-

	T9
	Execution of tests against real implementations
	45
	5

	T10
	Feedback on test specifications
	5
	5

	T11
	Validation report
	15
	5

	Totals
	120
	25


3.7.2 Travel cost:

Expected travel cost: 6 000 EUR.

· Travel to at least 4 ITS TC and WG meetings 
· Travels to potential Plugtests®
· meetings to consult with ITS stakeholders on interim results 
(e.g. Car to Car Communications Consortium)
3.8 Experts qualification required, mix of skills
· In-depth knowledge of IEEE 1609.2,

· Expertise in protocol and conformance test specification, software to produce test suites,
· Expertise in test strategy, test systems, conformance testing specifications,

· Expertise in TTCN-3 language development and validation,

· Standardisation.

The following experts are required to perform the work.  The actual number of experts and mix of skills may depend on the actual applications received and will be decided when setting up the STF.

· Number of experts required: 3 – 4. In addition support from CTI is required
· Period over which the experts are required: Sept 2012 – Q1/Q2 2013
· It is essential to include in the STF team 1 or 2 companies which are active in the field of security testing

· Type of secondment: part time, remote work is possible
· For the validation task it is essential to get support from companies in form of security implementations which can be used to validate the ETS
3.9 Scope of Terms of Reference:
To produce Security Test Specifications of TS 102 867 and TS 102 941 and to integrate and validate these test specifications with the existing ITS Conformance Validation Framework.
3.10 Task/phases planning:
WP1 Development of test specifications

· Kickoff meeting

· Identification of implementation requirements/Review of existing test plans

· PICS proforma

· TSS&TP

· ATS&PIXIT

WP2 Validation of test specifications
· Codec and integration with ITS Conformance Validation Framework

· Upper Tester and integration with ITS Conformance Validation Framework

· Test Adapter and integration with ITS Conformance Validation Framework

· Execution of tests against real implementations

3.11 Validation

This STF will provide level 2 validation as shown in the table below. The ITS Conformance Validation Framework shall be validated against a minimum of at least 2 SUTs (= software implementation of ETSI profile of IEEE 1609.2). These SUTs need to be available and installed on computers at ETSI premises. The responsibilities shown in the table below shall be shared by the STF team. In addition and beyond the STF effort, it is expected to get documentation and support from the company providing the SUTs on any issues that may arise. This support shall be limited to reasonable effort.
Table 3: Responsibilities of validation

	Strong Validation (Level 2)

	Basic Validation (Level 1)
	

	Provision of TTCN-3 analyser/compilers
	

	Compilation of the test suite on at least 3 TTCN-3 compilers
	

	Reporting of errors in the tools
	

	Reporting of errors in the ATS
	

	Updating of ATS
	

	Compilation of validation report
	

	
	Extending and maintaining of the ITS Conformance Validation Framework

	
	Provision and installation of SUT(s)

	
	Execution of the tests

	
	Reporting of errors in the ITS Conformance Validation Framework

	
	Validation of test verdicts


The cost for validation is included in the overall total of section 3.7 of these ToR.

3.12 Related activity in other bodies and co-ordination schedule
The STF will be interacting with the responsible TB, i.e., TC ITS WG5 working group and TC ITS.
3.13 Base documents and their availability
The STF work will be based upon the following documents:

	Work Item
	Title
	Current

Status
	Date TB
approval

	DTS/ITS-0050013
TS 102 867
	Stage 3 mapping for IEEE 1609.2
	Available
	April 2012

	DTS/ITS-0050015
TS 102 941
	Trust and Privacy Management
	Available
	April 2012


3.14 Work Items to be produced by the STF
The STF will produce the following deliverables, for TB approval:

· DTS/ITS-0050021
Title: Intelligent Transport System (ITS); Testing; Conformance test specification for TS 102 867 and TS 102 941; - Part 1: Test requirements and Protocol Implementation Conformance Statement (PICS) proforma
Scope: Provide the Test Suite Structure and Test Plans to be used to test the ITS use of IEEE 1609.2 messages and data structures defined in TS 102 867 and TS 102 941
Work Item to be approved by TC ITS#10 (26 – 27 April)
· DTS/ITS-0050019
Title: Intelligent Transport System (ITS); Testing; Conformance test specification for TS 102 867 and TS 102 941; - Part 2: Test Suite Structure and Test Purposes (TSS&TP)
Scope: Provide the Test Suite Structure and Test Plans to be used to test the ITS use of IEEE 1609.2 messages and data structures defined in TS 102 867 and TS 102 941
Work Item to be approved by TC ITS#10 (26 – 27 April)

· DTS/ITS-0050020
Title: Intelligent Transport System (ITS); Testing; Conformance test specification for TS 102 867 and TS 102 941; - Part 3: Abstract Test Suite (ATS) and Protocol Implementation eXtra Information for Testing (PIXIT)

Scope: Test cases for testing of TS 102 867 and TS 102 941
Work Item to be approved by TC ITS#10 (26 – 27 April)
· DTR/ITS-0050022

Title: Intelligent Transport Systems (ITS); Security; Conformance testing validation report

This task will run the prototype test system against real equipment and will therefore validate the related test specifications and base specifications. All revealed bugs and inconsistencies of base specifications and test specifications will be reported.
Scope: Provides the validation report from the tests of ITS use of IEEE 1609.2 messages and data structures defined in TS 102 867 and TS 102 941

Work Item to be approved by TC ITS#10 (26 – 27 April)

3.15 Planned output schedule:
The STF will produce the deliverables according to the following time scale:

Work Item(s): DTS/ITS-0050019 , DTS/ITS-0050020 ,  DTS/ITS-0050021 
· Start of the work 
Sept 2012
· ToC and scope 
Sept 2012
· First stable draft for WG review
Oct 2012
TC ITSWG5#25
· Draft for WG approval
Jan 2013
· WG approval
April 2013

TC ITSWG5#27
· Draft for TB approval
May 2013
· TB approval
June 2013

RC
· Publication
Aug 2013
Validation Report DTR/ITS-0050022
· Start of the work 
Dec 2012
· ToC and scope 
Dec 2012
· First stable draft for WG review
Jan 2013
TC ITSWG5#26
· Draft for WG approval
Apr 2012
· WG approval
June 2013

TC ITSWG5#28
· Draft for TB approval
July 2013
· TB approval
July 2013

RC
· Publication
Aug 2013
In addition, the STF will produce the following reports:

· Progress Report#1
Oct 2012
TC ITSWG5#25
· Progress Report#2
Jan 2013
TC ITSWG5#26
(review conclusion of WP1 and planning WP2)
· Progress Report#3
Apr 2013
TC ITSWG5#27
· Final Report 
June 2013
TC ITSWG5#28
4 Performance indicators

· Contribution from the ETSI Members

· Voluntary work of experts provided free of charge in form of review of the test specifications
· Interest from stakeholders other than ETSI Members

· Liaison activities performed by the STF (e.g. workshops/Plugtests/conferences/events)
· Quality of deliverables

· Approval of deliverables from the Reference TB according to schedule

· Respect of time scale, with reference to start/end dates in the approved ToR

· Application of the ETSI drafting rules
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