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Terms of Reference for Specialist Task Force STF 412 
(TB ESI) on “Guidance on TS 102 042 for Issuing Extended Validation Certificates”
Document status

	Current status of these ToR
	Board#80 approved Phase 1: Phase 2 to be funded in 2nd allocation

	Work Items to be approved
	DTR/ESI-000107, DTS/ESI-000108, DSR/ESI-000109
Pending ESI approval change deliverable type from DTR/ESI-000108 to DTS/ESI-000108


1 Reasons for proposing the Specialist Task Force (STF)
1.1 Overview of the proposal
The objective of this STF is to provide guidance on the application of TS 102 042 (ESI – Policy requirements for the specification for certification authorities issuing public certificates) to certification authorities (CAs) issuing extended validation (EV) certificates as specified by the CA Brower Forum (CAB Forum).  This will include guidance for application of policy requirements specified in TS 102 042 to by CAs, as well as the conformity assessment and audit of such CAs in line with CWA 14172-2 (or its future replacement). The STF will also produce a special report considering the possible approaches to a governance and audit regime for assessment for CA (also called certification service providers – CSP) issuing EV certificates within the existing European framework for accreditation of CAs, as well as the existing framework for accreditation of IT Security auditors.  The guidance documentation is planned to include a conformance checklist which can be used by CAs and Auditors to check conformance to use of TS 102 042 applied to EV certificates.
1.1.1 Relation with Mandate M460

a) The work is aimed at the application of ETSI specifications originally aimed at Electronic Signatures at a different area which is outside the scope of the Mandate 460, namely Extended Validation (EV) Certificates for use by Web browsers and Web servers.  This application requires strong authentication but against a secure access channel (not against a document or data object as in the case of electronic signatures),

b) One of the responses to Mandate M/460 is for the update of CWA 14172-2.  Whilst this CWA deals with Audit issues these are not specific to EV. This proposal refers to guidance on the application of the principles established in CWA 14172-2 (or its future replacement) to EV not any updates / replacement for the CWA itself.

1.1.2 Purpose of the work

The CABForum EV certificates are globally recognised as the basis for assuring the authenticity of web sites assuring that web site certificates are issued in a reliable and trustworthy manner.  The Initiative establishes the green bar for trust in site identity used in all the major browsers.  The CA/B-Forum has very strong support from the most important CAs and all the Browser vendors (Microsoft, Google, Firefox, Apple, Opera…), and all the major CAs around the world.
The CABForum specification concentrates on the requirements for issuing web site certificates and does not address all the issues of secure operation of CA systems.  TS 102 042 has been recognised by the CABForum, and hence all the major web browser providers (Microsoft, Apple, Mozilla, Google, KDE and Opera) as an acceptable adjunct to the EV specification to provide a holistic set of requirements for secure operation of CAs issuing EV certificates.  However, without further guidance, particularly to assist CAs and their auditors in assessing conformity to TS 102 042 for EV European CAs are likely to be dominated to the alternative criteria, developed in North America, Webtrust, which does not fit in well with existing CA European practices (in particular those used by CAs issuing qualified certificates).  Concerns have already been expressed in the CAB Forum about the lack of details for audit and conformance assessment of TS 102 042 and without further guidance the acceptability of the use of the ETSI specification is likely to be called into question.
The output of the STF will be a substantial building block for a defined security level for certification providers issuing certificates to webservers and their users.

1.1.3 Relation with the ETSI Strategic Objectives

The ETSI Specification TS 102 042 has a broad acceptance by European Certification Providers, but the usage in the field of web server Certificates is still low, and it has yet to get general recognition outside Europe.
1.1.4 Market impact, benefits to be gained

Due to recent and increasingly sophisticated attacks on websites, e.g. via spoofing and DNS servers “poisoning”, the CA/Browser Forum – CAB Forum – (http://www.cabforum.org/) on 12 June 2007 released the EV Certificate Guidelines (EVCG [16]) i.e. “a set of guidelines for a new type of Extended Validation (EV) certificate, including standardized procedures for verifying and ensuring the identity of the certificate holder”( http://www.cabforum.org/)

ETSI – Electronic Signature and Infrastructure (ESI) – includes TS 102 042 provisions consistent with the requirements for issuing Extended Validation Certificates (EVC), as specified in the above mentioned CAB Forum EVC Guidelines. As a consequence, EVC issued by CA's operating in compliance with the EVC related provisions as indicated in this TS can be assessed as meeting the requirements specified by the CAB Forum in their EVCG plus recognised good practice for CA's issuing certificates.
This STF outcomes would greatly improve the adoption of this ETSI specification (TS 102 042) inside and outside Europe, esp. in Asia where other ETSI activities are having significant influence. Consequently, a greater number of European as well as, possibly, non-European CAs would recognise the influence of ETSI in the market and hence find it worth joining ETSI as members.
1.1.5 Stakeholders interest

In addition to being of interest to ETSI members (see below), this standard will be of interest to all Browser Vendors (Microsoft, Apple, Google, Opera, Mozilla…), all Certification Service Providers and Software developers.

1.1.6 Relation with other activities within ETSI and/or related organizations

This activity has strong links with the work of the CABForum. 

On 21/09/2010 the European Parliament adopted a resolution on completing the internal market for e-commerce, the outcome of the STF can be an important building block for raise e-commerce users’ confidence in an European Trust Seal. 
http://www.europarl.europa.eu/oeil/FindByProcnum.do?lang=en&procnum=INI/2010/2012
The “European Organisation for Accreditation” can be an important source for accreditation requirements on European Level.
1.1.7 Priority within the TB

This STF has been assigned High Priority by the ETSI TC ESI.
1.1.8 Motivation why the work cannot be performed within the TB

This activity requires specialist knowledge of the ETSI specifications for Certification Policies (TS 102 042) as well as detailed knowledge of the CWA 14172-2 and the Work of the CA/B-Forum.  Such specialist knowledge is a scarce resource and such resources cannot be brought together for period of time required to carry out the work plan without funding. 
1.1.9 Stakeholders’ interest and active support from the ETSI Members

This activity is of significant interest to ETSI ESI members as it significantly increases the strength of web Server security and fits within other programs for the security of Electronic Signature certification services. The STF has the specific support of the following ETSI Members: 
1.
TeleTrusT e. V

2.
Izenpe

3.
Thales

4.
Deutsche Telekom

5.
UNINFO

This activity is also of particular interest to Certification Authorities operating within the European context.

STF tasks are discussed and progressed during meetings in plenary. Discussions are conducted between meetings electronically on two mail distribution lists, one internal and one public, with high participation from members and outsiders as well. Number of delegates at ESI meetings is commonly 20-25.

Voluntary resource from members performing review of the deliverable is estimated to about 70 working days, which is equivalent to funded effort requested for the STF.

1.2 Organization of the work
1.2.1 Identification of tasks, phases, priorities, technical risk

This STF activity will be articulated into the following phases:

Phase 1

· Identify detailed requirements for the application of TS 102 042 to EV Certificates including the conformity assessment.. 
· Produce a Technical Report on Guidance on TS 102 042 for Issuing Extended Validation Certificates for Auditors, CSP and Application software vendors.
Phase 2

· Produce a Technical Report for the conformity assessment and auditing of CSP issuing EV certificates based on CWA 14172-2 (or its future replacement)
· Produce a special report possible approaches to the governance and audit regime for assessment for CSP issuing EV certificates within European context
· Dissemination of the results.
1.2.2 Outcome of the STF

The STF will produce 2 ETSI Technical Reports and 1 ETSI Special Report:
Phase 1: 
· TR: Guidance on TS 102 042 for Issuing Extended Validation Certificates for Auditors, CSP and Application software vendors.
Phase 2 (funding to be confirmed in 2nd allocation 2011):

· TS:  on conformity assessment for Issuing Extended Validation Certificates based upon CWA 14172-2, which is now being updated by STF 427. The form of this guidance will be aligned with the approach taken in this STF 427's deliverable
· SR: Possible approaches to governance and audit regime for assessment for CSP issuing EV certificates within European context.
2 Consequences if not agreed:
If this STF is not approved there would be two classes of drawbacks:

1. The CAB Forum and hence Browser Vendor like Microsoft, Apple, Google, Mozilla, KDE and Opera recognise ETSI TS 102 042 Policy as useable for EV certificates, as a full alternative to WebTrust CA-Audits.  Concerns have already been expressed in the Cab Forum about the lack of details for audit and conformance assessment of TS 102 042 and without further guidance the acceptability of the use of the ETSI specification is likely to be called into question.

2. Without common specifications, recognised across Europe, based on the actual European needs, legal and customary environments, European EVC issuers could only resort to non-European based provisions, like WebTrust’s, that, being based on different assumptions, would not meet their actual needs. This would be a significant impediment to the trust of European consumers in eCommerce and eGovernment. By having a common European based solution, technology providers can provide systems that meet specific European requirements in the field of Data Protection, Identification Schemes and Security Level.

3 Detailed description:
3.1 Subject title:
EVC Conformity assessment to TS 102 042
3.2 Reference Technical Body:
TC ESI

3.3 Other interested TBs (if any):
N/A

3.4 Steering Committee
The STF will report to the ESI plenary.
3.5 Target date for the start of work:
January 2011
3.6 Duration and target date for the conclusion of the work (TB approval):
Phase 1:

Duration: 

6 months

Target date (TB approval): 
June 2011
Phase 2:

Start:

July 2011
Duration: 

8 months
Target date (TB approval): 
February 2012
3.7 Resources required

Total resources required 58 000 EUR split as follows:
· Phase 1 (1st allocation ETSI budget 2011)

23 000 EUR

· Phase 2 (2nd allocation ETSI budget 2011)

35 000 EUR

3.7.1 Experts manpower
· Phase 1 
60 working (30 days remunerated and an equivalent amount of voluntary work)
· Phase 2 
50 working days (fully remunerated) 
· Total
110 working days (80 days remunerated and 30 voluntary)
3.7.2 Travel cost estimate:
· Phase 1 

  5.000 EUR (twice US or Asia Travel)
· Phase 2 
  5.000 EUR (twice US-Travel and Europe
· Total

10.000 EUR

3.8 Experts qualification required, mix of skills
The work is to be carried out in an ETSI Specialist Task Force (STF) comprising up to 4 experts. The STF will be recruited in accordance with the ETSI Directives and procedures and this will be in line with the Framework Partnership Agreement. Collectively, the STF will need to possess an in-depth established knowledge of the following domains:

· Knowledge of IT Audit and security assessment techniques as applied to CSPs including CWA 14172-2.

· Knowledge of policy criteria used as basis of assessment such as ETSI TS 102 042 or CAB Forum Extended Validation certificates as well as in EU projects such as STORK and PEPPOL.
· Knowedge of CABForum Extended Validation scheme for CAs.
· Knowledge of one or more National CSP assessment schemes.
· experiences and international accreditation scheme implementing TS 102 042 
3.9 Scope of Terms of Reference:
The aims of this task are:

Phase 1:

· Guidance on TS 102 042 for Issuing Extended Validation Certificates for Auditors, CAs and Application software vendors. 
Phase 2:

· TR:  for the conformity assessment and auditing of CSP issuing EV certificates based on CWA 14172-2 (or its future replacement)

· Produce a special report making recommendations on an governance and audit regime for assessment for CSP issuing EV certificates within European context

· Dissemination of the results 

3.10 Organization of the work in tasks and/or phases:
Conference calls will be regularly conducted within the STF, as well as face to face meetings (at least three of them may be anticipated: one around February 2011 and another around June 2011 and a further two in the second half of 2011). Participations to at least two CA/Browser forum face to face meetings in US or in Asia, as well as to a number of conference calls.
It is paramount that at least one STF members formally represents ETSI in all these meetings. This would require the ETSI Management to notify the CABForum.

The work of the STF is to be broken into two phases of 6 months each with deliverables as identified above.
3.11 Validation

The deliverables of the STF will be reviewed by the ESI members.
3.12 Related activity in other bodies and co-ordination of schedules:
The work of the STF will be coordination with the CABForum.  This is to include representation of ETSI at the CABForum meetings (4 meetings expected in 2011).
3.13 Base documents and their availability
The STF work will be based upon the following documents:

	TS / Work Item
	Current Status

	ETSI TS 102 042
	Published

	CWA 14172-2
	Expired

	CA/B-Forum Guidelines For The Issuance And Management Of Extended Validation Certificates
	Published

	
	


3.14 Work Items from the ETSI Work Programme (EWP) for which the STF is required:
The STF will produce two Technical Reports (TR) and a Special Report for TB approval:
· DTR/ESI-000107: Technical Report: Guidance on TS 102 042 for Issuing Extended Validation Certificates for Auditors, CSP and Application software vendors.
· Minor update on TS 102 042 can be necessary

· Cooperation with Quick Fixes results

· Prepare a draft “working document” (basis for Phase II) as basis for discussion with WebTrusT and CA/B-Forum
· Contact the national accredation schemes: DAR…
 http://www.european-accreditation.org/content/home/home.htm….
· Checklist in “ISO 27001 style” is part of it
· Meet with WebTrust about audit criteria in May/June

· Give presentation about the progress at CA/B-Forum end of May

· DTS/ESI-000108: Technical Specification on conformity assessment for Issuing Extended Validation Certificates based upon CWA 14172-2
· Prepare a working document” for discussions with WebTrusT and CA/B-Forum

· Prepare Input for Quick Fixes 1
· Usage and maintaining of the ETSI-Website in coordination with the ETSI Secretariat

· DSR/ESI-000109: Special Report: Recommendations on a governance and audit regime for assessment for CSP issuing EV certificates within European context.
· Presentation to the European CSP at the End of Phase II
· Meeting with European accreditation organisation

· Give presentation about the results at CA/B-Forum in Oct/Nov 2011
3.15 Planned output schedule:
The STF will produce the deliverables according to the following time scale:

Phase 1 – TR # 1 DTR/ESI-000107:
· Start of the work and agree scope 
13. January  2011, Telco 21.01. 11:30 CET
                                                                        25.+26.02 in US (Scottsdale / Phoenix))
· First stable draft of TS #1
End of April 2011

· Drafts for TB approval
June 2011
· TB approval
End of July 2011 AbC
· Publication
August 2011
Phase 2 - DTS/ESI-000108  and DSR/ESI-000109
· Start of the work and agree scope of TR
July2011
· First stable draft of TS
October 2011
· Drafts for TB approval
December 2011
· TB approval
February 2012 
· Publication
March 2012
Meeting dates 

ESI#33: 4-5 Oct Sophia Antipolis 

ESI#34: 13-14 Dec, Barcelona, hosted by DAC-UPC 

ESI#35: 7-8 February 2012, Washington DC hosted by Adobe

Intermediate milestones Phase 2

Start of the work 
21. July 2011
First stable draft of TR 
4-5 October 2011 ESI #33
Meeting with WebTrust 
Mid of September in London or Berlin
Meeting with CA/B-Forum 
28-29 September Bermudas 
Meeting with European CSP 
15 December 2011 location tbd

Drafts for TB approval 
13-14 December 2011 ESI #34 
TB approval 
7-8 February 2012 ESI#35
Publication 
March 2012
In addition, the STF will produce the following reports for ETSI:
Progress Report, Phase 1   
July 2011 (uploaded on 27.06.11)
Progress Report to ESI #33
 25-26 October 2011 Sophia Antipolis

Progress Report to ESI #34
13-14 December 2011 hosted by DAC-UPC
Final Report after TB approval ESI #35
7-8 February 2012 in Washington DC hosted by Adobe
4 Performance indicators

The active participation of delegates in the ESI meetings, the number of comments and contributions, the interviews with stakeholders will be taken as performance indicators to assess the impact of the STF work, in particular, for the following aspects.
Effectiveness: (e.g. number of participants in the project, number of meetings/participants held in relation to this work, number of presentations made on the activity, feedback received)

Stakeholder engagement: stakeholder representation in the project and the number of liaison activities performed (especially at the international level).

Dissemination of results: assessment of the effectiveness of activities related to the dissemination of project deliverables and efforts made to raise industry awareness of the activity (including e.g. hits made on the project web pages and downloads of drafts for comment).

Impact: satisfaction of the stakeholders with the progress and outputs of the project, in the occasion of Steering Group meetings, plenary meetings, workshop.

Timeliness: project progress in relation to the work plan schedule, acceptance of the deliverables by the TB (approval of Progress Reports, interim and final deliverables at the planned dates)
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