	ToR STF 408

	page 16 of 16



	[image: image1.jpg]TED

World Class Standards




	ToR STF 408 (TISPAN WG7 / ITS WG5) 

	
	Version: 0.1

	
	Author: Scott CADZOW – Date: 12 April 2010  

	
	Last updated by: Alberto Berrini – Date: 16 July 2010

	
	page 1 of 14


Terms of Reference for Specialist Task Force STF 408 
(TISPAN WG7 / ITS WG5) on 
"Security support to NGN and ITS"
The ToR for the STFs on security for ITS WG5 and TISPAN WG7 have very similar scope, which consists in providing support to the two WGs in the areas of architecture, protocol, testing and TVRA (Threat, Risk, Vulnerability Analysis), to develop countermeasures.  Therefore, it is assumed that a synergy can be realized if the two STFs can work in close cooperation.

The proposed allocation of 45k€ is intended to ensure the support that is urgently needed by the TISPAN and ITS WGs for the period until end 2010.  The actual share of resources between the two WGs and the total amount of funding required until year end will be reviewed between the STF and the TISPAN and ITS WGs and a proposal to complete the budget allocation will be made under the 3rd allocation, if required and up to a maximum of 45k€.  Funding for 2011 will be reconsidered in the 1st allocation of the ETSI budget, with new ToR.

It has been recognized that it is urgent to set an overall ETSI strategy for security.  The strategic approach will be discussed at the next OCG and Board.  The support to this strategy may require specific STF support in 2011 but this should be treated independently of the direct support to specific WGs.

Document status
	Status of these ToR
	Approved by TISPAN and ITS

	Work Items approved
	TS 187 001: Requirements

TR 187 002: Threat, Vulnerability and Risk Analysis

TS 187 003: Architecture 

	NOTE 1:
The ToR for this STF are intended to give support to TISPAN WG7 and ITS WG5 across their security work items. As such the list of work items above is intended to be indicative and not to be restrictive of the way in which the resources of the STF can be directed by the TIPSAN WG7.

	NOTE 2:
In some instances the countermeasures that are identified by risk analysis may require modification of work items not contained in the above lists (e.g. modification of the operation of a protocol or service to remove risk without requiring the addition of specific security functionality).

	Note 3
This security work for ITS WG5 may be funded by EC/EFTA under Mandate M453.  However, the time scale for the negotiation of the contract is not compatible with urgency to progress the work in ITS WG5.  Therefore, it is proposed to start the activity under ETSI funding in 2010, in the perspective to continue the work in 2011 under EC/EFTA funding.


The STF Terms of Reference in this document request FWP support to TISPAN WG7 in pursuit of completion of the following work items:
TISPAN WG7

	Title
	Type
	WI-Ref
	
	Deliverable
	STF priority

	Feasibility study on IPTV security architecture
	TR
	07033
	R3
	187 013
	Low

	Interconnection security
	TR
	07043
	R3
	187 019
	High

	NGN SECurity (SEC);Requirements
	TS
	07036
	R3
	187 001
	High

	Security Architecture
	TS
	07038
	R3
	187 003
	High

	NGN Security; Identity protection (Protection Profile)
	TS
	07035
	R3
	187 016
	Low

	Specifications for PUC (Prevention of Unsolicited Communication) in the NGN
	TS
	07034
	R3
	187 015
	Low

	Threat, Vulnerability and Risk Analysis
	TR
	07037
	R3
	187 002
	Medium

	Lawful Interception
	TS
	07045
	R3
	187 005
	Low

	Data retention
	TS
	07046
	NGN
	187 017
	Low

	Security services and mechanisms for customer premises networks connected to TISPAN NGN
	TS
	07047
	R3
	187 021
	High

	RFID Security and Privacy
	EN
	07042
	NGN
	387 018
	Medium

	Joint ESO response to M/436; RFID system and network security and privacy protection
	TR
	07044
	NGN
	187 020
	Low (note)

	NOTE:
Work item 07044 is addressed by a joint ESO taskforce (STF396) and the STF proposed in these ToR will only consider this work where it impacts other work items in the TISPAN WG7 programme.


ITS WG 5

	Work Items approved
	DTS/ITS-0050007 (TS 102 723-7)

DTS/ITS-0050008 (TS 102 723-8)

DTS/ITS-0050009 (TS 102 723-9)

DEG/ITS-0050010 (Approved in ITS#5, ITS05d034)

DES/ITS-0050011 (Approved in ITS#5, ITS05d034)

DES/ITS-0050012 (Approved in ITS#5, ITS05d034)

MISC/ITS-00500xx (Reporting item for STF only)

DTR/ITS-00500xy (Update of TVRA for approval at ITSWG5#12)


1 Reasons for proposing the Specialist Task Force (STF)
Security is a key strategic area in ETSI and providing security measures in ETSI's standards has given ETSI a strategic advantage in many markets. The key methods used in the development of security standards are common to all Telecommunications technologies and the present proposal builds on this to have an STF supporting a common approach to security across all use of the NGN which is consistent with the goal of the NGN as being the core network of choice for all NGN access technologies and for all NGN service offerings.

1.1 Security in TISPAN NGN

Security is a keystone to the success of the NGN and covers a large number of complex areas which are not being addressed elsewhere. Without security there will be no ETSI NGN but a complex set of proprietary implementations offering make-do solutions to the market. Moreover the NGN will be used as the backbone of many other services such as those offered by ITS, by M2M, by IPTV broadcasts, by social networking services and as such has to consider a suite of security requirements and network uses from outside the traditional PSTN domain.
The security of the NGN is complex and its current state is incomplete. NGN-R2 does not fully define countermeasures although a number of requirements have been identified in the course of development of ETSI TS 187 001 V2.1.1 "TISPAN NGN Security (NGN Sec): Security Requirements" and in the development of specific feasibility studies into security issues in the NGN (NAT Traversal, Media Security, Identity and Identity management, IPTV, CPN) as well as in the course of risk analysis of specific sub-systems and protocols in the NGN (RACS, NASS, ENUM/DNS, IPTV, CPN). The proposed STF is intended to provide explicit skills to bolster the voluntary efforts in WG7 to ensure that the NGN deployment is assuredly secure. 
The use of the methods already developed by TISPAN-WG7 (with assistance of STFs 268, 292, 329, 330 341 and 357), have built on the guidance given by TC MTS in the context of the "Making Better Standards" programme. The aim of TISPAN's security work is to raise the level of assurance of security given by the standardised security measures and has been a guiding principle in TISPAN WG7 since its inception in a programme labelled as "design for assurance ". 

The scope and complexity of the NGN is such that the voluntary resources offered to TISPAN-WG7 may not be sufficient to guarantee that the NGN is secure in deployment in a manner that allows uniformity of assurance, nor interoperability. The resources of TISPAN-WG7 being bolstered by the STF proposed in this ToR should give greater assurance to the NGN community that, when deployed, the NGN offers a secure environment for any services deployed.
It is particularly noted that the way in which a user interacts with the NGN is quite different from the way in which PSTN users interacted with the PSTN. Users interact with the NGN in a dynamic way that establishes many different forms of communication in parallel with and without dependencies to each other. This mix of forms of communication, with their rapidly changing dynamics, place new challenges on the provision of security, and underlying privacy of communication (including the root confidentiality services). A major role of the STF proposed in these ToR is to ensure that the work documented independently for the suite of NGN services and NGN access forms conform to the highest level of security provision consistent with the user expectations across networks.
1.2 Security in ITS WG5

TC ITS WG5 to date has adopted the core methods from TISPAN-WG7 (in TS 102 165-1/-2, TS 187 011 and all of the Common Criteria documents) in its work programme during 2009. In looking forward to 2010 there are two main threads to be addressed:

1. Synergy between the programmes of ETSI TC ITS, its industry partners (including the Car to Car Communications Consortium, and the FP7 projects in the ITS area), and other SDOs (ISO, CEN and ITU-T as well as other TBs within ETSI) covering areas of identity management, regulatory awareness (for privacy, LI and DR in particular), and core security analysis and countermeasure definition;

2. Development of a core suite of protocols and cryptographic transforms to support the ITS environment of multiple radio media connection for both V2V and V2I/I2V scenarios;
3. The STF shall act in accordance with the priorities set by the working group in consultation with its industry partners.

The scope and complexity of ITS, covering as it does both safety and non-safety uses of communications infrastructure, is such that the voluntary resources offered to ITS-WG5 may not be sufficient to guarantee that the ITS is secure in deployment in a manner that allows uniformity of assurance, nor interoperability. The resources of ITS-WG5 being bolstered by the STF proposed in this ToR should give greater assurance to the ITS community that, when deployed, the ITS communications security services offer a secure environment for any ITS services deployed.
1.3 Overview of the proposal
1.3.1 Purpose of the work

TISPAN WG7

The purpose is to ensure that the NGN has security capabilities for the NGN R3 and its constituent delivery networks, in doing so the approach to security standardisation taken in recent years and enshrined in the "Design for Assurance" paradigm that builds on Common Criteria and Risk Analysis will be applied to TISPAN WG7 deliverables. The detail work is described later in this document. 

ITS WG5

To ensure that ITS is provided at launch with effective security that can be integrated to both vehicles and to the supporting infrastructure. The STF proposed will support the activities of ITS WG5 in areas of both V2V (for both single hop and relayed communication with both unicast and multicast/broadcast destination addressing), and V2I/I2V communication services.

In particular the STF will develop specifications in support of ITS Station Security Management (in the security architecture and countermeasures document). The STF will also act in accordance with the direction of WG5 and with the requests for prioritisation set by the ETSI response to any EU mandates and directives in ITS. This will require recommendations on securing the deployment of services in both the BSA and in the set of collaborative ITS services submitted to TC ITS for prioritisation. The priority of work by the STF shall be set by WG5 in collaboration with the remainder of TC ITS and its industry partners.

The STF, and the work of WG5, is required to ensure that messages exchanged between ITS stations are secured for both the BSA (covering the CAM/DENM announcement set) and for collaborative services and other messages sets defined as a priority for secure transfer by TC ITS and its industry partners.

1.3.2 Relation with the ETSI strategic objectives

This STF proposal supports ETSI's strategic objective to be seen as the centre of excellence for standardisation in telecommunications. As security of telecommunications is key to provision of telecommunications this proposal fully supports all of ETSI's strategic objectives.
1.3.3 Market impact, benefits to be gained

The NGN market is particularly challenging with its combination of technologies in the content, service and network domains that combine to offer both business and consumer oriented communications services. In this area there are a number of challenges to assure users (business and consumer) of both protection of privacy (consistent with the aims of Article 12 of the Universal Declaration of Human Rights and with Article 8 of the EU Convention for the Protection of Human Rights and Fundamental Freedoms) and to ensure that the infrastructure is adequately protected from attack by rogue users.

The primary benefit to be gained from the use of an STF is to provide ETSI NGN with a set of security solutions in the short term designed to the "Design for Assurance" paradigm that also support the long term frameworks of "Privacy by Design", "Security by Design" and "Design for Assurance" promoted for the NGN over recent years.

The ITS market is particularly challenging with its merging of both safety and consumer oriented communications services. In this area there are a number of challenges to assure users of both protection of privacy (consistent with the aims of Article 12 of the Universal Declaration of Human Rights and with Article 8 of the EU Convention for the Protection of Human Rights and Fundamental Freedoms) and to ensure that the ITS system is adequately protected from attack by rogue elements.

The primary benefit to be gained from the use of an STF is to provide ETSI ITS with a set of security solutions in the short term.

1.3.4 Interest of ETSI Members and other stakeholders

The TISPAN and NGN development community has regularly expressed its desire to have the NGN solutions offered to the market billed as secure. The ITS community has regularly expressed its desire to have the ITS solutions offered to the market billed as secure. The proposal in this ToR addresses these interests. 

1.3.5 Relation with other activities within ETSI and/or related organizations

This activity is designed to ensure that the NGN addresses the needs of the NGN as serving as wide a set of stakeholders in ETSI and elsewhere with common interests. In this case security has to be addressed at a system level and the activity proposed recognises the very close relation TISPAN WG7 to a number of TBs and external bodies:

· As providers of access technology using the NGN as a core 

· ETSI M2M; ETSI ITS; ETSI DECT; ETSI TETRA; 3GPP SA3; IEEE (for Wireless LAN).

· As providers of countermeasure technology

· ETSI ESI, 3GPP SA3

· External bodies: 

· ENISA; ISO SC27; ITU-T SG17; IEEE; IETF.
· This activity has close relationships with M2M (to share approaches to integrated machine security), and to the work in ISO TC204 and the partner group in CEN TC278.In addition the work is to be carried out in close consultation with industry groups including those representing FP7 ITS work (e.g. CVIS, C2CCC) and with IEEE 1609.2 where some security provisions are defined for WiFi type access in ITS.

1.3.6 Priority within the TB

This is considered essential by TISPAN WG7 and both ITS WG5 and the wider ITS plenary.
1.3.7 Motivation why the work cannot be performed within the TB

Security standardisation work is specialised and complex and the skills not widely available. The approach recommended in ISO, ITU-T and in ETSI is to develop security measures in standards based upon an impartial risk analysis, and then to select the minimum set of countermeasures required to assure an acceptable level of residual risk in the product or service built using the finalised standards. The suite of skills and commitment of voluntary effort to undertake such tasks is not available in TISPAN WG7 and in ITS WG5 at a guaranteed level to ensure completion of the tasks in the required timeframe. 
1.3.8 Support from ETSI Members

The following members of TISPAN WG7 have offered their explicit support in the ToR:

· Telenor, 

· BT, 

· DT, 

· Telecom Italia, 
· NEC, 
· C3L, 
· Fujitsu, 
· PQM, 
· CESG.

The work items of ITS WG5 are supported by the following members who are also committed to supporting the STF in assisting in the completion of the work programme of TC ITS WG5:

· C3L; 

· CSI; 

· Daimler AG;

· DLR; 

· EFKON AG

· Fraunhofer FOKUS; 

· Hitachi; 

· LECIT; 

· NEC; 

· Q-Free ASA; 

· Renault; 

· Renesas; 

· Siemens AG; 

· Telecom Italia

· UNINFO

The ETSI Members supporting the creation of the STF are prepared to provide the voluntary contribution outlined in §3.7.1 in the normal course of their support to TISPAN WG7 and ITS WG5.
NOTE 1:
The voluntary effort covers a contribution from the resources of the TB in evaluation of the STF output, discussions with the STF, and integration with the STFs of their output to the work programme of the TBs where this includes the members contributions to the same work items as those supported by the STF As a guide it has been assumed that the TB meets 6 times per year and has an attendance of 5 security experts at each meeting contributing 3 days of expert knowledge per expert per meeting (this gives some overhead). 

NOTE 2:
As the detail work in security requires occasional access to very specialised expertise there is no commitment for the ETSI members supporting this work to guarantee any provision of expertise.

NOTE 3:
The members of TISPAN WG7 and ITS WG5 are also considered as active contributors to the work and will provide input to the work of the STF but are not contracted to guarantee such contributions.

1.4 Organization of the work
1.4.1 Identification of tasks, phases, priorities, technical risk

Security work addresses risk and the STF shall assist the TB in determining the risk of attack and defining the suite of countermeasures to be provided for the standards.
1.4.2 Outcome of the STF

TISPAN WG7

The outcome of the STF is also the output of TISPAN WG7. The outcome of the STF should not be kept separate from that of the TISPAN WG7. The purpose of this STF is to give full support to the security programme of the TISPAN WG7 and to assist in conducting risk analysis  extending the TVRA, architecture and countermeasure specification to the use of multiple communications links either in combination as required by NGN users and providers.
The STF shall also support the development of reports into the role of regulation in security (e.g. export control, privacy and data protection, LI and Data Retention) where requested by the members of TISPAN WG7.
ITS WG5
The outcome of the STF is also the output of ETSI TC ITS WG5 to which it gives support. The outcome of the STF should not be kept separate from that of the TB. The purpose of this STF is to give full support to the security programme of ETSI TC ITS WG5 where that includes the following work items (from the current programme):

· DTS/ITS-0050007 (TS 102 723-7)

· DTS/ITS-0050008 (TS 102 723-8)

· DTS/ITS-0050009 (TS 102 723-9)

· DEG/ITS-0050010 (Approved in ITS#5, ITS05d034)

· DES/ITS-0050011 (Approved in ITS#5, ITS05d034)

· DES/ITS-0050012 (Approved in ITS#5, ITS05d034)

· DES/ITS-0050013 (Update of TS 102 731 to ES, for approval at ITSWG5#12)

· DEG/ITS-0050014 (Update of TVRA for approval at ITSWG5#12)

In particular the STF will develop specifications in support of ITS Station Security Management (in the security architecture and countermeasures document). The STF will also act in accordance with the direction of WG5 and with the requests for prioritisation set by the ETSI response to any EU mandates and directives in ITS. This will require recommendations on securing the deployment of services in both the BSA and in the set of collaborative ITS services submitted to TC ITS for prioritisation. The priority of work by the STF shall be set by WG5 in collaboration with the remainder of TC ITS and its industry partners.

The STF shall ensure that the contributions made to the WG are practical and speed up the development of implementable solutions by the ITS industry. This shall include specific definition and recommendations for algorithms, protocols and services. The output of the STF shall be used, under WG5 leadership, to guide the ITS industry to selection for deployment and therefore where analysis is offered it shall be in support of a particular recommendation. 

A secondary role of the STF shall also support the development of reports into the role of regulation in security (e.g. export control, privacy and data protection, LI and Data Retention). Specifically the STF shall report its activity to the steering TB (ITS WG5) at each meeting of WG5. The progress reports and contributions to each work item shall be reported under the Miscellaneous work item submitted for approval as ITSWG5(10)0017.

2 Consequences if not agreed:
The gradual decline in the availability of members to support voluntary standardisation has had a marked impact on the ability of TISPAN WG7 to address its work programme. Unfortunately whilst the desire is there the function is weak. Failure to provide WG7 with the support required through the ETSI FWP will encourage further decline in support from the members and may result in the closure of the NGN Security programme and the closure of the NGN as an active standardisation programme in ETSI with the potential of the EU specific standardisation work on security to be neglected altogether. It is noted that whilst similar programmes of work exist in both ITU-T and in 3GPP the EU centric work offered by ETSI will not be undertaken by either of these groups.

The NGN in Europe, hence the NGN standardisation in ETSI, has to exist in a specialised regulatory and geographical framework. There are a number of key security considerations that are quite specific to Europe and the risk is that without attention that the NGN could, by failing to address security and its regulatory impact, fail in ETSI's key market.

In the current economic climate the ETSI FWP is the only standardisation resource that offers any medium and long term stability and failure to agree to this funding may make the ETSI standardisation effort subject to the same uncertainties of resource allocation that are being experienced across the telecommunications industry.

Without the assistance of the STF as proposed in these ToR, there is a great risk that the development of NGN-security will not be rigorously completed and endanger the overall viability of the NGN programme as a suite of interoperable and secure standards in the short to medium term. 
3 Detailed description:
3.1 Subject title:
”Security support to NGN and ITS”
The role of the STF in this context is to give detailed support to the technical experts in the reference technical body in the following areas of ETSI Security standardisation: 

· Risk analysis;

· Specification of functional and detailed security requirements (from risk analysis);

· Specification of countermeasures (including their identification and characterisation);

· Provision of security guidelines including policy matters in deployment of security measures (e.g. EU directives, Wassenaar and export control).

3.2 Reference Technical Body:
TISPAN WG7, ITS WG5
3.3 Other interested TBs (if any):
All TBs with activities in the security domain. Where interaction is required this will be managed by TISPAN WG7 and ITS WG5 as normal liaison activity.
3.4 Steering Committee
A steering committee shall be formed by both invitation and request with the purpose of ensuring that the work of the STF (and TISPAN WG7 in the wider context) is valid for the overall NGN programme. The steering committee should meet regularly and ideally at least as often as the reference TB. The following persons shall be invited to join the Steering Committee:

· Rainer Münch TISPAN Chair

· Paolo de Lutiis, TISPAN WG7 chair
· Soeren Hess, ITS Chair

· Brigitte Lonc ITS WG5 Chair

The steering committee will act in parallel with the members of the reference TB where the steering committee shall address issues related to scope and dissemination of the results whereas the technical direction shall be from the wider membership of the reference TB (i.e. TISPAN WG7 and ITS WG5).

3.5 Target date for the start of work:
The target date for start of work is set for July/August 2010.
3.6 Duration and target date for the conclusion of the work (TB approval):
Until end 2010.
3.7 Resources required

This is a support STF in the widest sense and shall provide support on demand and within the limits of the resources allocated, as set out below. 
The resources to be funded under the 2nd allocation of the ETSI budget are 94 working days in 2010, including 19 working days to be provided free of charge by the contracted experts, for an amount of 45 k€,
A proposal to allocate additional resources can be made under the 3rd allocation, in September, if required and up to a maximum of 45k€.
The split of resources between the TISPAN and ITS support will be agreed in consultation between the STF Leader and the Steering Group.

3.7.1 Travel cost:
No travel cost is requested. The STF shall support the TB from ETSI's premises in Sophia Antipolis and if required to travel at cost to ETSI will do so this by negotiation to the common travel budget held by ETSI for all STFs.
3.7.2 Other cost:
No additional or other costs are forecast.

3.8 Experts qualification required, mix of skills
The following experts are required to perform the work.  

· Relevant expertise required: 
1. Should have knowledge of the TISPAN NGN and ITS principles and objectives. 
2. Should be familiar with the content and application of ISO 15408 in ETSI standards; 
3. Should be familiar with the tools of risk analysis and have an understanding of cryptanalysis;
4. Should be familiar with the regulatory environment as it applies to privacy, security and matters relating to deployment of cryptographic processes; 
5. Understanding and experience of requirements engineering in the context of standardisation (IUT-T I.130 3 stage process).
· Period over which the experts are required and duration of the secondment: Extended sessions at ETSI (Approximately 75% availability to the end of 2010)

The actual number of experts and mix of skills may depend on the actual applications received and will be decided when setting up the STF but at least 3 individual experts are expected to be required

3.9 Scope of Terms of Reference:
The STF along with WG7 NGN and ITS experts in areas of architecture, protocol and testing to develop countermeasures for NGN-R3 and ITS (including and justification required by means of documented analysis in the form of a TVRA (Threat, Risk, Vulnerability Analysis). The aim of the activity is to bolster the entire programme of NGN-R3 and ITS security development and to ensure progress of TISPAN NGN R3 security.
The STF Terms of Reference in this document request FWP support to TISPAN WG7 in pursuit of completion of the following TISPAN WG7 work items:

	Title
	Type
	WI-Ref
	
	Deliverable
	STF priority

	Feasibility study on IPTV security architecture
	TR
	07033
	R3
	187 013
	Low

	Interconnection security
	TR
	07043
	R3
	187 019
	High

	NGN SECurity (SEC);Requirements
	TS
	07036
	R3
	187 001
	High

	Security Architecture
	TS
	07038
	R3
	187 003
	High

	NGN Security; Identity protection (Protection Profile)
	TS
	07035
	R3
	187 016
	Low

	Specifications for PUC (Prevention of Unsolicited Communication) in the NGN
	TS
	07034
	R3
	187 015
	Low

	Threat, Vulnerability and Risk Analysis
	TR
	07037
	R3
	187 002
	Medium

	Lawful Interception
	TS
	07045
	R3
	187 005
	Low

	Data retention
	TS
	07046
	NGN
	187 017
	Low

	Security services and mechanisms for customer premises networks connected to TISPAN NGN
	TS
	07047
	R3
	187 021
	High

	RFID Security and Privacy
	EN
	07042
	NGN
	387 018
	Medium

	Joint ESO response to M/436; RFID system and network security and privacy protection
	TR
	07044
	NGN
	187 020
	Low (note)

	
	
	
	
	
	

	NOTE:
Work item 07044 is addressed by a joint ESO taskforce (STF396) and the STF proposed in these ToR will only consider this work where it impacts other work items in the TISPAN WG7 programme.


In supporting this programme the members of WG7 with essential support of STFs over the past years, have also prepared a large number of feasibility studies, contributions to other bodies and other TISPAN Working Groups, and addressed some of the regulatory issues that impact networks in general and the NGN in particular. The STF should enable the activity of WG7 in such areas to continue. The remainder of this section of the ToR identify areas where WG7 has identified work areas and deliverables as essential for the next stage of development of TISPAN NGN Security. The availability of the STF to offer expert support will bring many of these items into the frontline of the TISPAN WG7 programme.
	Topic
	ETSI Deliverable type

	IPTV security (enhancement of stage 2, definition of stage 3)
	TS – stage 2

TS – stage 3

	Adding UC prevention as a feature (stage 1, stage 2, stage 3)
	TS/ES

	Service & Content Security provisioning (stage 1, stage2)
	TR/TS

	Enhanced security for NASS, RACS
	TS/ES

	Security for CNG/CND (stage 1, stage 2, stage 3)
	TS/ES

	Implications for AGCF security
	TR

	Security for NGCN
	TS/ES

	FMC (taking into account requirements of the FMCA)
	TR

	Diameter and Radius AVP profiling
	TS/ES

	Analyze the inter-relation between security features and architecture of the NGN (IPTV, NAT-T, NASS, RACS etc.) in terms of how to employ consistent security architecture and mechanisms
	TS

	Develop general rules, patterns, and templates to ease the employment of the NGN in practice and to facilitate risk control
	EG/ES

	Security for NGN management networks
	ES

	Protection mechanism in context of Identity Management
	TS/ES

	Analysis of mutual dependencies of QoS and Security Systems
	TS/ES/EG

	NGA (next generation access network) security (for example security for GPON) in coordination with BBF.
	EG/TS/ES

	Investigate new Application Layer: investigate new kind of "application layer" services, not strictly related to the IMS (social networking, p2p networking, Single sign on framework and protocols, enable the so called "Telco 2.0") and related application layer security
	TR leading to ES


In addition TISPAN WG7 has the role as the responsible SDO for standardizing services and protocols with quality assurance for advanced telecommunication networks and this role may define new areas for WG7's work programme over time. This requires that WG7 acts as a general expert group for the NGN addressing regulation, threats, advice and as the link to all other experts groups in security (e.g. SAGE, TC LI). This requires that WG7 frees time in meetings for experts to debate such issues.

Other work areas to be considered within WG7 to extend the work plan include the following (compatibly with the resources available):

· Extend study of security implications of converged networks, e.g. multi-access to CPN: fixed-line, UMTS, WiMAX, remote-access e.g. characteristics of ad-hoc networks (private or public) which may attach to an NGN network

· Providing guidelines for LI & DR in heterogeneous networks (analysis of personalization data models and resulting privacy constraints which still allow legal intercept)

· personalized service-firewall to protect against all kinds of unsolicited communication

· IPTV roaming/Interconnection security implications of e.g. WG5s new "Remote Access" and "Home-to-Home" functionality

· Flexible and Secure IPTV DRM recommendations

· P2P content distribution security implications

ITS WG 5

	Work Items approved
	DTS/ITS-0050007 (TS 102 723-7)

DTS/ITS-0050008 (TS 102 723-8)

DTS/ITS-0050009 (TS 102 723-9)

DEG/ITS-0050010 (Approved in ITS#5, ITS05d034)

DES/ITS-0050011 (Approved in ITS#5, ITS05d034)

DES/ITS-0050012 (Approved in ITS#5, ITS05d034)

MISC/ITS-00500xx (Reporting item for STF only)

DTR/ITS-00500xy (Update of TVRA for approval at ITSWG5#12)


3.10 Organization of the work in tasks and/or phases:
The STF shall prepare contributions to the Security programme of each of the TBs covering those aspects identified in the scope. For reporting the STF shall report quarterly to the TBs identifying the specific work items and tasks that were supported. The TBs shall be responsible for ensuring that the STFs are directed adequately to ensure that their skills are applied to the TB work programme.
The STF resources shall be split and their contribution assessed over STF phases and budget years as below. The STF shall report at the close of each phase and against each work item contributed to in the TISPAN WG7 and ITS WG5 programme:

In each case the activity of the STF shall directly support security development in the TBs. As a guide no more than 75% of the effort should be directed to risk analysis and no more than 75% in the initial phases to countermeasure development. The STF shall dedicate up to 25 days (i.e. not exceed this number of days) to update the TVRA method to take account of experience gained in the application of the TVRA and to ensure it is fully applicable to use in other TBs as well as to NGN technologies.
3.11 Related activity in other bodies and co-ordination schedule
There is no directly related activity that has to be coordinated with other bodies as part of the STF activity. However in support of the TBs the STF may be required to coordinate their activity with the security and other development activity in other TBs. This may include 3GPP, DECT, ESI, HF and external bodies including ISO, ITU-T and IETF.
3.12 Base documents and their availability
The STF work will be based upon the following documents:

· TS 102 165-1

· TS 102 165-2

· TR 187 011

· ISO/IEC 15408

· ISO/IEC 13335

In addition the STF is expected to be familiar through analysis of the work programme of ITS (not just the security items) in ETSI and in related programmes in CEN TC278 and ISO TC204.

In addition the STF is expected to be familiar through analysis of the work programme of the NGN (not just the security items). This therefore requires the STF to study the capabilities offered in the NGN to determine the security options and risks.
3.13 Work Items to be supported by the STF

The STF will contribute to the following parts of the TISPAN WG7 work plan and to directly support the activities of WG7 using the methods developed by STFs 268, 292 and 329 (this list of WIs is expected to be reflected for NGN-R3, if endorsed by TISPAN, in addition to maintenance of NGN-R2):

The STF Terms of Reference in this document request FWP support to TISPAN WG7 and ITS WG5 in pursuit of completion of the following work items:
TISPAN WG7

	Title
	Type
	WI-Ref
	
	Deliverable
	STF priority

	Feasibility study on IPTV security architecture
	TR
	07033
	R3
	187 013
	Low

	Interconnection security
	TR
	07043
	R3
	187 019
	High

	NGN SECurity (SEC);Requirements
	TS
	07036
	R3
	187 001
	High

	Security Architecture
	TS
	07038
	R3
	187 003
	High

	NGN Security; Identity protection (Protection Profile)
	TS
	07035
	R3
	187 016
	Low

	Specifications for PUC (Prevention of Unsolicited Communication) in the NGN
	TS
	07034
	R3
	187 015
	Low

	Threat, Vulnerability and Risk Analysis
	TR
	07037
	R3
	187 002
	Medium

	Lawful Interception
	TS
	07045
	R3
	187 005
	Low

	Data retention
	TS
	07046
	NGN
	187 017
	Low

	Security services and mechanisms for customer premises networks connected to TISPAN NGN
	TS
	07047
	R3
	187 021
	High

	RFID Security and Privacy
	EN
	07042
	NGN
	387 018
	Medium

	Joint ESO response to M/436; RFID system and network security and privacy protection
	TR
	07044
	NGN
	187 020
	Low (note)

	
	
	
	
	
	

	NOTE:
Work item 07044 is addressed by a joint ESO taskforce (STF396) and the STF proposed in these ToR will only consider this work where it impacts other work items in the TISPAN WG7 programme.


ITS WG 5

	Work Items approved
	DTS/ITS-0050007 (TS 102 723-7)

DTS/ITS-0050008 (TS 102 723-8)

DTS/ITS-0050009 (TS 102 723-9)

DEG/ITS-0050010 (Approved in ITS#5, ITS05d034)

DES/ITS-0050011 (Approved in ITS#5, ITS05d034)

DES/ITS-0050012 (Approved in ITS#5, ITS05d034)

MISC/ITS-00500xx (Reporting item for STF only)

DTR/ITS-00500xy (Update of TVRA for approval at ITSWG5#12)


3.14 Planned output schedule:
The STF will provide support for the deliverables according to the schedules agreed by the TBs and report explicitly to WG7 and ITS WG5.
4 Performance indicators

In the course of the activity, the STF Leader will collect relevant information to measure and assess the performance indicators that he/she will provide the ETSI secretariat and to the TBs responsible and for distribution to the OCG/Board as a means to record and receive guidance on the use of the STF activity.  

The performance indicators will include qualitative and quantitative assessment of the following elements for each of the TBs using the STF resource and be recorded by the ETSI secretariat, the chairs and officers of the responsible TBs, and the STF leader:

· Contribution from the ETSI Members

· Any direct financial contribution (co-funding)

· Voluntary work of experts provided free of charge or with partial remuneration

· Steering Group review meetings (e.g. number of participants/duration)

· Participation of Member delegates in meetings/workshops/Plugtests/conferences/events related to STF work (e.g. number of participants*duration)

· Contribution of Member delegates (e.g. number of documents presented by delegates, number of documents presented by the STF for comments, number of participants to e-mail lists)

· Other activities related to the STF work (e.g. development of related standards, provision of test–beds, organization of workshops, events)

· Presentations to other ETSI TBs

· Contribution from other ETSI TBs

Note: The voluntary contribution from ETSI Members can be valued with respect the amount funded, using a rate for the cost of the delegates work equivalent to the remuneration of the experts, not counting the travel cost.

· Interest from stakeholders other than ETSI Members

· Stakeholder representation in the project (e.g. category, business area)

· Potential interest of new members to join ETSI

· Contribution to other standardization bodies

· Liaison with industry to identify requirements and raise awareness on the project deliverables 

· Comments received on drafts (e.g. on the WEB site, on mailing lists, etc.)

· Liaison activities performed by the STF (e.g. workshops/Plugtests/conferences/events)

· Quality of deliverables

· Approval of deliverables from the Reference TB according to schedule

· Respect of time scale, with reference to start/end dates in the approved ToR

· Application of the ETSI drafting rules

· Interim and Final Report approved by the EC/EFTA (if applicable)

4.1 Key performance indicators for the phases already completed

The members of TC TISPAN WG7 and ITS WG5 have been very satisfied with the contributions made by their STFs to date. Prior to providing a tabulated indication of each key indicator a textual review of the key performance indicators is given with respect to STF357 and STF373 (i.e. for activity in Q4-2008 and to the end of Q2-2009 only).

4.1.1 
Effectiveness

The effectiveness of the STF to date has been measured by the number of contributions given to meetings of the lead TB (TISPAN WG7 and ITS WG5) as well as to other relevant bodies.

4.1.2 Stakeholder engagement

The stakeholders of the STF activity are the members of TISPAN WG7 and ITS WG5 and their engagement has been measured in by gauging the level of acceptance and debate initiated by the contributions of the STF. In summary the quality of the contributions of the STF has been very high and clearly marked where guidance from the TB is required or where approval is expected in order to move to the next step in their work. The experts in the team have in general been able to engage the group in discussion with no instances of sustained disagreement but rather have demonstrated clear support of achieving consensus among the members of WG7 and in doing so to further the level of completion of the work programme of WG7. The expertise of the particular experts made available by the STF has been extremely beneficial to the progress of the TISPAN WG7 and ITS WG5 work programme.

4.1.3 Dissemination of results

The STF has an aim to guide the methods of the "design for assurance" paradigm developed in recent years in TISPAN, ITS and ETSI. The STF assessment of the effectiveness of activities related to the dissemination of project deliverables and efforts made to raise industry awareness of the activity (including e.g. hits made on the project web pages and downloads of drafts for comment).

4.1.4 Impact

A major role of the STF was to drive a TVRA workshop and the success of this, measured by the uptake of the TVRA method and associated tools, was to be reported by the STF as one of the measures of the impact of the STF. The STF assisted with the management of the TVRA workshop 23 March 2009, ETSI Headquarters and hosted this workshop as presenters and tutors on behalf of WG7: http://www.etsi.org/WebSite/NewsandEvents/2009_TVRAWORKSHOP.aspx
The TVRA workshop addressed delegates from a large number of ETSI TBs (M2M, TISPAN, 3GPP SA3, SES, HF, USER, OCG SEC, ITS, LI, TETRA) and major ETSI Members (France Telecom, BT, TELECOM ITALIA, Ericsson, Deutsche Telekom NEC Renault SWISSCOM Telenor, Q-Free) and of research bodies, utility state agengy,  (Smartspacelab,. Research in Motion UK, Federal Network Agency for Electricity, Gas, Telecommunication, Post and Railway).

In many cases these TBs are either just starting to consider security standardisation (ITS, M2M), or are reviewing the use of new techniques in security standards development (TETRA, TISPAN, HF) and also taking due notice of the available methods and tools in ETSI. Subsequent to the workshop it was confirmed that that the TVRA approach has been adopted in HF (for UPM), in ITS, in TISPAN, and is under assessment by TC RRS and TC M2M. Requests for the presentations have been received from all the represented bodies.

In addition the ETSI TVRA tool was exposed to a wider membership and feedback has now been received to undertake a major review of the tools support. The STF leader has agreed to review this on a voluntary basis and to feed this back into ETSI in due course.
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