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Terms of Reference for Specialist Task Force STF 401 
(TC ESI) on 
”Best Practices for secure long term document storage” SA/ETSI/ENTR/000/2009-07
Document status
	Status of these ToR
	ETSI proposal accepted by EC/EFTA, ToR approved by ETSI Board.  

	Work Items approved
	DTR/ESI-000073


Part I – Policy relevance and expected market impact

1 Policy relevance

The action outlined in this proposal is consistent with the EC ICT Standardisation Work Programme 2009. It addresses the following topics within the “E-Business” sector domain:

 New standards requirements and other possible standardisation related activities such as interoperability testing, pilot projects, reference implementations, information provision, guidelines for implementation, etc.” In particular as regards “guidelines for implementation.

 Conformance criteria for interoperability across e-business networks and services.” In particular as regards services interoperability conformance criteria.

Transactions and data storage and retrieval, distributed registry and repository networks for sharing e-business data”. In particular as regards data storage.

Moreover, this proposed action addresses the implementation of Art. 26 of “Directive 2006/123/EC of the European parliament and of the council of 12 December 2006 on services in the internal market”. Article 26 requires EU Member States to “take accompanying measures to encourage providers to take action on a voluntary basis in order to ensure the quality of service provision … through use of one of the following methods:
(a) certification or assessment of their activities by independent or accredited bodies;

(b) drawing up their own quality charter or participation in quality charters or labels drawn up by professional bodies at Community level”

Subsections of Article 26, in particular subsections 4 and 5, make, in practice, above item (b) much similar to item (a).

This issue is particularly sensitive in respect of electronic document long term storage, especially in the fiscal area where the stored document owner, i.e. the taxpayer, is held responsible for documents exhibition even when a service provider is resorted to. 

Being, finally, long term storage providers enabled to provide their services throughout the EU, it would be appropriate to have a common basis to assess provision of these services, thus providing users with a common EU wide objective and reliable basis to make their choice.
All EU Member States shall implement this Directive by 28/12/2009 and therefore it is necessary and urgent to develop such a common, objective and reliable basis to be used by long term storage providers to implement systems recognised as being reliable throughout the EU, as well as by auditors to assess the same systems. 

It is also to be highlighted that this proposal is of particular relevance to SMEs. In fact, large enterprises, when outsourcing long term storage of their documents, usually have on hand suitable skills to assess that the provider of this kind of services has implemented a reliable system and therefore they are able to make an educated choice. Conversely, SMEs usually have no such skill and this puts them at the risk of not being able to make an equally well-educated choice. By means of a common EU basis against which implementing and assessing such providers, even SMEs will have (from the third party’s assessment of a provider’s services) useful information to help to ascertain whether such provider has been deemed as reliable according to a common criteria.

2 Rationale

ISO/IEC 27001 provides statements for assessing ISMS (Information Security Management Systems) and the related ISO/IEC 27002 provides a “Code of practice”, but these two documents have, inevitably, a general approach.
ETSI TS 102 573, that encompasses the topic at issue and is based on the previous documents, provides more specific “Policy requirements for trust service providers signing and/or storing data for digital accounting”, but they are just “Policy requirements”. What is still missing is a “Best Practices” document specifying for each of the applicable ISO/IEC 27001 requirements “how”, not only “what”, one service of this kind is to be implemented and an auditor should verify it.
This proposed action is therefore proposed as a standardisation initiative with the aim to draft these “Best Practices” that could be accepted in all EU Member States as a de facto standard. 
It would be beneficial if this initiative could start before the end of 2009, so that EU Member States legislation that implements Directive 2006/123/EC may refer to the proposed Technical Report as a document “soon to be issued by one of the ESOs”.

If nothing of this kind is published soon, it will occur, as it has already occurred in other areas like Electronic Signature, that each EU Member State develops it own set of specifications or recommendations and that in each EU Member States only these provisions will be accepted by their Public Administrations. These provisions would likely become the only accepted legal requirement in the specific EU Member State and this would create a barrier to the free circulation of long term storage services. As a consequence this barrier will compel, for example, all EU taxpayers to store invoices only within their EU Member State of residence, making mandatory what is currently just optional in the current EU Directive 2006/112/EC, Art. 245(2), second paragraph. It is to be noted that the “Proposal for a COUNCIL DIRECTIVE amending Directive 2006/112/EC on the common system of value added tax as regards the rules on invoicing
” proposes the deletion of this very second paragraph, therefore if this proposal comes into force there will be a conflict with the above possible national provisions.
3 Objective
It is proposed to carry out this action through an ETSI Specialist Task Force (STF) to assist in the drafting of an ETSI Technical Report (DTR/ESI-000073) specifying an exhaustive set of implementation guidelines and conformity assessment guidance, based on the internationally recognised standards ISO/IEC 27001 and ISO/IEC 27002, and on the ETSI TS 102 573, addressing how to implement and how to audit the systems through which Long Term Document Storage services are provided. Technical, infrastructural, organisational, management, etc. aspects of secure provisions of these ICT service will be covered consistently with the above mentioned standards and specification.
4 Market impact

By issuing one common set of implementation guidelines and conformity assessment guidance to be used EU-wide, three goals will be achieved:

1. dangerous and expensive duplication of effort will be avoided in defining the security related characteristics of the systems at issue: one EU-wide common set of such specifications will be available and accepted;

2. long term document storage services implemented in one EU Member State consistently with the ETSI Technical Report (ETSI TR) at issue will be recognised in any EU Member State;
3. one common expertise will be implemented in the EU regarding developing and auditing long term document storage systems. 

Items 1 and 2 are self explanatory. Item 3 implies the additional market advantage that professional implementers and auditors for these systems will be able to provide their consultancy services in the entire EU, regardless of their EU Member State of origin. Their skill, in fact, will be built on a knowledge basis that will be the same in all EU Member States. This will add to the free circulation of services.

Part II – Execution of the work

5 Working method / approach

TSI will establish a Specialist Task Force (STF) recruited in accordance with the ETSI directives (starting with the issuing of an ETSI Collective Letter to gain applications) and in accordance with the currently applicable Framework Partnership Agreement between the EC and ETSI. It is anticipated that the STF will comprise up to 5 experts with a requirement to comprise the following competences, expertise and experience:

a) ISO/IEC 27000 family, more in particular ISO/IEC 27001 and ISO/IEC 27002

b) ISO 14721: 2003

c) ETSI TS 102 573 and related ETSI Technical Specifications

d) Storage systems aspects: technical, infrastructural, organisational, managerial, etc. 

e) Storage systems development

f) Storage systems auditing

This STF will draft an ETSI Technical Report (ETSI TR) with a structure similar to that of ETSI TS 102 573, to ensure consistence with all the above indicated standards and technical specifications. For each provision in ETSI TS 102 537 the following will be defined:

1. one set of provisions on how a document storage system is to be implemented

2. one set of indications for auditors
Additionally, contacts will be enacted with external relevant entities, among which at least the Italian UNINFO ICT standardisation body, that is known to have launched a national Standardisation Work Group on this very same issue.
A first draft of this ETSI TR will be submitted to the TC ESI for comments. The consolidated draft will then be published on the ETSI list for a wider set of comments, to ensure that, once published, the final ETSI TR will have general acceptance.

6 Performance indicators

6.1 Effectiveness:

Details will be provided, through the lifetime of the proposed action, on:

· the number of face-to-face meetings and of tele-conferences held in relation to this work, specifying:

· the number of participants;

· the number of presentations made on the activity;

· an evaluation of any feedback received;

· project progress in relation to the schedule specified;

Proposed Benchmarks
g) Reports produced by the STF for ETSI TC ESI about the progress of the work; these reports will be produced for each TC ESI meeting (there should be between 3 and 5 TC ESI meetings during the time framework scheduled for this action).

h) Three versions of the ETSI TR to be circulated to TC ESI for comments, namely: an initial draft, a consolidated draft and the final version for approval. The consolidated draft will also be made publicly available via the ETSI website, and notified via the ETSI mailing list, to give the opportunity for a broader audience to comment.
i) 80% of the tasks and other milestone-related schedule on time (less than 5 days after the planned dates).

6.2 Stakeholder engagement:

An analysis will be given of the balance of stakeholder representation in the activity and the number of liaison activities performed (especially at the international level).
Proposed Benchmarks

j) at least 1 entity from the standards community, including UNINFO (the Italian ICT standardization body), will be involved in close dialogue with TC ESI, the STF or with people acting on their behalf, providing comments.

k) Interaction with the ISO standard community will be sought for, namely with ISO TC20/SC13, in particular as regards ISO 14721, in order to check whether there are possible synergies or, conversely, overlap areas. The way to implement this interaction will depend on the counterpart’s responsiveness envisaging document exchanges, teleconferences and face-to-face meetings

l) Support by TC ESI plenary to the STF progress reports. 

m) Comments provided by TC ESI members to the draft TR versions circulated by the STF, as well as the disposition of these comments.

n) comments provided by the public following the publication of the consolidated draft by the STF for public comments, as well as the disposition of these comments.

6.3 Dissemination of results:

Information will be provided on the effectiveness of activities related to the dissemination of project deliverables and efforts made to raise industry awareness of the activity. 

Proposed Benchmarks

o) At least 2 presentations will be made outside the TC ESI environment, e.g. to standards bodies, among which efforts will be performed to achieve contacts with the Italian UNINFO and ISO TC20/SC13, user groups, workshops, symposia, etc.;
p) At least one press release on the work will be issued, detailing the achievement of important results and milestones;
q) A number of articles will be drafted for technical magazines willing to accept to publish them.

7 Work plan, milestones and deliverables

The duration of this action is set for 18 months. It should be noted that the ETSI STF will not be fully recruited until 6 to 8 weeks after the date of the signature of the grant agreement due to the call for experts, selection process and STF expert contract process. The STF will support the drafting of the ETSI TR (work item reference DTR/ESI-000073 with the provisional title of “Electronic Signatures and Infrastructures (ESI); Best Practices for secure long term document storage” with the current support of at least 5 full ETSI members). 

In addition to the above mentioned progress reports to TC ESI, the following reports will be provided to the EC/EFTA:

4. An Interim Report at the end of month 9 after the signature of the grant agreement. This will cover the activity performed to date including achievements, problems encountered and the latest draft of the ETSI TR.
5. A Final Report at the end of month 18 after the signature of the grant agreement. This will cover the activity performed since the Interim Report, issues faced and dealt with, an analysis of the performance indicators given in clause 6 of this proposal plus the publication version of the ETSI TR.

The following tables provide details on the different tasks to be performed.

	Tasks
	Description
	Deliverable

	Task 1
	The main goal of this task is to produce a detailed work-plan to monitor the proposed activity work progress, aiming at producing an ETSI TR on how to: 

1. Implement a reliable long term document storage system

2. Audit/assess a long term document storage system implemented as per requirements in the TR at issue.

Among other things, this work-plan will specify the scope and the number and type of presentations and articles as per the previous clause “Dissemination of results”
	D01

	Task 2
	One ETSI Technical Report will be produced, specifying provisions addressing implementation and auditing of reliable long term document storage systems.

This activity will include contacts with external relevant entities, among which at least the Italian UNINFO ICT standardisation body, known as having one Work Group engaged in implementing a requirements document on the same area.
At least an initial draft of this TR will be circulated within TC ESI to obtain comments.

The subsequent consolidated Draft will be submitted for comment also outside TC ESI.
	D02

	Task 3
	The STF will disseminate information on the activity and progress made to the interested parties (in addition to the above mentioned ones like UNINFO), e.g. governmental bodies, market actors like providers of this kind of services, etc.

In addition: 

· At least 2 presentations will be held to conferences / workshops / events at both European and international level, 

· At least 2 articles will be published on relevant magazines (technical, legal, documents management related, etc.) that will accept publishing them.
	D03


Part III – Financial part

8 Resources Required

8.1 Total action costs
A total action cost of 164 400 EUR is foreseen. This comprises an EC/EFTA financial contribution of 107 400 EUR (65.33% of the total action cost) and an in-kind contribution of 57 000 EUR (34.67% of the total action cost).
8.2 Expert Manpower

Total cost for STF resources for the proposed action: 155 working days at 600 € per day: 93 000 €.

Number of experts required: up to 5 experts for a total of 155 man-days

8.3 Travel costs
Travels are required because face-to-face meetings with the various stakeholders will be indispensable. Members of the STF will therefore need to travel to at least the following meetings:

· Participation to TC ESI meetings to report to the TC Body (up to 5 meetings)

· At least 2 face-to-face meetings with external relevant entities, for example the Italian UNINFO ICT standardisation body and ISO TC20/SC13

· Giving at least 2 presentations for disseminating the work at European conferences and events
Total estimated cost for travelling: 14 400 €.
8.4 Equipment necessary to implement the action

N/A
8.5 Cost of consumables and supplies necessary to implement the action
N/A
8.6 Other costs and services necessary to implement the action

N/A
8.7 Subcontracting to external organizations
N/A
8.8 Contribution in kind
The in-kind contribution is indicated in the relevant estimated financial budget and will follow the provisions of Article II.15.5 of the Framework Partnership Agreement between ETSI and the European Commission signed on 04 February 2009. 

In-kind contributions will be justified by signed attendance sheets by participants in the planned activity. Signatures at TB and reference body meetings will be valued at three times the one day signed for. Signatures from other standards body meetings, workshops, consultations will be solely for the eligible day or half-day. 

The in-kind contribution supporting this action will mainly come from active review and participation of stakeholders, the active review of members from ETSI TC ESI, review from external relevant entities, including at least the Italian UNINFO ICT standardisation body.

The total cost of other funding via in-kind contribution is estimated at 57 000€ (34.67% of the total action cost) which is calculated as 95 man-days of work by experts from meetings of ETSI TC ESI, participants in the workshop and the external relevant entities.
These contributions will come in the form of:

Voluntary contribution from ETSI members in reviewing the developing deliverables for attendance to TC ESI meetings, preparation and review of the work before and after the meetings. It is currently estimated at 3 to 5 meetings with a minimum of 7-8 people per meeting.

Contributions from stakeholders participating in meetings and events with external relevant entities (at least 2 meetings with the numbers of people consulted around 3/5 people in each meeting).

Contributions to the work from face-to-face meetings planned.
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