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Part I – Policy relevance and expected market impact
1 Policy relevance
The 2008 ICT Standardisation Work Programme lists under 'Part I: EU legislation, policies and actions for which ICT standardisation support is relevant, clause 7 'Data Protection, Privacy and Security': 

7.3)
Directive 2002/58/EC 'The processing of personal data and the protection of privacy in the electronic communications sector (Directive on privacy and electronic communications)': 

'(21)
Measures should be taken to prevent unauthorised access to communications in order to protect the confidentiality of communications, including both the contents and any data related to such communications, by means of public communications networks and publicly available electronic communications services.'
'Article 4 Security 1: The provider of a publicly available electronic communications service must take appropriate technical and organisational measures to safeguard security of its services, if necessary in conjunction with the provider of the public communications network with respect to network security. Having regard to the state of the art and the cost of their implementation, these measures shall ensure a level of security appropriate to the risk presented.’

Link and value added by the proposed action:

Communication confidentiality, i.e. the prevention of unauthorised access to confidential communications, is achieved by using symmetrical encryption schemes. Examples of such schemes are the widely used and well respected Advanced Encryption Standard (AES) or the perfectly secure one-time-pad cipher. For all symmetric encryption algorithms both the sender and the receiver side need to be in possession of a shared secret key, the secure and reliable distribution of which is a difficult task. This task is today usually achieved with asymmetrical methods (like the Diffie-Hellman algorithm) which are unfortunately only secure under the assumption that an attacker has only limited computation resources at hand. In the future, when powerful computers (including quantum computers) will be available, asymmetrical key exchange will no longer be secure and thus communication confidentiality highly at risk – if no replacement for key exchange will be available.

The security of Quantum Key Distribution, a replacement for asymmetrical key distribution methods, relies on laws of nature and is secure against attacks with arbitrary classical and quantum computing power. Quantum Key Distribution enables communication providers to offer a cryptographic key distribution service with long time security – a prerequisite for confidential communication without expiration date.

7.6) COM(2006) 688: Fighting spam, spyware and malicious software:

'1. Purpose of the communication: Society is becoming more and more aware of how essential modern electronic communications networks and services are for everyday life, in business or at home. A wide take-up of services depends on trustworthy, secure and reliable technologies. The Commission Communication on a Strategy for a secure Information Society aims at improving the security of network and information at large...'

'4.3. Action at European level: The Commission will continue to address the issues surrounding spam, spyware and malware in international fora, in bilateral meetings and where appropriate through agreements with third countries and will continue to foster cooperation between stakeholders including Member States, competent authorities and industry. It will also take new initiatives in the area of legislation and research that aim to provide fresh impetus in the fight against malpractices that undermine the Information Society. The Commission is currently working on the further development of a coherent policy on the fight against cyber crime.'

Link and value added by the proposed action:

Participation in the Information Society means becoming more and more dependent on data exchange via electronic communication networks; relying on their proper guarding of communication confidentiality, integrity, and property of origin and destination. Quantum Key Distribution with its strong long term security perspective is an important building block for building dependably secure communication networks and has thus the potential to increase usability and acceptance for typical services of the Information Society of today and tomorrow. 

7.8) COM(2007) 228: Promoting Data Protection by Privacy Enhancing Technologies (PETs):

Several examples of PETs can be mentioned here: ... ‘Encryption tools, preventing hacking when information is transmitted over the Internet supports the data controller's obligation to take appropriate measures to protect personal data against unlawful processing...'
'3. The Commission supports PETs: The Commission considers that PETs should be developed and more widely used, in particular where personal data is processed through ICT networks. The Commission considers that wider use of PETs would improve the protection of privacy as well as help fulfil data protection rules. The use of PETs would be complementary to the existing legal framework and enforcement mechanisms... Important public interests could also be better served. The data protection legal framework provides for restrictions to the general principles and interference in the rights of individuals for important public interests such as public security, the fight against crime or public health.'

'Action 2.2.a) Standardisation: The Commission will consider the need for respect of data protection rules to be taken into account in standardisation activities. The Commission will endeavour to take account of the input of the multi-stakeholder debate on PETs in preparing the corresponding Commission actions and the work of the European standardisation bodies. This will be paramount, in particular, where the debate identifies appropriate data protection standards requiring the incorporation and use of certain PETs. The Commission may invite the European Standardisation Organisations (CEN, CENELEC, ETSI) to assess specific European needs, and to subsequently bring them to the international level by means of applying the current agreements between European and international standardisation organisations. Where appropriate, the ESOs should establish a specific standardisation work programme covering European needs and thus complementing the ongoing work at international level.'
Link and value added by the proposed action:

New information technologies and service providers operating on an international scale have set the scene in such a way that communication privacy and security issues can no longer be guaranteed by traditional legal frameworks and enforcement mechanisms alone. Additional strategies for improving the protection of communication privacy are developed on technological progress, e.g. by privacy enhancing technologies (PETs). Quantum Key Distribution with its strong privacy properties can be used as PET to enforce protection of personal data, as it is foreseen in the legal framework

The ETSI ISG explicitly assesses the need of confidentiality and data protection of different European user groups and work on the development of standards to address these needs with Quantum Cryptographic Key Distribution systems. The international member structure of ETSI allows for bringing the ISG developments to an international level.

The ISG work plan includes the implementation of a foresight process with stakeholder scenario workshops to provide a framework for the dialogue between researchers, industry, policy makers, users, and other representatives from society to mobilise actors around shared visions of future developments.

Further to that, the 2008 ICT Standardisation Work Programme requires under Part II:

Commission services priorities for ICT standardisation in 2008, Information Technology and Communications Infrastructure: 'In any case, the ESOs are invited to present proposals in support of the following aspects of the current and future EU Communications regulatory framework: – Consumer protection...'
Research, Innovation and Standardization: 'The European Standardisation organisations are invited to address activities in order to improve the link between research and innovation activities and the standardisation community. In particular the ESOs are invited to present proposals to improve the flow of research results into standards. The criteria for successful standardisation of research results should be addressed. The ESOs are invited to address standardisation actions in relation to the IST Work Programme under the Sixth Framework Programme (FP6) in which a number of projects are still active and to the ICT Work Programme under the Seventh Framework Programme (FP7) and its challenges. In particular, the ESOs are also invited to address, as appropriate, standardisation issues that may be identified in the Commission's research programmes, relating to technologies and systems for the Future Internet, future spectrum management techniques, ad hoc networking, sensor and actuator networks, Quantum Key Distribution, and mobile payment systems and technologies.'

Data Protection, Network and Information Security: 'The ESOs are invited to further carry out standardisation work in support of the implementation of Directive 95/46/EC on the protection of personal data, as identified by the standardisation report resulting from Mandate M/289.... The ESOs are invited to address standardisation of new encryption technologies considering the developments in computation performance of computer systems, and the future availability of vast computation resources to private individuals via future GRID platforms... Moreover, bearing in mind the Communication COM(2006)688, the ESOs are invited to address standardisation issues that may arise in the following domains in line with COM(2007) 267: Towards a general policy on the fight against cyber crime: – spam, spyware and malicious software, – cybercrime. The ESOs are invited to address the feasibility of future standardization of new computing architectures which are intrinsically secure and thus require a minimum of (insecure) add-ons in the form of a variety of security products (firewalls, anti-xx downloads, etcetera)...'

There might also be further possibilities for use in other fields, e.g. secure transmission of personal data in eHealth
Link and value added by the proposed action:

The Industry Specification Group (ISG), and specifically the ETSI Specialist Task Force (STF) will explicitly support the flow of research results of the FP6 SECOQC Project (Development of a Global Network for Secure Communication based on Quantum Cryptography, FP6-2002- IST-1 -506813) into standards. ETSI was initially contacted by members of the SECOQC ‘Certification and Standardisation’ subproject where the ISG work plan was also developed. The ISG work plan is based on development results of the network of researchers co-operating in SECOQC. ISG kick-off is scheduled for the very day when the SECOQC project will officially be terminated with a QKD network demonstration and scientific conference (8.-10.10.2008 – see www.secoqc.net )

Within the context of growing international completion in standards-setting, where standardisation is considered to be an important strategic asset, it follows that standardisation needs to adapt to meet this changed landscape while strengthening it's role in support of innovation and competitiveness. As identified in dynamic standardisation is an important enabler if innovation.

A strong role for Europe in international standardisation is also a means of capitalising on European leadership in new markets and of gaining first-mover advantages in global markets.'

2 Objective

Based on the outcome of the EC FP6-project SECOQC (www.secoqc.net), an Industry Specification Group (ISG) of the European Telecommunications Standards Institute (ETSI) shall bring together the important European actors from science, industry, and commerce to address standardisation issues in quantum cryptography, and quantum technology in general. An ETSI STF (Specialist Task Force) is proposed to support this ISG by providing scientific expert knowledge by drafting Group Specifications (GS).
The proposed STF shall support the commercialisation of quantum cryptography on various levels and stages. These measures shall close gaps identified during several years of work on quantum cryptography on requirements, technology, and the application level.
Contacts between researchers, producers, and prospective users of quantum cryptographic systems are intensified by bringing them together in the ETSI Quantum-ISG (QISG).
2.1 Background

The trust in the security of quantum cryptographic systems shall be based on a standardisation framework. Trust in the security becomes indispensable once quantum cryptographic systems are transferred from the controlled and well defined environment of physicists’ laboratories into a real-world environment.

The central issue in cryptography is the distribution of keys among a set of legitimate users while guaranteeing the secrecy of these keys with respect to any potential opponent. This is known as the key establishment problem. There are currently five families of cryptographic methods that can be used to solve this key establishment problem between distant users:
· classical information-theoretic schemes;

· classical public-key cryptography;

· classical computationally secure symmetric-key cryptographic schemes;

· quantum key distribution (QKD);
· trusted couriers.

Also a sixth type of key establishment scheme is currently under consideration: it is a hybrid built by combination of some of the methods listed above.

Quantum cryptography and QKD are the sciences about how to generate perfect random keys between two parties, who are connected by a quantum channel. Quantum cryptography was not invented as a solution to an urgent demand; it rather originated from theoretical speculations on the power that is added to information theory by using quantum mechanical systems. Meanwhile it turned into an increasingly interesting application of quantum mechanics rich in practical advantages for information technology.

QKD, invented in 1984 by Charles Bennett and Gilles Brassard, based on some earlier ideas of Stephen Wiesner, is an alternative solution to the key establishment problem: Opposite to public-key cryptography, QKD has been proven to be unconditionally secure, i.e., secure against any attack, even in the future, irrespective of computing power or any other resources that may be used, because QKD security relies on the quantum mechanical fact that it is impossible to gain information about non-orthogonal quantum states without perturbing these states. This property can be used to establish a random key between two users, and thus to guarantee that the key is perfectly secret to any third party eavesdropping. In parallel to the full quantum proofs mentioned above, the security of real QKD systems has been put on a stable information-theoretic footing thanks to the work on secret key agreement done in the framework of information-theoretic cryptography and to its extensions, triggered by the new possibilities quantum information offers.

2.2 Structure and principle of operation of the basic practical QKD system

A QKD link is a point-to-point connection between two users, who want to share secret keys. The QKD link is constituted by the combination of a quantum channel and a classical channel. One user generates a random stream of classical bits and encodes them into a sequence of non orthogonal quantum states of light, sent over the quantum channel. Upon reception of those quantum states, the other user performs some appropriate measurements leading him to share some classical data correlated with the first user’s bit stream. The classical channel is then used to test these correlations. It is statistically implied that no significant eavesdropping has taken place on the quantum channel, if the correlations are high enough. Thus, a perfectly secure symmetric key can be distilled from the correlated data shared by the two users. In the opposite case, the key generation process has to be aborted and re-started.

QKD is a symmetric key distribution technique. For authentication purposes QKD requires, that both users share in advance a short secret key; the length of which scales only logarithmically by the length of the secret key generated by a QKD session.

The perfect secrecy of the key has to be considered from an information-theoretic point of view: The information the eavesdropper may have about the key is, with an exponentially high probability, below a vanishingly small upper bound.

2.3 Potential of quantum cryptography

Quantum cryptography has great potential to become the key technology for securing confidentiality and privacy of communication in the future ICT world and thus to become the driver for the success of a series of services in the field of e-government, e-commerce, e-health, transmission of biometric data, intelligent transport systems and many others.

Its power stems from the fact that quantum communication allows for a new primitive, which permits two parties to establish a secret key from a short pre-shared secret and a public exchange, i.e. something which was never possible with classical, non-quantum means.

Quantum cryptography is considered the only truly secure key-distribution technology (except for secret courier), while conventional asymmetrical cryptography, which is almost exclusively used for key distribution nowadays, is likely to be rendered insecure by the advent of extremely powerful computers
, including quantum computers. The security of quantum cryptography instead does not depend on the limitation of an attacker's computing power. It is secure against attackers with arbitrary classical or quantum computing power, if side channels are well controlled.

Successfully transferring quantum cryptography out of the controlled and trusted environment of experimental laboratories into the real world with business requirements, malevolent attackers, and societal and legal norms to be respected, calls for special provisions. These provisions, though crucial for successful deployment, have not been sufficiently addressed yet. The ETSI ISG on quantum cryptography wants to shift the focus from development in laboratories to the real life environment.
2.4 Rationale

During recent years quantum cryptography has been the object of a vivid activity and rapid progress, and it is now extending into a competitive industry with commercial products. QKD is a cryptographic primitive. Analysing the cryptographic implications of QKD is a very complex task. It requires a combination of knowledge belonging to separate academic and industry communities, ranging from classical cryptography to fundamental quantum mechanics and network security.

Based on a thorough consultation and discussion among the participants of the European project SECOQC, this proposal presents arguments showing that QKD can indeed be useful in cryptography, in addition to the scientifically well-established classical cryptographic primitives.
QKD is a cryptographic primitive, which may be used for different purposes of increasing complexity. Three levels of complexity, reflecting the first three layers of the OSI network model are distinguished:
· key establishment between two users (physical layer cryptographic primitive);

· two-user secure payload transmission built on top of a key establishment scheme (link layer cryptographic primitive);
· key distribution over a global network composed of multiple users (network layer cryptographic primitive).

In each of these scenarios, elements are given allowing the comparison of QKD with what is currently offered by classical cryptography techniques.
3 Market relevance

Many countries outside of Europe have already made efforts to kick-off national standardisation for quantum technologies. Some companies in those countries are even aiming for de facto standards by organising workshops during which they try to convince interested parties that their solution is the only one suitable for the market. For example Telcordia has recently hosted a workshop on QKD standardization, which attracted about 50 delegates from several countries including Europe. Further information can be found at www.telcordia.com. A further example is the planned roundtable discussion on standardization of QKD at the LPHYS'08 in Trondheim.

 None of these initiatives have moved beyond the identification of a need for standardisation yet. None of them has presented a systematic plan on how to proceed. Up to now there is no other standardisation besides ETSI involved in standardisation of quantum cryptography.
Several European SMEs have based their business models on QKD, such Smart Quantum in France and ID Quantique in Switzerland. In addition a number of industrial players have already heavily invested in QKD R&D as part of the SECOQC project (e.g. Siemens, Toshiba, Hewlett Packard)

This makes it clear that the window of opportunity to do standardisation work on quantum technology is extremely short, and the need for this work to be done is very strong, if Europe wants to remain in the position of being the worldwide technology leader in this field.

4 Requirements and other parameters
4.1 Trust in the security
Security is by no means an absolute characteristic, which an ICT system either possesses or does not possess. Security can only be considered with respect to certain security properties or policies, like confidentiality, integrity, and availability, which are always to be upheld by the system for specific valuable information assets the ICT system stores or processes.

It is a trivial, yet important reality for understanding the concept of trust within ICT systems, that the complexity of common ICT systems makes it virtually impossible to assess with the naked eye to what extent the claimed security properties are really upheld. What can be assessed is the quasi probabilistic value of trust, a concept borrowed from social sciences where trust denotes a prediction done in absence of knowledge, on the basis of reliance. The value of trust is correlated with the presentation of evidence that ‘assures’ of the fact that the security properties are met. Assurance for ICT systems is usually provided by a systematic security analysis of the systems under test, preferably according to a recognised standard for information technology security evaluation.

It is intend to address the procedure of building trust on several levels, each level based upon its predecessor, in a ‘chain of trust’ (see figure 1). At one end of the chain is the actual use of the technology by individuals in a society and in an economy, on the other end are atomic components of the system for which further decomposition makes no sense. These are the binary quantum cryptographic links, for which security proofs will be systematised, and macroscopic components like photon sources and photon detectors will be standardised.
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Figure 1: Chain of trust
The individual topics, and the chain links, build their security on their respective underlying links. Security proofs require underlying components with certain properties, security specification has as a pre-requisite, which is a valid security proof for the system to be specified. Evaluation tests an implementation against its specification. Accreditation for use requires a confirmed and certified evaluation. The actual deployment and use of a system require its prior accreditation.

4.2 Towards deployment of QKD
Economic success is especially important for the future development of QKD. To get the technology out of merely military and intelligence services niches, a specific use for a broader user group, which can be commercialised, is necessary. Obvious application scenarios exist within the banking sector, and in information and communication technology systems in large urban areas.

One challenge for the successful commercialisation of quantum cryptography is the gap between the developers of the technology and the prospective users. Developers are usually experimental physicists and development is merely driven by scientific interest rather than by demand issued by customers, who want to deploy this technology for practical use. Likewise prospective users are hardly able to recognise what quantum cryptography can yield for them.
Hence one important goal of this activity is to bring the developing scientists and prospective commercial users together to allow them to learn from each other what the technology is able to deliver and what is needed for practical application. Standardisation of a reference model for business application will be essential for the market uptake of QKD, because perfectly secure communication, as it can be achieved with quantum cryptography, is clearly at odds with today’s trend towards all-embracing surveillance.
The use of quantum cryptography will certainly fuel again the so-called crypto debate, which is actually considered to be favourable, because quantum cryptography is an advantage of secrecy over surveillance especially for industry and commerce, which cannot be ignored.
5 Consequences if this proposal is not implemented

COM(2008) 133: 'Lead markets: the lead market initiative aims to accelerate the emergence of innovative market areas through the close coordination of innovation policy instruments. Standardisation is one of the key elements for the success of this initiative: a European lead in developing globally accepted standards and an anticipatory approach would facilitate the growth of these markets both in Europe and abroad. To account for the crucial time dimension in these markets, a particularly focused effort should be made to accelerate standards setting to enable international acceptance.'

Thanks to the support of several quantum technology related projects by the European Commission under their FP6 and FP7 programmes Europe has worldwide the lead and thus big advantages in the field of QKD. The loss of an opportunity to provide a harmonised and standardised approach to quantum cryptography would result in the implementation of de facto commercial standards causing market fragmentation, and thus hindering all of the efforts and investment of the European Commission into quantum technology.

The important investments in time, effort and resources made in several projects e.g. COVAQIAL, OLAQUI, QUELE, STIMSCAT, related to quantum technology will be more or less wasted, if this proposed standardisation work is not undertaken at this time.

Part II - Execution of work
6 Methodology and approach
The work will be organised as follows:
Provide a survey of key establishment techniques, and standardise security and performance parameters of the different secure payload transmission primitives, which can be built on top of QKD, and be used to secure a point-to-point communication link. As a result, future research may benefit from active collaboration between both, the QKD and the classical cryptography communities by studies of side-channels and material security, and studies of post-quantum-computing cryptography.
6.1 STF

The recruitment of the STF experts will be carried out in accordance with the rules within the ETSI Directives.

The work will deliver ETSI Group Specifications containing research results, which then will have to be standardised by the ISG. These ETSI Group Specifications will also identify social and usability issues of QKD with recommendations about how to address these issues.

The ETSI Group Specifications shall be published and the final report to the EC/EFTA completed according to the schedule described in sub-clause 7.2.

ETSI will perform this work by setting up an ETSI STF that will report the milestones to the ETSI Quantum Industry Specification Group (QISG) according to the QISG meeting agenda (to be planned in more detail) and additional dates agreed by the QISG chairman. The technical content will be developed through consultation, workshops, studies and desk-based research. See clause 7 for further details.

To achieve the work it is proposed that a team of 3 to 5 experts will be required (number of required experts depends on their expertise). Between them, the team should possess the following expertise:
· several years of expertise in information technology security with emphasis on security assessment and certification, digital signatures, and public key infrastructures, especially in the field of quantum mechanics;
· several years of expertise in quantum information technology and quantum chaos; 
· knowledge of programming languages for quantum computers and decoherence in quantum computers;

· broad knowledge in cyber security and cybercrime;
· several years of expertise in security of QKD and experimental issues of QKD prototypes;

· several years of expertise in security of critical infrastructures;

· profound overview of standardisation in the security area outside of ETSI, which could become relevant for QKD:
6.2 Access and communication
In Europe there are already several institutions active in quantum cryptography. These are national research centres, universities, large enterprises, and SMEs working on research and development of quantum optical components, quantum cryptographic links, quantum optics and related electronics, software, and quantum cryptographic networks. Several non-European competitors from the U.S., Japan and East Asia will have to be invited to join the ISG in order to avoid market fragmentation and to secure the technological lead of Europe.

A database of interested parties needs to be set up and these groups need to be consequently targeted with elaborated and tailored information, e.g. by newsletters. A path towards joining the ETSI QISG, either as guest or regular member shall be provided.

Existing networks represent well established players of the QKD scene. It is one of the objectives to give other players from research, from service and SMEs access to the networks of the major players. Complementary to the maintenance of the internal information flow both via newsletters and secured internal communication, a publication of results will be provided through a public website, via scenario workshop reports, and through press releases.
6.3 Work administration
The administration work for this ISG will be carried out by the chairman and appointed members of the ETSI QISG. The timely progress of the planned work packages shall be proven by a timely delivery of the planned milestone and deliverable documents. For each milestone, as indicated in the list of milestones, there will be a short document on how and exactly when the milestone was reached, which will subsequently be published on the email list of the QISG.

In the tasks WP2.T1, WP2.T2, WP3.T1, WP3.T2, where results are expected to be worked out by members of the ETSI QISG, progress will be monitored in the interim activity report to the European Commission QISG-D01. The report will assess how the actual progress relates to what was planned. This method will be carried on in the final activity report to the European Commission QISG-D02. 

7 Work plan, milestones and deliverables
7.1 Organisational structure
The work shall be organised in four work packages (in the following abbreviated as WP). WP0 is concerned with the STF organisation in respect to the planned QISG meetings and the composition of the activity reports for the European Commission. WP1 ‘Requirements’ addresses standardisation from the user perspective. Prospective users shall express their security requirements on QKD, and how QKD can interface with their existing information and communication technology systems. Furthermore a participatory process involving stakeholders for assessing the societal impacts of quantum cryptography and the framework of trust from target groups shall be organised. Work package WP2 ‘Technical standards’ will address standardisation issues of QKD technology on various levels – from single components and security proofs to entire QKD link systems and their interfaces. WP3 ‘Pre-standards’ contains work items of scientific specialities. These include work on the systematisation of security proofs for quantum cryptographic technologies (domain: quantum information theory).

The work packages have the following sub tasks:
· WP0 ‘Organisation and Reporting’

WP0.T1 ‘Organisation and Reporting

· WP1 ‘Requirements’
WP1.T1 ‘Use cases’

WP1.T2 ‘User interfaces’

· WP2 ‘Technical standards’

WP2.T1 ‘QKD security specification’

WP2.T2 ‘QKD components and internal interfaces’

· WP3 ‘Pre-standards’

WP3.T1 ‘Security proofs’

WP3.T2 ‘Analytical approach’

WP3.T3 ‘Prospects of QKD in Europe’

7.2 Schedule

The schedule of work packages and tasks is as follows:
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Figure 2: Schedule of work packages, tasks, deliverables [image: image4.png]


, and milestones [image: image5.png]


 over the duration of the work

7.3 Resulting Deliverables

The following list of deliverables displays work package, task, deliverable number, deliverable title, and due date relative to start of action (t0 = 1 January 2009):
	WP.Task
	Deliverable Name
	Due

	
	
	

	
	Reports to the European Commission:
	

	WP0.T1
	QISG-D01: ‘QISG interim activity report to the European Commission’
	t0+11

	WP0.T1
	QISG-D02: ‘QISG final activity report to the European Commission’
	t0+24

	
	
	

	
	ETSI Group Specifications:
	

	WP1.T1
	QISG-D03: ‘Collection of QKD security requirements for different user groups 1’
	t0+11

	WP1.T1
	QISG-D04: ‘Collection of QKD security requirements for different user groups 2’
	t0+24

	WP1.T2
	QISG-D05: ‘QKD user application interface 1’
	t0+11

	WP1.T2
	QISG-D06: ‘QKD user application interface 2’
	t0+24

	WP2.T1
	QISG-D07: ‘QKD security objectives 1’
	t0+11

	WP2.T1
	QISG-D08: ‘QKD security objectives 2’
	t0+24

	WP2.T2
	QISG-D09: ‘QKD components and internal interfaces 1’
	t0+11

	WP2.T2
	QISG-D10: ‘QKD components and internal interfaces 2’
	t0+24

	
	
	

	
	Accompanying Pre Standards Reports:
	

	WP3.T1
	QISG-D11: ‘Synoptic collection of security proofs’, version 1
	t0+11

	WP3.T1
	QISG-D12: ‘Synoptic collection of security proofs’, version 2
	t0+21

	WP3.T2
	QISG-D13: ‘Promoters and inhibitors of QKD’
	t0+14

	WP3.T3
	QISG-D14: ‘The prospects of QKD in Europe’
	t0+15

	
	
	

	
	ETSI Work Items:
	

	
	
	

	WP1.T1
	DGS/QKD-0001 - Security Assurance Requirements

Scope: This is a preparatory work item for the security certification of quantum cryptographic equipment. The pre-defined assurance packages of the ISO/EN 15408 'Common Criteria' standard shall be evaluated with respect to applicability und sufficiency for the qualified development and production of QKD systems. Necessary augmentations for the specific nature of QKD systems shall be identified and added to form re-usable assurance packages for different security levels.
	

	
	
	

	WP1.T2
	DGS/QKD-0004 - Application Interfaces Requirements Study
Scope: The application interface of a QKD System is the interface over which it is attached to a cryptographic information and communication (ICT) system. Existing ICT systems shall be evaluated to address the compatibility aspect, especially for handing over cryptographic keys and key distribution system management. It shall be analysed which particularities of QKD systems lead to additional requirements on these interfaces.
	

	
	
	

	WP2.T1
	DGS/QKD-0002 - Functional and Security User Requirements
	

	
	Scope: There are different groups of prospective users of quantum key distribution (QKD) systems, having different security requirements and other functional requirements on these systems. 

Security requirements (for example regarding cryptographic strength or specific audit capabilities) are in most cases imposed by organisational security policies reflecting specific security needs of a user group. Additional functional requirements are related to system availability and interconnectivity constraints, or to system management compatibility. In this work item a catalogue of security and other functional requirements shall be compiled that lists security and other functional requirements for different user groups and different fields of application. The catalogue shall serve as a basis for implementation independent specifications of QKD systems.
	

	
	
	

	WP2.T2
	DGS/QKD-0003 - Components and Interfaces requirements
Scope: This work item is a preparatory action for the definition of properties of components and internal interfaces of QKD Systems. Irrespective of the underlying technologies, there are certain devices that appear in most QKD Systems. These are e.g. quantum physical devices like photon sources and detectors, or classical equipment like protocol processing computer hardware and operating systems. For these components, relevant properties shall be identified that are to be subsequently subject to standardisation. Furthermore, a catalogue of relevant requirements for interfaces between components shall be established, to support the upcoming definition of internal interfaces.
	

	
	
	


	WP3.T1
	DGS/QKD-0005 - Generic Framework for Security Proofs
Scope: The goal of this work item is the study and systematisation of existing security proofs, including the very recent state of the art and the presentation of such work in an accessible monograph. The monograph shall serve as a reference textbook for assessing the capabilities of different QKD systems and constructing respective requirements and evaluation criteria for practical security evaluation of QKD Systems. This task will require some amount of original research of scientists who are not members of the QISG.
	


7.3.1 Reports to the European Commission

The European Commission and EFTA will receive two reports, an interim activity report before 30 November 2009 and a Final Report before 31 December 2010, summarizing the STF work carried out during the period concerned. The final report will contain an additional summary evaluation of the STF overall achievements. The reports are the deliverables QSG-D01 and D02, as indicated in Table 1: ‘Project deliverables list’

7.3.2 ETSI Group Specifications

ETSI Group Specifications (GS) are deliverables that are originally drafted by the STF and successively adopted and approved by the members of the Industry Specification Group. There are four planned GS of each of which at least two revisions are to be delivered according to Table 1: ‘Project deliverables list’

Details of their designated contents are to be found in the work package descriptions below (7.5. Detailed Work Plan) 

The continuous effort will be monitored in the QISG activity reports to the European Commission and EFTA.

7.3.3 Accompanying Pre Standards Report

The Accompanying Pre Standards Reports QISG-D11 through D14 contain the results of tasks of the Pre Standards work package WP3. These reports will support the work of the STF and the QISG in general. Results may also flow into the group specifications QISG-D03 through D10 and in addition provide specific material for further tasks of the QISG beyond the period covered in this proposal. Specifically, the assessment of fields of applications, user needs and expectations in QISG-D13 and QISG-D14 will deliver material for the support of future decision processes in the QISG.

7.4 Project Milestones

The following list of milestones displays milestones and due dates relative to activity start. 

	WP.Task
	Milestone Name
	Due

	
	
	

	
	Organisation and Reporting Milestones:
	

	WP0.T1
	QISG-M01: ‘Recruitment of the STF experts’
	t0

	WP0.T1
	QISG-M02: ‘1st QISG meeting’
	t0+2

	WP0.T1
	QISG-M03: ‘2nd QISG meeting’
	t0+6

	WP0.T1
	QISG-M04: ‘3rd QISG meeting’
	t0+10

	WP0.T1
	QISG-M05: ‘4th QISG meeting’
	t0+13

	WP0.T1
	QISG-M06: ‘5th QISG meeting’
	t0+18

	WP0.T1
	QISG-M07: ‘6th QISG meeting’
	t0+22

	
	
	

	
	Pre Standards Milestone:
	

	WP3.T2
	QISG-M08: ‘Stakeholder workshop’
	t0+12

	
	
	


7.4.1 Organisation and Reporting Milestone

Organisation and Reporting Milestones include one milestone for the recruiting of the STF at the very beginning of the project. Milestones QISG-M02 through M07 indicates a minimal schedule of six QISG meetings during the course of the project. According to actual demand and developments in the QISG work we anticipate holding up to two additional QISG meetings which are not indicated in the milestone plan.

7.4.2 Pre Standards Milestone

The pre standards milestone QISG-M08 represents the scenario workshop as it is described in work package description WP3.T2 of sub-clause 7.5.4.
7.5 Detailed work plan

7.5.1 Work package WP0 ‘Organisation and Reporting’

Objectives: The objective of this work package is the organisation of STF work in respect to the QISG meetings and the associated reporting to the European Commission (reports QISG-D01 and QISG-D02). Its seven milestones comprise the recruiting of STF expert right at project start and the organisation of six meetings. (Up to two additional unscheduled meetings are also foreseen in the project and will be instantiated according to actual demand). 

7.5.2 Work package WP1: “Requirements”

Objectives: This work package is focused on use cases. It includes the analysis of requirements for different groups of prospective users, as well as the definition of interfaces, through which quantum cryptographic key exchange systems can be accessed and integrated into existing infrastructures.
· WP1.T1 – ‘Use cases’

There are different groups of prospective users for quantum cryptographic systems, who all impose different requirements on these systems. These requirements are in most cases imposed by compulsory security policies which reflect the respective security need for such classes of users. Example user groups are banks, governmental institutions, health institutions. In this task, such implementation independent security requirements for different target groups will be collected.

The security objectives of the technical specifications, and the security objectives derived from the requirements ideally will match the quantum cryptographic systems which are suitable for various user groups. If there is no exact match, using identical formalisms can be very useful to mediate between the groups of developers and users – i.e. to bring them more into contact so that they learn about their respective technical possibilities.

Associated deliverable is the Group Specification ‘Collection of QKD security requirements for different user groups’ of which two versions will be delivered: QISG-D03 after 12 months and QISG-D04 after 24 months.

· WP1.T2 – ‘User interfaces’

This task is dealing with the interface over which a quantum cryptographic key exchange system is attached to existing infrastructures as they are being used by certain users. Classical (i.e. non-quantum) key exchange systems are available on the market and are widely used to exchange keys for securing data transfer. In general these systems deploy Diffie-Hellman style asymmetrical key exchange. Quantum cryptographic systems replacing such asymmetrical key exchange subsystems will have to be compatible to these interfaces. A collection of interfaces relevant for quantum cryptographic systems shall be compiled, and it shall be analysed if there is a need for adapting interfaces to specific characteristics of quantum key exchange.
Associated deliverable is the Group Specification ‘QKD user application interface’ of which two versions will be delivered: QISG-D05 after 12 months and QISG-D06 after 24 months.

7.5.3 Work package WP2: “Technical standards”
Objectives: The main objective of this work package is to produce technical standards for quantum cryptographic systems. The main motivation is to establish trust in the security by following the multi staged approach chain of trust according the description given in section 4.1. ‘Trust in the security’.

Furthermore, properties of specific macroscopic quantum optical components, like photon sources, photon detectors, and interfaces between components of quantum cryptographic systems shall be subject to standardised description. This is carried out with the objective of working towards better compatibility of components of different origin.
· WP2.T1 – ‘QKD security specifications’

In this task technical security specifications of quantum cryptographic systems will be written. They will contain a threat and risk analysis for the assets that are to be protected in the system. These are e.g. the produced keys. Based upon this analysis, a number of security objectives shall be derived, which again are to be maintained during operation of the quantum cryptographic system. Consequently, specific functional requirements for actual implementations of quantum cryptographic systems shall be developed and listed. These specifications will provide guidance for developers and manufacturers of quantum cryptographic systems.
Later security evaluations may be conducted by interested parties in order to prove the concordance between the security specifications and their implemented systems, which usually is the prerequisite for taking such a system into operation for a responsible cryptographic task. 

In the ontology of the common criteria such security specifications are security targets – in contrast to protection profiles, which are implementation independent - security specifications are stating the security needs and requirements, e.g. from banking, telecommunications, government, or other organisations and bodies. These protection profiles will be dealt with in task WP1.T1 ‘Requirements’, as described in sub clause 7.2.5.1. The protection profiles (top-down specifications – ‘what we need’) meet with the security targets (bottom-up specifications – ‘what we can deliver’). Thus it will be ensured that a quantum cryptographic system can deliver exactly what is required.
The work in this work package will be guided by participants, who already conducted theoretical preparatory work towards security specifications, both on technical and business level, in predecessor projects such as PRODEQUAC, QCC, and SECOQC.
Associated deliverable is the Group Specification ‘QKD security objectives’ of which two versions will be delivered: QISG-D07 after 12 months and QISG-D08 after 24 months.

· WP2.T2 – ‘QKD components and internal interfaces’

Quantum cryptographic systems, or quantum cryptographic links, usually consist of multiple components, which can be clearly distinguished from other components of the system because of their modular structure. Examples for such components are: photon sources, photon detectors, the computers or embedded systems, which perform the key distillation. For these components standardised criteria regarding certain security relevant properties must be defined, e.g. for single photon sources, the probabilities by which they emit multiple photons, or their insusceptibility to certain marginal parameters, which are not used to produce keys but nevertheless could be exploited by a side channel attack.
In addition common interfaces for such components will be standardised, in order to facilitate the integration of components from different vendors. This activity is complementary to the standardisation of components as regards to physical and security related properties. Together, these measures have the potential of significantly reducing development effort for quantum cryptographic systems.
Associated deliverable is the Group Specification ‘QKD components and internal interfaces’ of which two versions will be delivered: QISG-D09 after 12 months and QISG-D10 after 24 months.

7.5.4 Work package WP3: “Pre-standards”

Objectives: Among others, this activity will be concerned with the theoretical analysis of quantum information and with the systematisation of security proofs, a scientific field in which only few persons are working world-wide. The work will result in a systematisation of security proofs, as well as standardised security specifications for quantum cryptographic systems in order to make them comparable and enable a judgement on the achieved security level. In addition the impacts of QKD and the framework for trust in this emerging technology will be assessed. As QKD is only just now on the verge of technological maturity, the possibilities for its implementation can only be estimated by a very well structured participatory process involving the stakeholders.
· WP3.T1 – ‘Security proofs’

This task will deal with the theory of security proofs for quantum key distribution, the importance of which cannot be overestimated in a QKD standardisation effort.
QKD has a rather recent history, compared to other branches of mathematical physics, though it already spans fifteen years. Its development can be divided in various stages, some of which are still open for academic investigation. Nowadays these studies have only historical importance, since they lack both generality (they addressed very restricted attack classes) and focus. More recent investigations have moved the scope of security proofs considerably further. It may therefore seem that the theory of security proofs has achieved a remarkable degree, and that little work remains to be done. However this would neglect two fundamental problems in the field, which are its lack of systematisation and the scarce interaction between theoreticians and final users.
The goal of this task will thus be the study and systematisation of existing security proofs, including the very recent state of the art, and the presentation of such work in an accessible monograph, which will serve as a reference textbook for assessing the capabilities of different QKD devices. This will most probably require some amount of original research, which meanwhile will be disseminated as scientific publications.
Associated Deliverables: QISG-D11: ‘Synoptic collection of security proofs’, version 1 and QISG-D12: ‘Synoptic collection of security proofs’, version 2.

· WP3.T2 – ‘Analytical approach’

First attempts have been made to put innovative QKD products on the market. The potential for such products is high. A lot of e-services are theoretically available but not yet frequently used (e.g. digital signature, e-health monitoring and data transfer, e-learning and accreditation). Some reluctance to deployment these technologies stems from the lack of trust in the security of electronic communication. QKD has the potential to make such communication secure and trustworthy. The advent of quantum computing will make all conventional cryptography obsolete and generate a high demand for QKD.
This work package covers the assessment of fields of applications, user needs and expectations as well as potential risks. This includes the identification of present and future promoters and inhibitors of QKD diffusion, applications, requirements and the framework constituting the notion of trust in this technology.
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Figure 3: Work process of WP3.T2 and T3
The result of task 1 will be an overview paper on promoters and inhibitors of QKD in general as it is reflected by recent studies and experts in the field. The paper will be introduced to the QISG for critical discussion. It will provide a valuable input for task 2 as it will be used to prepare the workshop participants for the scenario building.
Related deliverable: QISG-D13: ‘Promoters and inhibitors of QKD’.

· WP3.T3 – ‘The prospects of QKD in Europe’

This task is the major building block to assess the future challenges of QKD. The first step will be to identify valid criteria in order to evaluate what qualifies a preferable technology to be reliable and trustworthy for the user. The next step contains the organisation of a scenario workshop at European level.

A scenario is a systemic, explicit vision of a possible future. In the context of science and technology scenario workshops provide a framework for a dialogue between researchers, industry, policy makers, users, and other representatives from society. They contain a prospective facet, looking beyond the immediate horizon – possibly into the next decade. Scenario building seeks wider inputs of knowledge for the development of an analyses and an action plan thereby making use of broader participation. Such participation helps building networks and mobilises actors around shared visions of future developments. All these features will be addressed in this scenario building approach.
For the scenario workshop, selected experts representing stakeholder groups such as scientific and technical experts, industry, politics and administration, user groups and other societal non-profit organisations will meet to discuss the applications and user needs which QKD must meet. Further to that the possible impacts of trustworthy communication technologies on the communication behaviour of users will be evaluated. Participants will be people who are familiar with the discourse on QKD. The workshop participants will be invited from various European countries and possibly from other regions.

Building the scenarios will comprise the following steps:

· clarification of purpose and use of the scenarios;

· identification of key drivers;

· development of 3 to 4 different “storylines”;

· comparison of relevant elements;

· development of “sign posts” for recommendations;

· development of an action plan for the implantation of the recommendations and of an action plan for the continuous monitoring of subsequent developments.
The scenarios will be presented as narratives.
This discussion will give input to issues such as potential regulatory consequences, standardisation, privacy, incentives for investments and further challenges likely to confront the traditional innovation systems in Europe.
The scenario building will help to raise unsolved issues among different stakeholder groups and exchange mind sets so that probable solutions can be created and further actions can be suggested.
Related deliverable: QISG-D14: ‘The prospects of QKD in Europe'

7.5.5 Interfaces to other work packages
Going beyond the typical stakeholder debate, WP3.T3 will serve to inspire a public debate on applications and user needs associated with QKD, also addressing related challenges and risks.

In order to inspire and accompany this debate a who-is-who list of actors in the broader QKD community and related societal communities will be set up to expand the European network and to serve as a basis for the distribution of results and to ask for feedback. This list will be maintained.

The mixture of stakeholder participants during the actual meetings will foster the interdisciplinary exchange, broaden the views on QKD and stimulate creative approaches on future actions. The results of this debate and exchange will again be available on the web site.
7.5.6 Division of expert-days per task

The following estimates provide an indication of the planned number of expert-days for STF activities against the single tasks of the work packages. 

	WP.Task
	Task name
	person-days

	
	
	

	WP0.T1
	Organisation and Reporting
	20

	
	
	

	WP1.T1
	Use cases
	40

	WP1.T2
	User interfaces
	40

	
	
	

	WP2.T1
	QKD security specification
	40

	WP2.T2
	QKD components and interfaces
	40

	
	
	

	WP3.T1
	Security proofs
	60

	WP3.T2
	Analytical approach
	40

	WP3.T3
	Prospects of QKD in Europe
	20

	
	
	-----

	
	Sum
	300

	
	
	


8 Performance indicators 
Co-ordination/co-operation with the identified stakeholders will be done by different means such as:
· presentations to various groups or stakeholders;

· a web page providing information about stakeholder activities;

· email list for the stakeholders;

· e-mails;
· analysis of the handling of stakeholder comments.

Specific targets for performance indicators will be the following:

· at minimum 2 press releases during the course of the project;

· participation of average 5 ETSI members in the QISG which will manage this project, including at least 2 SMEs;

· liaisons activities with relevant standard activities in USA and Japan.

Details of all of the above will be recorded to indicate the openness of the activity, the visibility efforts made to encourage contributions and the level of participation achieved. To further enhance this, it is proposed to provide a “stakeholder issue register”, where all comments received (and by whom/which organisation) will be recorded along with whether or not the comment/proposal was agreed, how it/ they were implemented into the deliverables and also reasons why they were not. This will allow to provide information on the level of involvement as well as a picture from which sectors the involvement came, e.g. industry, public authority, association, user, network operator, etc. It should be noted that not all those listed on the “stakeholder issue register” may participate in physical meetings but may be following the work electronically. It is their right, and no distinction will be made between physically present members and those who comment electronically or via conference call. All comments will be treated with the same weight.

The “stakeholder issue register” will also be used to show the level of consensus reached by providing an analysis of those issues where issues were agreed and also those that could not be agreed in terms of being unable to accommodate the comments and the reasons why.

The efficiency of the action will also be supplemented by the follow-up of milestones set for the work with a target of finalisation within the schedules set.

Part III - Financial part
9 Guidelines on the implementation of the Framework Partnership Agreement

9.1 Total action costs = 380 800 €

180 000 € to fund 300 man days over 2 years + 28 000 € travel costs (1 person's travel to USA (twice) and to Japan (twice) + 1 person's travel to the ISG meetings (8 times in total))

In kind contribution through individuals, companies and organisations contributing to the work: 172 800 €, which is calculated as 288 man-days at a cost of 600 € per day (45,38% of the total action costs).

Total action costs = 380 800 €, of which the EC/EFTA are requested to provide 208 000 € in co-financing.

9.2 Direct costs: 208 000€

9.2.1 Expert manpower

Total cost for STF resources:
300 days at 600 € per day: 180 000 €.
Number of experts required:
up to 5 experts for a total of 300 days.

9.2.2 Travelling costs

Stakeholders’ active involvement for the take-up of the results will be very important. This STF will therefore involve user representatives from the early stages of the work to define the requirements in this area. Regular contacts will be maintained with other research and standardisation efforts outside Europe in order to avoid fragmentation of standards. For details please see the afore-mentioned activities in America and Asia at clause 3 of this proposal. Hence it will be necessary to cooperate with relevant industrial and research activities and standardization fora. These groups will be important contacts throughout the STF work. Those wishing to actively contribute will be welcome to do so during all phases of the work. Different means, including face-to-face meetings with these stakeholder contacts will be important from early stages of the work and will also include dissemination activities in later stages in order to ensure the take-up of the results. It is also anticipated that over the lifetime of the action the STF will be invited to meet relevant stakeholders outside of Europe. The STF will therefore need to travel to various meetings, events and conferences. It is very important to develop the results in a worldwide context. However, the location will depend on the date of signature of any grant agreement as the location of meetings and events are not yet scheduled for later in 2008 and beyond.

Eight travels of an STF representative to the QISG meetings, hosted by ETSI, will also have to be carried out in order to properly present the STF work to the ISG.

Total estimated cost for travelling: 28 000 €, including a minimum for travelling costs to:

· 8 ISG meetings;

· 4 meetings with stakeholders inside Europe;
· 4 meetings with stakeholders outside of Europe (e.g. USA and Japan).
9.3 Subcontracting

No subcontracting will be needed.
9.4 In-kind contributions
The in-kind contribution is indicated in the relevant estimated financial budget and will follow the provisions of Clause 4 of the “Note for guidance for the implementation of the Framework Partnership Agreement 2004-2007 between CEN, CENELEC, ETSI and the European Commission signed on 11 December 2003 (revised September 2006)”.
In-kind contributions will be justified by signed attendance by participants in the planned activity. The information provided will be as agreed in the note for guidance for the implementation of the regulations in relation to voluntary, consensus-based standardisation activity. This in-kind contribution will mainly come from active review and participation of stakeholders, the active review of members from ETSI QISG and other stakeholders.
The proposed STF will involve representatives from the early stages of the work to define the requirements in this area. Regular contacts will be maintained with research organisations. The STF will also co-operate with relevant industrial and research activities and standardisation fora. 
It is assumed that there will be up to 8 meetings of the QISG over the duration of this action. It is expected that up to 12 members will provide days of in-kind contribution (1 day of the meeting being the equivalent to 3 days of in kind contribution at 600 EUR/day). Other meetings and actions with external bodies and stakeholders (e.g. interviews and the workshop) are expected to add the further days of in-kind contribution (0,5 to 1 day). Following our experience of previous actions, it is expected that the quotation will be achievable.
Individuals, companies and organisations contributing to the work: 172 800 €, which is calculated as 288 man-days at a cost of 600 € per day (45,38% of the total action costs).
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