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Terms of Reference for Specialist Task Force STF 357 (TISPAN WG7) on 
“Application of TISPAN security methods to TISPAN NGN-R3 development and NGN-R2 maintenance”

Document status
	Current status of these ToR
	Approved Board#67

	ToR TB approval schedule 
	Approved at TISPAN#18 plenary (3-4 July)

	Work Item approved 
	See §3.8.1


1 Reasons for proposing the Specialist Task Force (STF)

The security of the NGN is complex and its current state is incomplete. NGN-R2 does not fully define countermeasures although a number of requirements have been identified in the course of development of RTS/TISPAN-07026 and in the development of specific feasibility studies into security issues in the NGN (NAT Traversal, Media Security, Identity and Identity management) as well as in the course of risk analysis of specific sub-systems and protocols in the NGN (RACS, NASS, ENUM/DNS). The proposed STF is intended to provide explicit skills to bolster the voluntary efforts in WG7 to ensure that the NGN deployment is assuredly secure.

In addition the STF is expected to assist in providing informative material that explains and builds a comprehensive security architecture including a schematic overview of the security architecture, mapped to the different layers. The aim is to make clearly evident the mapping from the architecture to the requirements and interfaces and logical entities. WG7 support the need for such an informational overview. In particular, it is considered important to make the security overview available via the ETSI portal, e.g, linked to the WG7 ToR.  

The use of the methods already developed by TISPAN-WG7 (with assistance of STFs 268, 292, 329, 330 and 341), have built on the guidance given by TC MTS in the context of the "Making Better Standards" programme. The aim of TISPAN's security work is to raise the level of assurance of security given by the standardised security measures and has been a guiding principle in TISPAN WG7 since its inception in a programme labelled as “design for assurance ". 
The scope and complexity of the NGN is such that the voluntary resources offered to TISPAN-WG7 may not be sufficient to guarantee that the NGN is secure in deployment in a manner that allows uniformity of assurance, nor interoperability. The resources of TISPAN-WG7 being bolstered by the STF proposed in this ToR should give greater assurance to the NGN community that, when deployed, the NGN offers a secure environment for any services deployed.

1.1 Overview of the proposal
1.1.1 Purpose of the work

There are four (5) specific highly correlated strands in this proposal as follows:

Providing informative material that explains and builds a comprehensive security architecture with a schematic overview how the security architecture is mapped to the different layers

NGN R3 CNG and CND interfaces security provisioning (integrity, authentication (for agent authentication on behalf of individual entities))

TVRA workshop development and presentation

For Identity protection, authentication and integrity countermeasures and to define credential management

To perform a TVRA and to undertake an NGN system-wide definition of objectives and requirements relating to the provision of privacy protection and validation measures in the NGN
For each of these strands the common goal is to ensure that the security development methods of TISPAN WG7 support the goal of ensure that the ETSI deliverables from WG7 can be used as supporting documentation in an assurance evaluation programme such as that defined by the Common Criteria for IT Security Evaluation (ISO 15408 [2]). A method of security standards development was published by ETSI as EG 202 387 with supporting documents specifying how to prepare ETSI standards as Protection Profiles and Security Targets in EG 202 382 and EG 202 383 respectively. Identified as missing in these documents from the ETSI process was a method for preparing a Threat, Vulnerability, and Risk Analysis (TVRA) in the context of standards development which has been corrected in the development of ETI TS 102 162-1 [1].
The work is justified for each strand from work completed in the NGN-R2 programme:

Ensuring that the TISPAN NGN security architecture is well understood and readily available to the ETSI TISPAN working groups and interested audience. Further then that that the elaborated security features can be reused to other applications or services by other SDOs or industry forums.

The role of CNG and CND interaction with NGN for security has been identified in ongoing work of WG5 as a major security role. The scale of the risk has to be fully assessed and countered;

The TVRA of RACS (in TR 187 002) has identified a missing explicit authentication capability across reference points Gq' (harmonized with 3GPP) and e4 that is required to give strong assurance at each of these exposed reference points (and their realised interfaces);

Identity and identity management has been analysed at length in TR 187 010 which identified the outline of a suite of countermeasures to assure users of the NGN that identity is protected (harmonized with 3GPP);

Bringing TVRA to ETSI's members through a workshop introducing practical development and demonstration including practical application of the ETSI TVRA repository. An important task is to train WG7 experts on the use of the tool and to maintain the integrity of the TVRA database.
The tasks and their outcome of this STF are identified by the tasks shown in Table 1. Their outcomes are contributions to be included in the indicated Work Item documents. The tasks also demark three distinctive phases of the STF concluding with the mentioned ETSI deliverables. 

Table 1: Tasks of this STF and their outcome

	No.
	Description
	Outcome

	T1
	Providing informative material that explains and builds a comprehensive security architecture with a schematic overview how the security architecture is mapped to the different layers
	MI/TISPAN-07039-NGN-R3: schematic overview of security architecture in elaborating an interactive website

	T2
	CNG and CND security provisioning (integrity, authentication for agent authentication on behalf of individual entities)
	DTR/TISPAN-05021-NGN-R3

	T3
	CNG and CND security provisioning (integrity, authentication for agent authentication on behalf of individual entities)
	DTR/TISPAN-05021-NGN-R3

	T4
	Prepare and run a TVRA workshop and its accompanying documentation 
	MI/TISPAN-07040-NGN-R3

	T5
	Identity protection, authentication and integrity countermeasures and to define credential management
	DTR/TISPAN-07035-R3

	T6
	To perform a TVRA and to undertake an NGN system-wide definition of objectives and requirements relating to the provision of privacy protection and validation measures in the NGN
	DES/TISPAN-07037-R3

	
	
	


Size, duration, priority, and technical risk involved is outlined in Table 2 for each task: 

Table 2: Tasks and their size, duration, priority, and technical risk

	No.
	Size
	Duration
	Priority

	T1
	15 WD (Phase 1)
	2 Months
	High

	T2
	25 WD (Phase 1) 
	2 Months
	High

	T3
	25 WD (Phase 1b)
	2 Months
	High 

	T4
	40 WD (Phase 2)
	3 Months
	High

	T5
	100 WD (Phase 2)
	9 Months
	High

	T6
	60 WD (Phase 2)
	9 Month
	Medium


1.1.2 Relation with the ETSI Strategic Objectives

With respect to the ETSI Strategic objectives outlined in GA50(08)22 the proposal is in support of the harmonization of future Core Networks and is also in support of the recommendations from the ETSI GA HLRG to move towards ICT standardisation.

In addition the proposal contained in these ToR are in support of the OCG IOP objectives outlined in TR 102 743 and in the ETSI guidance for "Making Better Standards".

1.1.3 Market impact, benefits to be gained

Effective security standardisation is a matter of balancing risk against complexity ensuring that the result from standards gives a high level of security assurance to the end user of the standard that the residual risk left when implementing the recommendations and mandates of the standard is acceptable for most applications (noting that it is impossible to mitigate all risk in practical systems).

The use of the methods already developed by TISPAN WG7, building on the guidance given in MTS, are designed to raise the quality of standards, and in the security arena to raise the level of assurance in the level of security given by the standardised security measures.

1.1.4 Stakeholders interest

Manufacturers and users of equipment from standards have a declared interest in the correctness of the standard to meet their requirements. In the area of security the level of assurance given by a security standard is particularly important.

1.1.5 Relation with other activities within ETSI and/or related organizations

The work of the STF is closely tied to the work in ISO (dealing with ISO 15408‑2) and has links to MTS (making better standards and methods for standards development).

1.1.6 Priority within the TB

HIGH.

The members and attendees of WG7 have backed the work in bringing common criteria to ETSI that has been undertaken by STF268 and STF292 and STF329 and have made efforts to integrate the results into the core work programme. Acceptance of the worth of this approach by WG7 delegates is accepted but the skills required are not widely available in the voluntary contributions to WG7. Without specialist support of an STF this may not occur in the NGN during the period of the NG-R3 development and the translation of the NGN-R2 requirements into assured security countermeasures in the NGN programme.

1.1.7 Motivation why the work cannot be performed within the TB 

There are a limited number of regular attendees of TISPAN WG7, and the attendees are all contributing to the work. However, the scope of the NGN is extensive and the volume of work to be done is not currently being met by voluntary contributions alone. The option of cutting the work programme of NGN-Security is not feasible and although efforts are being made to extend the number of voluntary contributors to the work this is not happening quickly enough. The intention of this ToR is to bolster the voluntary contribution to the development of NGN-Security whilst in parallel a drive to recruit voluntary effort continues. 
1.1.8 Confirmation of interest and active support from the Members

As noted in items 1.1.6 and 1.1.7 there is interest and active support to the development of NGN security and the ToR proposed are intended to bolster the overall level of activity in NGN security to the benefit of all Members active in the NGN.  A strong Steering Committee will be formed, including delegates from the major stakeholders represented in TISPAN WG7 (see§3.4).  Specific support has been formally provided by Telenor, BT, DT, Telecom Italia, NEC, C3L, Fujitsu, BT, DT, PQM, CESG.
1.2 Organization of the work
1.2.1 Identification of tasks, phases, priorities, technical risk

There is no identified technical risk. However the work is to be performed as in phases coincident with the plenary sessions of TISPAN in 2008 as identified in §3.8 and according to the approval of the current standards for Release 2.  See§3.1 for the details.
1.2.2 Outcome of the STF

The STF shall deliver contributions to the NGN work program as specified in §3.14 and §3.15.
2 Consequences if not agreed:

Without the assistance of the STF as proposed in these ToR, there is a great risk that the development of NGN-security will not be rigorously completed and endanger the overall viability of the NGN programme as a suite of interoperable and secure standards.
3 Detailed description:
3.1 Subject title:

Application of TISPAN security methods to TISPAN NGN-R3 development and, in particular:
Task 1:
schematic overview of security architecture (15 days in 2008)

Task 2:
CNG and CND protection (50 days: 25 days in 2008, 25 days in 2009)

Task 3:
TVRA Workshop (25 days in 2009)

Task 4:
Identity protection (100 days in 2009)

Task 5:
Privacy TVRA, Objectives and Requirements definition (60 days in 2009)
The effort estimated for each task includes technical contribution in the form of Change Requests (CR’s) to the following WG7 documents where the CRs are to be submitted to WG7 for review:
· NGN Security - (SEC); Requirements (RTS/TISPAN-07036-NGN-R3)
· TISPAN NGN Security (NGN_SEC) - Threat, Vulnerability and Risk Analysis (RTR/TISPAN-07037-NGN-R3)
· TISPAN NGN Security (NGN_SEC) - Security Architecture  (RTS/TISPAN-07038-NGN-R3)
· TISPAN NGN Security (NGN_SEC) - overview of TISPAN Sec Arch (MI/TISPAN-07039)
· TISPAN NGN Security (NGN_SEC) - TVRA workshop documentation (MI/TISPAN-07040)
· Maintenance of TISPAN NGN Security (NGN_SEC) - Security Architecture (RTS/TISPAN-07041-NGN-R2)
3.2 Reference Technical Body:

TISPAN WG7 

3.3 Other interested TBs (if any):

MTS

OCG-Security

3GPP SA3

3.4 Steering Committee

A steering committee shall be formed by both invitation and request. The following persons shall be invited to join the Steering Committee:

· Charles Brookson, OCG Security chair

· Judith Rossebø, TISPAN WG7 chair

· Richard Brennan, TISPAN WG2/1 vice chair

· Klaus Pulverer, TISPAN WG2/1 vice chair

· Raymond Forbes, TISPAN WG3 chair (for integration of any provisions to the NGN protocols)
· Anthony Holmes, TISPAN WG4 (for Identity protection task, and in review of the privacy analysis)

· Luca Giacomello, TISPAN WG5 (for CNG and CND task)

· Martin Brand, TISPAN WG6 chair
The steering committee will act in parallel with the members of TISPAN WG7 where the steering committee shall address issues related to scope and dissemination of the results whereas the technical direction shall be from the wider WG7 membership.

3.5 Support from ETSI Members 

The attendees of TISPAN WG7 are regularly drawn from 10 ETSI Members who have indicated interest and support in this work. The support of the ETSI membership is expected to be in part by direct contribution to the deliverables from the STF but in the main by active adoption of the STF output, made by contribution to WG7 sessions and to specific work items, into the active WG7 work items.

3.6 Target date for the start of work:

September 2008
3.7 Duration and target date for the conclusion of the work (TB approval):

The STF should complete its work within and before December 2009 ensuring that input given to activity of WG7 is maintained.  

3.8 Resources required

An initial allocation of 25 000 EUR (40 working days and 1 000 EUR travels) has been allocated by the ETSI Board#67 for 2008.  
The present document identifies a request for additional resources of 130 000 EUR (210 working days and 4 000 EUR travels) required in 2009.

TISPAN will review the work plan and actual resources required for 2009 in the first allocation of the 2009 budget, to be submitted to Board#69, in November. This revision of the ToR is the result of the review in TISPAN.
3.8.1 Experts manpower
The total estimated manpower resources are apportioned to each task as follows:
Phase 1:

· MI/TISPAN-07036-NGN-R3: schematic overview of security architecture in elaborating an interactive website (Phase 1, end 2008).  2 experts, 15 days total as a minimum.
· DTR/TISPAN-05021-NGN-R3 CNG and CND security provisioning (integrity, authentication for agent authentication on behalf of individual entities) 2 experts are required to start work within budget available (25 days).  An additional 25 days will be required to finalize the deliverable when budget will be available (Phase 1b listed below).  Done in cooperation with WG5.  Rapporteur Telecom Italia is responsible for the output.  STF technical support is required for the Security aspects.
Phase 1b (extension may be requested to the Board before end 2008, if contingency available):

· DTR/TISPAN-05021-NGN-R3 finalization of CNG and CND security provisioning (integrity, authentication for agent authentication on behalf of individual entities) additional 25 days required.
Phase 2 (for 2009 funding, to be requested to Board#69 13-14 November):

· MI/TISPAN-07037-NGN-R3: producing base documentation for the TVRA Workshop (Phase 2, early 2009). 2 experts, 25 days total as a minimum. 


· Identity protection, authentication and integrity countermeasures and to define credential management: 
2 experts are required as a minimum (100 days total).
DTR/TISPAN-07035-R3 NGN Security identity protection


· To perform a TVRA and to undertake an NGN system-wide definition of objectives and requirements relating to the provision of privacy protection and validation measures in the NGN
2 experts are required as a minimum (60 days total).
Work Item to be approved by TISPAN#19 (expected to be encoded as DES/TISPAN-07042).


3.8.2 Travel cost:
The total estimated travel cost 5 000 EUR, may be converted in manpower, if required, since all TISPAN meetings are expected to be held in the ETSI premises. 
NOTE:
If meetings are of TISPAN are not coincident with STF sessions the travel budget may be used for support of the STF leader in attending such reporting meetings (only for the purpose of reporting to TISPAN).
3.9 Experts qualification required, mix of skills
The following experts are required to perform the work.  

· Relevant expertise required: Should have knowledge of the TISPAN NGN. Should be familiar with the content and application of ISO 15408 in ETSI standards; Understanding and experience of requirements engineering in the context of standardisation (IUT-T I.130 3 stage process and the further development of this process as identified in the OCG IOP report (TR 102 743) and endorsed by Board#);

· Period over which the experts are required and duration of the secondment: Extended sessions at ETSI (Approximately 75% availability to the end of 2009)

The actual number of experts and mix of skills may depend on the actual applications received and will be decided when setting up the STF but at least 2 are expected to be required
3.10 Scope of Terms of Reference:

The STF along with WG7 and NGN experts in areas of architecture, protocol and testing to develop countermeasures for NGN-R3 (including and justification required by means of documented analysis in the form of a TVRA (Threat, Risk, Vulnerability Analysis). The aim of the activity is to bolster the entire programme of NGN-R3 security development TISPAN NGN R3 and to ensure completion of TISPAN NGN R3 security.
3.11 Organization of the work in tasks and/or phases:

The tasks and their outcome of this STF are identified by the tasks shown in Table 1. Their outcomes are contributions to be included in the indicated Work Item documents. The tasks also demark three distinctive phases of the STF concluding with the mentioned ETSI deliverables. 

Table 1: Tasks of this STF and their outcome

	No.
	Description
	Outcome

	T1
	Providing informative material that explains and builds a comprehensive security architecture with a schematic overview how the security architecture is mapped to the different layers
	MI/TISPAN-07039-NGN-R3: schematic overview of security architecture in elaborating an interactive website

	T2
	CNG and CND security provisioning (integrity, authentication for agent authentication on behalf of individual entities)
	DTR/TISPAN-05021-NGN-R3

	T3
	CNG and CND security provisioning (integrity, authentication for agent authentication on behalf of individual entities)
	DTR/TISPAN-05021-NGN-R3

	T4
	Prepare and run a TVRA workshop and its accompanying documentation 
	MI/TISPAN-07040-NGN-R3

	T5
	Identity protection, authentication and integrity countermeasures and to define credential management
	DTR/TISPAN-07035-R3

	T6
	To perform a TVRA and to undertake an NGN system-wide definition of objectives and requirements relating to the provision of privacy protection and validation measures in the NGN
	DES/TISPAN-07037-R3

	
	
	


Size, duration, priority, and technical risk involved is outlined in Table 2 for each task: 

Table 2: Tasks and their size, duration, priority, and technical risk

	No.
	Size
	Duration
	Priority

	T1
	15 WD (Phase 1)
	2 Months
	High

	T2
	25 WD (Phase 1) 
	2 Months
	High

	T3
	25 WD (Phase 1b)
	2 Months
	High 

	T4
	40 WD (Phase 2)
	3 Months
	High

	T5
	100 WD (Phase 2)
	9 Months
	High

	T6
	60 WD (Phase 2)
	9 Month
	Medium


3.12 Related activity in other bodies and co-ordination of schedules:

There is no directly related activity that has to be coordinated with other bodies. 

3.13 Base documents and their availability

The TISPAN NGN Release 1 and Release 2 and Release 3 deliverables.

3.14 Work Items from the ETSI Work Programme (EWP) for which the STF is required:

See §3.8.1
3.15 Planned output schedule:

The STF will produce the contributions to the deliverable according to the time scale required by the deliverable.

In addition, the STF will produce progress reports to each formal meeting of TISPAN-WG7. Each progress report must identify contributions made to ongoing WG7-NGN work items:

	Report
	Meeting date
	Meeting
	Location

	TISPAN approval 
	3-4 July
	TISPAN#18-bis
	Sophia Antipolis FR

	Progress report #1
	03-07 Nov
	TISPAN#19
	Sophia Antipolis FR

	Progress report #2
	23-27 Feb 2009 
	TISPAN#20
	Sophia Antipolis FR

	Progress report #3
	11-12 June 2009
	TISPAN#21
	Sophia Antipolis FR

	Progress report #4
	28-30 September 2009
	TISPAN#22
	Sophia Antipolis FR

	Final report
	TBC (November 2009
	TISPAN#23
	Sophia Antipolis FR


4 Performance indicators

The STF leader will address the following areas indicating the success of the STF in each report to the TB. In many instances the ETSI secretariat will assist in providing statistics.
Effectiveness: The effectiveness of the STF may be measured by the number of CRs accepted and by the approval of the contributions from the STF to the WG7 work programme. The STF shall report the contributions made to WG7 in each progress report and the results arising from these contributions in the follow up report (i.e. Progress report N will identify the contributions made, progress report N+1 will report the results)
Stakeholder engagement: The stakeholders of the STF activity are the members of WG7 and their engagement shall be measured in the level of acceptance and debate initiated by the contributions of the STF.
Dissemination of results: The STF has an aim to guide the methods of the "design for assurance" paradigm developed in recent years in TISPAN and ETSI. The STF assessment of the effectiveness of activities related to the dissemination of project deliverables and efforts made to raise industry awareness of the activity (including e.g. hits made on the project web pages and downloads of drafts for comment).
Impact: A major role of the STF is to drive a TVRA workshop and the success of this, measured by the uptake of the TVRA method and associated tools, shall be reported by the STF as one of the measures of the impact of the STF.
Timeliness: project progress in relation to the work plan schedule, acceptance of the deliverables by the TB (approval of Progress Reports, interim and final deliverables at the planned dates)
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