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Part I – Policy relevance and expected market impact

1 Objective

The objective of this proposal is to aid interoperability for mutual recognition of advanced electronic signatures taking the IDABC and DG INFSO work in this domain into account. It is also proposed to support the greater interoperability of e-signatures (as called for by the Directive 1999/93/EC) as necessary to achieve the widespread use of electronic signatures and related services.

Studies on mutual recognition of electronic signatures [IDABC-MutualRec] and the ongoing survey on electronic signature standardization [eSigSurvey] will be taken into consideration.

The action that is part of this proposal also strongly considers new technological developments such as mobile communication technologies in the area of e-signatures, which is exactly where the joint Working Group (ETSI TC ESI and ECOM from Japan) will contribute to: extending usage and development of XAdES ETSI TS 101 903 V1.3.2: “XML advanced Electronic Signatures (XAdES)” employing web technologies, thus helping to achieve greater interoperability, and identifying future work for adapting XAdES signatures to the mobile world. .

The proposed action has the following objectives:

· to set up a standing Joint ETSI/ECOM PlugtestsTeam;

· to establish an infrastructure for supporting multiple remote interoperability events:

a) by defining a clear set of relevant reference test cases;

b) providing a web based portal to access information for XAdES interoperability;

c) allowing for interaction amongst stakeholders and participants, like mailing lists;

d) publishing results, best practices, recommendations; 

· to make recommendations on follow up standardisation based on the interoperability experiences

· to produce a new version of XAdES based on the aforementioned recommendations
· to strengthen the partnership between Japanese and European standardisation work;

· to actively support and involve stakeholders in the further standardisation and acceptance of the European standard XAdES;
· to establish a single point of reference for XAdES developers.
1.1 Background

The XAdES standard has been developed and is still being maintained by ETSI TC ESI. XAdES is based on the XML-DSig-Standard, which has been jointly developed by W3C and the IETF. XAdES has been published as a W3C-Note within W3C. 

If agreed, this proposed work will be the first interoperability co-operation between an ESO (European Standardisation Organisation) - in this case ETSI - and the Electronic Commerce Promotion Council of Japan (ECOM). ECOM carries out various activities related to Electronic Commerce (EC), such as developing rules, presenting proposals to governments and conducting international standardization activities based on user needs in order to enable secure use of e-commerce.
This proposed action is based on ETSI TS 101 903 V1.3.2: “XML advanced Electronic Signatures, XAdES”. XAdES itself builds on work by the W3C/IETF on XML Signatures, published as RFC 3275 and a W3C recommendation (the W3C-Note mentioned above). It will also build on the results and requirements from working groups and task forces within ETSI, the W3C, IETF, OASIS and others, who are using XML and XML signatures as a basis for providing other services. Examples are XKMS, XForms SOAP, Web services, OASIS-DSS and many others.

This initiative between Europe and Japan is a follow up on two European face-to-face interoperability events on former versions of XAdES [XAdES-IntOp1]. Previous work was also performed by ECOM in a Japanese Interoperability activity in 2006 [XAdES-IntOp-JP].

The proposed work is based on informal preparations and data exchange between organisations within Europe and Japan under a joint effort of ETSI and ECOM.

XAdES, an extension to XML Signatures, is a European standard that has its root in the European Electronic Signature Directive (1999/93/EC) and provides a significant contribution to security. Its usage has gone beyond the European boundaries and plays a more and more important role in the long term securing of electronic documents. An increasing number of European countries and also Japanese organisations are adopting the usage of XAdES in areas like e-Invoicing, digital Accounting and e-Government. A consequence of not being able to perform this activity will be a lack of early synchronisation and interoperability checks between the different usages causing a fragmentation of implementations and this may hinder future electronic transactions within Europe and between Europe and Japan.

According to [eSigSurvey] it appears that full compliance to some instance of some standards may lead to costly development and/or complex when not unfeasible applications. This work is contributing towards paving the way for broader use of XAdES and to ease its use for developers and for implementation in real life systems.

The ongoing survey on electronic signature standardization [eSigSurvey] refers to several causes for the low development of the (qualified) electronic signatures market.

An important point is the complexity and uncertainty on archiving of electronic proofs for the long and very long term. This can be mitigated by the use of XAdES-A forms offering a format to tackle these requirements. As this project will provide a single point of reference and a comprehensive set of use and test cases we believe that it can considerably contribute towards simplifying the implementation and use of XAdES forms like XAdES-A in real life systems.

Such use and test cases can also function as criteria for quality and interoperability assessment for XAdES applications. Eventually feedback could be given to the standardisation and legalization entities by identifying portions of XAdES that are considered to be hard to implement or realize. 

The IDABC preliminary study on mutual recognition of eSignatures for eGovernment [IDABC-MutualRec] will produce a “(Draft) Analysis and Assessment of similarities and differences to be finalised in September 2007” where especially the differences in the use of XAdES will be of interest to this project.
1.2 Summary of the proposal

This primary output of this work will be:

· a new version of ETSI TS 101 903 (RTS/ESI-000034);

· an XHTML version of “Electronic Signatures Infrastructure (ESI); XML Advanced Electronic Signatures (HTML version)” – (MI/ESI-000036)

· remote interoperability testing events with reports on the events containing test cases as well as best practices;

· specification and implementation of a PlugtestsTM portal;

· dissemination activity.

The duration of this proposal is a minimum of 15 months after the start of work date.
NOTE:
The start of work is likely to be up to 2 months after the date of signature (DoS) of any agreed grant agreement between the EC/EFTA and ETSI. This is to allow the 2 month period it will take to recruit the required expertise.

The following reports will be submitted to the EC/EFTA:
· Interim Report, 9 months after the start of the work. By that time the portal will have been completed and one testing interoperability event will have taken place (WP 4).  This document will report the major achievements of the project at that point of time

· Final Report 15 months after the start of the work.

Details of the contents of these reports may be found in section 7.1. 

2 Rationale

The existing European standard on XML Advanced Electronic Signatures (XAdES), ETSI TS 101 903, is an important element in the list of relevant standards in the area of electronic signatures. XAdES has been submitted to the W3C and has generated a lot of interest from the Web community. The ongoing internationalization of XAdES requires the alignment of appearing implementations to enable their interaction. Implementations are produced by a wide range of international companies and are expected to be interoperable.

ETSI and ECOM have realised that a joint Plugtests team on XAdES interoperability is the best way to achieve success. The mission of this team is to develop a permanent framework that will become the point of reference for XAdES developers.
3 Policy relevance

This proposal directly supports the EC’s 2007 ICT Standardisation Work Programme, in particular:

· The horizontal actions covering all priority domains explicitly mentioned to cover awareness, promotion, information and education, as well as the implementation of pilot projects and interoperability testing.

· This proposal contributes towards the latter goal achieving interoperability for mutual recognition of advanced electronic signatures, bearing in mind the IDABC work on this topic.
Furthermore, greater interoperability of e-signatures is called for by the EU Directive as being necessary to achieve the widespread use of electronic signatures and related services.

This project also strongly considers new technological developments such as mobile communication technologies in the area of e-Signatures, which is exactly where the proposed joint ETSI-ECOM Plugtests WG will contribute: extending usage and development of XAdES ETSI TS 101 903 V1.3.2: “XML advanced Electronic Signatures (XAdES)” employing web technologies, thus helping to achieve greater interoperability, and identifying future work for adapting XAdES signatures to the mobile world.. 
This proposed standardisation work programme aims at promoting new services in the areas of e-government, e-health, e-business and e-procurement amongst others. Many such services are to a large extent based on web-technology including things like XML, XForms, Web Services, XHTML and Stylesheets. Current security solutions are not well integrated into the Web. Consequently, security is harder to achieve and less implemented. Thus making things like e-government and e-health more secure, the use of advanced electronic signature forms like those defined in ETSI TS 101 903 is a necessary condition. 
In addition, the number of phishing attacks is rising tremendously. Fighting these attacks successfully needs end-to-end security on a level exceeding the services provided by SSL/TLS – currently the only widely deployed and used security technology. A comprehensive solution to phishing must include digital signature technology, and XAdES is able to provide an essential part to the solution.
Furthermore this action supports the following recommendations from the ICTSB/NISSG:

· Recommendation 9: The ESOs and industry standards groups have a role in global cooperation on security standards which they should continue to develop and pursue.

· Recommendation 24: The ESOs and industry standards groups should continue to develop and implement compatible digital signature standards to facilitate interoperability according to market need and demand, and raise awareness of such standards.

· Recommendation 22: ESOs and industry standards groups, including IETF, W3C, WiFi Alliance and 3GPP should maintain their efforts on open protocols and specifications that promote interoperability of secure transactions.

· Recommendation 26: The ESOs should identify or support the development of security frameworks to support e-business security standards and technologies and operational codes of practice. 
4 Market impact

The subject of this proposed activity has attracted interest at the international level in the W3C and Web community as well as in Europe but there has not been the availability of expertise to carry it forward or to undertake expensive committee-based actions where travel and physical meetings are involved. The development of the joint ETSI-ECOM (Japan) group is an indication of this but the issue of interoperability remains the major element to be solved. The result can be the greater use of electronic signatures and related services – especially if it is able to be extended into the web and mobile world. 
Within Europe, XAdES is becoming more and more used in several countries. In Spain, the current legal framework requires the use of XAdES signatures for signing electronic invoices, and platforms are currently being specified and implemented to give support to e-Invoices that will incorporate XAdES generation and verification facilities. In addition, the Spanish legal framework also demands usage of XAdES for signing any electronic dossier submitted to the IGAE (Intervencion General de la Administración del Estado). IGAE is a public agency within the Spanish Economy Ministry (Ministerio de Economía y Hacienda) that firstly approves expenses proposals of the Spanish public agencies depending of the Central Public Administration (Administración del Estado), and secondly audits them once they have been materialized. This implies a huge amount of electronic documents exchanged between the rest of the public agencies and IGAE, as any expense planned must be submitted to them. This shows that there is a general movement in deploying XAdES signatures generation tools within the Spanish Public Administration. The adoption of the new electronic ID card (whose pilot experiences are currently taking place in some Spanish provinces) will imply an increase in the use of XAdES for certain electronic transactions that involve citizens and Public Administrations and this will reinforce the deployment of new services for XAdES signatures generation and verification. 

The Catalan Certification Authority (Agència Catalana de Certificació – CATCert) offers to Catalan public administrations a service for certificates and electronic signatures verification, as well as a service for centralized electronic signatures generation. These services include capabilities for generating and verifying XAdES signatures. In addition to that, CATCert also offers to Catalan public agencies a desk tool that includes tools for generating XAdES signatures.

In Austria, signatures created using the Austrian citizen card environment incorporates elements from XAdES and are supported by several products on the market already. Estonia has used XAdES within their electronic ID-Card and digital signature schemes for some years already. Slovenian and other companies use XAdES for securing digital signatures within their electronic Archiving solutions. 

Registered e-mail (REM) is an enhanced form of e-mail that aims at providing evidences to certain facts occurred during the handling of a message, especially proof of submission and delivery of the electronic message. A number of REM services have been deployed in several European countries. REM products have also been developed that use XAdES for generating the aforementioned evidences.

Currently, only very little is known on whether or not all the implementations on the market that were put there to fill a certain immediate need are interoperable and to what extent. The PlugtestsTM portal deployment and the interoperability events would have a clear impact on the synchronization of all the XAdES products that have been developed, deployed and used by European Countries’ Public Administrations and private actors.

The rationale behind extending the XAdES Interoperability Activity to providing a remote interoperability and testing portal roots in three considerations:

1. The remote portal allows for continuous testing throughout several weeks independent of time zones and place hence being a completion to F2F interoperability testing events.
2. Smaller start up companies not able to afford the expenses of travelling to F2F meetings would be able to participate as well. The latter will attract a broader audience to take part and to provide feedback to the standardisation process.
3. Due to the currently observed international usage of XAdES we see a need to provide a single point of reference for interoperability tests avoiding unnecessary fragmentation in the interpretation of the XAdES Standard.
4.1 Links to some related Activities and references

· Preliminary study on mutual recognition of eSignatures for eGovernment applications, http://ec.europa.eu/idabc/en/document/6485

· eSignatures Standardisation survey, http://www.esstandardisation.eu/
· http://www.openxades.org
· http://digidoc.sk.ee/
· http://www.fast.caissedesdepots.fr/_en/
· Validation service of CATCERT: http://www.catcert.net/web/cat/2_1_servei_validacio.jsp

· Legal framework on IGAE and XAdES
· MINISTERIO DE ECONOMÍA Y HACIENDA (BOE n. 298 de 14/12/2005). RESOLUCIÓN de 28 de noviembre de 2005, de la Intervención General de la Administración del Estado, por la que se regulan los procedimientos para la tramitación de los documentos contables en soporte fichero.

· http://www.boe.es/g/es/bases_datos/doc.php?coleccion=iberlex&id=2005/20496

· Legal framework for e-Invoice and Advanced Electronic Signatures

· Orden HAC/1181/2003, de 12 de mayo, por la que se establecen normas específicas sobre el uso de la firma electrónica en las relaciones tributarias por medios electrónicos, informáticos y telemáticos con la Agencia Estatal de Administración Tributaria.

· http://www.boe.es/g/es/bases_datos/doc.php?coleccion=iberlex&id=2003/09802
Part II - Execution of the work
5 Working method/approach

5.1 Work Plan

The proposed action will be organized in work packages (WP) and will be referenced as WP1 to WP6: 

· WP1
Definition of Test Cases;
· WP2
Specification and Implementation of Trust Infrastructure 

(Demo-CA supplying CRL and OCSP services; Demo-TSA);

· WP3
Specification and Implementation of PlugtestsTM portal;

· WP4
Remote interoperability testing events;

· WP5
Continuous dissemination of results and XAdES related material

· WP6
Production of new ETSI TS 101 903 (XAdES specification)
The outcome of the action will deliver a number of reports on the interoperability events containing test cases as well as best practices, known issues and recommendations for further standardisation. The exact number of specifications and their exact content will be defined during the work done. WP5 is a dissemination activity and will produce, in addition to material reporting details of the major issues uncovered during the interoperability testing events, a number of miscellaneous items such as web material, printed promotional material and other presentational material. WP4 and WP5 activities are closely related. As part of the work in WP5, the consortium will produce, soon after each interoperability testing event conducted within WP4, material reporting details of the major issues uncovered: difficulties found (and ways of circumventing them), implementation best practices of specific parts of the standard, potential standard missing pieces, flaws, or known issues requiring further study, recommendations for further development of the standard, The outcome of this WP5 work feeding the community may lead to raise proposals for future interoperability testing events, as identification of new test cases, incorporation of new parts to the standards, which will provide feedback for WP4 activities dealing with the organization of these interoperability testing events. Related parties like IDABX and DG INFSO could also benefit from results created in WP5.
Finally WP6 will focus on producing, based on interoperability experiences results, recommendations for evolving the XAdES standard and generating a new version of such a standard incorporating them.

5.2 Specialist Task Force (STF)

It is proposed to make use of the ETSI STF mechanism to recruit the required expertise to perform the tasks set down in this proposal. It is anticipated that the experts should possess a good mix of the following skills and experience:

· expert knowledge of XML security protocols;
· expert knowledge of XAdES;
· expert knowledge of other related XML standards;
· good knowledge of software engineering techniques;
Details of the tasks to be performed are outlined in detail in Clause 7 while the resource requirements are stated in Part III to this Technical Proposal.

5.3 Other type of activity

The interoperability events to be scheduled require a number of preparation activities, including among others, publicizing, contacting potential interested parties, project management, systems configuration for allowing access to registered participants, etc. 

Deliverables of WP1, WP4 and WP6 will be provided in the form of reports. The first one will be an evolving document including the specification of test cases used in all the interoperability tests. After each interoperability event the STF, with the support of the ETSI PlugtestsTM service will generate a report on the PlugtestsTM event. After each interoperability event conducted, a document will be generated that will include recommendations for progressing standardization in XAdES. WP6 will deliver a new version of XAdES, incorporating the recommendations given as a result of the tests.

The deliverable of WP5 will be a collection of presentations and material on XAdES and related standards (like OASIS Digital Signature Services specifications, XAdES profiles, etc) that will be part of the PlugtestsTM portal.
The deliverable of WP2 will be a document specifying the trust infrastructure required for providing support to on-line interoperability events.
The deliverable of WP 3 will be the PlugtestsTM portal itself fully deployed and operational.
6 Performance indicators

6.1 Effectiveness

Details of the number of participants in remote/virtual interoperability tests will be maintained and reported throughout the lifetime of the proposed action. Details will also be provided on:
· the number of meetings held in relation to this work:

· the number of participants;

· the number of presentations made on the activity;

· an evaluation of any feedback received;

· project progress in relation to the schedule specified;

· details of participation in the events described in section 6.3 below.

Proposed benchmarks

· at least 8 participants at each remote interoperability event;
· at least 8 participants in at least 80% of the teleconferences;
· 80% of the tasks and other milestone-related schedule on time (less than 5 days after the planned dates).

6.2 Stakeholder engagement

An analysis will be given of the balance of stakeholder representation in the activity and the number of liaison activities performed (especially at the international level).
Proposed benchmarks
· at least 3 experts from industry involved in close dialogue with members of the Plugtests staff or with people acting on behalf of the Plugtests staff, actively contributing to the work through various available channels;

· 4 meetings outside of the working group attended for requirements and input collection from various sources.
6.3 Dissemination of results

Information will be provided on the effectiveness of activities related to the dissemination of project deliverables and efforts made to raise industry awareness of the activity. 

Proposed benchmarks
· 3 presentations made to standards bodies (ECOM, ETSI, W3C, OASIS, …), user groups, workshops or symposia;

· At least one press release on the work, detailing the achievement of important results and milestones.

6.4 Impact

Information will be provided on the satisfaction of the stakeholders with the progress and outputs of the project. 

Proposed benchmarks
· Feedback on the work from at least three significant industry representatives that the Plugtests has taken an appropriate approach to work with.

7 Work plan, milestones and deliverables

7.1 Deliverables

The table below outlines the deliverables per work package (WP).
	Work Package
	Deliverable
	Title

	WP1
	D01
	Test Case Definition Language and Test Cases for XAdES Forms (BES - A) 

	WP2
	D02
	CA / CRL / OCSP services accessible

	
	D03
	TSA service accessible These services will be available on ETSI servers for the duration of the Plugtest and also thereafter for further tests.

	WP3
	D04
	XAdES PlugtestsTM Portal

	WP4
	D05
	PlugtestsTM Interoperability Events Reports

	WP5
	D06
	Dissemination material on the XAdES PlugtestsTM Portal

	WP6
	D07
	Recommendations for evolving XAdES specification

	
	D08
	RTS/ESI-000060 revision of ETSI TS 101 903:

“XML Advanced Electronic Signatures (XAdES)” 
(new XAdES specification version)


The STF will produce an Interim Report to be delivered to EC/EFTA before 30 September 2008 and that outlines the progress made to that date with the latest output from the different work packages underway. More specifically this document will report the major achievements of the project at that point of time on:

· A summary of the test cases used at the first remote interoperability testing event;

· The services provided by the PlugtestsTM portal.

· The first remote interoperability testing event, including participation, issues rose during the event and recommendations for further standardization work on XAdES.

· Dissemination material produced and dissemination activities performed.

Finally, the STF will produce a Final Report to be delivered to EC/EFTA before 31 March 2009 and after publication of the ETSI deliverables and that will give an overview of the work performed and achievements made. More specifically, this document will report on the major achievements of the work performed at the end of the project, and will include:

· The final version of the deliverables from the work packages:

· A summary of the final set of test cases developed by the consortium. Although it is expected that most of them will have been designed for the first interoperability testing event, it is very likely that new test cases will be identified during each event. The consortium will update the test cases document after each testing event. So the deliverable of WP1 will be updated accordingly.

· The final specification of the PlugtestsTM portal deployed.

· The reports of the three remote interoperability testing events.

· The complete set of dissemination material produced by the consortium and a report on the dissemination activities performed.

· The complete set of recommendations for further standardization work on XAdES.

· The publication version of ETSI TS 101 903 (RTS/ESI-000060);

· A report on the performance indicators outlined in clause 6.

· Details of the real costs incurred and co-financing provided with respect to the specific agreement.  

7.2 Work plan 

The following table shows, relative to the proposed start dates, the relative end dates and the duration in months of each Work Package... Numbers in the upper rows indicate numbers of months after the date of the start of work.

	
	Month number after the start of the EC/EFTA contract
 (indicative planning)

	
	1
	2
	3
	4
	5
	6
	7
	8
	9
	10
	11
	12
	13
	14
	15

	WP1
	Definition of Test Cases
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	WP2
	Specification and Implementation of Trust Infrastructure
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	WP3
	Specification and Implementation of Plugtests portal
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	WP4
	Remote interoperability testing events
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	WP5
	Continuous dissemination of results
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	WP6
	Production of new ETSI TS 101 903 (XAdES specification)
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	


Overall Workflow schedule (proposed)

The start date in the EC/EFTA contract is the date of signature of the contract with ETSI and the end date is the date at which they must receive the Final Report, with all ETSI deliverables published.  Therefore, the working time period of 15-months in the STF ToR plan must be squeezed in an 11-months period, from April 2008 to end-February 2009.

The interoperability events scheduled require a number of preparation activities, including among others, publicizing, contacting potential interested parties, systems configuration for allowing access to registered participants, etc.
Deliverables of WP1, WP4 and WP6 will be provided in the form of reports. The first one will be an evolving document including the specification of test cases used in all the interoperability tests. After each interoperability event the team will generate a report on the PlugtestsTM event. After the second and the third interoperability events the team will generate a document including recommendations for progressing standardization in XAdES.
The deliverable of WP5 will be a collection of presentations and material on XAdES and related standards (like OASIS Digital Signature Services specifications, XAdES profiles, etc) that will be part of the PlugtestsTM portal.
The deliverable of WP2 will be a document specifying the trust infrastructure required for providing support to on-line interoperability events.

The deliverable of WP 3 will be the PlugtestsTM itself fully deployed and operational.

The production of each deliverable will be achieved through a number of tasks as detailed in the following tables. This includes continuous tasks such as project management, coordination with other working groups and dissemination of results via the project website and workshops.

	WP1: Definition of Test Cases

	Tasks
	Description
	Deliverable

	Task 1
	In this task the team will provide positive and negative test cases for all common kinds of XAdES-Forms namely Basic Electronic Signature (BES), Explicit Policy electronic signature (EP), electronic signature with Time (T), electronic signature with Complete validation data references (C), electronic signature with time forms (X), eXtended Long electronic signature with time (XL) , Archival electronic signatures (A).

Definition of an XML language for test case specification.

The test cases will focus on all the issues that ensure XAdES tool interoperability. They will range from the very simple to the most complex ones. Special focus will be put on long-term signature provision, which includes correct management and validation of different time-stamps as well as certificate status information.
	D01


Task description WP1

	WP2: Specification and Implementation of Trust Infrastructure

	Tasks
	Description
	Deliverable

	Task 1
	Establish/Provide a Demo-CA service/data supplying certificates and CRLs plus OCSP services/data sets needed for signature generation as specified in the test cases of the previous work package (WP1).
	D02

	Task 2
	Establish/Provide a Demo-TSA service supplying timestamps needed for signature generation as specified in the test cases of the previous work package (WP1).
	D03


Task description WP2

	WP3: Specification and Implementation of PlugtestsTM portal

	Tasks
	Description
	Deliverable

	Task 1
	Definition of structure and organization of the web page, to accommodate the provision of information needed to carry out the tests such as:

· repository for test case definitions

· PKI Services (Demo-CA & Demo-TSA) as mentioned in WP2 for signature generation.

· repository of generated signatures for cross verification as defined in the test cases

· repository for submitting results
	D04

	Task 2
	Deployment of the portal providing access to all the PKI services and to all the information.
	

	Task 3
	Provision of mailing lists for discussion
	


Task description WP3

	WP4: Remote interoperability testing events

	Tasks
	Description
	Deliverable

	Task 1
	Organize regular telephone conferences
	D05

	Task 2
	Destile materials produced in the context of IDABC and DG INFSO that could be relevant for XAdES interoperability testing events.
	

	Task 3
	Prepare three remote interoperability tests. The consortium partners will work with ETSI in their preparation performing the following activities:

1. Identification of potential participant entities. Already identified potential participants are: all the entities that participated in the previous two face-to-face interoperability testing events organized by ETSI; Japanese firms that have already participate in ECOM interoperability events; Agencies of Public Administrations in European Countries and their providers (as XAdES is being increasingly used in this area) , the consortium); entities involved in management of digital accounting information (Business Registries in certain countries, for instance) and their providers; PKI and electronic signatures software providers; other Asian entities that may find interesting to participate in such events, as identified with the help of ECOM.

2. Publicizing the event in e-mail lists (working groups in other organizations like W3C, OASIS, IETF), ETSI web site, etc.

3. Contact potential participants.

4. Producing guides for participants documenting how to use the PlugtestsTM portal for participating in the events.

5. Configuring systems for allowing access and use by the registered participants.

The first remote interoperability testing will be a basic one where no access to PKI services will be still available, allowing only off-line tests. 

In this event, the participants will use the PlugtestsTM portal mainly as a remote repository of the required data for remotely conducting the interoperability tests: test cases description; electronic signatures produced by the participants; cryptographic material for their validation (certificates, certificate paths, certificate revocation lists, OCSP responses, time-stamps etc), results of the tests and comments and questions,

The two last ones will include access to PKI services deployed in the portal and will allow for on-line tests. This will mean that the participants will find in the PlugtestsTM portal certification service providers for getting key pairs and certificates, means for retrieving CRLs for these providers, OCSP services for on-line check of the status of a given certificate, time-stamp generation services for requesting on-line generation of time-stamps, etc. All these services will supply the most important components of an actual PKI. They will be able, in this way, to get on-line their key pairs and certificates on-line, generate the electronic signatures and get the desired time-stamps from the PlugtestsTM portal. When verifying others’ signatures, the participants will have on-line access to CRLs by standard means (LDAP and Web) and OCSP servers.
	

	Task 4
	Production of interoperability report material
	


Task description WP4

	WP5: Continuous dissemination of results and XAdES related material

	Tasks
	Description
	Deliverable

	Task 1
	To produce a Web site for disseminating major outcome of the different interoperability testing events and material related to XAdES, including successful use cases descriptions, educational material, standardization activities report, workshops and conferences reports, etc.
	D06

	Task 2
	The consortium will produce, soon after each interoperability testing event mentioned in WP4, material reporting details of the major issues uncovered: difficulties found (and ways of circumventing them), implementation best practices of specific parts of the standard, potential standard missing pieces, flaws, or known issues requiring further study,  recommendations for further development of the standard, etc.
Apart from that and all over the life of the project, the consortium will also work in the production of dissemination material related to XAdES including:

· reports and links to information of successful usage of XAdES related specifications in real life.

· Educational material related to XAdES including, among others:

· Document giving details of the XAdES  framework of specifications

· Best practices on XAdES usage and implementation

· Presentations to suitable conferences/workshops/events etc.

· Report on XAdES related standardization activities.


	


Task description WP5

	WP6: Production of new ETSI TS 10903 (XAdES specification)

	Tasks
	Description
	Deliverable

	Task 1
	analysis of interoperability test results
	D07



	Task 2
	review the current XAdES specification in the light of the interoperability results
	

	Task 3
	derive recommendations for future XAdES standardisation
	

	Task 4
	generate a new version of ETSI TS 101 903. This task will start after the conclusion of the second interoperability event and will go on until the end of the project.
	D08


Task description WP6

The work is based on the following documents:
[XAdES-IntOp1]  ETSI XAdES PlugtestsTM, Final Report, Martin Centner, Juan Carlos Cruellas, Peter Lipp, http://www.etsi.org/plugtests/History/DOC/XAdESFinalReport.pdf

[XAdES-IntOp-JP] Long Term Storage Plug Test Project,
 http://www.ecom.jp/LongTermStrage/en/project.html
ETSI TS 101 903 V1.2.2 (2004-04) XML: Advanced Electronic Signatures (XAdES), http://webapp.etsi.org/workprogram/Report_WorkItem.asp?WKI_ID=20533 

XML Advanced Electronic Signatures (XAdES), W3C Note, Juan Carlos Cruellas, Gregor Karlinger,     Denis Pinkas, John Ross, February 2003, http://www.w3.org/TR/XAdES/
Extensible Markup Language (XML) 1.0 (Second Edition). W3C Recommendation. T. Bray, E. Maler, J. Paoli, C. M. Sperberg-McQueen. October 2000. http://www.w3.org/TR/2000/REC-xml-20001006
XML-Signature Syntax and Processing. W3C Recommendation. Donald Eastlake, Joseph Reagle, David Solo. February 2002. http://www.w3.org/TR/2002/REC-xmldsig-core-20020212/
XML Encryption Syntax and Processing, W3C Recommendation, Donald Eastlake, Joseph Reagle, December 2002, http://www.w3.org/TR/xmlenc-core/
XML Key Management Specification (XKMS 2.0), W3C Proposed Recommendation, Phillip Hallam-Baker, Shivaram H. Mysore, May 2005, http://www.w3.org/TR/xkms2/ 

Digital Signature Service Core Protocols, Elements, and Bindings Version 1.0, OASIS Standard, Digital Signature Services OASIS TC, 2007, Ed. Stefan Drees

Advanced Electronic Signature Profiles of the OASIS Digital Signature Service, Version 1.0 OASIS Standard, Ed. Juan Carlos Cruellas.

[eSigSurvey] eSignatures Standardisation survey, http://www.esstandardisation.eu/
[IDABC-MutualRec] Preliminary study on mutual recognition of eSignatures for eGovernment applications, http://ec.europa.eu/idabc/en/document/6485

Part III:
Financial part
8 Guidelines on the implementation of the Framework Partnership Agreement:

8.1 Total action costs:

Total action costs for this proposed action are estimated at 138 000 €
	Total
	€
	%

	EC/EFTA
	78.000
	56,5%

	ETSI
	60.000
	43,5%

	Total
	138.000
	100,0%


Table 1: Total resources required
	Total contribution breakdown
	man days
	rate €/day
	€

	EC/EFTA
	115
	600
	69.000

	Travel
	
	
	9.000

	Total EC/EFTA Contribution
	
	
	78.000

	ETSI contribution (PlugtestsTM)
	10
	600
	6.000

	Total Direct Costs
	
	
	84.000

	ETSI in-kind
	90
	600
	54.000

	Total ETSI contribution in kind
	
	
	54.000

	Total 
	 
	 
	138.000


Table 2: Total contribution breakdown
The ETSI PlugtestsTM service will provide 10 days of project management and technical support to assist in the organisation and running of the proposed remote interoperability test events. This contribution from ETSI as a partner is the equivalent of 6 000 € (10 days at 600 € per day).  
	Work Package
	Man days
funded
	Man days
in-kind

	WP1
	20
	5

	WP2
	10
	10

	WP3
	20
	20

	WP4
	15
	20

	WP5
	20
	20

	WP6
	30
	15

	Overall
	115
	90


Table 3: Breakdown of in kind contribution versus funded activities per Work Package

8.2 Direct costs:

Total direct costs are estimated as being: 84 000 €. (56,6%)

8.2.1 Experts’ manpower 

Total cost for STF resources: 115 working days at 600 € per day: 69 000 €. 

Number of experts required: up to 3 experts for a total of 115 days. 

8.2.2 Travelling costs

The total estimated travel budget is 9 000 €. Attendance at one preparatory meeting in Sophia Antipolis, one joint preparatory meeting with ECOM in Japan and one final meeting for discussing the results will be essential. Attendance of one representative at the ETSI TC ESI meetings (3 per year) will also be required.

	Meeting
	Number of meetings
	People attending
	estimated travel costs

	Face-to-face
	2
	5
	6.000

	Final Meeting
	1
	5
	3.000

	Total
	
	
	9.000


Table 4: Travel cost breakdown

8.3 Partner contribution:

10 days of project management and technical support to assist in the organisation and running of the proposed remote interoperability test events (6 000 € = 10 days at 600 € per day). The project management cost is an actual contribution from the ETSI PlugtestsTM Service. This cost of the staff of this service is not part of the ETSI Operating Grant and the project and technical management aspects are provided as a partner contribution to this task. The rate of 600 € per man-day is very likely to be below the real costs and this figure has been constant for previously funded events that have been externally audited and certified as part of the contractual process. This partner contribution equates to just over 4,3% of the total action costs   

8.4 Subcontracting:

No subcontracting will be needed.

8.5 In kind contributions:

The in-kind contribution is indicated in the relevant estimated financial budget and will follow the provisions of Clause 4 of the “Note for guidance for the implementation of the Framework Partnership Agreement 2004-2007 between CEN, CENELEC, ETSI and the European Commission signed on 11 December 2003 (revised September 2006)”.
NOTE:
The grant agreement may be drafted under an updated Framework Partnership Agreement (FPA) if this is created after 31st December 2007.

In-kind contributions will be justified by signed attendance by participants in the planned activity. The information provided will be as agreed in the note for guidance for the implementation of the regulations in relation to voluntary, consensus-based standardisation activity. This in-kind contribution will mainly come from active review and participation of stakeholders, the active review of members from ETSI TC ESI, ECOM, companies of the W3C constituency and other stakeholders.
The total cost of other funding via in-kind contribution is estimated at 54 000 € (39,1% of the total action cost) which is calculated as 90 man-days of voluntary work by experts from meetings of ETSI TC ESI, ECOM and member companies of the W3C.

These contributions will come in the form of:

· Voluntary contribution from ETSI members in reviewing the developing deliverables for attendance to TC ESI meetings, preparation and review of the work before and after the meetings. It is currently estimated at 4-5 meetings with a minimum of 6 people per meeting.

· Contributions from ECOM (Japan). This may be from the one trip to be made but also through their participation in the proposed remote interoperability events. 
· Contributions from stakeholders participating in meetings and events with other bodies such as the W3C, OASIS to gain their input to the work (up to 6 meetings with the numbers of people consulted ranging from a few participants to more than 10 people in each meeting.

· Contributions to the work from face-to-face meetings planned.
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