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Terms of Reference for Extension of Specialist Task Force STF 341 (TISPAN WG7) on 
“Development of security requirements for Resource and Admission Control Subsystem (RACS) Release 2”

Document status
	Current status of this extension
	Approved Board#66 + TISPAN AbC

	Work Item approved (yes)
	RTS/TISPAN-07026


1 Reasons for proposing the Specialist Task Force (STF)

During OCG#34 and Board#65 TISPAN has announced that WG7 (Security) was reviewing the requirements for STFs in 2008 and that some activities may need to start before the 2nd round of the ETSI budget allocation, in June.
During TISPAN#16-bis (3-7 March), it has been agreed that the bulk of the activity on Release 3 could be postponed to the second half of 2008, however an urgent activity has been identified to conclude the work of STF341 on RACS, for which TISPAN is asking Board#66 to allocate 14,000 EUR from the contingency.
The STF has presented their contribution to the final deliverable (TS 187 001) for approval, within the resources agreed under budget 2007.
The TISPAN WG2 and WG7 delegates have appreciated the results but have also identified the requirement to complete the TS with a wider scope as follows:.
In the scope of the STF341 ToR, the definition of the Target of Evaluation (ToE) with WG7 and RACS experts from WG2 resulted in narrowing the scope of the TVRA in order to make completion of the analysis achievable within the timeframe for R2.This meant that the full R2 RACS architecture is only partially addressed. 

The results of the TVRA were presented to the joint meeting between WG2 and WG7 at TISPAN#16bis. Concerns were expressed by WG 2 and WG7 on the incomplete coverage of pull mode in the current analysis due to the reduced scope of the TVRA. It was seen as more important to complete the TVRA of the full RACS R2 in the Release 2 timeframe. It was proposed to extend the work and extend the deadline of WI 07026 to include the complete set of RACS requirements as a result of a full TVRA, rather than delay this topic to R3.

The effort required to complete this work is estimated to a total of 20 working days, from the same experts of STF341. The start of the work should be agreed within WG7 and taking into account the real needs of the further WG7 work. In particular, WG2 and WG7 members should be closely involved in defining the ToE scenarios.
The use of the methods already developed by STFs 268 and 292, building on the guidance given in MTS, are designed to raise the quality of standards, and in the security arena to raise the level of assurance in the level of security given by the standardised security measures. The output of STF329 has to ensure that guidance for use of 15408-2 is available for ETSI developers and to assist WG7 specifically, and the TISPAN NGN project in general, in providing rationale for any security decision such that the Common Criteria guidance is engineered into all WG7 and NGN deliverables that may be subject to evaluation at some time. STF329 has provided some support to the TISPAN NGN project on security on engineering of security requirements and in contributing to the WG7 TISPAN NGN Release 2 deliverables. However, there is still considerable work to be done on security for Release 2, and, as there are not enough experts available on TC TISPAN level, these need to be recruited on a funded basis. 

1.1 Overview of the proposal
1.1.1 Purpose of the work

The security development methods of TISPAN WG7 (developed by STFs 268, 292 and 329) are derived from a goal to ensure that output ETSI deliverables from WG7 can be used as supporting documentation in an assurance evaluation programme such as that defined by the Common Criteria for IT Security Evaluation (ISO 15408 [2]). A method of security standards development was published by ETSI as EG 202 387 with supporting documents specifying how to prepare ETSI standards as Protection Profiles and Security Targets in EG 202 382 and EG 202 383 respectively. Identified as missing in these documents from the ETSI process was a method for preparing a Threat, Vulnerability, and Risk Analysis (TVRA) in the context of standards development which has been corrected in the development of ETI TS 102 162-1 [1]. In further analysing the conduct of a TVRA new work has been identified as required in the means to write security objectives and security requirement within Step 1 of the TVRA.  

The security objectives of a system are the set of stakeholder security goals for the system. Stakeholders are the who’s who in a system context and may have variant preferences as to what is important concerning security. In the TVRA where analysis is of a system with several stakeholders having conflicting interests and preferences the role of stakeholders is degraded to the point where only the set of common goals for the standardisation context are taken into consideration. However, the system perspective might be composed of the various service domains of the system and each of these may have separate and also confliction security goals. 

From the security objectives the first draft of security requirements are derived during step 2 of the TVRA. However, the way this is done in practise various depending on the available information on the Target of Evaluation (ToE), which is the system or parts of a system being assessed by the TVRA. For RACS there are some general information on the system and a preliminary version of the RACS functional requirements available. The latter means that one needs to go through the RACS requirements and ensure that these are sufficiently addressed by the security objectives. 

The STF will derive the security requirements for RACS, TISPAN Release 2. The resulting sets of security requirements shall be incorporated in WI 07026. The resulting requirements can then be used to map the stage two functional elements to the requirements. The STF must coordinate this work with WG7.

1.1.2 Relation with the ETSI Strategic Objectives

With respect to the ETSI Strategic objectives outlined in GA40PD11r1 the proposal is in support of "Security throughout networks" and is also in support of the recommendations from the ETSI GA HLRG to move towards ICT standardisation.

1.1.3 Market impact, benefits to be gained

Effective security standardisation is a matter of balancing risk against complexity ensuring that the result from standards gives a high level of security assurance to the end user of the standard that the residual risk left when implementing the recommendations and mandates of the standard is acceptable for most applications (noting that it is impossible to mitigate all risk in practical systems).

The use of the methods already developed by STFs 268 and 292, building on the guidance given in MTS, are designed to raise the quality of standards, and in the security arena to raise the level of assurance in the level of security given by the standardised security measures.

1.1.4 Stakeholders interest

Manufacturers and users of equipment from standards have a declared interest in the correctness of the standard to meet their requirements. In the area of security the level of assurance given by a security standard is particularly important.

1.1.5 Relation with other activities within ETSI and/or related organizations

The work of the STF is closely tied to the work in ISO (dealing with ISO 15408‑2) and has links to MTS (making better standards and methods for standards development).

1.1.6 Priority within the TB

The members and attendees of WG7 have backed the work in bringing common criteria to ETSI that has been undertaken by STF268 and STF292 and have made efforts to integrate the results into the core work programme. Acceptance of the worth of the work by WG7 delegates is accepted but additional contributions from this proposed STF is required to demonstrate the new value of adopting ISO 15408‑2 requirements into the NGN. Without specialist support of an STF this may not occur in the NGN during 2007 and as such the priority within WG7 is high.

1.1.7 Motivation why the work cannot be performed within the TB 

There is a limited number of regular attendees of TISPAN WG7, and the attendees are all contributing regular to the work. However, there is a large amount of work to be done, requiring even more effort than is currently available. Given that this work is important to the completion of NGN Release 2 and that there is already a high level of voluntary effort by industry members, thus the experts within the industry are fully committed already, it has not been possible to get the large amount of voluntary effort from within the TB to meet the time scales identified for this work and the completion of NGN Release 2.
1.1.8 Confirmation of interest and active support from the Members

As noted in items 1.1.6 and 1.1.7 there is interest and active support to this work for its review but the skill set and time is not available for anything other than management and review of the output of the STF during the regular meetings of the TB, as the members are already contributing to other areas of the security work.

1.2 Organization of the work
1.2.1 Identification of tasks, phases, priorities, technical risk

There is no identified technical risk. The work is to be performed as a single task covering the detail areas of work identified in §3.8.

1.2.2 Outcome of the STF

The STF shall deliver contributions to the NGN work program as specified in §3.14 and §3.15.
2 Consequences if not agreed:

ETSI TISPAN WG7 Release 2 is expected to be completed in June 2007. Without the assistance of the STF, there is a great risk that the security requirements work will not be rigorously completed.
3 Detailed description:
3.1 Subject title:

Development of security requirements for RACS for release 2 based on the full RACS stage 2.
3.2 Reference Technical Body:

TISPAN WG7 

3.3 Other interested TBs (if any):

MTS

OCG-Security

3GPP SA3

3.4 Steering Committee

A steering committee shall be formed by both invitation and request. The following persons shall be invited to join the Steering Committee:

· Charles Brookson, OCG Security chair

· Judith Rossebø, TISPAN WG7 chair

· Ian Spiers, TISPAN STF coordinator

The steering committee will act in parallel with the members of TISPAN WG7 where the steering committee shall address issues related to scope and dissemination of the results whereas the technical direction shall be from the wider WG7 membership.

3.5 Support from ETSI Members 

The attendees of TISPAN WG7 are regularly drawn from 10 ETSI Members who have indicated interest and support in this work. The support of the ETSI membership is expected to be in part by direct contribution to the deliverables from the STF but in the main by active adoption of the STF output, made by contribution to WG7 sessions and to specific work items, into the active WG7 work items.

3.6 Target date for the start of work:

April 2008
3.7 Duration and target date for the conclusion of the work (TB approval):

The STF should complete its work before the end of June, 2008 ensuring that input given to the active WG7 work item is maintained. A formal teleconference must be held for drafting the ToE, TVRA and requirements work. This means, with meeting registration facility on the portal, and announced 30 days prior to the conference call. 
In particular, the contribution to WI 07026 with the full set of RACS requirements must be uploaded to the docbox on time for TISPAN#18 end June 2008. 
3.8 Resources required

Total resources required from ETSI budget: 14 000 EUR (20 working days and 2 000 EUR travels).

3.8.1 Experts manpower
Total manpower resources required: 20 working days (12 000 EUR)

3.8.2 Travel cost:
Total travel cost 2 000 EUR, 3 travels to attend reference TB/WG, Steering Group meetings
NOTE:
TISPAN Meetings should not coincide with STF development sessions and therefore it may be necessary for the STF leader (at least) to attend such sessions for reporting. 
3.9 Experts qualification required, mix of skills
The following experts are required to perform the work.  

· Relevant expertise required: Should be familiar with the content and application of ISO 15408 in ETSI standards; Understanding and experience of requirements engineering in the context of standardisation (IUT-T I.130 3 stage process);

· Period over which the experts are required and duration of the secondment: Extended sessions at ETSI (Approximately 75% availability across the whole of 2007)

The actual number of experts and mix of skills may depend on the actual applications received and will be decided when setting up the STF.
3.10 Scope of Terms of Reference:

The STF along with WG7 and WG2 RACS experts are to complete the TVRA (Threat/Risk/Vulnerability Analysis) to derive the complete set of security requirements as input to WI 07026. The start of the work should be agreed within WG7 and taking into account the real needs of the further WG7 work. In particular, WG2 and WG7 members should be closely involved in defining the ToE scenarios. The main aim of the activity is to develop the RACS security requirements for TISPAN NGN R2 RACS.
3.11 Organization of the work in tasks and/or phases:

The STF shall prepare contributions to WI 07026 covering those aspects identified in the scope.

· Security requirements development 
20 days.

· Apply the methods developed by STF329 to development of security requirements (RACS) for contribution to WI 07026 

Tasks for drafting and developing RACS security requirements:

1. Define ToE together with WG7 and RACS experts from WG2

2. Step 1 and 2 of the TVRA; developing security objectives and requirements for RACS
3. Preparation of the next steps of the TVRA

Task for WG7 and WG2 RACS experts

Work together with the STF on defining the Target of Evaluation (ToE) that will be used as a basis for developing and classifying the RACS security requirements. This involves a full analysis of the RACS functional requirements, to be used as basis for deriving the security objectives and requirements (using the TVRA method steps 1 and 2).

3.12 Related activity in other bodies and co-ordination of schedules:

There is no directly related activity that has to be coordinated with other bodies. 

3.13 Base documents and their availability

The TISPAN NGN Release 1 and Release 2 deliverables.

3.14 Work Items from the ETSI Work Programme (EWP) for which the STF is required:

The STF will contribute to the following deliverables, for TB approval:

	Work Item
	Title
	Current

Status

	RTS/TISPAN-07026
TS 187 002
	NGN SECurity (SEC); Requirements - Release 2  TISPAN NGN SECurity (SEC); Requirements NGN-R2
	Draft


Work Item Scope: This work item shall set forth the TVRA for NGN R2 using the R1 document as the basis + the R2 functionality as defined in R2
3.15 Planned output schedule:

The STF will submit the Final Report and contributions to RTS/TISPAN-07026 to TISPAN#18 (30 June to 4 July 2008) for approval.  Additionally, the full Threat, Vulnerability, Risk Assessment will be documented in WI 07030.  This deliverables, approved by TISPAN#18 and the ETSI Secretariat represent the achievement of the STF experts’ contractual obligation.
4 Performance indicators

The STF leader will address the following areas indicating the success of the STF in each report to the TB. In many instances the ETSI secretariat will assist in providing statistics.
Effectiveness: (e.g. number of participants in the project, number of meetings/participants held in relation to this work, number of presentations made on the activity, feedback received)
Stakeholder engagement: stakeholder representation in the project and the number of liaison activities performed (especially at the international level).
Dissemination of results: assessment of the effectiveness of activities related to the dissemination of project deliverables and efforts made to raise industry awareness of the activity (including e.g. hits made on the project web pages and downloads of drafts for comment).
Impact: satisfaction of the stakeholders with the progress and outputs of the project, in the occasion of Steering Group meetings, plenary meetings, workshop.

Timeliness: project progress in relation to the work plan schedule, acceptance of the deliverables by the TB (approval of Progress Reports, interim and final deliverables at the planned dates)
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