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Terms of Reference for Specialist Task Force STF 305 
(TB ESI) on ”Procedures for handling Advanced Electronic Signatures On Digital Accounting (SODA)”

1
Reasons for proposing the Specialist Task Force (STF)
1.1
Overview of the proposal

National governments regulate digital accounting on the basis of assumptions on the trustworthiness of electronic signatures and of data format(s).

If the electronic signature is used to make digital accounting data unmodifiable, it can provide (under certain circumstances) a documentation support even more trustworthy and resilient then easy-to-shred paper.

Moreover it has become clear that all successful use-cases for electronic signatures are currently not in order to support the binding declaration of will (signing contracts), but in order to authenticate the origin of legally relevant documentation and in order to make it unforgeable.

It has become also clear that the technical format of the data to be signed and the process of the signature creation are of greatest importance for data authentication.

In this context electronic invoicing and paperless accounting are very significant use-cases.  A wider adoption of e-Invoicing is currently delayed by two factors:

a) lack of signature verification interoperability within the EU 25 Member States;

b) need (in some of the EU 25 Member States, to keep accounting on paper.

European enterprises are extremely keen on e-Invoicing and digital accounting, because it can reduce significantly administrative costs (up to 95% of the current accounting costs).  Also auditing procedures can highly benefit of the availability of electronic Invoices and of digital accounting data.

Anyway different national technical regulations can significantly delay interoperability of digitally signed accounting data, so that a technical report on how to provide digital accounting data with a qualified or an advanced signature, is needed in order to avoid barriers to the adoption and the diffusion of electronic signatures.

1.1.1
Purpose of the work

The purpose of the STF is to produce a technical specification indicating the security management and policy requirements for a specific type of Trusted Service Providers that act in name and on behalf of taxable persons that are required by the applicable law to produce and reliably keep, even beyond ten years, electronic invoices as well as other fiscally relevant documents.

The European Commission Directive 2001/115/EC lays down the legal requirements specifically related to issuing electronic Invoices, including when they are issued by service providers in name and on behalf of taxable persons. Such e-Invoices sent by electronic means shall be accepted by Member States provided that the authenticity of their origin and integrity of their contents are guaranteed either through suitable EDI agreements, or by means of Advanced Electronic Signatures (AdES). The Directive also allows the use of other means provided they are accepted by the concerned member States. 

A survey will be performed to verify how AdES is addressed by the various EU Member States, in order to subsequently lay down specifications harmonising the fiscally relevant legislations currently in force.

Due to the shortage of technical indications in the Directive 2001/115/EC, it would be out of scope to give this set of rules a structure similar to a formal Common Criteria protection profile. Rather, an informal although detailed and all encompassing structure similar to that used in ETSI TS 101 456 and in ETSI TS 102 042 is apt to meet the market needs.

Actually the only way to keep accounting data without additional risks is to use paper, because for invoices and accounting data on paper there is a stabilized legal regulative framework.

So the most likely adopters of electronic signatures are forced to passivity (paper) by compliance to national regulation or fear that digital data will be deemed as less reliable by national tax authorities, despite Article 5.2 of the Directive 1999/93/EC on Electronic Signatures.

Several EU Member States like Luxembourg, Belgium and others rely heavily on European standards in order to define national regulations.  Even Italy, the by far biggest European market for qualified electronic signatures, in its latest national regulations is referring to ETSI and CEN technical standards for the electronic signatures.

1.1.2
Relation with the ETSI Strategic Objectives

This activity is in the frame of the strategic topic “Information Security” ref. ETSI/GA#46(05)13a1.

ETSI ESI developed in the past two standards defining Advanced Electronic Signature formats: ETSI TS 101 733 and ETSI TS 101 903.  Moreover, STF 298 currently has the mission to develop profiles for these formats applicable to a number of market needs. 

Furthermore: 

· ETSI TS 101 456 defines the security management and policy requirements for certification authorities issuing qualified certificates, 

· ETSI TS 102 042 defines the policy requirements for certification authorities issuing public key certificates.

1.1.3
Relation with other activities within ETSI and/or related organizations

This STF shall integrate the activities of the Workshop on e-Invoicing of CEN that is working on the effective implementation of the European Directive 2001/115/EC.

1.1.4
Priority within the TB

This STF has been assigned High Priority by the ETSI TC ESI.

1.1.5
Motivation why the STF is urgently needed

Furthermore, in some of the countries where AdES is required, Qualified Certificates and/or Secure Signature Creation Devices (SSCDs) are also required.

The Directive 2001/115/EC does not specify the security requirements these Trusted Service Providers (TSPs) must abide by, conversely from what detailed Directive 1999/93/EC on electronic signatures in its Annex II. As a consequence the market feels the need for a set of rules against which these above mentioned TSPs can conform their operations.  If this lack of juridical or technical instrument is not filled in, a serious risk exists that non-technically savvy taxable persons may entrust their fiscally relevant operations to not trustable service providers.  It is to be remarked that the taxable person bears the full fiscal responsibility of correct issuance and management of fiscally relevant documents, regardless of their agreements with third parties.

The problem is even greater when a group of European companies, resident in different Member States, has to file a group balance sheet. In this case, in fact, it is difficult to find a technical solution that is compliant with the formal regulation of all the different countries where the group has subsidiaries.  Actually the only way to be on the right side is to use paper.
While this kind of necessity is less felt among EDI users, since Commission Recommendation 94/820/EC lays down a detailed framework of requirement for EDI users, the electronic signature related Invoicing community has a real and great need for a consistent and reliable set of technical rules that indicate the security management and policy requirements for these Service Providers to be measured against. A gauge of this need and interest is given by the very high number of public events held around Europe that try to give an answer to the questions raised by the market actors regarding the Directive related technical requirements. 

1.2
Organization of the work
1.2.1
Confirmation of active support from the Members

The STF has the support of at least four ETSI Members: 

· Telenor

· National Communications Authority Hungary

· UNINFO

· Studio Notarile Genghini

· TeleTrusT

· Deutsche Telekom

· FTW Austria

1.2.3
Identification of tasks, phases, priorities, technical risk

The purpose of this STF deliverables is to support the harmonized use of electronic signatures in Europe for digital accounting and the convergence towards common technical formats and technical protocols, creating a knowledge base for technical convergence in the field of electronic signature.

Due to the scenario outlined above at section 1.1. of this ToR, it is necessary to define from a technical point of view, what level of technical trustworthiness digital accounting data have, considering their technical features, also in relation to electronic invoicing.

The main relevant technical features are:

· signature type (qualified, advanced electronic signature) note: Directive 21/115/EC requires explicitly AdES, so simple signature are out

· signature format

· signature process (quality and availability of documentation of such a process)

· document format and properties

· archival methodology

· archival process  (quality and availability of documentation of such a process)

· existence of one or more than one originals of the document

· etc.

This STF activity will be articulated into the following stages:

a) Requirements gathering and analysis phase to identify the technical requirement related to digital accounting and/or other fiscally relevant documents across member states.

b) Definition of technical properties of signed accounting data, considering the main relevant features above mentioned.

c) Drafting of documents

d) Public review 

e) Finalisation 

1.2.4
Outcome of the STF

The STF effort would produce the following deliverables:

1. Technical Report on best practices for handling signatures and signed data relevant for accounting

2. Technical Specification on policies of TSPs signing and/or storing data relevant for accounting.

2
Consequences if not agreed:
The lack of a common knowledge basis on signature formats, protocols and procedures and on the format of the data to be signed for digital accounting, can significantly delay the adoption not only of digital accounting, but also of e-Invoicing altogether.

The signature formats and the policies related to signature applications and use-cases can differ form TS already approved by ETSI and CEN. It is highly recommendable to monitor and (if possible) avoid such differences.

3
Detailed description:
3.1
Subject title:
”Procedures for the handling of Advanced Electronic Signatures On Digital Accounting (SODA)”

3.2
Reference Technical Body:
TC ESI

3.3
Other interested TBs (if any):
CEN-ISSS, E-Invoicing WS.

3.4
Steering Committee
The STF will report to the ESI plenary.

3.5
Support from ETSI Members 
See under 1.2.1

3.6
Target date for the start of work:
March 2006

3.7
Duration and target date for the conclusion of the work (TB approval):
Duration: 

12 months

Target date (TB approval): 
March 2007

3.8 Resources required

Total resources required maximum 85 000 EUR (indicatively 60 000 EUR under 2006 budget and 25 000 EUR under 2007 budget), split as follows in experts’ manpower and additional cost.

3.8.1
Experts manpower
Manpower resources required: 130 man-days (78 000 EUR), split as follows:

	Activity
	Man-days

	Survey
	25

	Drafting deliverables
	60

	Drafting non-published documents
	17

	Attending Technical Body and WG meetings
	8

	Attending and organising Meetings with Member States bodies
	8

	Attending WG conference calls
	12

	Total
	130


3.8.2
Estimated cost, additional to the manpower:
	Travel
	EUR

	3 ETSI ESI meetings
	4 200

	4 meetings with Member States bodies
	2 800

	Total
	7 000


3.8.3
Estimated cost of Members’ contribution
Number of delegates at ESI meetings is commonly 20-25. STF tasks are discussed and progressed during meetings in plenary. Discussions are conducted between meetings electronically on two mail distribution lists, one internal and one public, with high participation from members and outsiders as well.

Voluntary resource from members performing review of the deliverable (drafts to approval in TB) on the basis on a number of days: 40 man-days

3.9
Experts qualification required, mix of skills
Three or four experts are required to perform the work, with one or more of the following qualification:

1. knowledge of technical matters related to fiscally relevant documents 

2. knowledge of advanced electronic signatures in support of authenticity of electronic documents 

3. knowledge of ETSI TS 101 456 and/or TS 102 042

4. familiar with ETSI standards drafting and procedures.

The actual number of experts and mix of skills may depend on the actual applications received and will be decided when setting up the STF.

3.10
Scope of Terms of Reference:
The aim of this task is to define security management and policy requirements for TSPs issuing fiscally relevant document, meeting the basic minimal requirement across member states.

This will result in a new technical specification.  In addition, where amendments are found to be necessary to the existing ETSI deliverables, e.g. TS 101 733, TS 101 903, TS 101 456, TS 102 042, they will be formalised and submitted to ETSI TC ESI.

3.11
Organization of the work in tasks and/or phases:
There is no need to further separate this Task in subtasks, given the strict interdependency of its two main parts: identifying requirements, drafting the deliverable. ( Public review cannot an independent task in any case.

3.12
Related activity in other bodies and co-ordination of schedules:
Harmonisation with the CEN Workshop on e-Invoices will be sought so long as this CEN WS is active. Up to that moment the STF activity will be coordinated with this Workshop by attending their meetings, and submitting the draft deliverables for comments. After the CEN WS finalisation, their issued CWAs will be a reference for the STF work. Harmonisation will also be required with STF 298 developing electronic signature profiles and with the newly proposed STF on “Policy requirements for trusted service providers of registered e-mail”.

3.13
Base documents and their availability
	TS / Work Item
	Current

Status
	Date TB
approval

	ETSI TS 101 456
	Published
	

	ETSI TS 102 042
	Published
	

	ETSI TS 101 733
	Published
	

	ETSI TS 101 903
	Published
	

	DTS/ESI-000041

DTS/ESI-000042
	TO BE PRODUCED BY STF 298
	Nov. 2006


3.14
Work Items from the ETSI Work Programme (EWP) for which the STF is required:
The STF will produce the following deliverables, for TB approval:

· DTR/ESI-000046: Technical Report on best practice for handling signatures and signed data relevant for accounting

· DTS/ESI-000047: Technical Specification on policies of TSPs signing and/or storing data relevant for accounting

3.15
Planned output schedule for both deliverables:
· Start of the work 
March 2006

· Requirements gathering and analysis
June 2006

· First stable draft for review
November 2006

· TB approval
February/March 2007

· Publication
March 2007

In addition, the STF will produce the following reports for ETSI:

· Progress Report, after requirements gathering
June 2006

· Progress Report, after stable draft
November 2006

· Final Report, after TB approval
March 2007
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