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Terms of Reference for Specialist Task Force STF 292 (PG1)
TISPAN Security standards development in support of the eEurope secure and trusted network environment
0
Introduction

This proposal combines the assessed submissions from ETSI offered under the titles "TISPAN security techniques, threats and technology" and "TISPAN security development of countermeasures". The purpose of the first of these proposals was to enable the most up to date advances in technology for provision of security countermeasures to be made available to eEurope and the European standards bodies. The content of the activity is to ensure that appropriate developments are made visible to the standards development bodies resulting in an update of the existing TIPHON threat analysis specification (ETSI TS 102 165-1) to cover the Next Generation Network (NGN) platform used in eEurope and upon which the trust and viability of the e-enabled community will, to a very large part, depend on. Bringing this activity together in one project with the second of the original submissions will allow closer management of the threat analysis and required countermeasure development. This is one of the key goals of moving towards assurance in the security area for eEurope. In particular combining the two proposals into one project allows greater attention to be paid to the overall security programme. One further advantage of combining the two proposals is that a wider spectrum of security countermeasures can be addressed by combining the administrative load and focussing the ETSI member input to one suite of activity rather than to two possibly overlapping activities.

The eEurope initiative seeks to provide a secure and trusted network environment to lead the members of the Union into the connected age and to support many initiatives in Government, Health, Business and Society in general for open access to electronic communications networks.

Security and trust are fundamental to the success of eEurope. The action proposed in this technical proposal aims to achieve the goals of security and trust in the eEurope network infrastructure through the use of standards in the framework that provide, when deployed, the required level of trust and security.

The core of eEurope’s secure and trusted network will be the NGN in development by ETSI TISPAN in conjunction with the 3GPP, ITU-T and the IETF.

Recognising that eEurope exists in a changing telecommunications environment this activity is intended to ensure that eEurope remains secure in such environment. A pictorial view of the NGN and eEurope security problems is given below:
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1
Rationale

1.1
Social significance

Security is a right of all citizens in addition to their existing rights to privacy (as contained in 2002/58/EC). When communicating with others, citizens expect that their communication is treated as confidential, that if they are billed for a service, the bill can be validated and checked and that it refers to them alone; and that data given to an operator or service provider, to enable a service, is not abused.

In addition, as governments make more of their services open to the public across public communications networks (e-government, e-health, etc.) there is a need to assure the users that by offering such access, security is maintained and in many cases strengthened over the office-based or paper-based systems that they replace. This is similarly true of business operations both in the consumer market and in the business-to-business market.

All of these initiatives require attention to the security of the network and of the applications that use the network. In most cases the security needs to be assured to some predictable and standardised level and any claims for security need to be open to independent review. 

1.2
The role of standardisation

Security standardisation has, during the period of its existence, been a key element of ETSI’s strategic objectives for emerging technologies. A number of groups have worked to develop secure standards suites including GSM and 3G mobile, TETRA, DECT and SAGE where expertise on algorithm development has been key in making many of the foregoing a success.
1.3
Relevance to eEurope 2005

The eEurope 2005 action plan has been drawn up to focus on "the widespread availability and use of broadband networks throughout the Union by 2005 … and the security of networks and information, eGovernment, eHealth and eBusiness" requiring a supporting infrastructure, which is truly pan‑European. To quote COM(2002)263: "By 2005 Europe should have … a secure information infrastructure".

One area in which security tends to fail is in interoperability and the proposed activity is intended to drive standardisation towards eliminating such failure. This is one of the aims of eEurope 2005 as evidenced by the quote from COM(2002)263: "Interoperability. By the end 2003, the private sector should, supported by the Commission and Member States, have developed interoperable e-business solutions for transactions, security, signatures, procurement and payments. This will facilitate services enabling seamless, secure and easy cross-border electronic business and mobile commerce."

This proposal supports the eEurope 2005 objectives (COM(2002) 263), as follows:

IPv6 development (COM(2002) 263 p6, p17):

One objective of this proposed project is to ensure that the deployment of the Internet Protocol version 6 (IPv6) encompasses the available security features of IPSec in harmony with the overall objectives of eEurope.

Deployment (COM(2002) 263 p6, p8, p11, p17):

One of the key factors for the successful deployment of a secure and trusted network infrastructure in Europe will be the smooth and rapid migration from IPv4 to IPv6, and from the existing PSTN to IP.
Interoperability (COM(2002) 263 p10, p11, p15):

Although the core security concepts are simple, it does not follow that secure networks will not be complex. IPSec is defined in a large number of IETF documents which are in varying degrees of maturity. This diversity means that implementers are forced to make interpretations and choices, which can lead to interoperability problems. This proposed project will determine the requirements for each area of interest and design the platform to achieve maximum interoperability with maximum security.

Security (COM(2002) 263 p3, p7, p9, p10, p13, p15, p16):

The whole project supports the goal for eEurope 2005 of a secure and trusted network infrastructure with due consideration given to openness of access and interoperability of solutions.

3G mobile systems (COM(2002) 263 p7, p17):

In the move towards technology-independent support of consumers to access services, it is recognised that a large number of consumers will be using 3G terminals and networks. Therefore the project will work closely with the development of 3G systems to assure consumers that the eEurope infrastructure remains secure and trusted for this method of access.

Good practices (COM(2002) 263 page 18):

It is in the goals of ETSI to deploy best practice in the development of standards and security standardisation is no exception. To this end formal languages of development and testing will be used in the project.

Dissemination of results and good practices (COM(2002) 263 page 18):

It is not sufficient to claim to be secure and to back up any claims made. ETSI TISPAN will ensure that workshops will be held to transfer information/technology to European industry and key stakeholders of the goals and achievements of the project.

Reduction of costs (COM(2002) 263 p6):

Standardisation and interoperability both have good track records for reducing costs. The consensual nature of standards development and the free access to standards from ETSI in addition to the ETSI IPR policy, should ensure that a secure and trusted European network infrastructure is achieved.

Global standardisation:
The proposed project will build on existing international standards, including ISO/IEC-15408, ISO/IEC-10181 and on the work done in the IETF on IPSec. This should ensure that although the first target is for an eEurope secure and trusted network infrastructure, the eEurope published standardised security specifications will be applicable globally.

Not commercial: 
The testing of infrastructure has long been regarded as a commercial activity. However, the development of standardised test specifications for use in both a European and a global context is beyond commercialisation. The involvement of assurance agencies and government in the development of standards for eEurope is essential to ensure deployment of the standards developed.

1.4
Consequences if not agreed

Security is identified as key to the success of eEurope. Failure to support the development of standards in this area would jeopardise the ability of the overall eEurope programme to meet its objectives of a single secure and trusted network.

A number of European government bodies have expressed their interest in this work and are likely to be basing their use of the secure trusted network on the results of this activity. Failure to support it would, thus, lead to delayed roll-out of applications and to local, non-harmonised, subsets of secure networks hosting such applications to the severe detriment of eGovernment.

A single secure and trusted infrastructure and methods of harmonising application security will allow expansion of membership to the eEurope network at low cost. Failure to standardise a single secure and trusted infrastructure may therefore inhibit.

1.5
Relation to other work  

The proposed work forms part of the ETSI TISPAN work programme and will be closely aligned with it. The members of the proposed Specialist Task Force (STF) will be required to work closely with other groups in ETSI TISPAN, primarily in the areas of Architecture (WG2), Protocol (WG3), Testing (WG6) and Management (WG8). The latter forms an essential part of formal assurance which requires management capabilities for audit and configuration (in the functional capabilities set of ISO/IEC-15408-2 identified as FAU and FMT).

In particular the project will be aligned to the NGN project of ETSI TISPAN.

A set of essential reference documents is identified in section 5 of this Technical Proposal.

2
Purpose and objectives

The proposed activity has the following objectives:

· to produce 3 ETSI Technical Specifications (TS) and an ETSI Guide (EG) for the standardisation of security in support of the aim of interoperable security mechanisms that are publicly available;

· to follow up the NIS report that was published in 2003 by ETSI and CEN to contribute to the implementation of the eEurope 2005 Action Plan;

· to strengthen the European influence in the NGN security programme;

· to actively support and involve stakeholders in the standardisation of security specifications;

· to demonstrate the application of the guidance from ETSI (under development under EC/ETFA specific agreement BC/ETSI/ETR/000/2003-10) for the development of security standards ready for evaluation under the common criteria evaluation scheme (as defined in ISO/IEC-15408);

3
Scope of work

The activity will prepare standards that allow a secure network and user environment for support of all the service planes in eEurope (eBusiness, eGovernment, etc.). By undertaking this activity of standardising the security countermeasures and by providing an assurance audit of the development of the countermeasures, the security and trust in the network platform can be maintained.

A number of activities are identified in the work plan in support of the overall objectives of the project. The project will prepare security specifications and guidance that are able to give assurance of the security achieved. The assurance levels achieved will be in line with those specified by ISO/IEC-15408 and will be developed in accordance with the guidance provided by ETSI STF 268. In identifying the countermeasures required for eEurope the first task to be undertaken is to model the eEurope risks and threats and the required assurance level for security within the eEurope secure and trusted infrastructure. These will be captured as tasks:

· eEurope secure and trusted infrastructure vulnerability analysis;

· eEurope security assurance plan.

Specific countermeasures will be provided to give the following NGN security services (after confirmation from the threat analysis and security assurance plan):

· Assured authentication;

· Assured confidentiality of communication;

· Assured integrity of data transfer;

· Assured secure key management and distribution;

In addition the following composite services will be described: non-repudiation service building blocks;

Technical support for implementation of the Privacy Directive (2002/58/EC).

4
Work plan

4.1 Deliverables output 

The steering group for this activity will be invited from members of the operator, manufacturer, and security communities and is expected to include representation from Siemens, Telenor, BT, Marconi, CESG and NCS, building upon the momentum achieved in the support of STF268 currently underway in 2004. The STF will report to this steering group as well as to the relevant WG and plenary meetings of ETSI TISPAN.

A very specific and open invitation is made to the EC/EFTA to send members of their services to this steering group in order to ensure close cooperation with the overall eEurope programme objectives. 

The project will produce a set of ETSI deliverables currently planned to include:

· Threat analysis for TISPAN (revision of ETSI TS 102 165-1)

This document will define the security environment of the NGN, identifying the assets, threats and countermeasures in the NGN. The document will specify the intended protection level for the NGN.

· Countermeasures for TISPAN (revision of ETSI TS 102 165-2)

This document will define countermeasures required to provide assured levels of security (under specific threat conditions) for the TISPAN/NGN (Next Generation Network) environment.

· Provision of Protection Profiles (ETSI TS 102 165-3)

This document will define how Protection Profiles (one element of the Common Criteria for security assurance and evaluation) are provided in the eEurope trusted network environment.

· ETSI Guide for the application of countermeasures in Service Capabilities (as defined by ETSI TS 101 878)

This document will provide best practice guidelines on the achievement of a secure framework for eEurope using the countermeasures and Protection Profiles defined in the documents above.
The ETSI deliverables identified above match those identified in the scope of work as follows:

· Threat analysis for TISPAN (revision of ETSI TS 102 165-1)

· eEurope secure and trusted infrastructure vulnerability analysis;

· eEurope security assurance plan.

· Countermeasures for TISPAN (revision of ETSI TS 102 165-2)

· Assured authentication;

· Assured confidentiality of communication;

· Assured integrity of data transfer;

· Assured secure key management and distribution;

· ETSI Guide for the application of countermeasures in Service Capabilities (as defined by ETSI TS 101 878)

· Non-repudiation service building blocks;

· Technical support for implementation of the Privacy Directive (2002/58/EC).

4.2 Workflow, milestones and deliverables

The STF work will start in March 2005 (due to the Specific Agreement being signed in December 2004) and to end in December 2006. Detailed identification of the workflow and the full scope of the specific work items to be prepared within the activity will be updated within the Interim Report. The schedule for the proposed ETSI Guide requires formal update and publication will be in 2006 following an ETSI Membership Vote. Guidance is currently being prepared by ETSI TISPAN on the essential content of security standards and the exact format of deliverables from this action will consider and abide by these guidelines for security standardisation. The guidelines and the final deliverables will be aligned to the requirements for evaluation under the common criteria programme.

The work programme of each ETSI deliverable will be managed by the proposed STF in cooperation with ETSI TISPAN and the ETSI secretariat and made publicly available on the ETSI web-portal, the STF web page and the eEurope standardisation web site. 

· Update to ETSI TS 102 165-1 (RTS/TISPAN-07006-Tech) “TISPAN; Protocol Framework Definition; Methods and Protocol for Security; Part 1: Threat Analysis”


- Start of work 
2005-04-04


- Table of Contents (TISPAN#6)
2005-05-14


- Draft available
2006-04-07 (TISPAN#10bis)


- WG7 Approval
2006-06-16 (TISPAN#11)


-TISPAN Approval
2006-07-16 (By correspondence)


- Publication
2006-09-16

· Update to ETSI TS 102 165-2 (RTS/TISPAN-07007-Tech) “TISPAN; Protocol Framework Definition; Methods and Protocol for Security; Part 2: Counter Measures”


- Start of work 
2005-04-04


- Table of Contents (TISPAN#6)
2005-12-09 (TISPAN#9)


- Draft available
2006-04-07 (TISPAN#10bis)


- WG7 Approval
2006-09-15 (TISPAN#11bis)


-TISPAN Approval
2006-10-15 (By correspondence)


- Publication
2006-12-15

· ETSI TS 102 165-3 (DTS/TISPAN-07008-Tech) “TISPAN; Protocol Framework Definition; Methods and Protocol for Security; Part 3: Protection Profile


- Start of work 
2005-04-04


- Table of Contents (TISPAN#6)
2005-12-09 (TISPAN#9)


- Draft available
2006-04-07 (TISPAN#10bis)


- WG7 Approval
2006-09-15 (TISPAN#11bis)


-TISPAN Approval
2006-10-15 (By correspondence)


- Publication
2006-12-15

· ETSI Guide (DEG/TISPAN-07004-Tech) “TISPAN; Design Guide; Application of security counter measures to service capabilities”


- Start of work 
2005-04-04


- Table of Contents
2005-12-09 (TISPAN#9)


- Draft available
2006-04-07 (TISPAN#10bis)


- WG7 Approval
2006-09-15 (TISPAN#11bis)


-TISPAN Approval
2006-10-15 (By correspondence)


- Publication
2006-12-15

The deliverables to the EC/EFTA are provided in the form of an Interim and Final Report. The Interim Report will be provided by the end of December 2005 (TISPAN#9) and will report on the activity performed by the STF under the tasks outlined in this proposal. Details of the actions undertaken up to that stage of the work will be described and a copy of the latest drafts of the available ETSI TS and the ETSI EG at that time will be provided with the report.

The Final Report will be provided by the end of October 2006 (or the equivalent depending upon the date that the Special Agreement is signed should the start of the work be delayed) and will provide an overview of the work performed for the project with an emphasis on the period since the Interim Report. The Final Report will also include details of the final resource usage in relation to that provided by the financing plan plus the publication versions of the ETSI TS and ETSI EG for information. Also, information related to the Performance Indicators described in this proposal and an analysis of the benchmarks will be provided.
4.3 Total Resources required

The total cost of the proposed action (covering both of the tasks) is 525 000 EUR.  This figure includes the EC/EFTA contribution, the cost for ETSI to host the sessions and the in-kind contribution from the Members.
The total resource requested from the EC/FTA for this action is 270 000 EUR (51,43 %), split as 425 man-days (255 000 EUR) and 15 000 EUR for travels and stakeholder consultation. 

A minimum of 375 man-days of the work will be carried out in ETSI (Sophia Antipolis). These days will be spent in collaborative work sessions at the ETSI offices at Sophia Antipolis in order to effectively progress this project.  The contribution from ETSI for hosting the experts for this period is 75 000 EUR (14,29 %)
NOTE:
It is hoped to plan all of the STF effort to take place at ETSI, however as the work plan of TISPAN and other stakeholders (including the 3GPP project) is unplanned for 2005 some contingency for having to work with TISPAN and its stakeholders at locations other than ETSI's premises is included in this figure.

4.4
Travel Plan

The total estimated travel budget is 15 000 EUR for travel and subsistence to meetings in Europe (non-ETSI locations for stakeholder interaction).
4.5
Other costs (in-kind contribution)

ETSI member contribution in kind: 180 000 EUR (34,28 %) (300 man-days voluntary activity on the basis of a rate of 600 EUR per day):

· Management of the STF via the nominated Technical Body STF Co-ordinator in TISPAN and the steering group of the STF.
· The STF will have co-ordination meetings with the STF steering group of at least 1 day duration at least 5 times over the lifetime of the project.

· Review and analysis of STF contributions to the TISPAN work programme contributed through preparation for and attendance at meetings of TISPAN and by monitoring and support through the TISPAN e-mail discussion forums.

· Over the period of the proposed project there will be approximately 10 meetings of 1 day (or more) in duration to review the work of the STF with an average attendance of up to 10 ETSI representatives of stakeholders.

· Review and analysis of STF contributions across stakeholders in ETSI (i.e. MTS, SAGE, 3GPP, OCG-Security).
4.6
Related activity in other bodies and other interested ETSI TBs

4.6.1
3GPP

3GPP TSG SA3 is the lead body developing security standards for the 3rd generation mobile network and for maintenance of the security standards developed within ETSI for the previous generation of digital cellular radio developed within ETSI. The NGN security architecture will in the first instance be developed from the 3GPP-IMS security architecture. This proposed project will liaise closely with members of 3GPP-SA3 on technical issues, in particular where security domains using specifications from 3GPP-SA3 need to interact with security domains using specifications from different standardisation bodies.

4.6.2
Global standards groups

All standards bodies are working to provide a secure environment. This has been demonstrated during the 9th Global Standards Collaboration meeting (Seoul, Korea, 2004) where the following resolution on Cyber security was passed:
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recognizing   a)   the crucial importance of the information and communications infrastructure to practically all  forms of social and economic activity.   b)   that the legacy Public Switched Telephone Network (PSTN) has a level of inherent security  properties because  of its hierarchical structure and built - in management systems.   c)   that IP networks provide reduced separation between users and network components if adequate  care is not taken in the security design.   d)   that the converged legacy networks and IP networks are th erefore potentially more vulnerable to  intrusion if adequate care is not taken in the security design.   e)   that the type and number of cyber attacks in terms of worms, viruses, malicious intrusions and  thrill - seeker intrusions is on the increase.   resolves   1)   t o encourage Participating Standards Organizations (PSOs) and Observer Organizations of the  Global Standards Collaboration (GSC) to evaluate existing and evolving new standards and  Recommendations, and especially signaling and communications protocol standa rds and  Recommendations with respect to their robustness of design and potential for exploitation by  malicious parties to interfere destructively with their deployment in the global information and  communications infrastructure; and   2)   to encourage PSOs an d Observer Organizations of the GSC to raise awareness within their areas  of operation and influence of the need to protect information and communications systems  agai nst the threat of cyber attack.  


RESOLUTION GSC-9/4 (GTSC): Cyber security

The proposed activity will undertake to address a large part of the security element of ETSI’s, and Europe’s, response to the resolution.

4.6.3
ITU-T SG16

The H.323 suite of multimedia communications standards are developed by ITU-T SG16. In order to ensure these standards are supported by the NGN, contact will be maintained with the security rapporteurs in this group.

4.6.4
ITU-T SG4

The management of security and the security of management are key to the successful implementation of any security protocol. ITU-T SG4 is active in developing a new set of specifications. This proposed activity will ensure that the European requirements and profiles of the SG4 documents are aligned.

4.6.5
IETF

The NGN will be based to a very large extent on IETF protocols. In developing standards that assure security in the NGN for eEurope, it will be necessary to produce guidance on the application of IETF protocols, along with profiles and extensions which will be submitted to the IETF for their consideration.

4.6.6
ETSI TC MTS

A large element of this proposed project will be the development of best practice in security standardisation using tools introduced to ETSI and to standardisation generally by ETSI TC MTS. It is essential that the proposed STF and project works closely with TC MTS in documenting such practice and integrating it with existing standards development practice to ensure that security standardisation methods are not isolated.

4.6.7
Commercial and government bodies

Security, and in particular the security of the network infrastructure that is used to support eEurope initiatives such as eGovernment and eHealth, is required to pass the scrutiny of government and business. It is organisations from these two groups that will provide applications on top of eEurope’s secure and trusted network.

Government bodies in particular have been very positive in support of the standardisation efforts outlined in this proposal and look to the provision of a single secure network as a pre-requisite for launching advanced communications services to their citizens.
5
Base and reference documents

The work of the STF will be base upon existing (published) ETSI security standards and guidelines currently under development within ETSI STF 268, and on work ongoing in TISPAN on the NGN architecture and protocols. The documents listed below should be considered essential in this regard. Documents in preparation are not listed.

[1]
ISO/IEC 15408-1: "Information technology – Security techniques – Evaluation criteria for IT security – Part 1: Introduction and general model".

[2]
ISO/IEC 15408-2: "Information technology – Security techniques – Evaluation criteria for IT security – Part 2: Security functional requirements".

[3]
ISO/IEC 15408-3: "Information technology – Security techniques – Evaluation criteria for IT security – Part 3: Security assurance requirements".

[4]
ITU-T I.130: "Method for the characterization of telecommunication services supported by an ISDN and network capabilities of an ISDN".

[5]
ETSI TS 102 165-1: " Telecommunications and Internet Protocol Harmonization Over Networks (TIPHON) Release 4; Protocol Framework Definition; Methods and Protocols for Security; Part 1: Threat Analysis".

[6]
ETSI TS 102 165-2: " Telecommunications and Internet Protocol Harmonization Over Networks (TIPHON) Release 4; Protocol Framework Definition; Methods and Protocols for Security; Part 2: Countermeasures".

[7]
CORAS: "UML profile for security assessment", Mass Soldal Lund, Ida Hogganvik, Fredrik Seehusen, Ketil Stølen. SINTEF Telecom and Informatics, December 2003 (http://coras.sourceforge.com)

[8]
ITU-T I.210: "Principles of telecommunication services supported by an ISDN and the means to describe them"

[9]
ISO/IEC 10181‑4: Information technology – Open systems interconnection – Security frameworks for open systems: Non-repudiation framework

[10]
ISO/IEC 9798-1: "Information technology - Security techniques - Entity authentication - Part 1: Entity authentication mechanisms".

[11]
ISO/IEC 9798-2: "Information technology - Security techniques - Entity authentication - Part 2: Mechanisms using symmetric encipherment algorithms".

[12]
ISO/IEC 9798-3: "Information technology - Security techniques - Entity authentication - Part 3: Entity authentication using a public key algorithm".

6
Expertise required

2 or 3 experts with experience in the following areas:

· Security standardisation (e.g. work in 3GPP SA3, TETRA WG6, TISPAN WG7, OCG Security, IETF groups (e.g. smime, tls, sasl))

· Security principles for authentication, authorisation, confidentiality and integrity
· Attack motivations and techniques

· Risk classification and risk reduction techniques

· Security assurance and validation, e.g. Common Criteria (ISO/IEC-15408), security development principles (ISO-17799)
· Formal and semi-formal development methods (UML2, SDL, ASN.1)

· Understanding of testing and validation techniques and methods

· ISDN and IP network technologies (including IPsec, PKI)

· Working understanding of cryptology (e.g. cipher design, cipher operating modes, cipher performance)

· Standards application knowledge (e.g. IPsec, ITU-T X.800, ISO/IEC-9798, ISO/IEC-10181) to Security architectures, Functional entities and techniques

· Working understanding of security issues in IP-based multimedia communication services
· Familiarity with the application of security standardisation to Common Criteria evaluation, and with the goals of the TISPAN NGN project and its relation to the eEurope initiative
7
Performance indicators

ETSI will provide information that will act as performance indicators against this activity in the following cases.

7.1
Achievement of objectives

The achievement of the objectives identified in §2 will be the principal measurement of success of the project:

· to follow up the NIS report that was published in 2003 by ETSI and CEN to contribute to the implementation of the eEurope 2005 Action Plan;

· By involvement of the NIS group in the stakeholders.

· to strengthen European influence on the NGN security programme;

· Identified by measurement of European participation in the work through stakeholders

Benchmark: The goal is to apply the assured countermeasures developed by the project directly to the NGN. The number of security features adopted from the ETSI deliverables of this activity into the NGN project per release shall act as a benchmark. Each unique feature shall be categorised by feature number (A1, A2, etc, for authentication features for example) and the adoption of standardised features in the NGN is aimed as 2 features in NGN Release 1 (NGN-R1) as the NGN-R1feature list is expected to be frozen almost as soon as the project starts, rising to 5, then 10 in each of NGN-R2 and NGN-R3. Adoption means mandatory (i.e. for compliance to the NGN these features shall be provided).

NOTE:
The fine detail of this benchmark will be reviewed with the NGN project manager in ETSI TISPAN and any proposed updates will be proposed in the Interim Report. 
· to actively support and involve stakeholders in the standardisation of security specifications;

· Measurable by identifying the level of interest in the stakeholder community through mailing lists, meetings (face-to-face and teleconference) and references to the work of the project in public presentations.
Benchmark: 20 members subscribed to the current STF 268 stakeholders mailing list (where this list was established for the introduction of Common Criteria evaluation to the ETSI standards development process. This level of interest should be sustained with the aim to increase the number of subscribers opting in to the mailing list by 50% over the life of the activity.

Over the life-time of the action, each member of the stakeholders list will be encouraged to make at least one technical contribution to it in addition to the written review of the STF contributions to the work. A first goal will be raising the number of technical contributions from less than 10 to 20 per year (and possibly higher).

NOTE:
Subscription shall be through an “opt-in” process managed to ensure legitimacy of interest. 
· to demonstrate the application of the guidance from ETSI (under development under EC/ETFA specific agreement BC/ETSI/ETR/000/2003-10) for the development of security standards ready for evaluation under the common criteria evaluation scheme (as defined in ISO/IEC-15408);

· Identifiable by mapping the format of deliverables of the project to the guidance given by the foregoing project.

· to produce publicly available (standardised) security specifications; and,

· Measurable by identifying the standards published by ETSI.

· to produce security specifications in support of the aim of interoperable security mechanisms.

7.2
Effectiveness

Details of the number of participants in project activities (at all levels including the Steering Group, TC‑TISPAN) will be maintained and reported throughout the lifetime of the project. Details will also be provided on:

· the number of meetings held in relation to this work:

· the number of participants;

· the number of presentations made on the activity;

· an evaluation of any feedback received

· project progress in relation to the schedule specified in this proposal.

7.3
Stakeholder engagement

An analysis will be given of the balance of stakeholder representation in the project and the number of liaison activities performed (especially at the international level).

Benchmark: As stated above, it is intended to increase the number of active stakeholders by increasing the number of technical contributions to ETSI to 20 per year (for security work only) and to increase the number of participants on the security stakeholder list by 50% over the numbers subscribed to the list currently under STF 268.

The work of STF 268 has to date led to two invitations to publicise the work in public conferences. It is aimed to maintain this level, i.e. 2 invited papers over the life of the project. It is also essential to track the number of references to the project. The intention is to ensure that security work is referenced across ETSI deliverables by at least the following: NGN project plan; NGN architecture; NGN-IMS security architecture.
7.4
Dissemination of results
Information will be provided on the effectiveness of activities related to the dissemination of project deliverables and efforts made to raise industry awareness of the activity. This will include information on the hits made on the project web pages and downloads of drafts for comment.

Benchmark: ETSI will also ensure that Press Releases announcing progress of the work and the final results. Any specific presentations made to external conferences will be provided (at least 2) 
7.5
Impact

Information will be provided on the satisfaction of the stakeholders with the progress and outputs of the project. This will be collected at Steering Group meetings, plenary and working meetings of TC‑TISPAN.

8
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recognizing



the crucial importance of the information and communications infrastructure to practically all forms of social and economic activity.



that the legacy Public Switched Telephone Network (PSTN) has a level of inherent security properties because of its hierarchical structure and built-in management systems.



that IP networks provide reduced separation between users and network components if adequate care is not taken in the security design.



that the converged legacy networks and IP networks are therefore potentially more vulnerable to intrusion if adequate care is not taken in the security design.



that the type and number of cyber attacks in terms of worms, viruses, malicious intrusions and thrill-seeker intrusions is on the increase.



resolves



1)	to encourage Participating Standards Organizations (PSOs) and Observer Organizations of the Global Standards Collaboration (GSC) to evaluate existing and evolving new standards and Recommendations, and especially signaling and communications protocol standards and Recommendations with respect to their robustness of design and potential for exploitation by malicious parties to interfere destructively with their deployment in the global information and communications infrastructure; and



2)	to encourage PSOs and Observer Organizations of the GSC to raise awareness within their areas of operation and influence of the need to protect information and communications systems against the threat of cyber attack.




















