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Terms of Reference for Specialist Task Force STF 268 (NV)
TISPAN security: development of guidelines for the application of Security Common Criteria methods to standards development (e-Security)

1
Reasons for proposing the Specialist Task Force (STF)

This proposal forms part of the ETSI support to the eEurope action line for a secure information infrastructure under the support offered by ETSI under the strategy pillar (item 3: Society).

Trust and confidence in telecommunications will rise or fall with a secure information infrastructure.  eBusiness and eGovernment will rely upon the provision of standardised countermeasures, possibly in the form of new protocols and services, to achieve the goal of secure communications. Standardization contributes to this with a wide range of standards and specifications for protocols and services.

This proposal is aligned with the general push to increase the focus on security work in ETSI. This is a strategic matter on which the success of future networks depends. Generally the ETSI Members' have very limited security expertise and this expertise is committed to activities not directly tied to standardisation. Supporting membership contributions with specific and strategic STF activities as proposed in this document should give an impulse to the leadership role that ETSI plays in this field which will increase membership interest.
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Recognising that eEurope exists in a changing telecommunications environment and that the threat analysis has to account for this then the suite of countermeasures has to be updated. This will in its turn change the environment.

A major part of any security specification, and of a security product, is the measure of assurance it provides with respect to the security it offers.

In 2002 the ETSI OCG group reviewed document OCG17_13 in which the following statements are to be found:

"… information security evaluation contributes to the users’ trust and confidence. The use of common criteria has facilitated mutual recognition as a method for evaluation in many countries and these countries have also entered into an arrangement with the US and Canada for mutual recognition for IT security certificates."

And in a footnote identifying the "common criteria":

"Council Recommendation 95/144/EC on common information technology security evaluation criteria (implemented in the majority of EU Member States)."
In light of these statements the common criteria as identified in ISO/IS-15408 should be introduced to ETSI, and as support to the eEurope security standardisation initiative, as standardisation methods in the field of security. It is however not simply a matter of endorsement of ISO/IS-15408 as ETSI publications. The goal of adoption of Common Criteria in European standardisation within the eEurope banner is to provide guidelines, templates and examples of their use as they apply to ETSI products.

Adoption of Common Criteria in standardisation of security countermeasures is also consistent with achieving the objectives and recommendations of the NIS report.

1.1
Common Criteria background

The Common Criteria represents the outcome of a series of efforts to develop criteria for evaluation of IT security that are broadly useful within the international community. In the early 1980's the Trusted Computer System Evaluation Criteria (TCSEC) was developed in the United States. In the succeeding decade, various countries began initiatives to develop evaluation criteria that built upon the concepts of the TCSEC but were more flexible and adaptable to the evolving nature of IT in general.

In Europe, the Information Technology Security Evaluation Criteria (ITSEC) version 1.2 was published in 1991 by the European Commission after joint development by the nations of France, Germany, the Netherlands, and the United Kingdom. In Canada, the Canadian Trusted Computer Product Evaluation Criteria (CTCPEC) version 3.0 was published in early 1993 as a combination of the ITSEC and TCSEC approaches. In the United States, the draft Federal Criteria for Information Technology Security (FC) version 1.0 was also published in early 1993, as a second approach to combining North American and European concepts for evaluation criteria.

Work had begun in 1990 in the International Organisation for Standardisation (ISO) to develop a set of international standard evaluation criteria for general use. The new criteria are  to be responsive to the need for mutual recognition of standardised security evaluation results in a global IT market.

[image: image2.jpg]ORANGE BOOK

(TCSEC) 1985 \CANADIAN CRITERIA
1993

UK CONFIDENCE
LEVELS 1989

|
FEDERAL CRITERIA
DRAFT 1993

4 T

ITSEC
GERMAN CRITERIA — "y 07 COMMON CRITERIZA

V1.0 1996
FRENCH CRITERIZA V2.0 1998




2
Consequences if not agreed:

Loss of the opportunity to provide a harmonized approach resulting in the implementation of de facto commercial standards which will cause market fragmentation and thus hinder the efforts of the TISPAN programme to bring secure capabilities to the market and to the evolution towards Next Generation Networks (NGN).

Failure to be able to uniformly comply with the Common Criteria objectives of the eEurope programme and other wider industry programmes. In particular the adoption of Common Criteria guidelines within ETSI Security Standardisation and will lower the cost of provision of software/hardware/service complying to well prepared specifications, the corollary being that failure to achieve this objective in a standard way will increase the cost of security devices, perhaps invalidating the commercial viability of security products for certain markets.

Loss of the opportunity to provide an updated harmonized approach to security standardisation resulting in the implementation of ad-hoc or technical body specific approaches to the topic leading to de facto standards which will cause market fragmentation.

The TISPAN programme is intended to offer a secure advancement over existing communications networks. Failure to agree to this STF proposal may mean that TISPAN is unable to offer this secure advancement by failing to identify the threats and therefore characterising the countermeasures. In failing to do so the overall investment in the TISPAN programme, and the investments made over the last 4 years or so in the TIPHON programme, may not be capitalised on. This may lead to an inability to implement the investments made from eEurope 2002 and the investments of the industry over the TIPHON programme.

3
Detailed description:

3.1
Subject title:

The development of guidelines for the application of Security Common Criteria methods to standards development

3.2
Reference Technical Body:

ETSI TISPAN and ETSI/TISPAN WG7

3.3
Other interested TBs (if any):

All other ETSI TBs working in the security area for new developments including DECT, TETRA, AT, MTS (including efforts in euro-Cable), and external standardisation bodies and fora including ITU-T SG16, IETF, 3GPP.

3.4
Target date for the start of work:

March 2004.

3.5
Duration and target date for the conclusion of the work (including publication & reports to the EC/EFTA):

To December 2005 (21 months).

3.6 Resources required

The total cost of this action will be a maximum of 340 200 EUR with an EC/EFTA contribution of 161 000 EUR (or 47,31%).

3.6.1
Necessary manpower

Total resources required:

· Funded by EC/EFTA 161 000 EUR 260 man-days = 156 000 EUR and 5 000 EUR travels

· ETSI contribution “in-kind”: 179 200 EUR, as shown in 3.6.1.1 and 3.6.1.2.

3.6.1.1
Support from TISPAN

In addition to the direct costs for the STF identified in 3.6.1, ETSI TC TISPAN is expected to contribute at least the following in resources in kind:

· Management of the STF by the STF Coordinator appointed by the TB (approximately 16 man-days of effort over the lifetime of the STF, equivalent to 9 600 EUR)

· Review and analysis of STF contributions to the TISPAN work programme during TISPAN meetings. It is estimated that there will be 7 meetings during the period the STF is active, with an average attendance of at least 5 active reviewers.  Each of the 7 TISPAN meetings (plenary and working groups plus Steering Group sessions yet to be scheduled) shall have days marked as security sessions.  It is proposed to provide 196 man-days of effort (at 600 EUR per man-day) over the period, equivalent to 117 600 EUR.

· Assistance to the STF in bringing results to Public events (colloquia, seminars, conferences, training sessions) (about 25 man-days over the lifetime of the STF = the equivalent of 15 000 EUR) will not be part of the contract.

3.6.1.2
Support from ETSI

In addition to the direct costs for the STF identified in 3.6.1 the ETSI Secretariat on behalf of the ETSI members is expected to contribute at least the following in resources (200 EUR per man-day worked at the ETSI HQ = 200 x 260 = 52 000 EUR as a direct contribution from ETSI).

3.6.2
Estimated costs, additional to the manpower:

Total additional cost 5 000 EUR assigned as shown and including provision for travel technical body meetings and to any liaison activity endorsed by the STF management. 

Travel (and accommodation) to Technical Body and WG meetings

ETSI technical bodies meet at locations other than ETSI premises. Where such meetings take place and where the work items being developed by the STF are being discussed it is essential that the STF attend.

This STF may be expected to attend meetings over and above the normal ETSI TB meetings and to be present at conferences, seminars and similar in support of the portion of the STF activity to promote ETSI’s position in the adoption of Common Criteria.

3.6.3
Qualification required, mix of skills

Number of experts required: at least 2, to be available throughout the period until end of September 2005 at least.

Relevant expertise required: 

· Five or more years experience in the area of Internet protocols;

· Five or more years experience in the area of Telecommunications protocols (e.g. ATM, SS7);

· Five or more years experience in the analysis and provision of security countermeasures (e.g. TETRA, GSM/UMTS, IPsec);

· Possess strong experience in the use of Formal Methods (particularly SDL, UMLv.1.4, UMLv2.0);

· Possess understanding of requirements specification;

· Experience in the production of ETSI deliverables;

· Experience of working in the international environment.

Preferably, experts should hold relevant security clearance within an EC Member State

3.7
Scope of Terms of Reference:

The STF shall report to TISPAN under the direction of the STF coordinator of the technical body. Within TISPAN the lead working group for review and assessment of the output of the STF shall be WG7 (Security).

3.8
Related activity in other bodies and co-ordination of schedules:

The STF requires some internal and external liaison work. This liaison shall be achieved by presentation of interim and final results to the relevant technical bodies at the meetings of the relevant technical bodies.

3.9
Base documents and their availability

The work will be based on the documents produced by TIPHON, SPAN and other ETSI technical bodies, in addition to those ITU-T and IETF documents relevant to the countermeasure being standardised and NSA and ISO Standards

3.10
Work Item(s) for which the STF is required:

The following list provides the work items where significant support by the STF is required:

· Preparation of an ETSI Guide (EG) to the Application of Common Criteria to Security Standardisation and two ETSI Standards to define methods and pro-forma for Protection Profiles and Security Targets.  A new TR will be created, containing the analysis and the case study results

3.11 Expected output(s):

As per 3.10 and expanded in the table below:

	Deliverables and Tasks

	DEG/TISPAN-07005-tech TISPAN; Design Guide; Method for application of Common Criteria to ETSI deliverables

	DES/TISPAN-07009-tech Method and proforma for defining Protection Profiles

	DES/TISPAN-07010-tech Method and proforma for defining Security Targets

	DTR/TISPAN-07011-Tech Containing the analysis and the case study results


Interim Report to the EC/EFTA will be provided by November 2004 (along with the latest drafts of the EG and 2 ES).

Final Report to the EC with the publication versions of the EG and 2 ES shall be provided by the end October 2005 at the latest.

3.13
Document history

	Version
	Date
	Author
	Status
	Comments

	1.0.1
	15 Dec 03
	Berrini
	EC/EFTA contract agreed
	Editorial changes. Cost and experts profile description clarified in agreement with TISPAN7 Chairperson.

To be submitted for Board approval

	1.2.0 
	27 Feb 04
	TISPAN
	PrepMeet
	Review at the STF lunch and comments by members 

	1.3.0
	04 Mar 04
	AB
	Editorial
	Number of deliverables required in §3.10 aligned, new TR introduced, missing number.

	1.3.1
	04 Mar 04
	AB
	Editorial
	TR WI number.
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