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Terms of Reference for Specialist Task Force STF 261 (NN) 
(TB AT/WG-D) on “The Lawful interception of Multi-Media Services on Broadband Digital Cable Networks”

1
Reasons for proposing the Specialist Task Force (STF)
1.1
Overview of the proposal
1.1.1
Purpose of the work

During the last two years ETSI has devoted a great deal of resource to the development of Technical Specifications (TS) describing the implementation of a range of voice-related telecommunications services to be carried over the broadband digital cable networks operated by cable TV operators in Europe.  This work was done largely by the voluntary efforts of ETSI member companies and has greatly benefited from the earlier work of CableLabs in the USA.  The rollout of such services has been delayed by the recent poor economic climate in the telecommunications industry generally and in the cable TV sector in particular.  However, there is now a real desire by a number of major cable operators in Europe to implement voice services and to quickly follow these with multi-media services, the specifications for which are now being developed.

In the arena of multi-media services generally, and on their lawful interception (LI) in particular, there is very little input material on which to draw although the ETSI and CableLabs work on LI of IP-Cablecom voice services will provide a basis on which to build.  As was the case for voice services, a considerable amount of work will be needed to ‘Europeanise’ the solution, since both the services expected to be offered and the regulatory regime are quite different from those in North America. 

It is intended that the standard to be produced will be used for all multi-media services to be offered, and that it will define a proper and secure means for their interception within the IP-Cablecom network, up to the point of handover.  At this point, the intercepted material will be presented in a standard handover format for further processing and/or delivery.  The definition of the handover interface for intercepted multimedia signalling and content is currently being undertaken by TC LI and is outside the scope of the proposed STF. The work of TC-LI will be referenced within the planned deliverable as the standard handover interface.

The output of the STF will be a single deliverable, a draft ready for WG and TB approval, of TS 101 909-20-02.  The STF SC will, therefore, need to define (in conjunction with the STF members) a series of milestones against which the STF progress can be monitored.

1.1.2
Relation with the ETSI Strategic Objectives

The proposed work is a logical extension of ETSI work in the development of IP-Cablecom standards and will serve to improve the quality and range of services offered to end-users.  Innovative multimedia services will directly enhance the applications available on home networks, providing superior customer choice, as well as easier and cheaper access to these services.  Examples might include a range of health monitoring and security surveillance facilities for disabled citizens, leading to an improved quality of life for some of the more disadvantaged.

Following the successful development of this new standard, the opportunity will exist for it to be used in collaboration with other standards bodies as the basis for use in other regions, thus enhancing ETSI’s role as one of the world’s leading standards organisations.

1.1.3
Relation with other activities within ETSI and/or related organizations

The work of the proposed STF will fulfil the TC-AT approved WI DTS/AT-020020-20-02  for the production of TS 101 909-20-02 - Digital Broadband Cable Access to the Public Telecommunications Network; IP Multimedia Time Critical Services; Part 20: Lawful Interception;  Sub-part 2: Services not related to E.164 Voice Telephony.  Following completion of the STF activity, the deliverable will be submitted to TC-AT for approval, initially as a TS, with a view to its being migrated to an ETSI Standard (ES) when appropriate.  These activities will not require further STF involvement. 

Close liaison will be required between the STF SC and TC-LI and substantial interaction will be necessary with TISPAN and other NGN activities.  Both TC-LI and TISPAN will be invited to join the SC.  OCG AHG IP-Cablecom will take a close interest in the progress of the STF and monitor the co-operation between TBs.
As noted elsewhere in this proposal, the output of the STF can be expected to become the basis for international standardization.

1.1.4
Priority within the TB

The proposed work has a high priority within TC-AT, it having been recognised that IP-Cablecom is a key area for standardisation and that work on the extension from voice-only services to multimedia communications having been started, it is essential that the capability exists to provide lawful interception of them.

1.1.5
Motivation why the STF is urgently needed

Due to the lack of input information and the recession in the industry, there has been significant delay in the production of the IP-Cablecom voice LI standard, in spite of the best efforts of the rapporteur and many other members of TC AT WG-D.  It is therefore proposed that in order to avoid such delay in producing an IP-Cablecom multi-media LI standard that an STF be set up to undertake the work.  

1.2
Organization of the work
1.2.1
Confirmation of active support from the Members

The following current ETSI members registered their support for the associated WI -

Nortel Networks, Cisco Europe, Motorola, ADC Telecom, tComLabs, European Technology Services, Ericsson Telecom and ECCA.  UPC Technology, an applicant member of ETSI, also supports the work and has offered voluntary effort (see paragraph 3.11).  None of these organisations is expected to provide paid manpower for the STF.  Several LEAs have also expressed tacit support for the project.

Please see Section 3 for more details of the members’ voluntary support.

1.2.2
Identification of tasks, phases, priorities, technical risk

At the highest level, there is only one task for the STF – production of a draft technical specification.  This activity has been broken down into a number of sub-tasks based on start of work in November 2003.  The detailed scope of work and its timetable would be determined during the first two weeks, followed by about ten weeks for production of the draft deliverable.  After a comment period this would be ready for WG approval early in April 2004, for TB approval immediately after and publication in June 2004.

The greatest technical risk to this project is that of not being able to recruit, from a very limited pool, the appropriate experts who are free to undertake the work in the now very tight timescale that is envisaged.

1.2.4
Outcome of the STF

The output of the STF will be a single deliverable, a draft ready for WG and TB approval, of TS 101 909-20-02.  The STF SC will, therefore, need to define (in conjunction with the STF members) a series of milestones against which the STF progress can be monitored.

Additionally, the STF shall be expected to produce progress reports following the completion of the first draft and at the end of the project.

2
Consequences if not agreed:
If this work is not done there will be no standardised technical basis for operators to meet any national or regional obligations to implement LI for IP-Cablecom multi-media services in Europe. Without this, cable operators will not be allowed by their national regulatory authorities and LEAs to implement new services.  This will limit their capability of meeting their customers’ needs for such services and preventing development of their networks to meet e-Europe objectives.  The work will also afford ETSI the opportunity to lead development of standards in this new area of application.  

Appropriate promotion of this work, can be expected to lead to adoption of the ETSI standard in other regions and make it the preferred candidate for related work at the international standardisation level.  This will result in standardised interface requirements that meet national and international requirements, enabling the interception of multi-media IP-Cablecom calls and their contents using a global standard.

By establishing an STF comprised of experts in IP-Cablecom and LI generally, it can be virtually guaranteed that the necessary work to produce the ‘Europeanised’ IP-Cablecom LI standard for multi-media services will be completed in parallel with the development of the mainstream standards for such services.

By the establishment of an STF, it can also be ensured that the work on the mainstream standards will not wasted or out-dated before it can be put into practice, and therefore that cable operators will be able to meet the regulatory requirements for LI and thus implement services to their end customers as soon as equipment becomes available.

Such services will enhance the recovery potential of both the equipment vendors and cable operators, as well as helping to achieve the e-Europe objectives of enhanced communications to the end-users.  Failure to agree to the formation of the STF is almost certain to delay the implementation of multi-media IP-Cablecom services in Europe, leading to the danger of further stagnation in our industry.

It is envisaged that this will be staffed by relevant experts from the industry and that they will be able to produce a viable standard by the time that multi-media services are defined and operators are ready to implement them.  Given the very specialised nature of this work and the fact that it is vital to the implementation by operators of multi-media services, the only way in which it can surely be accomplished in the timeframe available is by using an STF.

3
Detailed description:
3.1
Subject title:
Definition of architecture and service requirements for provision of Lawful Interception of multi-media services being developed for delivery over broadband digital cable television networks.

Note: This work will complement that for the voice related services already defined and now being brought into service by European cable operators.

3.2
Reference Technical Body:
The reference TB will be ETSI TC AT, with the work likely to be delegated to the control of its WG-D. Close liaison with TC LI will be required, particularly over implementation of the handover interface being defined by them.  
3.3
Other interested TBs (if any):
As noted, close liaison will be required with TC LI and substantial interaction will be required with TISPAN and other NGN activities.  OCG AHG IP-Cablecom will take a close interest in the progress of the STF and monitor the co-operation between TBs.
3.4
Steering Committee
An open Steering Committee to provide guidance to the STF and to allow ETSI Members who could not provide experts for the STF to monitor and contribute to the progress of the work will be formed under the Chairmanship of Ian Marshall (Chairman TC-AT WG-D).  The other members will be provided by the supporting members and are expected to include, among others, the Chairman of OCG AHG IP-Cablecom and representatives of TC-LI and TISPAN; interest in membership of the SC has also been shown from several LEAs.  The committee expects to meet some three or four times during the lifetime of the STF.

3.5
Support from ETSI Members 
The following current ETSI members registered their support for the associated WI -

Nortel Networks, Cisco Europe, Motorola, ADC Telecom, tComLabs, European Technology Services, Ericsson Telecom and ECCA.  UPC Technology, an applicant member of ETSI, also supports the work and has offered voluntary effort (see paragraphs 3.11 and 3.12).  None of these organisations is expected to provide paid manpower for the STF.  The current rapporteur for the WI is Edward Fitzgerald, a principal of ETS. Several LEAs have also expressed tacit support for the project.

3.6
Target date for the start of work
10 February 2004

3.7
Duration and target date for the conclusion of the work (TB approval)
Until September 2004 (draft for publication)

3.8 Resources required

Analysis based on work to date on the IP-Cablecom voice LI project and other work suggests that twelve man-months of effort will be required in total (voluntary and STF manpower).  Given the above timescales, about three man-months of STF resource are expected to be available during 2003, leaving a further five man-months required in 2004, the balance to be met from members’ voluntary resources.  This effort reflects the additional work needed due to the lack of available source material from CableLabs and the low level of voluntary input from other members, currently only four man-months of voluntary effort has been identified (not including the co‑ordination work detailed in paragraph 3.8).

The total resources required 164 000 EUR split into STF experts’ manpower, members’ voluntary manpower contributions and additional costs as follows:

3.8.1 Experts manpower

The total expert resources required, eight man-months (104 000 EUR), is split as follows:
· Work to be undertaken by the STF in 2003 (39 000 EUR)

· Study and definition of detailed requirements
2.0 mm

· Liaison with other TBs
0.5 mm

· Commencement of draft of main deliverable
0.5 mm

· Work to be undertaken by STF in 2004 (65 000 EUR - if funds are available)

· Review and finalisation of detailed requirements
0.5 mm

· Liaison with other TBs
0.5 mm

· Initial drafting of main deliverable
1.5 mm

· Finalisation of main deliverable (TS 101 909-20-02)
2.0 mm

· Final review of deliverable following comments by TB/WG members
0.5 mm

3.8.2
Estimated cost, additional to the manpower
The total additional cost of the STF is estimated to be 8 000 EUR (6 500 EUR in 2003), split as follows: 

· Travelling costs to the Technical Body, WG and Rapporteur meetings in 2003
5 000 EUR

· Travelling costs to meetings with experts providing voluntary input in 2003
1 500 EUR

· Travelling costs to the Technical Body and WG meetings in 2004
1 500 EUR

3.8.3
Estimated cost of Members’ contribution
The total resources required, four man-months (52 000 EUR), is split as follows:

· Work to be undertaken by the STF steering committee in 2003/2004 

· Initial definition and subsequent monitoring of the work-plan
0.5 mm

· Establishing format and scope of deliverable in collaboration with TB
0.5 mm

· Work to be undertaken by the WG and other industry members in 2003/4

· Providing input to the study and definition of the requirements
1.0 mm

· STF SC meetings (see paragraph 3.11)
1.0 mm

· Providing advice and input to the development of the main deliverable
1.0 mm

3.9 Experts’ qualification required, mix of skills

It is recommended that three experts should be recruited; all should be of university graduate calibre with extensive experience in the telecommunications industry, either with an operating company, an equipment vendor in a customer-facing role, or a relevant LEA or similar government agency.  The first expert should have specific experience of the drafting and implementation of IP based standards, preferably in the broadband cable environment.  The second must be familiar with requirements for LI by law enforcement agencies (LEA), preferably in several European countries.  The third person should be very familiar with existing IP-Cablecom standards, as well as having an extensive background in the broadband cable industry.

All experts will need to be able to demonstrate a clear knowledge of the processes and principles involved in LI and the specific needs of LEA as well as an understanding of the network management issues involved.  All experts should be available for the duration of the project and on a time-basis that will ensure completion of the deliverable by the end of March 2004.

3.10
Scope of Terms of Reference
The function of the STF will be to ensure that the standard to be produced will fully identify the services to be offered, and that it will define a proper and secure means for their interception within the IP-Cablecom network, up to the point of handover.  At this point, the intercepted material must be presented in a standard handover format for further processing and/or delivery to the LEA.

It is envisaged that the output of the STF will be a single deliverable, a draft ready for membership approval, of TS 101 909-20-02.  The STF SC will, therefore, need to define (in conjunction with the STF members, a series of milestones against which the STF progress can be monitored.  Following completion of the STF activity, its deliverable will be submitted to ETSI TC-AT for approval, initially as a TS, with a view to this becoming an ETSI Standard (ES) when appropriate.  These activities will not require further STF involvement. 

The STF will not be expected to define a new handover interface for the product of LI.  Existing standard interfaces shall be used wherever possible; where this is not possible, appropriate liaison with ETSI TC LI must be carried out. 

3.11
Organization of the work
Please see paragraph 3.6.1 for details of the work breakdown.  As only a single deliverable is defined, the STF SC will have to agree a very precise set of progress milestones with the STF members prior to their commencement of the work and be in a position to exercise very close control of the progress of the STF from its inception.  These activities will require greater resource than is usual and will require the assistance of other WG-D members, but will be undertaken by members’ voluntary efforts, as will all co‑ordination with CableLabs and other external organisations.  This co-ordination work is not reflected in the voluntary manpower figures shown in paragraph 3.6.1.

3.12
Related activity in other bodies and co-ordination of schedules
Most of the relevant work will be performed within ETSI, but with substantial co-ordination between a number of technical bodies.  A degree of co-ordination will also be required with CableLabs, although the differences in the requirements and legal regime for LI will have to be carefully noted.  A number of European operators willing to do this work on a voluntary basis, either as ETSI members or via ECCA, has been identified.  This effort, as yet not quantified, is additional the figures above.

Detailed information regarding IP-Cablecom multi-media services to be offered in Europe and the likely timescales for their implementation can be expected to be made freely available to the STF team from ECCA members.

The work of the proposed STF does not depend to any large degree upon the availability of other standards or deliverables, from either ETSI or other bodies, though the output from the proposed STF will be a key enabler of other standards.  The relevant CableLabs specification will be a useful guide to the STF team, but they will not be dependent upon it.  

3.13
Base documents and their availability
The required base documents comprise the ETSI TS 101 909 series of standards and the various related ETSI Technical Reports that have been published on aspects of IP-Cablecom.  CableLabs have also published a range of specifications and reports, all of which are available to ETSI for reference or, in most cases, for incorporation in standards. 

The relevant deliverable from the proposed STF will be prepared in accordance with ETSI drafting rules and be subject to the normal approval procedures.  
The STF work will be based upon the following documents:

	Work Item
	Title
	Current

Status
	Date TB
approval

	DTS/AT-020020-20-02 
	Digital Broadband Cable Access to the Public Telecommunications Network; IP Multimedia Time Critical Services; Part 20: Lawful Interception; Sub-part 2: Services not related to E.164 Voice Telephony
	Approved
	May 2001

	TS 101 909 (all parts, as relevant)
	Digital Broadband Cable Access to the Public Telecommunications Network; IP Multimedia Time Critical Services
	
	


3.14
Work Items from the EWP for which the STF is required
TC-AT has already approved WI DTS/AT-020020-20-02 covering this work and envisaging a single deliverable TS 101 909 Part 20-02.

3.15
Planned output schedule
The proposed STF will be tasked to produce the single deliverable according to the following time scale:

Work Item: DTS/AT-020020-20-02 (TS 101 909 Part 20-2)

· Start of work 
10 February 2004 

· First draft for WG review (ToC, scope)
30 April 2004

· Stable draft for WG approval
02 July 2004

· WG approval
mid-July 2004 

· TB approval
mid-August 2004 

· STF to resolve comments
end-August 2004

· Publication
September/October 2004

In addition, the STF will produce the following reports:

· Interim Report
April 2004

· Closing Report 
August 2004

3.16 Document history

	Version
	Date
	Author
	Status
	Comments

	1.0.0
	20 Aug 03
	Jim Price
	Board decision
	Substantially revised version of related STF Proposal originally submitted to Board #43

	1.0.0
	03 Sep 03
	Jim Price
	Approved by Board#44
	Approved without changes

	1.0.1
	04 Sep 03
	A. Berrini
	Approved by Board#44
	Editorial changes

	1.1.0
	19 Nov 03
	A. Berrini
	
	Time scale review

	1.2.0
	14 Jan 04
	A. Berrini
	
	Preparatory Meeting. Review time scale.


