Terms of Reference for Specialist Task Force STF 143 on�Design and specification of two additional standard �TETRA Encryption Algorithms (TEA3, TEA4)�


1.	Reasons for proposing the Specialist Task Force:


An additional standard ETSI encryption algorithm has to be developed for the protection of information the TETRA Air interface. Currently there are two such algorithms: TEA1 for general use in TETRA systems and TEA2 for use by European (Schengen) public safety organisations.


The new algorithms, called TEA3 and TEA4 should be designed for use by public safety (and possibly other) organisations in countries that are not allowed the use of TEA2.


2.	Consequences if not agreed:


For a large potential market of TETRA there will not be a suitable standard algorithm available. This market is expected to include countries like the USA, Canada, Australia and New Zealand. As a consequence the potential market op the TETRA standard can be restricted.


3.	Detailed description:


3.1.	Subject title:


Design and specification of two additional standard TETRA Encryption Algorithms (TEA3, TEA4).


3.2.	Reference Technical Body: ETSI SAGE


3.3.	Other interested TBs (if any): EP TETRA


3.4.	Duration: 4 months


3.5.	Target date for the start of work: First half 1999


3.6.	Necessary manpower (expertise, mix of skills and amount):


It is assumed that the current work done for the TEA1 and TEA2 will be reused for a significant part. Under this assumption the required manpower is 7 man months. 


Needed are cryptographic experts with knowledge of designing cryptographic algorithms for telecommunication use. Also expertise in relation to the legal aspects (export restrictions) and procedural aspects (rules for management and distribution of algorithms) is required. As usual the experts shall be selected via the ETSI SAGE mechanism.


3.7.	Context of the study:


As part of the TETRA standard a number of essential security functions have been specified in ETS 300 392-7. One of these functions is the air interface encryption, which was supported by two standard encryption algorithms: TEA1 for general use and TEA2 for public safety use. In a later stage it was decided to restrict the use of TEA2 further to European public safety organisations. Therefore a replacement for the TEA2 is required.


3.8.	Related activity in other bodies and necessary co-ordination of schedules:


Related activities take place in EP TETRA, where TETRA is specified, and in particular in Working Group 6 which specified the TETRA Security. TETRA Working group 6 has produced an Algorithm Requirements Specification.


The work of the STF will be co-ordinated with that of EP TETRA, since the latter group will need to approve the rules of management for the algorithms as well as the final report of the work.


3.9.	Scope of the Terms of Reference:


The scope of the Terms of Reference is given by document EPT WG6 (97) 050, “Requirements Specification for the TETRA Air Interface Encryption Algorithm TEA3”, which also includes provision for TEA4, which has been identified as needed.


3.10.	Reference specification(s) and existing documents, including ETSI member contributions:


Terrestrial Trunked Radio (TETRA); ETS 300 392-7, “Voice + Data (V+D); Part 7: Security”.


EPT WG6 (97) 050, “Requirements Specification for the TETRA Air Interface Encryption Algorithm TEA3”.


3.11.	Work Item(s) from the ETSI Work Programme (EWP) for which the STF is required:


DTR/SAGE-00017-1	Rules for the management of TETRA Encryption Algorithms (TEA3, TEA4)


MI/SAGE-00017-2	TETRA Encryption Algorithms (TEA3, TEA4)


3.12.	Expected output(s):


The main outputs of the work shall be the Algorithms Specification and a Report with Detailed test data. These documents shall be confidential and shall only be provided to ETSI SAGE and the custodian of the algorithms.


In addition there shall be an evaluation report which shall only be available to the SAGE and STF members.


Public deliverables are a short public report on the design and evaluation of the algorithms, a document specifying the rules for management of the algorithms and a document with black box test data.
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