TERMS OF REFERENCE FOR PROJECT TEAM  72


SECURITY ARCHITECTURE FOR IN CS1 AND  CS2


as agreed by Technical Assembly 21 [ETSI\TA21(95)13]





1. 	Reasons for proposing a PT:


Methods to protect IN networks and resources from unauthorised manipulation are of crucial importance and an enabling factor in order to offer IN services in a competitive environment on a global basis.


The specification of security for IN networks requires closer collaboration between experts than what is possible on a voluntary basis in NA6/WG4.


2.	Consequences if not agreed:


It will not be possible to specify security for IN Capability Set 1&2 in sufficient details on a voluntary basis and in a timely manner, hence the standardisation and offering of IN services to the public will be delayed.


3.	Detailed description:


3.1.	Subject title:  Security Architecture for IN; CS-1 and CS-2.


3.2.	Reference TC: NA (STC:NA6).


3.3.	Other interested TCs (if any): Non identified


3.4.	Duration: .February 1995 to March 1996


3.5.	Target date for the start of the work:  February 1995


3.6.	Necessary manpower (qualification and amount):


Security experts, 12 Manmonths.(10 manmonths)


3.7.	Context of the study: Part of ETSI NA6 (IN) documentation


3.8.	Related activity in other bodies and necessary co-ordination of schedule:


Parallel to STAG work on security analysis and specification in Telecom networks.


Parallel to NA7 work UPT security.


Parallel to SMG5 work on UMTS security


3.9. Scope of the terms of reference and relevant study items:


NA6/WG4 will provide system description, an initial threats analysis and an initial set security requirement for CS-1 and CS-2.


The PT will elaborate on this, select security mechanisms and specify the security architecture for CS1 & 2 (management of security should probably also be included).
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3.10. Reference specification(s) and existing documents, including members contributions:


ETSI NA6 IN documentation, various STAG documents.


3.11. Part of the ETSI Work Programme (UP) for which the PT is required:


IN  standardisation within ETSI NA6 and other ETSI groups (NA4, SPS3, etc.)


See EWP worksheet AN-61201.


3.12. Expected output(s):


"DE/NA061202 "Security Architecture management for global IN CS1 and CS2 systems".


The production of test specifications is not included in the scope of Project Team 72




















