[image: image1.jpg]eS((—)




ESI(11)0056r1


Draft ETSI TS on CSP Conformance Assessment

Request for public comment on
 CSP Assessment through CSP Supervisory Schemes
In reviewing the draft ETSI technical specification on “CSP Conformance Assessment: Part 1 General requirements and guidance for CSP Conformance Assessment” public comment is requested on the appropriate approach to CSP Supervisory schemes operating under the e-signature Directive 1999/93 and the level of assurance expected in comparison with to CSP accreditation schemes.
Article 3.3 of Directive 1999/93/EC requires that “Each Member State shall ensure the establishment of an appropriate system that allows for supervision of certification-service-providers which are established on its territory and issue qualified certificates to the public”.   The Directive also states in Article 3.1 “Member States shall not make the provision of certification services subject to prior authorization” and in Article 3.3 “Without prejudice to the provisions of paragraph [3.]1, Member States may introduce or maintain voluntary accreditation schemes aiming at enhanced levels of certification-service provision”.
This has a resulted in a range of approaches in countries to the supervisory schemes.  In some countries there is a “hands off” approach with no proactive action taken following notification;  whilst, in many other countries the CSP is evaluated by auditors / evaluators shortly after notification.  However, due to the requirements of Article 3.1 CSPs are allowed to operate prior to any evaluation / audit.
It is the view of the STF to achieve a level of assurance commensurate with other aspects of electronic signatures, such as the expectation that SSCD is evaluated to EAL4+, that some form of independent assessment by evaluators / auditors against standardised criteria is needed.   There already exists a framework for the accreditation of IT system through the European Co-operation for Accreditation (EA), ISO 17021(which adopted much of ISO 19011)  and EN 45000 as already referenced in CWA 14171-2.   Is it considered that CSP supervision operating under equivalent principles, as many already do, is needed to give users equivalent assurance of the CSP operation as exists with other aspects of electronic signatures.
However, due to the requirements of Article 3.1 prior evaluation cannot be part of the requirements of a CSP Supervision scheme.  So inevitably there will be a period of CSP operation when no assessment has been made of the security of the CSPs operation.  Also, it is recognised that some EU countries will wish to continue to operate in a “hands off” mode.  The best that may be expected when a CSP has first notified the CSP Supervisory body is a self declaration of conformance to standardised policy requirements such as in TS 101 456.  Thus, it is felt that there is a need for users to be able to clearly differentiate those CSPs which have been independently evaluated against standardised policy requirements or whether the CSP has made its own self declaration.
ETSI ESI requests comment on:

a) What level of assurance should be expected from supervised CSPs, whether this should be commensurate with other aspects of electronic signatures and work towards assurance levels achieved through rigorous audit as outlined above?

b) How parties relying on CSP services may be able to know whether the CSP has been assessed against standardised policy requirements by a properly qualified assessor (whether government evaluator or professional auditor)?
c) Whether the use of self declaration is appropriate as the basic requirement for CSP Supervisor schemes?  Should self declaration against standardised policy requirements be preferred over self declaration against the Directive Annexes I & II?
