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Foreword

This ETSI Standard (ES) has been produced by ETSI Technical Committee Human Factors (HF) and ETSI Project eHealth.

Intended readers of the present document are:

· eHealth service providers;

· device manufacturers;

· software developers;

· researchers.

Introduction

Adapting an eHealth system to the individual user is essential for making the system safe and easy to deploy and to use as an effective support to independent living. Personalization can thus enhance the user’s trust in the system, and make it more readily accepted. It can range from simply setting an alarm volume according to the user’s hearing abilities and the ambient noise level, to the complex tailoring of the user’s entire eHealth environment.

In the present document a standard for personalization of eHealth systems is described. The personalization is achieved by maintaining and updating a user profile, which depends on and is dynamically adapted to the user’s context, general preferences, physical and mental abilities, and other relevant parameters. The profile can then be used by eHealth services and devices to ensure a uniform user experience irrespective of context. The work builds on the personalization and user profile concept described in the ETSI guide EG 202 325 [HF a]. The generic personalization architectural framework is described in ETSI TS 102 747  [HF c] and the preferences for a wide range of services and devices (not particularly related to eHealth) are described in ETSI ES 202 746 [HF b]. 
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Scope

The present document provides a standard relevant to management of user profiles for personalisation of eHealth systems and services according to users’ preferences and needs. Personalization of eHealth systems includes personalization of the eHealth information and interaction. It specifies standardized elements of profiles including information and preferences. 

Profile solutions within the scope of the present document are:

· those provided for the primary benefit of the end-user;

· those where the end-user has rights to manage the profile contents;

· those where the end-user has the right to have a dialogue with the information owning stakeholder.
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References

References are either specific (identified by date of publication and/or edition number or version number) or non‑specific.

For a specific reference, subsequent revisions do not apply.

Non-specific reference may be made only to a complete document or a part thereof and only in the following cases: 

· if it is accepted that it will be possible to use all future changes of the referenced document for the purposes of the referring document; 

· for informative references.
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For online referenced documents, information sufficient to identify and locate the source shall be provided. Preferably, the primary source of the referenced document should be cited, in order to ensure traceability. Furthermore, the reference should, as far as possible, remain valid for the expected life of the document. The reference shall include the method of access to the referenced document and the full network address, with the same punctuation and use of upper case and lower case letters.
NOTE:
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Normative references

The following referenced documents are indispensable for the application of the present document. For dated references, only the edition cited applies. For non-specific references, the latest edition of the referenced document (including any amendments) applies.
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Informative references
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Definitions and abbreviations

Definitions and abbreviations extracted from ETSI deliverables can be useful to draft your own and can be consulted via the Terms and Definitions Interactive Database (TEDDI) (http://webapp.etsi.org/Teddi/).
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Definitions

For the purposes of the present document, the following terms and definitions apply:

accessibility: ensuring that all sectors of the community have equal access to communications and online information
active profile, active user profile: set of all active profile components related to a user

carer: individual who provides health or social care to the client

NOTE:
Both professional and informal carers are included in this category.

client: individual receiving the eHealth service, to support independent living and/or using eHealth services for the care of his or her own health and wellbeing

coordinator: individual or organization who coordinates the delivery of care (e.g. case manager)

domiciliary (home) care: care delivered to people in their own homes. This can include assistance with personal care (e.g. washing, dressing, going to and getting out of bed) and a range of practical/domestic tasks.

eHealth service provider: provider of eHealth services to a group of people
health/care professionals: professionals (e.g. clinicians, doctors, occupational therapists, social workers) involved in the assessment of clients and delivery of more specialist care than that provided by carers

health/care managers: professionals (typically working in the public sector) who control budgets and direct resources within their local area and who will have direct contact with health care professionals but not with carers or their clients

informal carers: relatives, neighbours, friends or volunteers providing care for the person in need

profile: set of user related information, preferences, rules and settings which affects the way in which a user experiences terminals, devices and services

NOTE:
The use of the word profile in the present document implies user profile unless otherwise stated.

profile provider: entity (e.g. company such as a service provider, organisation such as a special interest or affinity organization) that provide profiles and associated services

residential care: personal and/or nursing care that is provided to a person in a managed care home, in which the person is also provided with accommodation that includes appropriate staffing, meals, cleaning services, furnishings and equipment, for the provision of that care and accommodation

sheltered accommodation/ warden supported accomodation: 

rule: statement that can be interpreted by the profile system to produce or limit an action

state information: information about the current state of some aspect of the user and their devices and services
template: set of rules and settings provided by an entity as a starting point for the user for the creation of their profiles

usability: extent to which a product can be used by specific users to achieve specific goals with effectiveness, efficiency and satisfaction in a specified context of use
user: person using ICT services
user profile: see profile
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Abbreviations

For the purposes of the present document, the following abbreviations apply:

COPD
Chronic Obstructive Pulmonary Disease
EHR
Electronic Health Record
PHR
Personal Health Record
WHO
World Health Organization
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Background
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Health and wellbeing 

Editor’s NOTE: (NH): Nick will include a graph showing consequences in not addressing preventative issues and instead get an acute situation. Also refer to and summarize Sixsmith paper.

[NH … do we have a definition of Health and Well-Being from a previous document, or should we search for one from a source such as WHO?

Areas to be addressed:

· Setting the scope of human interest, broadening the view of health, not only medical profession…

· Quality of life

Independent living, mobility, cross border…

Previous and ongoing work….
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eHealth and telecare

There is a multitude of definitions of eHealth [Other a], emphasizing to various degree health, technology and business aspects. The most commonly cited definitions on the Internet is “(eHealth) … refers to health services and information delivered or enhanced through the Internet and related technologies” [Other b] and “the combined use of electronic communication and information technology in the health sector” [Other c]. A similar definition is proposed by the European Commission: “e-Health refers to the use of modern information and communication technologies to meet needs of citizens, patients, healthcare professionals, healthcare providers, as well as policy makers” [Policy a]. In the ETSI document [eHealth a] the following is added: “eHealth systems include tools for health authorities and professionals as well as personalized health systems for patients (individuals) and citizens (community)”. Health in this context refers to the process of curative or preventative care, contributing thereby to the person's well-being. 

Telecare implies an aspect of communication, remote consultation or remote monitoring, with a person in need of care at one end of the line (the “client”), and at the other end a health professional, a relative, a neighbour, (collectively denoted the “carer”), an alarm centre or even a computerized system. Telecare should be distinguished from telemedicine, which involves health professionals at both ends of the communication line [HF e]. Telecare usually implies that the client can go on living at home, whereas previously he/she would have to be hospitalized or institutionalized. Telecare thus has obvious and important benefits: It frees resources in the health system, enables independent living for the client, acts to reassure the client, warn about and prevent accidents, and give relief to relatives and informal carers.
Doughty [Doughty, 1996] defines three generations of telecare. The first generation consists of very basic systems, dependent on the service user to trigger an alarm and alert the carer of the need for assistance. They are often referred to as Personal and Emergency Response Systems or Personal Alarm Systems. Telecommunication links are used to send the alarm to the carer. These first generation systems are still the most commonly used as they are cheaper and easier to install and use than newer generation systems.

Second generation systems introduced sensors to provide continuous monitoring and raise alarms. This takes the reliance away from the service user having to trigger an alarm. Examples of such alarms are flood sensor alarms and temperature sensor alarms as well as client monitoring systems such as fall detectors. These alarms will in general be triggered when a threshold condition is reached, e.g. if the flood sensor records a certain level of water or if the temperature sensor detects a low temperature in the dwelling. While these sensors reduce the reliance on users to flag alerts, they still do not provide a carer much information about the health condition of the service user.

The third and most recent generation of telecare aims to predict care needs by anticipating changes that could lead to loss of well being before they occur or result in long term damage. It aims to provide more contextualized information about the occupant for a carer. Health and well-being data is collected using a range of sensors that monitor the occupant as required. The sensor data is then analysed and presented to stakeholders in context so as to contribute richer data into the “dialogue of care”. The sensors that are used can vary from system to system, but many will focus on collecting data related to the users Activities of Daily Living (ADLs) and data important to the medical condition(s) affecting the service user. As the focus shifts from purely functional and medical sensoring, carers can gain insights into the general well being and the specific conditions of interest in the care of home dwelling people, and the people themselves can understand their situation better and engage more actively in their own self-care.

The importance of telecare for home dwelling people is illustrated in Fig x below. Changes in health or well-being, if left undetected or unattended, will result in loss of quality of life, and ultimately loss of independence. Acute episodes inevitably cause damage that can have lasting consequences. The prediction, or at least detection of changes that could result in an acute episode is therefore vital, particularly when home dwellers are somewhat socially isolated and live alone.
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Independent living also implies, however, social interaction, including travelling abroad. Any care that occurs at home must follow the person as they leave the home, otherwise they cannot function independently and as they chose. Whilst it may be possible to access care services remotely, it’s also important that local care services can provide support as required. Both the access to care services, and the local delivery of care services depend on the profile of the user’s requirements and usage characteristics being available and enabled.
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eHealth standardization 

Standardization within health and eHealth has traditionally been oriented mostly towards the needs of the medical profession: Hospital information systems, storage and exchange of diagnostic information, exchange and interpretation of sensor data, etc, but later initiatives are also more directly concerned with the needs of the client and end user. In the following a brief overview of standardization activities relevant for eHealth is given.

ISO, International Organization for Standardisation. ISO Technical Committee TC 215 deals specifically with health informatics, with the following scope: “Standardization in the field of information for health, and Health Information and Communications Technology (ICT) to achieve compatibility and interoperability between independent systems”. It is organized in the following Working Groups (WG): 

· WG1 Data structure. Definitions, frameworks, models, templates and data sets

· WG2 Data interchange of clinical and administrative messages

· WG3 Semantic content: Concept and knowledge representation

· WG4 Security: Confidentiality, availability, integrity, accountability, management.

· WG5 Health cards

· WG6 Pharmacy

· WG7 Devices

· WG8 Business requirements for an Electronic Health Record

None of the above WGs deal specifically with personalization issues. WG5 (Health cards) will have future relevance as a carrier of information related to user preferences, but until now the focus of WG5 (as well as that of several national health card deployments) has been towards the needs of the medical profession and of the insurance companies.

CEN, Comité Européen de Normalization. CEN Technical Committee TC 251 is the body within Europe mandated to develop standards for Health Informatics. It has four working groups that mirror closely (except for the number) WG1 to WG5 in ISO 215. 

SNOMED, Systematized Nomenclature of Human Medicine is an organization that deals specifically with health terminology and classification standards, mainly targeting a common terminology for diagnosis and treatments. (SNOMED CT - Systematised Nomenclature of Medicine Clinical Terms)

World Health Organization‘s International Classification of Diseases (ICD), contains information on diagnosis and health condition. WHO’s International Classification of Functioning, Disability and Health (ICF), is a classification of the health components of functioning and disability. The ICD and ICF constitute the core classifications in the WHO Family of International Classifications (WHO-FIC).

HL7, Health Level 7 is an ANSI accredited US Standards Developing Organization (SDO) that provides “standards for interoperability that improve care delivery, optimize workflow, reduce ambiguity and enhance knowledge transfer” (HL7 home page). The organization deals mostly with the information exchange between the patient record in the hospital and external institutions.

IHE, Integrating the Healtcare Enterprise provides guidelines about how to implement and configure healthcare systems so that they can exchange data in a structured way. It is a cross-industrial attempt to integrate the plethora of information and computer systems that are found in a hospital. 

EFMI, European Federation for Medical Informatics is a very active and independent organization dealing with all aspects of ICT within the health sector. It organizes the yearly MIE conference which attracts a large and highly skilled audience. EFMI has several working groups relevant for personalization within eHealth:

WG Personal Portable Devices (PPD), dealing with the deployment of projects related to devices like cards, tokens, and similar technologies in the domain of healthcare and welfare. One of the group’s focus areas is described as a “vision of personalised, portable device technology applications in advanced Identity and Personal Data Management.” 

WG Informatics for the Disabled and Rehabilitation (IDR). The group’s focus is mainly technical / industrial, targeting accessibility and usability for the disabled.

WG Natural Language Understanding (NLU). The group mainly aims to act as a point of contact for researchers within its field of interest.

WG Primary Care Informatics (PCI), aiming amongst others to “promote research and development to develop a core generalisable theory for primary care informatics”

IMIA, International Medical Informatics Association has its origins in IFIP (International Federation for Information Processing), and collaborates closely with WHO. Several IMIA working groups have relevance for personalization:

WG 02, Consumer Health Informatics. The group “is concerned with electronic information related to health care available to the public (e.g. Internet, wireless, standalone electronic media)”. Its main focus is towards the use of health resources on the internet.

WG Human Factors Engineering for Healthcare Informatics. One of its goals is to “coordinate studies and actions in the healthcare domain and to develop standardization initiatives for usability studies and user-centered design”.

WG Smart Homes and Ambient Assisted Living, targeting “the study and promotion of research and development in the area of smart homes and ambient assisted living applications.” 

IETF, Internet Engineering Task Force? Not directly relevant.

DICOM, Digital Imaging and Communications in Medicine is the name of a family of standards established and maintained by ACR-NEMA (American College of Radiology – National Electrical Manufacturers Association). In addition to dealing with medical imaging and images, the DICOM standard also targets related information needed for correct data interpretation, such as patient and contextual data.

EFMI, European Federation for Medical Informatics (see http://www.helmholtz-muenchen.de/ibmi/efmi/) WG Personal portable devices (PPD), 
EFMI WG PCI, IMIA WG HFEHI).
Editor’s comment: 4.x Industrial initiatives and standardization within the field of personalization, new chapter. Should we have a special chapter on this subject? We could also integrate it with the previous chapter, or maybe (to not upset the numbering) make it 4.3.2 and the previous 4.3.1.

Also, include text on  ITU and telemedicine, SG 16 (contact John Fenn)
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User profiles

One most important aspect of the eHealth is that the client feels comfortable with the eHealth services provided to them. This implies that the eHealth services fit with the client’s lifestyle and preferences. Without some mechanism that allows the user to personalize their eHealth experience, a one-size-fits-all solution will be provided that will only meet the precise requirements of a very small proportion of the clients. The present document is defining preferences, which can be useful when matched by corresponding capabilities designed into the eHealth system.
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Stakeholders and roles 
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Stakeholders

Editor’s note: (NH add text on roles).
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Care related stakeholders

The following are some of the most important stakeholders in most eHealth situations:

member of the public – Members of the public may perform many roles. The most common roles are those of a client or a carer (see clause 5.2)

medical professional – A medical professional (e.g. clinician, doctor) is involved in the assessment of clients and delivery of one or more medical roles. The medical professional will have a qualification that entitles them to perform various medical roles. They may also perform other non-medical roles such as performing some non-medical care roles.

care professional – A care professional (e.g. occupational therapist, social worker) is involved in the assessment of clients and delivery of one or more non-medical care roles. The care professional will have a qualification that entitles them to perform various care roles.

health/care manager: A professional who control budgets and directs resources within their local area and who will have direct contact with medical/care professionals but not members of the public acting as carers or clients.

domiciliary (home) care worker – A person providing care to people in their own homes. This can include assistance with personal care (e.g. washing, dressing, going to and getting out of bed) and a range of practical/domestic tasks.

coordinator: individual or organization who coordinates the delivery of care (e.g. case manager)

eHealth service provider – An organisation that offers eHealth services to a range of stakeholders. The eHealth service provider can typically be classified according to one of the following organisational options:

· public sector body (e.g. a local health authority) which has purchased a telecare system from a manufacturer and uses it to provide an eHealth service to its citizens;

· a private sector company or charity, which has been contracted by the authority to provide an eHealth service (but who are independent of the local authority);

· a private sector company which offers eHealth services directly to subscribing customers. 

There are frequently very strong associations between stakeholders and the roles described in clause 5.2. However, the allocation of roles to stakeholders can vary significantly from country to country and even from region to region within a country. This variation is often made even more complex due to historically changing patterns of funding for both medical and non-medical care services, with an often complex mix of publicly or privately funded care. 
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Non-care stakeholders

Editor’s note: could mentions what is relevant to these:

· Funders

· Insurers

· Developers

· Regulators and policy makers, e.g. authorisation and access control rules

· Installation and Maintenance 

· Administrators
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Profile provider

An entity, such as a company, that provides the profile and associated services is called a profile provider. The profile provider may offer different versions of profile tools that are designed with respect to the context of use for different users, tasks, equipment and the physical and social environments. In addition to profile tools, the profile provider may also offer 3rd party services for administrating the profiles. Different types of profile providers include:

Profile provider providing the whole profile or a major part of the profile: the profile data may be distributed at different locations, or reside at one centralized location. Profile providers should be offered a means, under control of the user's profile system and therefore the user, of synchronizing their part of the profile with other parts of the profile. The level of availability should be guaranteed.

Device or service specific profile providers: a device manufacturer, a device, or a service provider may provide a profile, related to the particular device or service (e.g. of an eHealth service).

Self providers: where users set up their own environment, providing their entire profile, or parts of it. The level of availability of such profiles cannot be guaranteed as the availability of the device or service which hosts the profile is unknown.

For further details on profile providers, see [HF a].

 AUTONUMLGL  \* Arabic \e 
Roles

 AUTONUMLGL  \* Arabic \e 
Introduction

This clause informs about different roles. For each of the roles, they may one or both of the profile user role and the administrator role, as described below in clause 5.4. Individuals may have different roles in different contexts.

 AUTONUMLGL  \* Arabic \e 
Profile system roles

Profile user role - A person is in a user role when they are using their existing profiles, including activation or deactivation of their profiles. It is likely that some people, for instance very young children, would only be allowed the user role.

Profile administrator role - A person needs to be in an administrator role to define new situation dependent profiles or to modify existing profiles. Administrators' rights to access and modify profile data is described in detail in clause X. The most straightforward case is that the same person is in a user role most of the time and may be in an administrator role when there is a need to create a new profile or update existing ones. The administrator can also be someone else, for example when an organization administers profiles for employees, a caregiver administers their clients, or when parents administer profiles for their children. In that case, the employees or the children might be granted some rights to administer some aspects of their profiles. A mechanism would then allow levels of administrator roles such as super‑administrator role and self‑administrator role. Alternatively users may call upon a third party service to administer their profiles either all of the time, or when the administration task is awkward to perform at the current time. For further details on the administrator role, see ETSI EG 202 325 on  User Profile Management [HF a].

NOTE:
A person addressed in the present document, whether in a user role or in an administrator role, is most often called "user" in the present document.

 AUTONUMLGL  \* Arabic \e 
eHealth related roles

In order to manage privacy, there is a need to handle different roles. Roles embrace those of health personnel, formal and informal carers and telecare agents. Some roles may be mutually exclusive, others may be complimentary, and one person may have different roles in different situations.

For the appropriateness of roles to be confirmed it will be necessary to establish a very detailed set of eHealth related roles (e.g. the client's personal doctor, a parent, or a nurse assigned to emergency services) and then to ensure that a person’s eHealth profile contains an accurate record of their eHealth related role.

Client - The client is the individual receiving the eHealth service. The client’s use of the eHealth service can be to support independent living and/or for the care of his or her own health and wellbeing.

Carer – Carers are individuals who provides health or social care to the client.

NOTE: 
Both professional and informal carers are included in this category. Informal carers may be in a range of categories such as relatives, neighbours, friends or volunteers providing care for the person in need 

……………………………………………………………………………………………….

Editor’s note: Areas to be further addressed:

Relationship between cared for and carer (see clause 5.4 on profile administrator role)

Relationship between carers (see clause 5.4 on profile administrator role)

Scope/ownership of user profiles and eHealth record.

Health professional:

Medical doctors:

· Physicians

· Personal physician

· Specialist (e.g. Ear Nose Throat, Cardiology)

Alternative care:

· Charities

· "Alternatives", e.g. Acupuncture

Care Mediators:

· e.g. Housing Associations

· e.g. Care centres

Emergency services:

· Paramedics

· Fire

· Police

· Voluntary

Client Administration, such as appointment booking, reminders etc.

 AUTONUMLGL  \* Arabic \e 
Personalization requirements for eHealth services

Editor’s note: (All to collect what is available). The STF will analyse which are the Services and information requirements that need to be met and of which personalization is an important factor for meeting the requirements.

Areas to be addressed:

· Aspects affected by knowing about the user

· Use information from user profiles, but also provide information to the user profiles.

· User requirements.

· In what way are the users thinking that they can or should be able to influence the care they get? How can user profiles help? 

· Informal carers, in what way do they think that they can be should be, and are engaged with the formal care? How can they get the information they need? Often similar rules should be applied to informal and formal carers, where relevant.

· Who are the set of relationships between the set of stakeholders, and the information that flows between them? And what are the user profiles for in this?

· What is the current situation and what is the optimum?

· Get requirements from “MAGNET beyond” project, 

· Definition on quality requirements. Can the quality requirements be met? What are the limits? How to do the capability negotiation? Who can define that (the patient or the doctor)? It depends on WHAT is done, e.g. for reading information or updating information. What are the usage areas (e.g. medical, or health and wellness such as sports activities)? What is the purpose?
Cross border documents from Commission (MP put 3 documents on docbox and make reference to these)
 AUTONUMLGL  \* Arabic \e 
Privacy and confidentiality


User Profiles and User Profile Management may require management of data in remote systems and is therefore subject to the provisions of the data protection and data privacy acts in Europe [Directive a], [Directive b], [Directive c]. These obligations are placed on the receiver of the data to respect the privacy of the data subject and rely on a trust being established between the data users. The technical support of data protection is restricted to the ability to provide proof and validation of the integrity of data in stores and assurances of access control.
eHealth
 information is probably the most personal and sensitive information that a person makes available in an electronic form. Therefore the privacy of this information is of the highest importance if trust in eHealth systems is to be established and maintained. People’s trust that the privacy of their eHealth information is being appropriately handled can only be achieved if they feel confident that their eHealth information is only made available to appropriate people in appropriate circumstances.

Even if each individual data is anonymous, the combination of different data might not be anonymous anymore….(MP write more about this).

What eHealth information is considered sensitive is a personal matter and may differ significantly from one client of a service to another. The challenge is for a service to judge this correctly and classify information that it may interchange or make available to other parties according to the client's criteria of sensitivity. If this is done, then rules that relate to sensitivity will produce the correct behaviour from the client’s perspective. For further details, see clause 9.

EN13606-1 [x] describes a model for the interchange of “extracts” from eHealth Records (EHRs). As the medical information in and EHR is probably the most sensitive information that could be exchanged, it would make sense of the overall model for the exchange of eHealth profile information was related to the concepts in the model that is proposed for the exchange of EHRs.

One of the challenges in managing the exchange of eHealth profile information is to assign access rights to profile data that relates to the role of the person or organization that wishes to access that information (as well as the possibility of assigning those rights related to named individuals). Instead of creating a new system for classifying roles in the medical and care sectors it would be preferable to adopt the predominant sector standards. There are a multitude of standards that relate to the identification of roles and the associated authentication issues, but as yet there are no definitive worldwide standards that have been universally adopted. The “Integrating the Healthcare Enterprise group IHE (www.ihe.net ) have done most work in this area and it would be preferable to look at following their standards – in particular the IHE “IT Infrastructure” profile of standards.

A related issue is that, even if there is a universal standard that specifies healthcare roles, there is a need for a mapping of these roles to the local naming for these roles in different regions and countries. This is a classic semantic interoperability issue.

Although user preference is one factor that may determine the policy that controls access to eHealth profile data, the range of rights and privileges that the actor has may be implicit for a role or may be agreed upon and authorised by some third party (e.g. a court of law, a university or a trade association). Also, if circumstances change the rights may change. These changes may be pre-determined or may require some external ruling on how they change.

ETSI EG 202 487 [HF e] provides guidelines on privacy and confidentiality guidelines for Telecare services, also applicable to eHealth services and explains that privacy can be defined as the ability of an individual or group to keep their lives and personal affairs out of public view, i.e. to control the flow of sensitive information about themselves. Confidentiality is more concerned with the responsibility of individuals, companies or organizations that may collect and store such information on others, and the need to ensure that only authorized individuals are allowed access to that information. In summary, and relating this specifically to eHealth services, privacy could be classified as the right of the client and confidentiality as the duty of the service provider.

Maintaining privacy and confidentiality helps create a sense of trust between the client and the eHealth service provider. Other factors that affect trust are: ethics; legal aspects; availability and reliability; integrity and safety, all of which are covered in other parts of the present document. 

Due to the vulnerability of data transmitted on the internet and stored on the web, companies or organizations that set up web portals for health and/or provide health advice on the internet should pay particular attention to privacy rights and the confidentiality of client data. Several advisory codes of conduct for web portals have been published, e.g. [Other d].

 AUTONUMLGL  \* Arabic \e 
Access to Electronic Health Record 

Authorization for accessing EHR in order to read and write in EHR according to (see “Working Document on the processing of personal data relating to health" in electronic health records (EHR)” page 15, http://ec.europa.eu/justice_home/fsj/privacy/docs/wpdocs/2007/wp131_en.pdf ) states the following:


· General access safeguards: “Data in EHR systems are confidential medical records. Thus the essential principle concerning access to an EHR must be that – apart from the patient himself – only those healthcare professionals/ authorized personnel of healthcare institutions who presently are involved in the patient’s treatment may have access. There must be a relationship of actual and current treatment between the patient and the healthcare professional wanting access to his EHR record.”
· Special access safeguards by involvement of the patient: “If feasible and if possible – that is with a patient present and able to act – the patient should be given the chance to prevent access to his EHR data if he so chooses. This requires prior information about who would when and why want access to his data and about the possible consequences of not allowing access.”

 AUTONUMLGL  \* Arabic \e 
Localisation

An essential part of user personalisation is to adapt the system to the user’s language, cultural environment and any specific regulations and laws, in short denoted localisation. Guidelines for localisation have been established by ETSI in [HF d]. Since the cost for localising may be considerable, in many cases it is acceptable to offer only a limited number of language versions of the user interface, and supplement with well established and easily recognized icons for the most commonly used menu choices. However, also visual content should be localized according to culture and geographical situation. To facilitate localization with respect to language, a multi-byte character set allowing non-European languages and any direction of writing should be employed. ETSI EG 202 421 [HF e] provides guidelines on multicultural communications including language and cultural issues.

 AUTONUMLGL  \* Arabic \e 
Service support functions

Editor’s note: address:

· Remote technical support for equipment

· Reconfigure

· Instruct the user on how to use the system

 AUTONUMLGL  \* Arabic \e 
Phases

When a person first becomes a profile user, the profiles will be configured to meet their specific needs and preferences at the time the user of a user profile management system commences. The setup phase may involve the user and health and social care professionals assessing the user’s requirements and proposing a configuration of the profile that best matches the user’s needs at that time. However, there may be two major factors that will require subsequent changes to the profile configuration:

· incorrect initial configuration of the profile data, possibly because of the inability of the profile user to assess what would best suit their specific needs or because the professional assessments failed to accurately judge the user’s needs;

· changes in the profile user’s situation due to changes in external circumstances (e.g. a move from their home to a hospital or care home) or a change in their mental or physical condition (e.g. due to age related changes or to a progressive medical condition).

Strategies will be required to both identify when a profile configuration needs to be changed and to institute such changes. Identification of the need for profile configuration changes could be triggered by events such as:

· the profile user identifying that their eHealth systems are not behaving in the required manner (and complaining about this to the profile administrator);

· the Profile Agent Identifying a consistent pattern of manual activation/deactivation of situation dependent profiles that are programmed to be automatically activated/deactivated (and alerting the profile administrator).

· the Profile Agent detecting that the user is repeatedly changing settings in their eHealth services and devices, then the system could suggest that the preference is included in the profile;

Editor’s note: Personalization aspects in the following phases need to be addressed:

· Service setup

· Main service running

· The principal care functionality

 AUTONUMLGL  \* Arabic \e 
Ethics (from Telecare Guidelines)

Editor’s note: the following guidelines from ETSI EG 202 487 [HF f] will be used for input to our work, and might result in information and preferences:

Within the social care domain, ethics can be considered in terms of two basic principles: 

1. the universal duty of good care i.e. the use of expertise to protect the well-being of clients, and 

2. the universal duty to respect the autonomy of the client [31]. 

TG 7.1.2
E-health systems should respect the client's decisions, dignity, integrity and preferences.

Honouring the clients’ dignity and integrity amounts to respecting their preferences and decisions.

TG 7.1.3
E-health systems should not adversely affect the delivery and user experience of existing services provided to clients.

Making sure that the users does not inadvertently reduce or degrade other services that they want/need by changing the preferences relevant for a particular service.

TG 7.2.5
It should be possible for the service provider to configure the system to prevent it from gathering information that might not be considered necessary for a specific client.

The provider should make pre-adjustment of the system to make sure that the preferences settings available to the users fit their capabilities and needs. (Templates, wizards, … )

What preferences are needed to support these guidelines?

 AUTONUMLGL  \* Arabic \e 
Legal aspects

Editor’s note: the following guidelines will be used for input to our work, and might result in information and preferences:

TG 8.1.1
Legal experts should be consulted to identify the relevant legal requirements for the country in which the personalized eHealth system will be deployed. 

TG 8.3.2
The legal owner of the user’s personalization data should be identified and permission sought from the owner if the data is to be used in a way that has not already been agreed upon.

Note: In many cases the legal owner will be the user himself, but not always.

TG 8.3.3
An information retention policy should be in place stating how long and under what conditions client data and information will be stored, and how it will be disposed of when the retention period has expired.

Note: How to deal with the personal information when it is no longer in use may be part of the user’s preferences.

 AUTONUMLGL  \* Arabic \e 
Conflict analysis

The eHealth system should whenever possible analyze the preferences and the user’s personal data to check for and warn about conflicts. Priorities could be given to preferences in case there are conflicts.

 AUTONUMLGL  \* Arabic \e 
Overview of the personalization and profile concept

 AUTONUMLGL  \* Arabic \e 
Introduction

For the convenience of the reader, this clause provides an brief overview of the personalization and user profile concept as described in more detail in EG 202 325 [HF a]. Further information can also be found in ETSI ES 202 746 [HF b] which provides standardized user profile preferences and information". The personalization and user profile Architectural Framework  is described in [HF c].

 AUTONUMLGL  \* Arabic \e 
What is a profile?

A user profile contains details of the user and their personal requirements in a form that can be used by the system to deliver the required behaviours. When users wish to have the behaviour of devices or services personalized to their requirements, a profile will be required for:

· storing information, preferences and rules; 

· making the information and preferences available to services/devices and when relevant also to other people. 

Users require the data to be stored in a secure manner with user agreed levels of privacy applied to the availability and distribution of that data. 

In the present document, the user profile is often referred as if it is a single functional entity. However, parts of this profile may be distributed amongst a number of storage locations that include the user’s services and devices. There may also be copies of profile data stored in devices or services and in a centralized location. Wherever the data is stored, the system will ensure that the data is synchronized when relevant. When new devices are acquired, factory set information and preferences may be updated by information and preferences copied from equivalent data that is already in the user’s profile. 

Major factors of the user profile concept described in the present document, that distinguish them from user profiles described in many other sources, are:

· the primary purpose of the user profiles are to offer benefits to users;

· user profiles contain information that allows users to configure services and devices to meet their individual needs;

· most of the data in the user profile is considered to be owned by the user;

· the user can view all of the information in their user profile in a form that is designed to be easy to understand;

· much of the information in the user profile is intended to be applicable to a wide range of services and devices that are associated with the user;

· the user is usually able to modify most of the information in the profile (an example of exceptions when someone cannot modify information in the profile is when a child who might not be allowed to change most of the data, as their parents might have decided to do configure the profile for them).

 AUTONUMLGL  \* Arabic \e 
Profile content

Profiles contain:

· Information: data about or related to the user (e.g. name, address, location).

· Preferences: choices made by the user about a given parameter that will define or modify the system behaviour.  More complex preferences can be expressed in the form of rules (see below). 

NOTE:
When something is considered essential to the user, it would be more appropriate if a preference is instead called a “need” (e.g. a blind user sets the modality to “sound”). However, for simplification, in the present document the word “preference” is used. 

· Rules: statements that can be automatically interpreted in order to define or modify the system behaviour.

The profile content can be classified depending on its applicability including generic and service/device related information and preferences, as described in the following sub-clauses.

Further details on the profile content is described in ETSI ES 202 746 [HF b] on “User Profile Preferences and Information”.

 AUTONUMLGL  \* Arabic \e 
Templates

Profiles can contain a very large number of settings and preferences which would be difficult to set up unaided. When users first create profile specifications, the creation task can be greatly simplified if the profile specifications are created from templates. The template provides a set of rules and settings that act as a starting point for users when creating their profiles, and these can be further amended by the user to suit their individual needs. Templates can be provided to the user from a number of different sources. Typically, templates would be used to create a personal default profile specification. Some templates for creating typical situation dependent profile specifications would then also be provided.

 AUTONUMLGL  \* Arabic \e 
Activation of situation dependent profile

A profile can either be currently unused (an "inactive profile") or it can be in current use (an "active profile"). The present document assumes that a separate profile may be used for each common user situation (e.g. "At home", 
"At hospital", "At work"). In order for users to experience the ICT environments that they desire, it is essential that the situation dependent subsets of profile data in the various devices and services are all activated when the specified situation occurs. 

Context dependent profiles can be activated:

· manually, e.g. the user choosing the profile in a menu;

· automatically, e.g. the system detects a state change and activates the appropriate profile; 

· combination of automatically and manually, e.g. the system detects a state change and propose to the user to activate a specific profile, and the user accepts to activate the proposed profile.

 AUTONUMLGL  \* Arabic \e 
Rules

Rules are statements that can be automatically interpreted in order to define or modify the system behaviour to meet the user’s requirements. These rules may:

· express complex preferences; 

· activate or de-activate situation dependant profile specifications (see clause 4.4.4).

 AUTONUMLGL  \* Arabic \e 
Context information 

The profile system should be provided with any relevant information that can affect the behaviour of the system. This is called context information. 

Examples of the context information include:

· the status of the services to which the user is subscribed;

· the status of the user’s devices;

· the location of the user;

· other presence information;

· network conditions.

Context information will often be addressed in rules. The profile system can request context information or receive notification of changes, based upon a subscription.
 AUTONUMLGL  \* Arabic \e 
Generic user profile architecture 

It is recognised that not all devices and services have user personalisation parameters that can be set externally, and there are also a significant proportion of devices and services that handle user profiles in a proprietary way. Whereas the user profile is considered as if it is a single data entity, in practice parts of this profile (user profile components) may be distributed amongst a number of storage locations that include the user's services and devices. The architecture should support the synchronization process. This is illustrated in fig 1 below.
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Figure 1: Generic User Profile Architecture

The personalization is achieved by maintaining and updating a user profile, which depends on and is dynamically adapted, to the people’s context, general preferences, physical and cognitive abilities, and other relevant parameters. The profile can then be made available and used by eHealth services and devices to ensure a uniform user experience irrespective of context. Not only preferences but also useful data in personal health records can be stored in user profiles and be made available to eHealth services. 

 AUTONUMLGL  \* Arabic \e 
Profile content organization

In general, a profile contains:
· Information: data about or related to the user (e.g. name, address).

· Preferences: choices made by the user about a given parameter that will define or modify the system behaviour. More complex preferences can be expressed in the form of rules (see below). 

NOTE:
When something is considered essential to the user, it would be more appropriate if a preference is instead called a “need” (e.g. a blind user sets the modality to “sound”). However, for simplification, in the present document the word “preference” is used. 

· Rules: statements that can be automatically interpreted in order to define or modify the system behaviour.
More specifically, the profile is organized into several blocks. The major organisational units of the profile are:

· Personal information: data about or related to the user (e.g. name, address, location).
· Human centred preferences: These are the overall preferences that might apply across the user’s usage of a wide variety of different devices and services. 

As these preferences are not mapped precisely to specific features of services and devices, they may be presented in ways that must be interpreted before they can be used as the definition for a precise setting for a service or device feature.

· Service/device category related information and preferences: The information and preferences in this section are related to service categories (e.g. Communications services), further sub-categories of the service category (e.g. Realtime communication service), and specific services/devices (e.g. ABC voice service). 


NOTE:
The settings for a specific service or device must be described in way that allows the features of a service to be unambiguously set to the value specified in the user profile (e.g. the screen_size = 1024x768 setting in the part of the profile relating to a specific device must relate to a settable screen size option for that device). Settings for service categories and sub-categories can also be defined in ways that ensure that they are interpretable and usable by specific services. 

Information and preferences need to be associated with a scope, which includes:

· (groups of) services,

· (groups of) devices,

· (groups of) people (e.g. entries in address book).

A scope may be very narrow (e.g. one specific service) or very broad (e.g. preferred language for all my services).

The values of the profile information and preferences in the profile will be either:

· directly set by the user;

· read from other profile information (e.g. from devices or services);

· set as the result of a rule that is contained in the user’s profile. 

 AUTONUMLGL  \* Arabic \e 
Profile management information and preferences

These preferences are related to the management of the profile specification. As profile portability (see [HF a]) is an important requirement, there is a need for standardized preferences in this area.  
 AUTONUMLGL  \* Arabic \e 
Reference to other standards

The present document is to refer to other standards when relevant. Some of the profile data, e.g. related to PHR, is specified in more than one standard and the present document provides the option 
to specify both profile data and which standard that specifies that profile data.
 AUTONUMLGL  \* Arabic \e 
Profile related preferences

 AUTONUMLGL  \* Arabic \e 
Priority levels

In order to avoid that the same preference is addressed in two (or more) situation dependent profiles causing an conflicts, there is a priority level associated with each situation dependent profile, and if relevant on individual preferences. The value of the preference with the highest priority will be chosen. Users may have both eHealth related profiles, and non-eHealth related profiles. eHealth related profiles (although not those related to wellness/sports) may be considered more important than non-eHealth related profiles. The emergency profile has the highest priority. The topic of avoiding conflicts and resolution of conflicts from a general point of view (not just eHealth profiles) is further described in ETSI TS 102 747 [HF c].

Table X – eHealth profile related information and preferences 

	Field name 
	
	eHealth profile related information and preferences

	profile priority level

	Description: The priority of the profile determines if it overrides other preferences if the preference conflicts with other preferences. The user do not necessarily have to specify the value, but could just accept the default value. The default value will typically be defined in a template.  

UID:

Cardinality: one
Type: decimal
Value range: 0..11
Technical specification: 0 is reserved for the Normal profile. 1-5 is intended for ordinary profiles, 6-10 is intended for eHealth profiles. 11 is the highest priority, and is reserved for emergency situations. Typically, integer values would be enough as a starting point. However in order to increase the flexibility if the need occurs, also decimal values can be chosen.

Note that “Profile priority level” can be set on a profile level or on a profile data level.
Privacy information: 



	profile data source
	Description: specifies the source of the profile data. It is useful when for example the information in the profile is from an abstract of the EHR or other sources outside the profile system, and which cannot be updated by the user.

UID:

Cardinality: 0..1
Type: enumeration
Value range: give some eHeatlh specific sources (e.g. EHR, PHR, self, eHealth role)
Technical specification: N/A
Privacy information: 




Editor’s note: Special eHealth related issues we should address:

· Add something on cascaded care. E.g. if my normal carer is not available, what is the fall-back? How could this be reflected?

· Different priorities might raise.

· Explain how different priorities can be given based on the ID/Role of another party (e.g. what value is shown for other people based on their ID/Role, e.g. informal carer, formal carer).

Table X – Preferences related to implicit update of profiles

	Field name 
	
	Preferences related to implicit update of profiles

	profile usage monitoring allowed

	Description: 

It the system may monitor user behaviour related to the profile management, with the aim to suggest updates of the profile preferences. 
UID: 

Reference to standard: 

<part of standard><name of standard>”[n]”

Cardinality: enumeration
Type: yes, no, 
Value range:

<value range>

Technical specification: 

Privacy information: 



	automatic profile update allowed

	Description: 

It the system detects that users are frequently changing  a preference in a service or device, then the system could suggest that the user profile is updated.
UID: 

Cardinality: one
Type: enumeration, no, yes [express allowed sources]
Value range:

Technical specification: 

Privacy information: 

>



 AUTONUMLGL  \* Arabic \e 
Information sharing and privacy

Editor’s note: the following guidelines will be used for input to our work, and might result in information and preferences:

TG 6.1.1
Stakeholders should respect a client’s right to give, withhold or withdraw consent for others to access or disclose sensitive information about themselves. (TG 6.3.4) The confidentiality of the client information should be maintained even after the death of the client

TG 6.1.2
Stakeholders should understand the duty of confidentiality they have towards clients.

TG 6.1.5
Stakeholders should develop and implement an information retention policy which describes how long, and under what conditions, client information may be kept.

TG 6.1.6
Stakeholders should ensure that a telecare system or service does not compromise existing security measures protecting the privacy of clients. 

TG 6.3.1
Vulnerable people should be given all necessary support to enable them to understand the complexities of confidentiality issues and to help them to express their wishes.

TG 6.3.6
Clients should be kept informed about possible uses and disclosures of their information. 
Note: We should make a comment on how the client is informed, how much and to whom. For example the client does not need to be informed every time the treating physician gets access to some information.
TG 7.3.16
The eHealth system should not gather private or sensitive information about the client which is not required as part of an assessed health or social care package.

TG 7.3.19
People who access the client’s eHealth system should be made aware that it is operating according to the particular user’s preferences, so as not to inadvertently assume a particular mode of operation that has been changed by the user’s preferences.

This guideline is also relevant if several users are using one system where each user has his own preferences, making sure that they are aware of that and swap accounts. (Do not use another user’s account!)

 AUTONUMLGL  \* Arabic \e 
Roles

Editor’s note: the following guidelines will be used for input to our work, and might result in information and preferences:

TG 6.2.5
Telecare systems should include the functionality to allow an administrator to set up role-based user accounts which restrict access to certain levels based upon role. 

The role concept is useful for managing information sharing and privacy in eHealth systems.

A role will have an access right associated with it.

Access rights are expressed for Read, Write and Delete and include:

· domain (e.g. eHealth, Commerce), 

· sensitivity level (e.g. 0-10); 

Example in the eHealth domain:

· Medical doctor can access data of sensitivity level 10 (and below)
In the profile, people are associated with official roles. Those will be RoleIdentifier and Domain. Within each domain, they define a set of official roles. Each role has an associated sensitivity level.

Table X eHealth Roles
 and access related data

	Field name 
	
	eHealth Roles and access related data

	eHealth profile role
	Description: eHealth user role: A person is in a user role when they are using their existing profiles, including activation or deactivation of their profiles. It is likely that some people, for instance very young children, would only be allowed the user role.

eHealth administrator role: 
A person needs to be in an administrator role to define new situation dependent profiles or to modify existing profiles.

UID: 

Cardinality: one
Type: enumeration
Value range: eHealth profile user role, eHealth profile administrator role

Technical specification: 

Privacy information: 



	eHealth role
	Description: The domain experts can defines maximum access rights to other people’s information within the relevant domain(s).

•
Client  – individual receiving the eHealth service, to support independent living and/or using eHealth services for the care of his or her own health and wellbeing

•
Member of the public – Members of the public may perform many roles. The most common roles are those of a client or a carer (see clause 5.2)

•
Medical professional – A medical professional (e.g. clinician, doctor) is involved in the assessment of clients and delivery of one or more medical roles. The medical professional will have a qualification that entitles them to perform various medical roles. They may also perform other non-medical roles such as performing some non-medical care roles.

•
Care professional – A care professional (e.g. occupational therapist, social worker) is involved in the assessment of clients and delivery of one or more non-medical care roles. The care professional will have a qualification that entitles them to perform various care roles.

•
Health/care manager: A professional who control budgets and directs resources within their local area and who will have direct contact with medical/care professionals but not members of the public acting as carers or clients.

•
Domiciliary (home) care worker – A person providing care to people in their own homes. This can include assistance with personal care (e.g. washing, dressing, going to and getting out of bed) and a range of practical/domestic tasks.

•
Coordinator (coordination agent) – An individual who coordinates the delivery of care.

UID: 

Cardinality: unordered-list

Type: enumeration

Value range: client, doctor, formal-carer, informal-carer

member of the public, 

medical professional

care-professional, 

health/care manager

domiciliary (home) care worker 

coordinator (coordination agent) 

Technical specification: N/A
Privacy information: 



	domain
	Description: e.g. cardiology, check standard from WHO, or other 

UID: 

Reference to standard: 

Cardinality: unordered-list
Type: enumeration

Value range:

Technical specification: 

Privacy information: 



	sensitivity level
	Description: Examples of roles and association with sensitivity level numbers: Medical doctor=9, Formal carer=7, Informal carer=3

UID: 

Cardinality: one
Type: integer
Value range:

Technical specification: 

Privacy information: 



	eHealth item
	Description: 

Can contain a sensitivity parameter. If absent, a default is assumed. 

UID: 

Cardinality: 

< express the number of possible values which can be chosen by the user >

Type: [Domain, Number]  Examples of roles and association with numbers (sensitivity levels): Medical doctor=9
, Formal carer=7, Informal carer=3

Value range:

Technical specification: 

Privacy information: 




 AUTONUMLGL  \* Arabic \e 
Guidelines for organizational aspects

Editor’s note: the following guidelines will be used for input to our work, and might result in information and preferences:

DG 15.1.1
Stakeholders should be aware of how the introduction of a telecare system may affect and change the work practices of those individuals who provide care to clients, and take steps to minimise any negative effects of such changes.

DG 15.1.2
Stakeholders should be aware of how the introduction of a telecare system may affect and change the organisational structure of those organisations involved in the care delivery process, and take steps to minimise any negative effects of such changes.

Role may change depending on the organizational context that an eHealth system is deployed in, and if the organization changes then another role may be more appropriate.

 AUTONUMLGL  \* Arabic \e 
Generic eHealth information

 AUTONUMLGL  \* Arabic \e 
Introduction

Descriptive information is about or related to the user such as the user's name and address. Such information can be useful in different situations when the user wish to provide information to various services or other people (e.g. when booking a meeting with a doctor), without having to type it in each time. Some of this information may not be applicable for processing by profile rules and is most likely to be intended for identification and transmission to other people or services, according to the user's privacy requirements.

The information presented below will be relevant for some services and some circumstances but not for others. We will have to think about how relevant information can be given when relevant, but not available in others…

 AUTONUMLGL  \* Arabic \e 
Personal information

There will be personal information in a user profile that is not uniquely eHealth specific and is described in ETSI ES 202 746 [HF b]. (e.g. name and contact information). In the eHealth context there will be information such as roles, allergies, disability, contact person (e.g. who to contact in different situations, such in everyday life, in case of an emergency). In an emergency the emergency service profile should be activated.
Table X – Personal health related information
	Field name 
	
	Personal health related information

	disease
	Description: Specifies diseases and related health problems: 
UID: 

Reference to standard: WHO’s International Classification of Diseases (ICD) [WHO a]
Cardinality: unordered-list
Type: enumeration
Value range: N/A
Technical specification: N/A


	functioning disability health
	Description: Specifies functioning, disability and health
UID: 

Reference to standard: WHO’s International Classification of Functioning, Disability and Health (ICF) [WHO b]

Cardinality: unordered-list
Type: enumeration
Value range: N/A
Technical specification: N/A


	health interventions
	Description: Specifies health interventions.
UID: 

Reference to standard: WHO’s International Classification of Health Interventions (ICHI) [WHO c]

Cardinality: unordered-list
Type: enumeration
Value range: N/A
Technical specification: NA/



 AUTONUMLGL  \* Arabic \e 
Extract from electronic health record

The user profile may contain extracts from the user’s electronic health record (such as health conditions, medications, allergies and lab results) with data from hospitals, pharmacies and other care institutions. The user profiles will typically not contain the full information as in the electronic health record . The user can share the data in their eHealth profiles for themselves and their “care network" (which may include informal carers as well as formal carers). Currently there is no “one electronic health record” but instead different systems may be used in different countries and even within one country.
 

Privacy is an important concern, and data stored in electronic health record, should be as private when in the user profile . Privacy of user profiles is addressed in ETSI TS 102 747 [HF c].
Relevant information and preferences: 

· in what form is the information presented (e.g. for different stakeholders, professional or non-professional).

· recency of information

· relevant for information (e.g. warning of Hepatitis) 

· etc.
 AUTONUMLGL  \* Arabic \e 
Personal health record
Editor’s note: This may be moved to and annex.

Editor’s note: Regarding the Personal health record (PHR),Use input from the MIE conference, including papers and contacts...
Editor’s comment: The table below is based on a collection of information in existing PHR systems.

Editor’s comment: Caveat: In certain systems we have seen the use of these parameters, but we are undecided on how to recommend the use in the user profile at this stage.

Not yet added; but in “Health Authority-Based Personal Health Record System (PHR-S) Functional Profile” (see the draft named Health Authority-Based PHR-S Functional ProfileFINAL.doc):

PH.2.5.10: Manage  Social History: “Statement:   Manage the account holder's social history including, health related habits and risk factors.

· Description:  The social history provides a profile with a number of characteristics that help define the account holder's background and health risks.  This information can be collected in, or related to, a health risk assessment. The account holder is the primary author and authority of these topics commonly included in the social history:

· 1. Education and employment

· 2. Marital status, care giver resources at home

· 3. Living arrangement such as private home, adult family home, nursing home, homeless etc. 

· 4. Habits including smoking, alcohol, recreational drugs, use of seatbelts, helmets, hazardous sports, sexual practices.  

· 5. Travel history

· 6  Hazardous exposure such as asbestos, radiation exposure, sun exposure”

PH.3.1.1: Manage Personal Observations and Care: Description:  This is one of the account holder's  functions to use  his or her PHR for capturing and maintaining records of their own health observations.  They may wish to use a variety of structured and unstructured formats and several media types.  The list would include free or structured text documents, audio files from telephone devices, calendar entries, text messages, scanned or digital images including photographs and personal drawings.  
PH.3.1.2: Communication with Medical Devices: Statement:  Provide the ability for the account holder to capture and view monitoring device data and to make it available electronically to authorized health care provider(s) or other authorized users or applications.

Description: A variety of commercial devices are being developed to help monitor health conditions and compliance with care plans.  Some of these may offer standard electronic interfaces including wireless connectivity that may be captured by the system and integrated into the PHR.  Simple examples include a pedometer recording walking activity, a continuous glucose monitor, a sleep apnea monitor and CPAP machine, and a pill dispensing device that prompts and records medication compliance.
PH.3.5: Manage Tools and Functions to Assist Self Care: These tools may include:

-The health calendar

-The task list

-The contact list

-Reminders

-Alerts

-Recommendations

PH.3.5.2: Manage Tasks
PH.3.5.3: Manage a Registry of Actors: Statement:  Each  individual that accesses the PHR should be registered in a directory with  his or her contact information and granted specific access rights.
Continue p 65...

Examples of standard taxonomies include ICD-9, CPT-4 and SNOMED.  
 AUTONUMLGL  \* Arabic \e 
Received

The “received” is used together with the data in the subsequent clauses in 11.4.
Table 11.4.1: Received
	Field name
	
	Received

	received from
	Description: ...this is included by the system (e.g. by the user, ...) 

	received date
	Description: ...the date is for the whole record, and is not changed when the user updates a detail in it 


 AUTONUMLGL  \* Arabic \e 
Public part - Personal information about the user
The information in this sub-clause is intended to be shared with other people in eHealth web sites.

Table 11.4.1: Public personal information

	Field name
	
	Public personal information

	vCard version
	Description: vCard version specifies the version of the vCard standard supported by the personal information listed in this table. 

Reference to a standard: [HF b]

	last revision
	Description: last revision specifies the date when the personal information was last updated. The last revision is a requirement of TS 102 334, for the passing of address book entries within an NGN. All information passed must have this parameter specified as it indicates the recency of the information.

Reference to a standard: [HF b]

	nickname
	Description: nickname specifies a descriptive name given instead of or in addition to the one belonging to a person, place, or thing. It can also be used to specify a familiar form of a proper name specified by personal-information-ns:name or personal-information-ns:formatted-name.

Reference to a standard: [HF b]

	display name 
	Description: display name specifies the alias name to be shown in the user interface. Also known as nickname. It may contain multiple display names, but only if they are labelled with different language' attributes (xml:lang). This allows, for example, a Korean-speaking person to display their name in different languages.

Reference to a standard: [HF b]

	picture
	Description: Provides a photo of the user or a picture that intended to be displayed at eHealth discussion groups.

	gender
	Description: 
Type: Enumeration
Value range: male, female, both, “I’d rather not say”

	about me
	Description: about me is a short description about the user’s health condition/interest intended to be displayed at eHealth discussion groups. (Example: "I have diabetes wish to connect with other diabetes sufferers and moms-to-be").
Type: Free text


 AUTONUMLGL  \* Arabic \e 
PHR part - Personal information about the user
Table 6.1.1: Personal information

	Field name
	
	Personal information

	vCard version
	Description: vCard version specifies the version of the vCard standard supported by the personal information listed in this table. 

Reference to a standard: [HF b]

	last revision
	Description: last revision specifies the date when the personal information was last updated. The last revision is a requirement of TS 102 334, for the passing of address book entries within an NGN. All information passed must have this parameter specified as it indicates the recency of the information.

Reference to a standard: [HF b]

	name
	Description: if the name type is present, then its value is a structured representation of the name of the person.

Reference to a standard: [HF b]

	formatted name
	Description: if the formatted name type is present, then its value is the displayable, presentation text associated with the source for the vCard.

Reference to a standard: [HF b]

	nickname
	Description: nickname specifies a descriptive name given instead of or in addition to the one belonging to a person, place, or thing. It can also be used to specify a familiar form of a proper name specified by personal-information-ns:name or personal-information-ns:formatted-name.

Reference to a standard: [HF b]

	display name 
	Description: display name specifies the alias name to be shown in the user interface. Also known as nickname. It may contain multiple display names, but only if they are labelled with different language' attributes (xml:lang). This allows, for example, a Korean-speaking person to display their name in different languages.

Reference to a standard: [HF b]

	UCI label
	Description: The label Universal Communications Identifier (UCI).
Reference to a standard: [HF b]

	UCI additional data
	Description: Universal Communications Identifier (UCI).
Reference to a standard: [HF b]

	telephone number
	Description: telephone number value is specified in a canonical form in order to specify an unambiguous presentation of the globally unique telephone endpoint".
Reference to a standard: [HF b]

	e-mail 
	Description: e-mail specifies the electronic mail address for communication with the object the vCard represents".
Reference to a standard: [HF b]

	URL 
	Description: URL specifies a resource (e.g. web page) that the user has specified. 

Reference to a standard: [HF b]

	 photo
	Description: photo specifies a URI pointing to an image (icon) representing the Person.

Reference to a standard: [HF b]

	address
	Description: address specifies the extended address of a postal address.

Reference to a standard: [HF b]

	birthplace
	Description: birthplace specifies the birthplace.

Reference to a standard: [HF b]

	bday
	Description: bday specifies the birthday.

Reference to a standard: [HF b]

	gender
	Description:

Type: Enumeration
Value range: male, female, both, “I’d rather not say”

	about me
	Description: about me is a short description about the user’s health condition/interest intended to be displayed at eHealth discussion groups. (Example: "I have diabetes wish to connect with other diabetes sufferers and moms-to-be").

Type: Free text


 AUTONUMLGL  \* Arabic \e 
Emergency contacts

Table 11.4.3: Emergency contact
	Field name (Classes)
	
	Emergency contact

	role
	Type: enumeration

Value range: primary-contact, secondary-contact, key-provider, doctor, dentist, pharmacy

chiropractor (Nick’s example), 


	contact information
	Type: Class of contact information....



 AUTONUMLGL  \* Arabic \e 
Basic health information

Table 11.4.4: Basic health information
	Field name
	
	Personal information

	blood type
	Description: blood type specifies the ... 

UID: eHealth-ns:
Instances: one

Type: enumeration
Value range: not-sure, A+, B+, AB+, O+, A-, B-, AB-, O-, Rare



	blood pressure systolic
	Description: blood pressure systolic specifies the ...

UID: eHealth-ns:


	blood pressure diastolic
	Description: blood pressure diastolic specifies the ...
UID: eHealth-ns:


	cholesterol 

	Description: cholesterol specifies the ...
UID: eHealth-ns:

Reference to standard: abc
Instances: one

Type: enumeration

Value range: Total, HDL, LDL (check this further)


	medical devices or implants
	Description: abc (The only option is to cross or not for the text “I have an implanted device or an internal metal object such as a steel pin or plate)


	height 
	Description: ...

	weight
	Description: ...

	extensible individual list...
	Description: e.g. include allergies


 AUTONUMLGL  \* Arabic \e 
Familiy history

Table 11.4.5: Family history
	Field name
	
	Family history

	family history exists
	Description:... 

UID: eHealth-ns:
Instances: one

Type: enumeration

Value range: not-sure, yes, no


	Family history (Class)
	Description:...e.g.

· General: 

· Depression

· obesity;

· Cardiovascular system

· Blood clots 

· Heart attack before age 40, 

· Heart disease (heart failure, coronary artery disease), 
· High blood pressure, 

· High cholesterol, 
· Sickle cell disease;
· Nervous system:

· Alzheimer's disease,
· Dementia 

· Multiple sclerosis 

· Parkinson's disease 

· Endocrine system

· Diabetes type 1, type 2 

· Thyroid problems
· Female cancer

· Breast 

· Cancer before age 40 

· Colon 

· Ovarian 

· Uterine 

· Male cancer

· Cancer before age 40 

· Colon 

· Prostate 

· Gastrointestinal system

· Colon polyps 

· Inflammatory bowel disease 

· Irritable bowel syndrome 

· Developmental

· Birth defects 

· Genetic conditions
UID: eHealth-ns:


	
	


 AUTONUMLGL  \* Arabic \e 
Exercise
Table 11.4.6: Exercise
	Field name
	
	Exercise

	exercise existance
	Description:... 

UID: eHealth-ns:
Instances: one

Type: enumeration

Value range: yes, no, not-filled-in 


	exercise type 
	Description:... 

UID: eHealth-ns:
Instances: one

Type: enumeration

Value range: biking, inline skating, jumping rope, kickboxing, pilates, running, skating, swimming, walking, weight training, yoga, other.
Related field: 

other: other exercise type


	other exercise type 
	Description: other exercise type specifies additional exercise types, as specified by the  user. 
UID: eHealth-ns:
Instances: one

Type: free text

Related field: 

Exercise-type.other


	frequency number
	Description:...

UID: eHealth-ns:


	frequency type
	Description:... 

UID: eHealth-ns:
Instances: one

Type: enumeration

Value range: day, week, month, year



 AUTONUMLGL  \* Arabic \e 
Medical condition
Table 11.4.7: Medical condition
	Field name
	
	Medical condition

	medical condition exist
	Description:... 

UID: eHealth-ns:
Instances: one

Type: enumeration

Value range: not-sure, yes, no


	medical condition
	Description:... 

UID: eHealth-ns:
Instances: one

Type: enumeration

Value range:....



	medical condition onset
	Description:... age of the person
UID: eHealth-ns:
Instances: one

Type: integer




 AUTONUMLGL  \* Arabic \e 
Allergy

Table 11.4.8: Allergy
	Field name
	
	Allergy

	allergy type
	Description:... 

UID: eHealth-ns:
Instances: one

Type: ...

Value range: ...


	allergy reaction
	Description:... 

UID: eHealth-ns:
Instances: one

Type: ...

Value range: ...


	allergy severity
	Description:... 

UID: eHealth-ns:
Instances: one

Type: enumeration

Value range: mild, severe

Technical specification:
mild: requires little or no medical treatment
severe: may require emergency medical treatment

	allergy start date
	Description:... 

UID: eHealth-ns:
Instances: one



	allergy end date
	Description:... 

UID: eHealth-ns:
Instances: one



	allergy status
	Description:... 

UID: eHealth-ns:
Instances: one

Type: enumeration

Value range: mild, severe

Technical specification:
mild: requires little or no medical treatment

severe: may require emergency medical treatment

	allergy note
	Description: allergy note allows the use to write a free text note
UID: eHealth-ns:
Instances: one

Type: ...



	allergy treated by

	


 AUTONUMLGL  \* Arabic \e 
Medication

Table 11.4.9: Medication
	Field name
	
	Medication

	medication type

	Description:... 

UID: eHealth-ns:
Instances: one

Type: ...

Value range: ...


	medication dose
	Description:... 

UID: eHealth-ns:
Instances: one

Type: ...

Value range: ...


	administered
	Description: administered specifies how the medication is taken.
UID: eHealth-ns:
Instances: one

Type: ...

Value range: under-tongue, by-mouth, to-skin, to-mucous-membrane, to-ears, into-eye, to-nose, injection, into-muscle, intravenous, in-vitro, rectal, to-vagina, irrigation, inhaled, dental...


	medication frequency
	Description:... need to write times a day (week) and when (morning/evening), after meel
UID: eHealth-ns:
Instances: one

Type: ...

Value range: ...



 AUTONUMLGL  \* Arabic \e 
Immunizations
Table 11.4.10: Immunizations
	Field name
	
	Immunizations

	abc
	Description:... 

UID: eHealth-ns:
Instances: one

Type: ...

Value range: ...



 AUTONUMLGL  \* Arabic \e 
Surgeries and procedures
Table 11.4.11: Surgeries and procedures
	Field name
	
	Surgeries and procedures

	abc
	Description:... 

UID: eHealth-ns:
Instances: one

Type: ...

Value range: ...



 AUTONUMLGL  \* Arabic \e 
Doctors and care providers
Table 11.4.12: Doctors and care providers
	Field name
	
	Doctors and care providers

	abc
	Description:... 

UID: eHealth-ns:
Instances: one

Type: ...

Value range: ...



 AUTONUMLGL  \* Arabic \e 
Hospitals and care facilities
Table 11.4.13: Hospitals and care facilities
	Field name
	
	Hospitals and care facilities

	abc
	Description:... 

UID: eHealth-ns:
Instances: one

Type: ...

Value range: ...



 AUTONUMLGL  \* Arabic \e 
Insurance
Table 11.4.14: Insurance
	Field name
	
	Insurance

	abc
	Description:... 

UID: eHealth-ns:
Instances: one

Type: ...

Value range: ...



 AUTONUMLGL  \* Arabic \e 
Files and images
This clause addesses documents which may or may not reside in the PHR system. Examples are uploading files and images (e.g. Lab results and X-rays stored as pictures or in text format). The document may be scanned images, structured documents or it can be a notation on the location of the original (hardcopy or original).
Table 11.4.15: Files and images
	Field name
	
	Files and images

	resources
	Description:... 

UID: eHealth-ns:
Instances: one

Type: ...

Value range: ...



 AUTONUMLGL  \* Arabic \e 
Toolkit
 AUTONUMLGL  \* Arabic \e 
Calculators

Check if there are some information/preferences related to these, which are relevant to store in an eHealth profile.
 AUTONUMLGL  \* Arabic \e 
Trackers

Trackers can be a useful tool in managing and tracking the person’s health. The users can enter their information when it's convenient to them, put in their information from past dates, and identify trends over time. Tracking their health in areas important to the user may be a good way to keep current with their health. Trackers can provide graphs illustrating the development over time.
Examples are:

· Basal body temperature

· Blood pressure

· Blood glucose

· Exercise routine

· General mood
· Helthy weight/BMI

· Pregnancy weight gain

· Weight loss/gain

Table 11.4.15: Trackers
	Field name
	
	Trackers

	resources
	Description:... 

UID: eHealth-ns:
Instances: one

Type: ...

Value range: ...



 AUTONUMLGL  \* Arabic \e 
Manage alerts

Editor’s note: refer to [HF b], and add what is specific to eHealth.
Alert delivery settings:

· Alert email frequency (immediately, daily, weekly)

· Alert email format (html, text)

 AUTONUMLGL  \* Arabic \e 
Generic eHealth preferences

 AUTONUMLGL  \* Arabic \e 
Introduction

The user may wish to express a wide range of preferences which may be applicable when using a number of different devices and services. However, individual users may find that some of these might be relevant just for a particular device or service. The preferences related to one or several specific service(s) and/or device(s) are described in clause 13.

 AUTONUMLGL  \* Arabic \e 
Horizontal issues

Horizontal issues are those issues we need to address in all/most of the subsequent clauses. Horizontal issues are related to:

· Well being (least time dependent, least sensitive)

· Everyday telecare

· Emergency (most time dependent)

 AUTONUMLGL  \* Arabic \e 
Service and device category related information and preferences

 AUTONUMLGL  \* Arabic \e 
Introduction

There is information and there are preferences that are only relevant for a particular type or subtype of eHealth services or devices. It is expected that every service or device in the appropriate type that complies with the present document will support this kind of information and preferences. 

 AUTONUMLGL  \* Arabic \e 
Information Systems

Editor’s note: Put in relevant references to standards/ontologies where relevant below….

 AUTONUMLGL  \* Arabic \e 
Information services for clients

This sub-clause addresses information services that the user may use, e.g. read on Internet such as a Health portal. Information provided by the health care provider can be found in clause 14.2.3.

Internet health portals, suggested information/preferences:

· content preferences related to health and wellbeing. 

· Refer to WHO classification of International Statistical Classification of Diseases and Related Health Problems, see clause 11.2.
· refer to WHO on Disability and Health,, see clause 11.2.
· What to do with the preferences, e.g. filtering searches, restructuring and rendering things in a way that mach the users’ interest, RSS, provide personalized news.

· plus more general preferences as described in ETSI ES 202 746 on “User Profile Preferences and Information”  [HF b].

 AUTONUMLGL  \* Arabic \e 
Information services carer to client 

Make some general statement about information services…

 AUTONUMLGL  \* Arabic \e 
Related to eHealth card (EHR), electronic patient record (EPR), personal heatlh record (PHR)
Suggested information/preferences:

· extract of information from eHealth card depending on:

· if the client is a health professional or non-professional. A client can be a non-professional in the health area, but can also be a health professional, therefore the complexity of information may be adapted.

· the “client” regarding individual preferences and interest

· could contain both eHealth data and preferences in the eHealth card that the clients are carrying with them.

 AUTONUMLGL  \* Arabic \e 
Information services client to carer 

 AUTONUMLGL  \* Arabic \e 
Information services within health care provision

 AUTONUMLGL  \* Arabic \e 
Introduction

This clause address information services within the health care provider such as hospital information system, electronic prescription, telematic hospital, second opinion. The information in this clause addresses self-help for the client, and can be seen as part of a process. They are interactive and may support individuals as well as groups of people.

 AUTONUMLGL  \* Arabic \e 
User profile issues

These may be publicly accessible services and hence less formally "managed" environment compared to that with doctors and other health professionals. If these could be classified on if they are managed or not, then it would be useful to have a preference related to how the content id managed (thus how trustworthy the information is).

Privacy preferences related to:

· what information can be shared with other members 

· whether you are fully identified or use a pseudonym, etc. 

Remote consultation:

· Case conferences

· Client reassurance

Assuming videoconference, then there are general preferences related to real-time communication (STF342). The possibility to have quality preferences is likely to be more important in eHealth related use. Note that the quality preferences can only be within the subscription.

 AUTONUMLGL  \* Arabic \e 
Care needs monitoring technologies 

Care needs monitoring may take three forms. Firstly, an individual who is likely to be in an age group or in a situation where there is an unspecified, general risk may agree for a specific aspect of their life or a specific activity (such as the feeding of a pet or the use of the main door to the dwelling) to be monitored as an indicator of their general well-being. Secondly, an individual with a an indivdual with a general but high risk (such as a risk of falling or of forgetfulness) may agree to have a battery of sensors fitted to their dwelling. Thirdly, and individual with a known condition (such as Parkinson’s Disease or loneliness) may agree to some condition specific sensoring and monitoring. This is illustrated in figure x below. 
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The range of sensors that could be utilised in a dwelling could include the logs of interactions with a wide variety of domestic appliances and services as well as specific sensors fitted to monitor specific health or well-being conditions. This is is illustrated in figure x2 below. This figure also illustrates the type of functionality that could be deployed in a monitoring system to gather data and feed that data, raw or processed, into the dialogue between the client and the carers, the so called “dialogue of care”.
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The type of information that tends to yield valuable data for carers includes:

· Medical data
· Social interaction data
· Inside the dwelling
· Outside the dwelling
· Eating habits data
· Sleeping habits data
· Personal hygiene habits data
· Hobbies habit data
TG 7.3.1
Clients should be assessed as to their suitability for eHealth monitoring on a case-by-case basis, taking into account the personal motivations and preferences of each client. 

 AUTONUMLGL  \* Arabic \e 
Monitoring technologies in everyday life

Monitoring technologies may be useful for people continuing their everyday lives at home, work and anywhere, also for independent living technologies. 
The following needs further work, what is the definitions of the following? And what are the preferences related to them (could ask stakeholders)?:

· notification,

· alert,

· alarm,

· unspecified

Check issues such as threshold, combination of two (or more) may be more than the sum of the individuals. Which are the consequences? Which are the necessary actions? What happens when no action is taken? Response strategy and response time?


 AUTONUMLGL  \* Arabic \e 
Features of monitoring technologies 

Refer to ASAP [].

Care needs monitoring technologies are used for measuring patients’ vital signs at home. They inform the patient and other medical personnel about the patient's present condition, e.g. temperature, pulse, blood pressure, breathing, on-body, in-body). Home monitoring can improve the quality of life of the patient, because of reducing the visits to the attending doctor and feeling more save at home. However, Reducing the number or duration of visits between the client and the doctor is not always popular, and is not a strong argument. Doctors have very little faith in reports of medically relevant home situations ... clients can not take medication that they say that they have taken, there is no empirical evidence of medical regimes being followed, and even medical measurements can be misleading unless there is supporting data with which to contextualise the medical data (for example, a person's temp may be high, but they may just have taken a shower or a bath).

The much stronger argument is that medical data, together with relevant home sensor data or other contextual information, can improve the data available during the dialogue between the client/patient and the doctor. For this reason, good home based medical and contextual data can improve the quality of life as the quality of care is improved.

Monitoring Technologies developing to automatic measuring of vital signs via sensor systems at home can be useful together with eHealth portals which are targeted for services including:

· Diabetes, measurements that the client has sent to the portal on blood sugar and then get feedback and/or treatment

· "Upload and interpret" service

· Trend spotting

Relevant preferences: related to sending data of vital signs to the attending doctor can be done automatically in real-time or delayed.

By maintaining a record of a patient's vital signs, the effectiveness of the medical treatment that the patient receives can be evaluated. When monitoring these, the levels depend on the user’s activities and situations. 

Relevant preferences: Levels may depend on the user’s situation (related to context information and situation dependent profiles).
Measuring can be done by the clients themselves or by carers.

Relevant preferences: may depend on if the measuring is done by the clients themselves or by carers, including roles and individual needs.

 AUTONUMLGL  \* Arabic \e 
Input from car domain

Editor’s note: The following text is copied from i-way project, “I-WAY D1.2 State of the Art, IW-D1.2 State of the Art - Rev.1.1” http://www.iway-project.eu/Deliverables/IW-D1.2-Rev1.1-StateOfTheArt.pdf . The purpose is continue working on this clause and to identify what in the i-way project is relevant to eHealth personalization:

See “3.1.2.1 The Skinplex ‐ Car Comfort ( Ident‐technology )

With Skinplex [15] - Car Comfort driving a car gets more comfortable, more secure and cheaper at the same time compared to other technologies: A new keylessaccess technology and intelligent control elements recognize driver and codriver.Data like ECG, EEG, respiration or the skin’s resistivity can be sent to a receiver in the steering wheel by sensors in the seat, on the steering wheel or on the body. The board computer can react accordingly and adapts ventilation, temperature or lighting in the car. Furthermore injuries caused by electrical convertible tops, sliding roofs now are all gone thanks to Jamming Protection: A sensor controls a certain area via a field and registers the presence of a part of the body. This can lead to a warning and finally stops the closing process.

Features of technology: active, identification / passive, detection.

“Figure 8 - Skinplex - Car Comfort

● The Body-Reflector

- Highly integrated chip, e.g. in : band-aid, watch, headband etc.

- Captures EEG, ECG, EMG

- measures skin resistance, temperature, breathing noises and pulse

- Wireless transmission via the skin in real time (BodyNet)

● The Communication-Controller

- Microcontroller as receiver of Data : tightly integrated in a PDA/Mobile Phone or a Flashcard

- Receives and transmits Data, if the PDA /Mobile Phone is touched or positioned near the body.

- Controls several Body-Reflectors (BodyNet)

- Transmits the data via Bluetooth to a Portal/Service-Center (GPRS, UMTS)”

 AUTONUMLGL  \* Arabic \e 
Supportive

· Memory alert systems, e.g. MemoJog

 AUTONUMLGL  \* Arabic \e 
Responsive

· Client monitoring

· Data collection

· Data distribution

· Data transmission - for real-time sending

There are a class of services that monitor various aspects of a care client’s behaviour in order to detect abnormal changes in that behaviour. The basic principle of all such systems is that a pattern of “normal” behaviour is identified and then the system looks for:

1) Individual changes from the “normal” behaviour pattern that could be a cause of immediate concern;

2) A consistent and significant change of the behaviour pattern from the “normal” pattern.

In the first instance the expected response from the monitoring system is to alert someone to check precisely what has happened by visiting or communicating with the client and then taking further action. In the second instance, the change of behaviour would be analysed and, if there is any doubt about why the change of pattern has occurred, the person responsible would decide what action would be required.

Because the coding of behaviour patterns and the interpretation of deviations from them is likely to be very varied and highly complex, they are not good candidates for standardized user profile information, preferences or rules.

 AUTONUMLGL  \* Arabic \e 
Alarm/alert system

There are generally acknowledged to be three generations of alarm systems:

First generation: This is a user generated alarm, using some sort of "panic button". When the user gets into difficulty, they generate a call for help. This is answered and help is dispatched. This system depends on the user knowing that they are in difficulties, and being able to raise an alarm/call for help.

Second Generation: This is where the person is supported with additional sensors that relate to their particular vulnerability (falling, forgetfulness, medical condition etc). When the sensors detect that the environment or the person has reached an inappropriate or dangerous status (person has fallen, the bathroom is flooded, and they have not eaten for 36 hrs) an alarm is raised automatically.

Third Generation: This is where the technology that is provided to support the client to enable them to live independently learns the habits and behaviours of the person that are key indicators of their well being in the areas that they are known to be vulnerable. If the behaviour of the client changes, then data is presented to the relevant carers. This data supports therefore dialogue between the clients and carers.

Eventually the third generation, in certain specific situations will be able to recognise behaviour changes that in the past have led to unhealthy episodes, and thus will be able to alert the client and carer before such an episode occurs. This will introduce the notion of predictive care to this domain.

 AUTONUMLGL  \* Arabic \e 
Factors to be considered for personalization

Preferences could be:

· how the client want to receive the alarm (modality) - client's profile [HF b]
· who should receive the alarm (including in what order) - client's profile? or a characteristic of the service? -  or both? - it depends

The following factors need to be addressed for personalization of eHealth systems. Type of alarm/alert at the client end may be adapted to the needs of the client:

· therefore the system involves the needs of both parties – collaborative;

· alarm/alert type depends on user preferences;

· these should be in the profile;

· alerts are informative and may imply a "less urgent" dialogue is needed;

· not continuously monitored at the remote end;

· e.g. therapists work 9 to 5, emergency services work 24 hours;

· continuously monitored and must be fully robust;

· alarms require "immediate" action at the far end;

· whether client receives an alarm depends on severity of situation;

· lesser incidents may require an alert or nothing;

· the type of alarm at the receiving end depends of the needs of the receiver - therefore the alarm preference needs to be in the receiver's preferences;

· type of response depends on the nature of the alarm;

· client has a say in who should respond to different types of alarm, i.e. these preferences must be in the profile.

There is a range of system types, such as:

· service managed by an external organisation;

· thresholds set as part of a service definition;

· personal system as part of a managed service;

· user changes to thresholds are subject to a dialogue;

· fully personally managed system;

· these may allow user setting of alarm thresholds;

· client generated alarms;

· a collaborative task - with active collaboration of the two parties.

 AUTONUMLGL  \* Arabic \e 
Preventative

e.g.:

· dental systems

· check-up cycle for teeth

· maintenance cycle for dentures

· teeth braces

· weight loss

· cholesterol measurement

· measurement of a range of things

· etc

 AUTONUMLGL  \* Arabic \e 
Treatment giving

The following need to be addressed from a personalization point of view:

· retrieving medicines from the pharmacy:

· in your country;

· abroad;

· naming of conditions (see WHO classification of diseases [WHO a]);

· naming of medicines, active agents/components

· speech and language therapy;

· physiotherapy;

· social care wellbeing:

· social interaction services.

 AUTONUMLGL  \* Arabic \e 
Measuring/presenting physiologic parameters and actively influence them

Editor’s note: Add information and preferences related to automatically measuring physiologic parameters such as blood pressure, oxygen level, and heart rate, or actively inﬂuence these parameters by means of infusion pumps for analgesia and insulin or ventilators of breathing support.

Examples of preferences:

· Visualization and granularity when presenting to different people (e.g. more detailed to a doctor)

· Alert to a client to go and have the measurement taken (if not wearable)

 AUTONUMLGL  \* Arabic \e 
Interoperability and management of systems

Editor’s note (could go to STF342): Add information and preferences related to interoperable devices which would allow connections for: 

· sharing patient data: information and preferences related to access right, roles

· device status: information and preferences related to how to receive device status (e.g. modality, multicultural), how often will device status be received, who will receive that info (e.g. access rights, roles)

· enabling external control (e.g. access rights, roles), even between devices from different manufacturers (e.g. access rights). 

Such interoperability would lead to clear beneﬁts for the care provider and the patient such as more accurate assessment of the patient’s health.  

· automatic hot swappable backups, e.g. how often make backup, where and what info to make backup, info on backup to whom?.

 AUTONUMLGL  \* Arabic \e 
Availability and reliability

DG 9.2.4
The user should be able to set preferences as to how to be warned when reliable operation may no longer be assured, or when device failure may be expected. 


DG 9.2.10
When appropriate, client mobility should be supported. 

Note: This includes roaming between different communication providers, and switching between available wireless or wired networks.

DG 9.2.12
Ideally, roaming telecare services should offer user support and emergency handling services in the usual way, in the user's native or other preferred language. Unavoidable and important changes in service characteristics (communication costs, service delays, etc.) should be communicated to the user. 

DG 9.2.13
Multicultural aspects during cross-border roaming should be addressed according to the recommendations in [15].

DG 9.3.8
Provide a single, easily accessible point-of-contact for reporting deviant system behaviour.

Note: The user may want to adapt the availability of a service to the current situation and context, e.g. by reducing the amount of data sent while roaming abroad, or other cases where the degree of availability has economic consequences or may influence the quality of other services. 

 AUTONUMLGL  \* Arabic \e 
Usability and accessibility

Usability and accessibility issues must be taken into account, for detail refer to DEG 202 487, clause 12 (or maybe refer to STF342)

DG 12.1.5
Telecare equipment and services should support adaptation to clients' abilities and preferences, as well as to the context of use (e.g., when roaming).

Have a look through clause 12 in DG 202 487, pick up relevant guidelines or use them as reminders. See also the condensed version “User profile related guidelines”.

 AUTONUMLGL  \* Arabic \e 
Assistive technologies and peripherals

DG 12.1.4
eHealth preferences should take into account assistive technologies. 

Devices that enable impaired persons to communicate with their carer. Example (Nick) from Danish manufacturer of a system with prestored messages that the impaired person can select from. Also visual support (as mentioned by Antonella) in foreign countries.

 AUTONUMLGL  \* Arabic \e 
Situation and localization – context

Editor’s note: Many situations and location, context will be mentioned in [HF b]. What is lacking will be added in this clause, and additional more eHealth related standards will be referred to where relevant.  (FP)

DG 14.1.1
Consider the target languages when producing the source texts and illustrations. Be aware of dialect variants, the adaptation of visual content to local cultures, formal and informal addressing, and the use of English-language terms.

DG 14.1.6
Visual content (illustrations, icons, pictures, images) should be adapted for local cultures, when necessary.

DG 14.1.7
Translations and localized versions should be validated with end users and validators, who should have good knowledge of the product terminology in the local market.

This could be condensed this into: Access to eHealth services need to be adapted to context. Be aware of the risk of misunderstanding due to differences in language, culture, religion, etc.

 AUTONUMLGL  \* Arabic \e 
Place types and locations

Editor’s note: Specify relevant places – in addition to what is specified in SF342:

· Communal locations that provide services for use by multiple users. These include residential care homes, hospitals, and various drop-in centres related to health and social care. In such locations, there is a good opportunity to provide ICT facilities that can be automatically configured to suit the users general and eHealth specific needs. In all respects, the use of ICT in such locations is governed by the best practice personalization requirements for Public Internet Access Points (PIAPs) as described in TS 102 577.

Define standardized places such as:

· Waiting  room (e.g. RFID – the Meeting profile could be automatically activated when entering a meeting room)

· Hospital

 AUTONUMLGL  \* Arabic \e 
Mood

Mood and feelings (e.g. feel happy, stressed, tired, dizzy, alone) may be important in an eHealth context. A possible set of human Moods detected in Schulzrinne, et al., RFC 4480, RIPD, July 2006

 AUTONUMLGL  \* Arabic \e 
Information acquisition (informative) 

One of the key aspects that will determine the success of eHealth user profiles is that the profiles contain information that is of relevance to various different eHealth situations. It is not only important that all the relevant information is available in a profile, but also that it is accurate and up-to-date.

Some information may be provided by the user, so that, subject to issues of ageing of the information, it can be assumed that the user is able to provide relevant and accurate information. Other information may be copied directly from sources that already contain accurate and up-to-date information. One of these sources is the Electronic Health Record (EHR). The issues that are specific to this situation are the enforcement of access rights that are consistent with the privacy protection and data integrity objectives associated with that data. A further issue is to ensure that any copy of the information in the eHealth user profile is appropriately synchronized with the original data source.

A more complex situation is when the information in the user profile is not directly obtainable from a single location but must be derived from multiple sources of data such as a number of different sensors. In these cases it is necessary to have a rule that identifies how these multiple sources of data are to be combined and how the information that is written into the profile may be modified according to the current context. Clause 9 gives a fuller description of the use of rules to derive profile information.

 AUTONUMLGL  \* Arabic \e 
Discussions and further work 

(All)

e.g. institutional change (NH)

The technical solution should be able to allow for profiles to be able to be opened up for relevant roles/individuals/systems. However, this involves policy decisions that are dependent on national/international policies and legislation

Annex A (informative) 
Scenarios

This clause contains scenarios which illustrate how users can personalize their services and devices. The scenarios will highlight some interesting concepts and are not intended to illustrate all alternative solutions. At the beginning of each scenario, there is list of issues that are covered in the scenario.

(All, also check scenarios from the ETSI TB eHealth)

MATCH Tele-Care Scenarios: The scenarios being used in this annex come from work being done in the MATCH project. The project is funded by the SFC (Scottish Funding Council) under grant reference HR04016.

The project is exploring the role of technology in:

•
maintaining the independence of those receiving social and health care at home

•
improving their quality of life

•
enhancing the care they receive at home

•
easing the burden on their carers.

The project is a collaboration among the Universities of Dundee, Edinburgh, Glasgow and Stirling (lead partner). Details of the project can be found at http://www.match-project.org.uk/main/main.html . 

A.1
Bert going to the bookies 

This scenario is from the MATCH project [http://www.match-project.org.uk/main/main.html].

Bert is a single man aged 75, he lives alone on the outskirts of a large city near to a local cluster of shops. 

He has a daughter Alice who visits once a month as she lives about an hour and a half drive away. Alice is aged 37 and lives with her husband Dave and her two children Jennifer (2) and Josh(6). Bert’s next-door neighbour Jim is a close friend aged 57 living with his with wife. 

Bert has become apprehensive about negotiating the underpass on his normal route to the bookies, as he doesn’t see well in dim lighting and tends to become disorientated. Bert has also been a smoker for 60 years and as a result suffers from COPD (http://www.priory.com/cmol/copd.htm) . This is exacerbated on exertion, and as a result Bert is concerned that he would not be able to handle a run in with an unscrupulous character in the dim light of the underpass. As a result his trips to the bookie are taking longer and becoming less frequent. 

Over time the system would learn the pattern of Bert’s Friday trips to the bookies. Once a model of this behaviour had been established the system would notice an increase in duration of the trips and reduction in the frequency associated with Bert’s apprehensions. From knowledge held in the system about Bert’s know conditions, a conclusion that the journey is becoming problematic at the underpass would be proposed, in the first case to Bert perhaps suggesting alternate route. If the problem persists the system would alert an appropriate person in this case possibly Jim or Alice, advising them a problem may exist. 

A.2
Sally has early onset of dementia 

This scenario is from the MATCH project [http://www.match-project.org.uk/main/main.html].

Sally is a 59 year old woman living with her husband. She started to have dementia 2 years ago. Her husband is quite supportive He is working 3 days a week. Sally has a community psychiatric nurse regularly visiting every 2 weeks. She is also attending the hospital twice a week. A chiropodist comes every fortnight to do Sally’s feet. As a treat, Sally has reflexology once a month.

Symptoms: She can recognize faces but not necessary remember names. Sometimes she remembers who you are but not always. She remembers family members but when she meets a new person she takes quite a long time to remember who you are. She can easily forget an appointment, for example, a doctor’s appointment. She is able to take her medicine in the morning, lunch and evening because the package is properly labelled. 

She can go around the town alone. She can do the shopping but she needs a list to remember the thing that she needs to buy. However her husband does the shopping most of the times. A sweet tooth and a family history of the disease led to Sally developing adult-onset diabetes when she was 50. Sally isn’t very mobile anymore: She had a hip replacement operation, and nine months ago, she was hospitalised because she broke her femur when she tripped over a cable in her living room.

June sees her GP every month or so; there is always something worrying her. She also goes for regular blood sugar checks. June is still receiving regular physiotherapy for her broken leg. Apart from church and Bingo, TV and radio are her main interests, and the telly is constantly on.

She doesn’t have any problem with meals; she usually has a good breakfast and dinner with her husband. In addition she can make a cup of tea, prepare vegetables, sandwiches and meat safely. However she can’t exactly remember where the things are; she has to open every drawer to find the things so it takes more time to prepare food. After using items she finds it difficult to put them back. She can remember obvious things like milk goes in the fridge but she can’t remember where to put a pan. 

When she is getting ready in the morning she finds it difficult to decide what to wear because she can’t remember what she wore the day before. 

She is trying not to show her problem to other people as a kind of defence mechanism. When she is in a familiar environment she is fine but when she is taken to new places she becomes anxious and panics, so her symptoms of forgetfulness get worse, and she starts asking the same questions over again. 

The system would combine sensor monitoring information and a multimodal reminder (video and voice recognition) that interacts with Sally to help remember her appointments, find items, what item to buy, what to wear, etc. 

A.3
Florence has moderate stage dementia 

This scenario is from the MATCH project [http://www.match-project.org.uk/main/main.html].

Florence is an 84 year old woman living in Stirling and has moderate stage dementia. Her husband passed away unexpectedly 6 months ago and she is now living alone. Her daughter, Freya (56), lives a 5 minute walk away. Freya works full-time and has prioritized visiting her mother when she is not working (although this has meant that she has had to give up attending her weekly book group). Freya is married to Malcolm (60) and they have one daughter, Jill (25). Jill is studying at a university in London but comes home during the holidays. Florence lives in a one bedroom bungalow within a cul-de-sac and is overlooked by plenty of neighbours. She is very happy there and does not want to leave her home. Florence has a care package in place. This means that she receives help at regular intervals throughout the day. This includes a carer coming in each morning and evening to dress, wash and cook her breakfast/dinner. This carer also will leave a flask of tea and a lunchtime snack on a trolley in the living room. She also has help with housework and shopping. In addition, the MediPrompt service come twice a day to make sure that she is taking her medication and she is linked to the community alarm system. Florence has a pendant to wear around her neck to press to summon assistance if needed. Florence is taken out by Freya a few times a week for a walk around the local neighbourhood. 

Florence’s usual time for getting up for the day is 7am and the morning carer will arrive at the house at this time. However, since the death of Florence’s husband, neighbours have found Florence wandering around the cul-de-sac before 7am in her night dress on two separate occasions. When the neighbours had gone to assist Florence, they said she was very agitated and had wondered why nobody had been to give her breakfast. She was unaware of the time. 

Freya remembers her father had said if Florence awoke needing the toilet after 5am then it would be pointless trying to encourage her back to bed afterwards. And if she was left unoccupied then she would venture outside. Freya also remembers her father saying that early morning waking would usually follow having a lot of visitors and excitement during the day before. In fact, on both recent occasions where Florence had wandered there had been more visitors to the house than normal. Her father found that if he could occupy Florence with, for example, breakfast and the television then he would be able to leave her safely from wandering and make his own way back to bed for a few hours more sleep. 

However, due to Freya’s worries about the possibility of her mother wandering, she has been making her way down to her mothers’ house at 5am to sit outside and monitor the situation. This is causing increasing concern to Malcolm about his wife.  

A.4
Self care/symptom management for chemotherapy outpatients 

This scenario is from the MATCH project [http://www.match-project.org.uk/main/main.html].

Jane is a 54 year old female living with her husband Michael (also 54) and their cat Milly. They have two grown up children, Josh (31) and Laura (24). Laura is abroad traveling with her boyfriend and Josh lives outside London with his new wife Camille. When Laura isn’t away traveling she is round at her mums all the time. Josh and Camille travel back to Glasgow every couple of months and always pop in for a while when they do. Both Josh and Camille keep in touch all the time by phoning and emailing. Since Josh showed Jane how to email they are in contact at least two or three times a week. 

Michael still works full time as a Baker and is out of the house by 6am every morning. This means he is home early and can put the dinner on for Jane coming home from the post office at 5:30 on Tuesdays and Thursdays. Jane and Michael spend the weekends together bowling or eating out with friends. 

Sometimes Jane goes along to the Bingo with her friend Isabelle and Michael goes to the pub with Isabelle’s husband while they are gone. 

Jane has recently been diagnosed with Lung Cancer. Other than this recent illness she has been very healthy. Jane is receiving chemotherapy treatment as an outpatient at her local Oncology Centre and up until recently had suffered very few of the common side effects of receiving chemotherapy treatment. 

Since her last treatment finished, she has been feeling very sick in the mornings but usually feels okay enough to make it to work for 2pm in the afternoon. By the time she is packing up to head home around 5pm she is exhausted and on returning home often can’t manage to eat her dinner or stay awake watching the TV afterwards with Michael. Michael and the kids are becoming very worried that they don’t know when Jane is having a good day or a bad day. If they could somehow monitor how bad her symptoms were then they would know how much help or contact she needed for that day. 

Another problem is that when Jane goes for her check up with Dr Phillips, she can never remember her exact symptoms since the last time she saw him, or how severe they were on different days and at different times of day. If she could somehow keep track of them at home without having to mess around with filling in long forms then that would help. She has resorted to scribbling symptoms in her diary when she can be bothered and putting a sad or happy face beside them to indicate how bad they were and/or how well she was coping with them. What Michael and the kids would really like is some kind of overview of how she is or was feeling over certain periods. That way they could see if there is some sort of pattern emerging that they could use to design how they try to help and support Jane at her worst and best times. 

A.5
Social care

This scenario is from the MATCH project [http://www.match-project.org.uk/main/main.html].

Samantha is a 65 year old woman who lives alone in Falkirk. She has never married. She has rheumatoid arthritis and some days the symptoms are worse than others (cold and damp days will especially predict an aggravation of the symptoms). On bad days she is finding it increasingly difficult to carry out everyday tasks, for example: 

•
pulling on shirts, doing up buttons, putting on shoes 

•
peeling potatoes and preparing other foods similarly 

•
flushing the toilet 

•
getting Medication out of blister packs/bottles. 

This has meant that on bad days Samantha will not leave the house due to problems dressing. She has been eating snack foods on days she finds it difficult to prepare meals. 

Samantha has been prescribed disease-modifying anti-rheumatic drugs (DMARDs). These drugs need to be used for several months before it can be determined whether they are working. As Samantha is finding it difficult on some days to get access to her medication it cannot be adequately determined if by not missing a dose the drug would be more effective or if she needs to be tried with a new drug. 

The physiotherapist has also given Samantha exercises that may ease the symptoms. However, on ‘good’ days Samantha often forget to carry these out.

Annex B (informative): Services

Social alarm

A social alarm system is designed to provide people with the means to call for assistance and reassurance, which enable them to  continue to live independently, at home and there are also alarms working outside the home (with some, more recent systems). Generally, users have an alarm system installed in their own home that in the event of a need, will place a phone call to a remote monitoring centre. Staff at the monitoring centre will have access to information about the source of the call, the reason for the call, and the user of that alarm system. They can speak to the user and establish the appropriate assistance. The signalling protocol provides information about the location and reason for the alarm call is communicated to the monitoring centre. The alarm code contains information about the local source of the alarm call such as personal panic buttions or specialist sensors such as smoke/fall/flood/gas detectors.

In “Seniorwatch 2; Assessment of the Senior Market for ICT Progress and Developments, p. 112”: “Those experienced with social alarms, either because they use it themselves or because they care for someone who has one, were asked whether they would see any benefits in two sets of additional features of the alarm service, namely security features and additional health features. As for security features, these were introduced as "for instance to automatically detect a fire or gas leak", and health features as "to automatically detect when a person has fallen or some other medical crisis occurs". A majority each found these features beneficial.”

Issues/ideas

· alarm to/who to contact, e.g. alarmcentre, neightbour, family

· threshold

· volume

Embedded Systems (e.g. in smart textiles, or body implants)

Sensors

Sensors to measure values like blood pressure, temperature, weight, respiration, urine output and to observe activity patterns, nutrition, gait, sleep…

Each annex shall start on a new page.
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�Here or in Annex?


�More info in STC2009 conferece paper:


Security Infrastructure Services for Patient Managed Lifelong Health Record, by Pekka Ruotsalainen(e.g. Clause 6.1 Privacy and confidentiality, and clause 8 Security requirements for the management of PHRs in ubiquitous environement).





Can also check paper from MIE 2009 conference.


�Add some info on PHR ((Personal Health Record).


�This document need to be further studied.


�Maybe this could be replaced by more recent info such as that addressed in the STC2009 papers.


�See papers from STC2009. Eg:


Personalized Portable Devices Supporting Travelers Needs.


- Personal Portable Device – A Health Advisor for Travelors.


�Should this, or part of it should move to annex?


�To  be further discussed and  may be modelled in UML.


�Either we remove this as we have it in STF342– or we check if we should specify further details on profile levels for eHealth profiles.


�This is a kind of logging. Do we need this?


�May be harmful/unsuitable for eHealth profiles. Discuss how to deal with this! Maybe, some profile data should have a value “No” and it it should not be allowed to change value to “Yes”. Should maybe not be a Boolean value as we might need a third alternative. Issue for STF342.


�This needs much work so that the system will not suggest someting that is harmful to the user, or may offend the user. Can we make a list of “harmless” changes (e.g. selection of language), and others which might be more sensitive such as eHealth data?


�See papers on EHR and PHR on this topic. Eg. Papers from Pekka Ruotsalainen, conf EFMI STC2009.


�Put a more general table corresponding to this table in the STF342 ES: MP will write a description for this clause and for the STF342 ES/TS.


�We need to address the creation of other people’s eHealth profiles.


�Do we need to split this in several more? Or should levels be enough? Then each country could match their names with levels? Or should we have other things such as rights to prescribe medicine, treatments?


� FP: check standard from WHO, or other


�coordinate with solution in STF342.


�These numbers are just examples.


�Rework this


�Check and associate with roles. Make a summary for this draft. MP, FP.


�Address this in more detail.


�RH tool had “Rare”. Check other tools.


�What do include in this category may be chosen by individuals...


�Very long list  fom standard


�Should we have this? In google, “treated by”, the user could not enter it. Where does it come from? Maybe is it because I did not enter contact info first?


�Note that in Google health, medication type, medication dose and administered are given in the same line. This prevents the user from entering any combination of these. Shoudl we do it the same way?


�NH: First step: to collect information on this. 


Next step: check with stakeholders.
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