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Submission to the EC Safer Internet Programme, Public Consultation on Safer Internet and Online Technologies for Children

ETSI TCHF is the Technical Committee of ETSI (European Telecommunications Standards Institute) charged with responsibility for human and social aspects of telecommunications products and services. ETSI TCHF welcomes and congratulates the EC for its work on the media content issue for children. In particular, the recent agreement with GSM Europe
 to investigate the issue of young people and mobile content is particularly timely. ETSI TCHF also welcomes the opportunity to provide a submission about ICT services for young children at this time.

We are especially pleased that in its new consultation exercise, the EC officially recognises, with ETSI and many others, that the issues involved in the safeguarding of children who use ICT products and services is a wider problem than the question of access to illegal and harmful content. The use by young people of ICT products and services, most of which are originally designed for use by adults, has been a major concern at ETSI for some time [1],[2],[3].  We agree with the EC that ICT services, such as e-mail, services which facilitate users to create profiles, virtual networks, image exchange services, Instant Messaging Services, blogs, chat and peer-to-peer services, dating services, and other "social networking” and user interactive services, whilst providing new opportunities, also create risks for young people.

1. A conceptual viewpoint based on current research results

ETSI TCHF views young people as major participants in the knowledge economy. They are not only users of ICT products and services, and consumers of digital media, but, as many reports show, they are also quite capable of using digital technologies in creative and innovative ways.[4]  In addition, they are not just victims of technology misuse, they can also engage widely in the practice of misusing technology to abuse their peers and even their teachers. In the same way as for adults, ICT products and services impact positively as well as negatively on the lives of young people. 

This viewpoint is validated by the research community (for a more detailed discussion of this point please see Annex 1). Modern communications provide tremendous opportunities for young children. The educational and social development benefits to young children from using ICT are clear. However there are negative outcomes for a relatively small number of young people, which,  with concerted action from all stakeholders, can and should be mitigated.  In addition to the grooming and bullying activities which are features of today’s technology landscape, there are also the risks to young people from the use of social networking services, and from location based technologies, and the emergent risks which will arise from next generation technologies, such as ambient and pervasive technologies, and ad-hoc networking.  

ETSI TCHF’s project STF323/Childaware
, 
is an initiative by ETSI to address some of these issues (see Annex 2).

2. Terminology

ETSI believes that it would be helpful to attempt to standardise the terminology in use, so that it is clear to what group of young people we are all referring. ETSI has been working for nearly 10 years on issues affecting young children aged between 4 and 12 years of age. We consistently use the phrase ‘young children’ when referring to this group.

Other groups refer to ‘youth’, ‘young people’, ‘teens’, etc. While accepting that groups of young people described by age cohorts are not necessarily homogeneous, nevertheless it would assist efforts to address the issues if the terminology could be consistent. ETSI, therefore, proposes that the term ‘young children’ should be used to refer to the under 12 age cohort, and the phrase ‘youth’, or ‘teens’ be used for those between 12 and 18 years. This would allow use of the phrase ‘young people’ to be an inclusive one, for everyone under the age of 18 years.

3. Rating, blocking and filtering

The difficulties attached to rating, blocking and filtering approaches are well known. There are many reports which suggest that solutions of this type can often be counterproductive[e.g. 5]. These reports also strongly support the viewpoint that rating, blocking and filtering can have the perverse result of encouraging young people to find ways of defeating the limitations that these solutions represent. This in turn can lead to a social rebound effect, which may actually result in exposure of young people to more illegal and harmful material than would otherwise be the case.

Technical solutions of this type can never be 100% effective. There is also the problem of maintenance, which must be implemented by relatively untrained parents. In addition, it encourages those who perversely seek to defeat the objectives of the software. 

4. Access control

Protecting young people from access to adult designated content, and to online services primarily designed for adults, by relying on age verification mechanisms suffers from the same limitations as the rating, blocking and filtering solutions. Simplistic approaches, e.g. using a check box to confirm that users are over 18, is so easily defrauded that service suppliers should no longer be able to rely on the effectiveness of such an approach. If there is a legal imperative which suppliers are relying on here, then any such legal principle needs immediate updating. More sophisticated age verification mechanisms, such as the possession of a smart card or credit card
 by the user as evidence of age, has some merits. 

However, it can be argued that all such mechanism can be easily defrauded. The subject of identity verification, and identity fraud is far too large a topic to be discussed here. In any event, a completely effective solution through the use of such a mechanism is doubtful, at the current stage of technology deployment. In addition, the rebound effect may also operate here as young people see access control as an opportunity to demonstrate their ‘superior’ skills.

5. Young children and interactive services

The EC and GSM Europe’s work on content has been widely welcomed. However, the question of the use of online services by young children is also in need of urgent action. Such services are operated by various providers – the range of stakeholders is very wide (telecommunications companies, mobile operators, ISPs, NGOs, media organisations, corporate entities, as well as private individuals, and public sector providers).

All of these services feature various levels of interactivity (communication), between individual users. The intercommunication ranges from the sharing of personal data, to the swapping of files, to direct peer to peer communication either by message, voice or video. These actions can also range from real-time online, to database lookup, and includes the actions of some service providers in matching datasets from different users through the use of profiles. Commentators use phrases such as social networking, or user generated content to describe some of these services.

A number of aspects of these services pose significant problems for young child users. Young children are insufficiently aware of the nature of the Internet as a global communications infrastructure. Nor can they be expected to understand the nature of a profile, which provides pseudonymity, or anonymity to the creator of the profile. Reports abound of the use of the anonymous nature of a profile by paedophiles and other dysfunctional people in order to gain access to young children through the use of these types of services [e.g. Sunday Times
].  Nor is it possible to ensure, even with education and eSafety awareness training, that young children will not share their personal details with other users. The risks to young children from using these services are well known.

The challenge is to find a mechanism for ensuring, as far as practicable, that young child users of these services are safeguarded. If the service makes use of a database technology hosted on the infrastructure of a service provider, then there are options available, through moderation, to reduce the scale of the risk. Even if the ‘service provider’ is a third party, say a private individual, it should still be practical to provide moderation actions, potentially through the ISPs. ETSI’s work on user profile management may provide some useful input here [6].  The most difficult issue is with peer-to-peer services, where direct contact between two users is allowed. 

For reasons explained above in relation to blocking, filtering, and access control mechanisms, ETSI TCHF does not see a blanket ban on the use of these services by young children as the best way forward. It must be possible for the industry, together with the providers of such services, and other stakeholders, to agree guidelines and codes of conduct in order to provide safeguards for young child users. As a minimum, providers of these services can implement strategies to make peer to peer communication less easy, such as the hiding of telephone number details for a defined period, or requiring a verification if asked to reveal such details to a third party.

6. Education, supervision and moderation

ETSI believes that one of the main ways to enable young people to benefit from having access to ICT products and services, and to mitigate the negative consequences for some young people, is through effective education, and intensive supervision and moderation actions by trusted adults. The Safer Internet Programme, and actions such as Insafe
 and European Schoolnet
 have shown the benefits of such an approach.

It is extremely important to raise awareness of the ‘safe use’ of ICT products and services, as well as the associated risks. If the risks and negative consequences of inappropriate use of ICT products and services are explained clearly to young people, then the incidence of misappropriate use will decline. This can best be achieved through the development of good practice examples, rather than through ‘scare’ stories. Young people respond more readily to positive messages and to clear, accurate information based on factual knowledge.

These activities must be supported by effective supervision and moderation. This also implies that young people have the means to report instances of misappropriate use, and have confidence in the supervision and moderation regime.[7]  This can only be achieved if they, as users, are actively involved in the design, management and ongoing evaluation of the supervision and moderation actions. This involvement of young people is crucial. Websites targeted at young children must have a link for the immediate reporting of problems.  Actions such as the InHope project, which has set up a network of 23 national hotlines for the reporting of illegal content 
, and the work of the Internet Watch Foundation, and CEOP’s information on how to report abuse must be supported and extended across the EU.

7. From ICT skills to digital competence

All Member States have invested heavily in technology for schools at all levels.[8] This equipment is used mainly for ICT skills training, in order to prepare students to be full participants in eEurope and the knowledge economy. These initiatives also act as enablers of change within the educational services of Member States. 

Programmes of ICT training occur in all primary school curricula across the EU[8]. These programmes emphasise the value of ICT tools, and the use of these tools for information management in many subject areas across the curriculum.

Important though these programmes are, there is an overall lack of focus on the area of ICT services, and particularly on good practice, social context of use, and acceptable use of modern ICT services by young children. Although skilled in the manipulation of keyboards and mobile devices, and in the use of word processing and graphic presentation tools, many young people are completely unaware of how to engage meaningfully, securely and positively with the online services environment.

Online services, from commercial providers, public service providers and from community based initiatives are growing rapidly, and are of increasing importance, usefulness, and interest to young child users. Services such as ring tones, subscription content on mobile devices, and ‘social networking’ services such as Bebo, MySpace, Facebook, and Utube, are attracting increasing numbers of young children. Young children are also major users of online chat services, and internet messaging (e.g. MSN), and are a major part of the online gaming community.

It is crucially important for the safeguarding of young children online, that action is taken to move ICT education from its existing skills base, and to focus on digital media competence. Such a programme will build on basic ICT skills, but also explore the safe and secure use of global ICT services. It will focus on developing good practice, and highlight the negative consequences of eservices misuse and abuse.

8. Problems for parents

One of the major difficulties with young child use of ICT products and services, which were originally designed for use by responsible adults, is that many solutions are left to parents, thus increasing the problems for parents. Many of the issues discussed in this area are technical issues, beyond the competence of many parents. There is very little research based guidance on which parents can rely. The questions range from the age for mobile phone use, to the use of blogs and chat rooms, to questions about location services. 

It is important to recognise the steps which industry, the EC, NGO’s and the educational and training services have taken to help educate parents. More fundamental research into the actual risks to young child users [e.g. 9]is urgently needed, in order to ally parents fears.

9. Acceptable use

It is also ETSI TCHF’s view, that the industry must play its part in limiting the activities of those who would harm young children by means of ICT product and service misuse. The ICT industry provides the essential telecommunications infrastructure which enables ICT products and services provision. We believe that efforts to block access, to filter content, to supervise use of ICT services and to moderate content provision services, while worthwhile in themselves, nevertheless leave a gap in safety and security provision.

All providers of ICT products and services subscribe to the culture of acceptable use. However, the terms and conditions inherent in acceptable use policies may need strengthening. Furthermore we believe that there has to be stricter and more diligent monitoring of the practical adherence to acceptable use policies in ICT product and service provision. It has to become the norm, that a serious breech of acceptable use policy, at any layer of the eservice infrastructure, from connectivity to user application, has serious consequences – from reprimand, to restriction, to financial penalties and ultimately to denial of service, and legal sanction, if necessary.

We believe that the legal and regulatory framework in place is sufficiently robust to enable these actions. What is needed is the commitment of service providers to such a regime, and the willingness of regulators to effective monitoring, evaluation and action.

10. ChildAware

The ICT industry needs to be more child aware. This means policies and procedures which proactively support the use of ICT products and services by young children. It also means taking responsibility to ensure that young children’s use of ICT products and services is as risk free as it can be, by adopting guidelines and strategies to minimise risk. Such a stance by the industry cannot be without its benefits to the industry, as well as to the young children who are the users of its services.

Being ChildAware means that processes and procedures are in place to ensure the security of young children’s personal data, that customer services staff are specially trained in how to respond appropriately to young children, and that policies to protect young children are in place, and actively monitored. At a technical level it means that ICT products and services are provided initially to users with all ‘additional’ features turned off by default. Service options must be strictly opt-in. Online services, such as ‘social networking’ type services, or services which allow users to generate profiles, especially if used by young people, must have policies to protect the personal details of young children, and should have the means whereby the user profiles are linked to the owners real identity.[6] Acceptable use policies must be written in clear simple language, and written to promote safety and security, rather than mitigate financial risk to the provider.

Every ICT product and service provider should be required to have a ChildAware Charter, a self regulatory code of practice, containing guidelines, procedures and practices designed to ensure the safety and security of young child users. The Charter should be publicly disseminated, and subject to independent scrutiny. Such an approach would also meet the requirement to be technology neutral, and future-proof, and ensure that young children are effectively protected whilst promoting safe participation.

ETSI TCHF project STF323/ChildAware is working on these issues. An interim report is due in September, and new guidelines for service providers will be published in 2008. We welcome the opportunity to work with the EC and other stakeholders to bring this work to a successful conclusion.

Contact details:  
Anne M Clarke

ETSI STF323/ChildAware Project Leader

amc@vfemail.net
+4478 337 31582

www.childaware.eu
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Annex 1 - Children and Technology - current results from the research community

1. Children and technology – different viewpoints


There are, in general two conceptual approaches to the question of young child use of modern ICT products and services. One of these could be characterised as ‘moral panic’ –  a cry by parents and child protection agencies for urgent intervention to safeguard young children from impending catastrophe. 

The other viewpoint, is frequently characterised as technological determinism.

Technology is seen to emerge from a neutral process of scientific research and development, rather than from the interplay of complex social, economic and political forces – forces which play a crucial role in determining which technologies are developed and marketed in the first place. [10]

One view sees technological deployment as something done to children, which may or may not be in the child’s best interest.. The other sees the technology as neutral, but being misused by some to abuse others.

As Valentine and Holloway [11] observe:

Current public and policy understandings of children’s use of new ICTs contain paradoxical ideas about childhood and technology. On the one hand, ‘cybertopians’ celebrate children’s command of technology which is assumed to be our future; on the other hand ‘cybercritics’ raise fears that this technology is putting children’s emotional well being at risk. These contrasting interpretations are both problematic as they essentialise the category child, denying children’s diversity and their status as social actors, and rest on technological determinist understandings of the inevitable impacts ICT has on society.

Recently a more positive aspect of the relationship between children and technology has begun to emerge and, rather than passive victims, the notion of children possessing digital media literacy has received much attention [12]. However, even these more positive views of the impact of media and digital technology are also technologically deterministic in seeing technology as the driver of change in the life of a technically competent, but immature, child.

Furthermore, moves to encourage parents to protect children or control their use of the media grants children themselves little or no independent agency. Yet children’s understanding and skill with new technologies enables them to access culture and communication that ‘largely escape parental control’ [10] 

The picture emerging from the research literature is a somewhat polarised view of technology, positive in terms of employment and the development of technological skill, and simultaneously negative with regard to the perceived detrimental effects on intellectual development and social relations [13] and [14].

2. The real digital lives of young children

Young children use a wide variety of technologies in their everyday lives and, broadly speaking, are knowledgeable and competent in their use. The ICTs that children use underpin many aspects of their lives both socially and practically and for educational as well as entertainment purposes. Roberts et al. [15] claim that many contemporary children lead media saturated lives. And, as young people’s use of mobile technology, and social networking services clearly show, children can be very adept at creating content and misusing the technology to abuse their peers and even their teachers.

Children continue to be viewed as passive victims of the media, which threatens their innocence, takes advantage of children’s vulnerability and destroys individuality [10] and [13]. Livingstone [16], however, suggests that the nature of children’s use of media technologies and internet services generates public anxieties which both guide and undermine research making the study of children within the private sphere of the family home a complex issue, theoretically and practically.  Lee [17], however, argues that in contemporary consumer society children do have a say in purchasing decisions alongside adults regardless ‘of their perceived or attributed levels of competence’ and thus have an impact on the knowledge economy.

The reality is that young children are now a major sector of the knowledge economy. They are actors and stakeholders, and their view of what is in the best interest of young people must be heard.

As Buckingham [10] so eloquently notes: 

The electronic media play an increasingly significant role in defining the cultural experiences of contemporary childhood. Children can no longer be excluded from these media and the things they represent; nor can they be confined to the material that adults perceive to be good for them. The attempt to protect children by restricting their access to media is doomed to fail. On the contrary, we now need to pay much closer attention to how we prepare children to deal with these experiences; and in doing do we need to stop defining them simply in terms of what they lack.

{Extracted from a report prepared as part of ETSI STF323/ChildAware; the full text will appear in the Interim Report of the project, to be submitted to ETSI TCHF and the EC in Sept 2007}
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ETSI to develop more safeguards for young child users

In a move to provide better safeguards for young children who use mobile phone and Internet services, ETSI has started a new consultation with industry and child agencies. The aim is to produce a set of European guidelines for service providers, whose products and services are being used by young children, some as young as 4 or 5 years of age. ETSI will publish the new guidelines in 2008.

Young children are now a key sector of the overall ICT market. Europe has a large population of young children between 4 and 12 years of age, about 40 million. Currently, average weekly spend by young children is estimated at €20 each, which is a total annual expenditure of  €40 billion (sources: UK Office for National Statistics, and Eurobarometer). 

The new programme is lead by Anne Clarke, a leading expert on children's use of advanced ICTs. Ms Clarke has been working for 5 years with ETSI on guidelines for the ICT industry, where young children are the users. This work has already led to the publication of an ETSI Guide on the design of ICT products and services which are to be used by young children, and to a White Paper on the issues raised by the use of ICT products and services by children between 4 and 12 years of age. 

Most of the current work across all EU countries concentrates of developing young children’s skills with ICT tools, in order to prepare them to participate fully in the Information Age(Mediappro Project
). The EC is also pursuing a programme of encouraging ICT industry sectors, such as the mobile operators, to create self regulatory codes of conduct in relation to content, in order to address concerns about exposure of young children to harmful content. (EC
).

The new ETSI work will involve extensive consultation with industry and with child protection agencies, in order to form a consensus on a self regulatory code of practice for service providers. The new code will focus particularly on interactive services, which are being used by young children. Some of the issues to be addressed include the impact of data protection on the registration of child users’ details, modifications to customer services procedures to deal with young children, and technical aspects of service security, where the service is being used by a child.

Ms Clarke said that there is a clear need for the ICT industry to become more aware of young children as customers, and to develop a child friendly strategy.  She went on to say that service providers are aware of the concerns of parents and of child protection agencies, about the potential for misuse of ICT products and services. "Being more child aware is the key strategy that service providers need to adopt in order to make using ICT services safer and more secure for young children", she said. 

ETSI is delighted by the support that its members are giving Ms Clarke and her team, and that the European Commission has agreed to support this important initiative by the industry.
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