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Executive Summary

Objective of the work

Produce a state of the art/baseline statement of the industries current views on young child users (under 12 years of age)

Methodology

Literature review, backed up by a small number of discussions with a sample of industry stakeholders

Results

1. The industry sees young children as part of the larger market for ICT products and services. The viewpoint of industry taken by STF201 and STF266 remains valid, but with more awareness among stakeholders of the risk issue. The raised level of awareness of the concerns of parents and NGOs can be attributed to both media coverage of ‘incidents’, and awareness actions by NGOs, supported in many cases by the EC (Safer Internet Programme, Insafe, Inhope etc )

2. Highlighting children’s awareness of services can be done in many ways. Different methods are outlined in this report, and it is clear that children as users is a growing market. In the less ICT dense European countries Internet and mobile access has a long way to go before catching up with the most developed ones.  This means that there are millions of potential young child users to be captured by online and mobile network and service providers. There are no statistical data that gives an up to date overview of mobile penetration rate among children.

3. Major concerns about access by young children to illegal and harmful content, especially via mobile handsets, prompted the EC to conduct a consultation with industry and other stakeholders, with public submission, during 2006. The results, together with all submissions, are available online. The conclusions relating to these specific risks led to the signing of a framework agreement between many GSME members and the EC Information Society and Media Directorate. This agreement will see GSME members implement safeguards at a national level, in the form of codes of practice, to address these risks. Due to GSME members viewpoint that the market is developing differently in each EU country, and also different legal, regulatory and cultural environments in each country, it was not appropriate to conclude a single EC wide code of practice in this area.

3. It should also be noted that various PNOs, mobile and fixed line, and some ISPs also have voluntary codes of practice in place to deal with various concerns about young child use. For example, in the UK, there are codes of practice for LBS providers. Some service providers have antibullying strategies in place.

4. There is general agreement across the whole industry that there should be a more positive, optimistic view of young children’s use of ICT products and services. The scare stories in the media are adding to a climate of uncertainty for parents about use of ICT by young children. In  addition, there are far too many calls for the use of particular services by young children to be restricted, or even banned. The research evidence, detailed in 2A, highlights:

the counterproductive nature of bans, restrictions and prohibitions

that young children respond better to examples of good practice, based on an accurate understanding of their communications needs

5. The issue of ICT services produced by 3rd parties, either contracted to industry stakeholders, or user generated, presents a very great challenge to the industry. Examples of misuse, abuse and of practices ‘close to fraud’ are well known. However it must be acknowledged that at the most basic level the industry is a supplier of connectivity, and possibly of domain and routing services also, fixed line and mobile, to all internet users. The supply of these services are subject to contractual terms, and to acceptable use policies. This issue is for further study and discussion during the next phase of STF323.

6. The EC, acting for national administrations, has a clear view on what needs to be achieved. This was summed up by Richard Swetenham, at an ITU meeting last year.  He said that new media offers many opportunities, however, the danger of misuse and abuse increases.  The problem will not disappear by itself and there needs to be continuous efforts of governments, international organisations, NGOs and the industry in order to protect minors.

Note on Terminology

It would be helpful to attempt to standardise the terminology in use, so that it is clear to what group of young people we are all referring. ETSI has been working for nearly 10 years on issues affecting young children aged between 4 and 12 years of age. We consistently use the phrase ‘young children’ when referring to this group.

Other groups refer to ‘youth’, ‘young people’, ‘teens’ and more recently ‘tweens’ (8-12 years), etc. While accepting that groups of young people described by age cohorts are not necessarily homogeneous, nevertheless it would assist efforts to address the issues if the terminology could be consistent. It is therefore, proposed that the term ‘young children’ should be used to refer to the under 12 age cohort, and the phrase ‘youth’ or ‘teen’ be used for those between 12 and 18 years. This would allow use of the phrase ‘young people’ to be an inclusive one, for everyone under the age of 18 years.

1  The Market for ICT Products and services for young children

1.1  Countries and demographics

The market for ICT products and services for young children users is wide and complex. Many of the services offered are international services used by children and youth across a variety of different countries. This report covers  both services used within and across countries as some services have been adopted by children all over the world. Our main focus will be on services used by Europeans and by the inhabitants in the European membership states in particular and the countries that are members of the European Economic Area (EEA)
 
 
 
. Children’s use of ICT products and services in less developed countries are not  in the scope of this report, although included in surveys or studies, because they were a part of the original study.  

Children living in the EU and EEA countries only count for a small fraction of all children in the whole world, but their use of ICT is well developed and the mobile competence and use of mobile services is growing rapidly. International studies of both mobile phone and computer usage also show that there is both an international trend as well as a local and hyperlocal
 trend in choice of service. Children all over the world use popular service providers like Disney, Piczo, Flicker, Barbie etc. as well as hyperlocal or local services that are targeted at children in one specific country or region. When it comes to children’s knowledge of online and mobile services this is closely connected to which other types of media content that is available to children in different countries. 

Toy trends are important in this respect. Today’s toy industry has both a physical and a digital presence. It is sometimes difficult to know which came first, the physical product or the digital representation of it. Key examples of cross platform toy or media content strategies directed towards children and youth are, for example, Disney, Barbie, Lego, Bob the Builder, Postman Pat, Star Wars and Harry Potter. These are only a few examples of many digital brands that are directed towards children of different ages on the international online and mobile marketplace. In addition many countries have national and local brands that target children. Younger children also need services in their own language and in smaller language communities there is a special, and important, market for services with a local language profile.
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Figure 1  The distribution of world population (2004). Statistics European Union and the world.
 

Studies show us that there are great similarities to children’s use of ICT all over the world and children’s use of ICT may not, however, be completely different in majority countries, in Asia or in the USA. There will of course be many cultural differences and children will develop both local and hyperlocal and personal ICT practices. With similar social and economic conditions, we believe that children will be attracted to many of the same products and services regardless of cultural belonging. Some of the topics covered will therefore be more applicable to other countries than others.

1.1.1  Online and mobile content & services market

A clear example is the global mobile phone market is set to reach over 2 billion subscribers in 2007. The penetration of mobile phones in Europe is the highest in the world but at present there are major differences between the most developed countries and the least developed ones like for example Latvia, Albania, and  Romania (see table 1). 

Table 1 Mobile penetration in Europe

[image: image2.emf]
As the table shows the mobile phones market in Europe particularly in the western part of the continent is close to saturation. However as mobile phones continue to gain computing power they are becoming increasingly capable as entertainment platforms. Telcos are therefore increasingly looking at alternatives such as mobile entertainment to increase their ARPU. 
 3G developments and customer uptake is also finally taking off, with. 3G subscriptions, including those for CDMA2000, estimated to be around 300 million worldwide today and they are expected to rise significantly in near future. With further 3G/4G development and enhancements of computing and graphics power of the handsets, entertainment such as music, mobile-TV, mobile online gaming and multiplayer online gaming could become lucrative businesses. Carriers such as Verizon, Telecom Italia Mobile, and DoCoMo have seen significant growth in data traffic on their 3G networks. As illustrated, by the end of this decade, a majority of traffic on wireless networks will be data-related and we will see a flora of new services emerge.

[image: image3.emf]
Figure 2 Subscriber traffic in access networks


Europe will experience explosive growth in revenue from online content over the next five years, according to a study by the European Commission. The study
 anticipates that revenue growth related to online content will amount to $10.7 billion (8.3 billion Euros). This estimate represents a 400 percent leap from where the continent stands today. The study, entitled “Interactive Content and Convergence: Implications for the Information Society,” attributed the expected increases to stem from the spread of broadband, the rollout of advanced cell phone networks and increasing popularity of digital devices. In particular, sectors where online content would experience the greatest revenue gains included music (20 percent) and video games (33 percent). Estimates on the size and revenue of the online and mobile service market differ amongst studies made by research organisations and consultancy agencies. A study made by the European commission uses the following  figures, Table 2.

[image: image4.emf]
Table 2 Uptake of digital distribution/exploitation of content in Europe – Key figures

In spite of differences in estimates across studies, most analysts agree that music and gaming are important service revenue drivers for companies. Community services will also be a key service even not covered in the study mentioned above. A study conducted among industry leaders rated community as the most important service for generating revenue in the years to come. The community dimension is often more a feature applied to content services than a service category in itself and making connections, share content and to communicate is at the heart of what online media services is all about. Services in the User generated content category often fall into the community category. 
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1.1.2  The child market 

Children are a sub segment of the online and mobile service market and even though they are not yet high spenders, they are important customers and potential customers for service providers in the future. Age is a key tool for segmentation and the differences between young children (4 – 12 years of age) and youth (12 – 18 years of age) segments highlight the weakness in blanket-targeting the children’s market. Segmentation by age is the first step to develop a better understanding of the target group. The figure below shows differences in market size for global messaging revenues by age: 

[image: image5.emf]
Figure 4 Global messaging revenues by age, Mobile Youth - Consumers report 06  Wireless World Forum.

The drivers behind children’s mobile use vary greatly in the 5-12 year old age span. While the five year old is very close to the parents, under close surveillance and with a small radius, the 12 year old child is in a process of emancipation, demanding much more privacy, having “private” money and in the start of a process trying to find his or hers own identity. The mobile use reflects that these are two very different positions, and by treating the two groups as one, you fail to understand and target the needs of the age categories. The mobile Youth initiative divides the segment, children and youth, into for age categories: 

[image: image6.emf]
Figure 5 The four demographic segments. Mobile Youth - Consumers report 06. Wireless World Forum

There are great differences between the four segments regarding average monthly ARPU, average data ARPU, income and spending. In making an estimate of market size and revenues it is crucial to be aware of the large differences within this relatively short age span. Which services and what kind of content that is demanded by the four segments vary a lot and it is crucial for making reliable estimates that the age segments are analyzed separately. A “one size fits all” approach is not sufficient. 

Mobile penetration rates have reached over 100 percent in many markets and children are a segment where a considerable amount of individuals still do not own a mobile phone. Despite a decrease in the number of people in the youngest age categories children are therefore an untapped and promising resource for mobile operators and content providers. Due to this fact we witness an increasing focus on children as mobile users and customers
. 

[image: image7.emf]
Figure 6 Mobile phone subscriptions in Europe
 

Studies from the Norwegian market show a considerable growth in the number of children that have access to a personal mobile phone.  Figure 7 Mobile phone ownership in percent - 1997-2005 in Norway by age. shows the development in mobile phone ownership in the period 1997 and 2005.
 In 2007 85 percent of ten year old children in Norway have their own personal mobile phone
. The development in many of the most developed mobile markets is somewhat similar – the age of children when they are getting a mobile phone is decreasing. Another Norwegian study also show that children from divorced families are even younger when becoming a mobile phone owner because the mobile is a valuable tool in order to have contact with both parents, families and friends regardless of where the child is living at the time. Approximately 25 percent
 of all Norwegian children below 15 years old live in two households because their parents have split up
 . It is logical to assume that a similar trend will apply to countries comparable to Norway. All trends considered, children as mobile phone users as well as users of other types of digital equipment is growing in numbers and the availability to services directed towards children is growing accordingly. 
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Figure 7 Mobile phone ownership in percent - 1997-2005 in Norway by age.

There is a decline in the youth population all over Europe. The current decline in the young population will, although mentioned, not be discussed further in this report. It is only included as the decline is severe and will have an effect on future market estimates (see figure below). 

[image: image9.emf]
Figure 8 Age pyramid of the EU-25, 1 January 1990 and 2005  

1.1.3  Challenges facing us in estimating the child mobile and online market and children’s value for companies

However, the market potential for online and mobile services for children is enormous, both in Europe and on an international basis. These numbers are presented later on in this report (see section 1.2). There are great challenges in making estimates for the children’s market due to a set of factors that complicate the calculation. One major obstacle to make estimates about services for children is age verification connected to use of services and subscriptions. In most countries children are not allowed to sign up a for mobile phone subscription due to their status as minor.  The status as a minor (-18 years old) prevents children from legally purchasing some services or goods and therefore in engaging in economic responsibilities that is beyond their capabilities. Young children need parental consent to sign up for legally valid subscriptions. In many cases it is difficult or impossible to crosscheck if a person signing up for a service actually gives their true age. Children can subscribe or sign-up for certain types of services from the age of 13
 . The age 13 is chosen; because this is an age limit many countries have for teens to own an electronic payment card. However, it is quite common for children to sign up for online services giving a fictional age. 

Many services have a free section or part, if additional features are required or there is a desire to purchase goods or digital artefacts then there is a requirement to access a digital payment solution. However, a lot of children below 13 are users of services that are meant for children 13 years or older. To lie about your age on-line is easy and there is no reason to believe that service providers don’t have a considerable number of users below the accepted age limit. In general this poses few problems for the service provider. By using the service children are exposed to the brand and they learn to know the basic features of the service at no cost or risk for the service provider. Child users are potential future customers to buy services from the service provider, so letting them use the service before they actually are old enough can be viewed as positive by some service providers. 
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Picture 1 An example of age restriction provided by Photobucket.com

1.1.4  Children secure the future of companies

Children are important to service providers and aligned industries for many reasons. Although children may not yet be paying customers, they are aware of brands and services and, therefore, are an important investment for future revenues. At the age of 10 a child is regarded to have 100 percent of their lifetime value, however, when they reach 33 years old the value of a customer is down to 50 percent. In order foster brand loyalty in children mobile network service and content providers view this as a good financial strategy. Despite a low ARPU at 10 years of age it is important to attract young children. ARPU rises quickly after 10 years and it grows until it peaks at 30 years of age. In the mobile industry, there is a considerable amount of long-term value to be gained by retaining these young consumers. Youth do not have the greatest amount of spending power in terms of ARPU, but they do have the greatest lifetime value for network operators and service providers. The average ten year old in 2007 expected to spend almost $30 000 over the course of a lifetime on mobile products and services, as Figure 9 illustrates the Mobile youth Lifetime value. 

[image: image11.emf]
Figure 9 Mobile Youth Lifetime Value, source Mobile Youth 2007.
 

On a world wide basis large differences exist on how much a child is worth in terms of Youth Life Time Value. 

[image: image12.emf]
Figure 10 Mobile Youth Lifetime Value, source Mobile Youth 2007.

Customers also age with brands and it is necessary to renew customer base to secure future income.  A venerable brand such as Coca-Cola has maintained a reasonable degree of relevance with children and youth by continuously renewing their brand and not depending on past success. Coca Cola has maintained relevance with youth by playing on their brand dependability and finding new ways to reach the youth market instead of resting on their aspirational brand laurels of yesteryear. For example, Coca-Cola has engaged in a successful mobile marketing initiative (Coke Fridge in Germany).Online music services, are at present one strategy Coca Cola has chosen in order to reach the young customer base. 

[image: image13.png]



Between May and August 2007 Coca-Cola and iTunes are teaming up for what is being billed as "the biggest music promotion in Europe's history”
. The promotion campaign will reach children and youth using mobile music devices among other things.  This is a campaign where advertising finances many of the services offered, where users probably only pay for what they download to their devices. The economic value of the campaign is difficult to estimate as it is an effort both to retain old customers and get new ones, for both brands – Coca Cola and iTunes. There are though no reasons to believe that this campaign is without regard of future earnings and brand loyalty. 

1.2  Children are an untapped market for mobile operators and online service providers

How much do children and youth spend on ICT – products and services? Ten years ago youth spent nothing on mobile services; in 2007 it will total over $150 billion annually. 

[image: image14.emf]
Figure 11 Youth spend on mobile by region 2005 - 2008. Source: Mobile Youth report, Q1 2007

In mobile markets such as the Middle East and South Asia, youth spend on mobile as a percentage of disposable income is as high as 20%, see Figure 12 and Figure 13. This percentage is applicable to teens and partly tweens. Younger children do not have their own money to spend in the same degree as teens and tweens. Becoming a tween means having a greater control over your “own” money, but parental control is still strong. Even with less money and less control over  “own” money; children will spend an increasing amount of money on online and mobile services, both communication services and services related to content (mobile-TV, music, gaming, community). Probably children and their parents will spend less on digital services for children than teens and tweens do, still the market will be big as children’s orientation towards online and mobile services is growing.  As discussed briefly in the next section, industry worry that the paying customer may be in decline especially as young people are used to free services from the Internet world. Nevertheless – there will be services that children and their parents are willing to pay for. Money spent on mobile and online services will partly replace spending on other services as gaming for example moves from portable gaming consoles to mobile phones, while music moves from portable music players to the mobile phone. 

[image: image15.emf]
Figure 12 Mobile spending increases. Mobile youth report 06, page 26 

The youth of Asia, North America and Europe possess relatively similar levels of aggregate disposable income – between $345 and $372 billion spent annually. This is a business with prospects of high revenues for successful companies.

[image: image16.emf]

Figure 13. Youth ARPU comprises high levels of data spending. Mobile youth report 06, page 23.
1.2.1  The children market in numbers

Demographics of the target group for this report is found on the Eurostat website. Children between 5-12 years cover two of the age spans presented in the Eurostat database. All categories of children are included here. Time passes quickly and a brief view of the youngest population is included. Working on market estimates for ICT products and services used by children, statistics on the child, preteen and youth population is treated at a high level as a detailed analysis demands more resources. As mentioned earlier there are great challenges in making estimates on the children  market. There is a lack of statistics on how many children have and use mobile phones and other ICT tools and services. Usually a subscription is bought in the name of the parents or other adults in the family. Getting accurate usage data on children’s use of mobile phones, both communication services and content services is at present therefore a more or less impossible task. To get knowledge about children’s use is to some degree acquired in statistical surveys on a national level. The problem with most of the surveys is that they seldom cover the child segment. There are many surveys that collect data from persons as young as 13 years. Unfortunately there are no surveys that shows us the penetration rates for younger children or merge survey results from national research initiatives in order to get a broader European picture of how the youngest use ICT – both PCs and mobile technologies on a private basis (not educational). Regarding online services normally only individuals older that 12 years are interviewed. National statistical databases in some countries have only recently started to collect data on how many young child users there are of Internet and mobile phones, but gathering usage data from young child users poses a multitude of obstacles. A demographical overview of the European population broken down on age groups is provided here to give a valuable starting point to make more accurate predictions on how many users are expected in the years to come.  

Table 3 European population statistics by age - 0-14. 
 


	Numbers in 

thousands
	Total population 2005
	0-4 year old
	5-9 year old


	10-14 year old

	EU-25
	459488,00
	23774,00 (5.1%)
	24191,00 (5.2%)
	26390,00 (5.7%)

	EU-15
	385383,00
	20305,00
	20390,00
	21620,00

	EUROZONE
	310926,00
	16076,00
	15982,00
	16810,00

	EEA-28
	464423,00
	24086,00
	24521,00
	26728,00

	
	 
	
	
	

	By country
	 
	 
	 
	 

	Belgium 
 
	10446,00
	575.1
	589.4
	631.3

	Czech Republic
	10221,00
	465.6
	453.9
	607.5

	Denmark 
 
	5411,00
	328.1
	344.1
	346.0

	Germany
	82501,00
	3656.3
	3975.0
	4293.4

	Estonia
	1347,00
	65.2
	61.3
	81.6

	Greece
	11075,00
	516.1
	518.7
	560.4

	Spain
	43038,00
	2171.5
	1978.7
	2090.3

	France
	60561,00
	3823.2
	3655.0
	3697.4

	Ireland
	4109,00
	295.8
	279.6
	275.4

	Italy
	59000,00
	2764.5
	2695.5
	2847.1

	Cyprus 1)
	749,00
	41.1
	47.6
	55.1

	Latvia
	2306,00
	100.6
	95.8
	145.1

	Lithuania
	3425,00
	154.7
	185.8
	244.7

	Luxembourg
	455,00
	27,70
	28,90
	28,50

	Hungary
	10097,00
	477.8
	503.1
	598.7

	Malta
	403,00
	20,10
	23,80
	39,00

	Netherlands
	16306,00
	1010.6
	987.9
	1010.0

	Austria
	8207,00
	398.0
	436.2
	488.4

	Poland
	38174,00
	1794.5
	2045.5
	2537.3

	Portugal
	10529,00
	553.7
	537.3
	556.5

	Slovenia
	1998,00
	89.5
	92.8
	104.4

	Slovakia
	5385,00
	260.0
	290.9
	368.0

	Finland
	5237,00
	283.7
	299.4
	331.4

	Sweden
	9011,00
	485.6
	479.9
	618.1

	United Kingdom
 
	60035,00
	3414.7
	3584.5
	3845.8

	Bulgaria
	7761,00
	334.0
	320.7
	418.5

	Croatia
	44444,00
	209.0
	247.1
	256.8

	MK
	2035,00
	119.2
	132.0
	154.9

	Romania
	21659,00
	1062.4
	1107.8
	1266.6

	Turkey
	71607,00
	6685.0
	7111.0
	6707.0

	Iceland
	294,00
	21.0
	23,10
	21,30

	Liechtenstein
	35,00
	1,90
	2,10
	2,10

	Norway 
  
	4606,00
	289.1
	306.9
	313.2

	Switzerland
	7415,00
	365.4
	402.5
	437.5

	Albania
	3135,00
	249.7
	276.0
	305.4

	Bosnia and Herz.
	3849,00
	 
	 
	 

	Serbia and Mont.
	8136,00
	 
	 
	 


In general, of an EU25 population of over 459 million, 10 – 15 % are young children (4 – 12 years of age).  These figures are also suggested by the Eurobarometer reports.  Visiogain
 quotes a value of €55 billion for the value of this market.

1.2.2  What can we measure and predict?

Making predictions about how a group of users will behave is a dangerous task. Research shows us that there is a discrepancy between what people believe they are going to do in the future and how they actually behave. While few users think that their own home is one of the places where mobile-TV is used the most, few report this in advance when they are asked about future use. Some things can only be explained or understood after it has happened as in the decline in teen smoking habits after the diffusion of mobile phones among youth.


[image: image17]
Figure 14  Smoking declines and mobile ownership increase. Mobile youth report 06

How young child users will behave in the online and mobile service arena remains a behavioural minefield and many inaccurate  predictions have been made in addition to correct ones. For example, the popularity of SMS amongst young people was unforeseen. Many ‘wild cards’ among online and mobile services are still varied and unknown. Often a service takes off and is rapidly adopted by certain user groups unpredicted by service providers and changing the dynamics of the diffusion process. The same thing will happen again and again. 

How new services spread among teens and children has been described as a viral process
. Peer pressure and influence is strong among children and youth. In densely mobile penetrated countries, where the youngest children do not own a mobile phone the peer pressure is noticeable from a very young age and the status of mobile ownership is high. 

[image: image18.emf]
Figure 15 Peer group density among youth affects purchase behaviour. Mobile youth report 06


In Norway, a country with a high mobile penetration rate among 10 year olds, it is not unusual for children 5 years old to bring a simcard-less mobile phone to kindergarten, declaring that the SIM is at home, just to show off to their peer group. Other drivers connected to the diffusion of online and mobile services among children are the complexity of services. We see that the online and mobile services have their spin offs in other media products and that the different characters, games and brands appear on a variety of different platforms. The example below shows some of the media platforms Harry Potter appears on. The example illustrates the media mix for a well known children’s celebrity, namely Harry Potter. 
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Picture 2 The Harry Potter media universe consisting of CDs, DVDs, web, books and mobile
The content production around the Harry Potter figure is both content that is given out for free as branding and advertising material and paid for content. Some content is meant for the PSP and other portable gaming platforms, some is for the mobile phone and some for the computer. Then we have the film, the DVD and lastly the book. This is only illustrative of media content and products that exist in the Harry Potter universe. To measure the revenue Harry Potter creates in the different media channels for the segment 5-12 years is a complex task that is beyond the scope of this report. The example only tries to illustrate the complexity of the task. The services are not only for individual consumption. There are also communication and community services created in relation to The Harry Potter brand. The popular saying has moved from that it is ‘content that is king’, to ‘it is communication’. The truth is that it is the mix of both - communication and content - that together constitutes an interesting service portfolio for users, in our example, for children.
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Picture 3 The snitch Community 
 

As shown in Figure 7 the age that children are getting their own mobile is decreasing. Current statistics on mobile and computer ownership indicate that this is an emerging trend all over Europe, but that there are big differences between the European countries and how many children in the age span 5-12 that use online and mobile services. The current obstacles to the use of mobile services in general are also especially relevant to how children (and their parents) will adopt new services and of course if they will also be willing to pay for them as well.

1.2.3  Content and services for kids

What is online and mobile content and services for children 5-12? This is not an easy question to answer because children use most of the services teens and adults use and the spectrum of different service types is wide. Types of mobile and online services that children use can be grouped in the following categories (not exhaustive for all types of services and some services are a mixture of more than one category):

· Gaming services

· Music services 

· TV, video and picture service

· Community services

· Communication services (e-mail, IMS, SMS, MMS, chat, video call) 

· Premium SMS/MMS (wallpapers, pictures, etc)

· User Generated Content  (e.g. blogging, profiles, video, pictures)

Some services are clearly designed to reach young child users, while other services are more or less designed without a specific age segment in mind. Some much used online services for children are mentioned earlier in the report (Disney, Barbie, Lego, Bob the Builder, Postman Pat, Star Wars and Harry Potter) while we also have a great number of services that are not as famous are represented on other media platforms or as physical toys for children. Well known services like www.pizco.com, www.habbo.com, http://kids.msn.com, http://www.jamba.no/ are sites that have a pure digital presence designed especially for children, tweens and teens. Many of the services mentioned have an age limit, but usage is still possible as long as the child registers with a false age. Purchase of additional features of the service requires access to electronic payment systems, but basic use is often quite sufficient for younger children. 

On the hardware side there are some companies that offer specially designed mobile phones for younger children, but this is not a market that has taken off.
 The market for the youngest “consumers” holds at least three models, namely FireFly, iKids, and Buddy Bear. Whether the kid-phone approach will succeed is maybe too early to say. Some hardware companies adapt current versions of platforms to the children’s market by, for example, applying a pink colour to the portable gaming platform, see for example the pink Nintendo DS (light). This has been a successful approach to get young girls as users as well as developing gaming titles that attract young girls aged 4 years and older. Successful gaming titles that attract young children on the Nintendo DS platform are for example Super Mario, Dogz, Sims, Pokemon and Nintendogs.  

The list of brands that address children through different kinds of online and mobile services is long. It is more an exception not to have an online offering if children are your target group. We experience the same development on the mobile platform. The mobile gives direct access to the individual and as a growing number of children have a mobile phone, companies with products and services directed towards the child market have a mobile strategy or have plans to develop one. 

1.3  Is user payment or getting the customer attention the main focus for service providers?

The digital music business as well as the gaming and movie business are threatened economically by illegal downloading of digital content. File sharing software and file sharing communities offer most content titles for free, all though this still is illegal to do. Although children are vulnerable to downloading viruses, such activities pose few legal risks for the consumer. Even if there are some examples of people sharing files who have been caught and prosecuted by the legal authorities the chances of getting caught are regarded as small.  In addition, purchase of DRM
 protected content like music makes the content purchased less valuable for the user, as the file can not be moved onto and played on the various platforms the user has access to. A DRM protected music file can for example not be side loaded to a mobile phone. This is an important obstacle to digital sales of media products. Illegal file sharing on the Internet has created a mindset especially by young people that content on the Internet is free and you are more or less stupid to pay for content. 

This attitude also affects the attitudes towards paying for mobile content and online sites for children are more or less free to use. This is an overall trend though and it is difficult to succeed if your site is dependent of a large number of paying customers. Revenue is generated by giving advertisers access to your service. Advertising has become the most important revenue source for services. Well known online service providers like: Google, YouTube, Flicker, Photobucket all live on revenues generated by advertisements. The same approach counts for sites designed for young child users. Getting a large user base is the main focus for the service provider. An attractive site for an advertiser is one with a lot of users, that in the next round will be exposed to ads that generate revenue for the company behind the ads. 
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Picture 4 Advertising message at www.photobucket
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Picture 5 Advertising message at www.habbo.com

Internet services for children apply different business models to their site. A popular Internet community service for children is called Club Penguin. The service shares similarities with other popular online environments like RuneScape and Habbo Hotel. Though open to users of all ages, Club Penguin is primarily designed for children ages eight to fourteen. The site can be used by non-members with limited functionality, while paying customers get a full feature version. 
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Picture 6 The penguin club - Online community for children 
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Picture 7 More possibilities for the paying customer

Another online service created for children is the Neopets site, an online virtual pet site where users can create and take care of up to four virtual pets, buying them food, toys and other accessories using a virtual currency called Neopoints (NP). Neopoints can be earned through playing games, investing in the stock market, trading and winning contests. There is also the planet of Neopia to explore, and users can interact with each other through discussion boards, Neomail and guilds. Neopets reports 139 million accounts and 204 million pets, and has an Alexa ranking of 166
.  A pay-to-play version, known as Neopets Premium, offers additional features and benefits for a monthly fee of $7.99. Neopets, Inc. produces and sells a wide variety of Neopets merchandise, such as stickers, notebooks, two video games and a trading card game. Several issues with the site, such as immersive advertising, gambling-based games, hacks and glitches, and poor customer support, have sparked controversy. 
 

These are two examples of many that offer services to children in the 5-12 age span. The business model is a mixture of revenue generated by advertising and customer payment. The market for services aimed at young child users is tremendously big and increasing. The number of user accounts on the Neopet community illustrates how big these networks or communities can become in size of users. 

1.4  Summing up

Highlighting children’s awareness of services can be done in many ways. Different methods are outlined in this report, and it is clear that children as users is a growing market. In the less ICT dense European countries Internet and mobile access has a long way to go before catching up with the most developed ones on the ICT access arena. This means that there are millions of potential young child users to be captured by online and mobile network and service providers. Table 3 gives the number of children in the different countries by age. There are no statistical data that gives an up to date overview of mobile penetration rate among children. Some countries have started the process of registering the mobile customer’s age for a child user . This process will take a couple of years caused by the complexity of the task.  All countries should aim at the same goals, namely register the age of the user, not only the legal owner of the subscription. 

With Internet services the case is somewhat different as there are often more than one individual that use an Internet connection. How children use the Internet is even more complex to regulate than for mobile services. Another issue to consider is the emerging use of mobile Internet. The mobile is turning into a mobile Internet access point and everything accessible on the Internet is also accessible from the mobile phone. The use of mobile Internet is growing. Still only a small percentage of users in Europe use the mobile as their primary Internet access point, but the situation will change with the coming improvements on network speed and coverage, quality of terminals and services as well as pricing regimes. We see that service and content providers start to adapt services to be used from different platforms – a cross platform approach. This poses great challenges for the traditional network providers, mobile network operators and all types of content providers to create child aware services that give children quality as well as the protection they need to be safe in their usage of ICT based services.

2.  The Difficulties faced by service providers 

In order to establish the situation with regard to the provisioning of services to the under 12’s a checklist was constructed for discussing the issues with service providers.

The following items of information were sought:-

Population

1) How many young child users
 do you have as clients/customers? (percent of user base, actual figures, user groups)
How do you identify them? What sort of age registration procedures or other mechanisms do you use to get information about their age.

Provisions

2) Do you make any special provisions for young child users? If yes, which one?

3) Which services do you offer specially to young child users? 

Risks

4) Based on your own business and services, what risks do you see for young child users using these services?

5) Which of the risks to you consider as most important?

6) Do you have a data protection position for young child users ? Can you please describe it?

Future plans

7) Do you think that Service providers and phone manufacturers should develop specific provisions for young child users? Which ones?  

8) How can ETSI help you in defining guidelines for ICT products and service provisioning for young child users?
Are there other topics related to product and service provisioning for young child users, ETSI could assist you with?

The following table shows the people working on ICT product and/or services who were contacted:-

	Company
	Title/responsibility
	Responsibilities link to ICT and children 

	Swisscom
	Head of User Experience and strategy
	Application and service for children

	Nokia
	Head of insights/forsights


	Mobile Products for children

Expert in internet on mobile phone



	
	3 Business managers
	Mobile applications and  products for children

	France Telecom
	Senior manager /marketing
	Mobile application and community wed site for children and tweens

	
	Marketing manager Responsible for product line for children


	Product line for children

	
	Marketing manager teenagers 


	Differences between teenagers and children offers

	Motorola 
	Head of Design
	Mobile Products for children

	Telenor
	Legal Advisor
	Issues for company and children

	
	Registration
	Age registration of users

	
	Product division
	Distribution of handsets and terminals


Having contacted this number of people, although limited it was realised that “Young children” are not identified as a clear target segment within these companies. They know that children under 12 years old are using their services but these services are generally targeted for children from 12 years old to more.

There are many marketing and user studies done about children (starting at age 12 years old) and teenagers but very few are currently done on “young children”. These studies are generally done by the innovation and strategic design groups and not by marketing groups who don’t yet consider these segments as a potential revenue.

When these studies exist, they are not centralized within companies, that is why it is difficult to get a clear pictures of numbers, figures and projects related to this population within company.

This lack of co-ordination of issues in relation to young child users leads to a big gap within companies, which will need to be addressed in the future.

The following information has therefore been established from literature review, and in particular on submissions made by ICT products and service suppliers to the EC

2.1. Introduction

Most ICT product and service providers see young children, under 12 years of age as a part of the general market. Some products have been designed and marketed specifically to this age group. These offerings include certain mobile handsets, some with more limited functionality; a recent example, now no longer available was the MyMo.
 There are a wide range of online services targeted at this age group. Many of the latter are from 3rd party suppliers to media groups, or user generated content type services. Some of these services are offered in connection with school based activities, across a broad range of curriculum studies.

2.2. Provisioning for young child users

2.2.1 Mobile handsets

The use of mobile phones by young people has increased dramatically in the last few years and mobile phone functionality is expanding rapidly. These developments present great benefits to users as well as posing new challenges in terms of consumer protection and more specifically for the protection of children. The average age for young people having a mobile phone is as low as eight years in many countries. There is a general perception that the age of first use of mobile technology is still declining (Borthwick, 2006)


All suppliers of mobile handsets, and of services which make use of mobile handsets, recognise that special provision needs to be made for young children users. However it is clear that they also believe that it is for parents to make the decisions about which ICT products and services their children should be allowed to use, and the terms and conditions governing such usage. For example “Nokia promotes the freedom of choice of every user, within legal boundaries, to decide how they wish to make use” of their choice of technology. 

When considering the use of ICT products and services by children and youth suppliers generally support the rights of parents. “People need to have freedom to manage their and their children’s use of the Internet according to their needs and individual choice. This is a very personal matter to people and no third party can define what is appropriate in all cases.” 

There is a strong sense of difference between local markets in each EU country, based on societal and cultural conditions. However there is also the recognition that “content and connectivity are currently characterized by borderless availability, which calls for unifying trans-border practices as much as possible” (Nokia
). 

2.2.2  Services on mobile handsets

Many services on mobile handsets fall into the category of personalisation content. This includes ring-tones, logos and wallpapers, used to personalise and decorate a mobile handset. This content category is popular amongst younger mobile users, and driven by the fast-changing fashions which characterise these tunes and images – dozens of new ring-tones and images are launched every day, keeping up with the fast pace of popular culture – from “number one” records to images of Big Brother contestants. There are many providers of these services, the majority of whom are small companies. This industry structure is the result of low barriers to entry, with low production costs, and the ability for providers to advertise directly in press to young child users. 

Mainstream media also feature as content relevant to young child users. This includes common content-items (e.g. music-tracks, ring-tones, videos, games and information updates (news, weather, sports)) which are bought for consumption over mobile phones. These assets can be downloaded or streamed live. These content assets are likely to incorporate digital rights management (DRM), to prevent the files from being shared between handsets or exported from the handset to other devices.

Unlike personalisation content, the supply for this mainstream media is far narrower: most content is purchased from on-net (i.e. within the operator portal, or at least sanctioned by the operator), and is more likely therefore to be paid for through the operator-subscriber relationship

One of the major difficulties with all of these types of services is the opportunity for “3rd party willingness to engage deliberately in practices close to fraud”[Borthwick]. This presents special problems for young child users, for whom low or zero marginal cost is a key driver of ICT product and service use.

2.2.3  Online services

The service portfolio accessed by young children through internet terminals, either in schools, at home, or in Internet Cafes, shows the same characteristics as those for adult users. Search, browse, file sharing, chat rooms, blogging and use of social network services are all in regular use by young children under 12 years of age. A very few services are specifically targeted art those under 12 years of age. There are many more which target older children. 

However, one of the major concerns of many suppliers in this area is that age verification mechanisms are very weak. Although some state that they actively monitor the use of age verification, it still remains the case that young children can obtain access to services originally targeted at older children, or even adults. For example, in the case of one supplier, who provides a moderated social networking site intended for children over 11, it has been found that the average age of users of that site is 8 years of age.[CEOPS data, supplied privately]

2.2.4  Terms & Conditions

All suppliers of services rely on customer awareness of the specific terms and conditions under which the services are supplied. Terms and conditions of service supply are normally written in order to protect suppliers from any possible future litigation due to the misuse of the service. As a consequence, terms and conditions statements can run to several pages of highly condensed legal text. 

Most young child users never read the service conditions. 

2.3.  Future issues

A major concern for all suppliers of ICT products and services is the consequences for their portfolio of technological evolution. A second major concern is the increasing use by ever younger children of ICT products and services.

2.3.1 Changing demographics

Section 1 of this report looks at what data there is regarding young child use of ICT products and services and the changing demographics of this use.

2.3.2  Changing technology

The evolution of technologies brings the benefits of the Internet to mobile users, at the time and place of their choice and according to their need. The next generation of communications technologies, beyond 3G, will create “an interworking of all things”. Wireless sensor networks, using millions of tiny motes will revolutionise the capturing of environmental data. Ambient and pervasive technologies, and adhoc networking will offer huge opportunities for new service environments, and new modes of communication. 

The impact of all of this on young child users is unknown. As a consequence of their deep involvement in technological evolution, all suppliers of ICT products and services today assume that the conditions of supply of ICT products and services to young child users in the future will be the same as that practised today.

3  Legal and Data protection and young children

The information in this section is from 3 main sources – one is the EC Safer Internet Forum survey of member states legal positions in 2005, and the second is the recent EC-GSME Framework agreement on mobile content. The third main source is “The rise of 3rd generation phones: the implications for child protection”, by Alan S Reid, a legal expert writing in Information and Communications Technology Law
.

EC policy, and that of most service providers favours industry self regulation, within an appropriate legal and regulatory  framework. “There is no ‘magic bullet’ solution”
.  All available means must be deployed in order to increase safeguards for young child users. – technical, legal and regulatory. While individual company. or national or sectoral codes of practice seek to emphasise and promote ethical and responsible behaviour by providers, the very diversity of the codes in practice does not promote consistency across the ICT industry, nor are the individual codes “coherent and comprehensive”. In general carriers rely on the ‘mere conduit’ defence, as contained in Article 12 of the E-Commerce Directive, and Section 230 of the US Communications Decency Act, where they do not initiate the communications, do not select the recipient of the communication and do not alter the material, and this is the general rule that applies to all providers of information society services.

As STF323/ChildAware moves to the development of the Technical Specification, it may prove useful to add specific legal and data protection expertise to the team, in order to address these issues in more detail.

3.1  Legal rules and regulations related to ICT usage by young children

The UNCRC
 adopted by the United Nations general assembly in 1989 has been ratified by 191 out of 193 countries, territories and states. A global bill of rights that, once ratified, a country becomes a State Party to the Convention and is obliged to review its national law to ensure full compliance with the 54 articles of the Convention. Defining a ‘child’ as every human being under the age of 18 – the key provisions include:

· All rights apply to ALL children without exception or discrimination of any kind (article 2)

· That the best interests of the child must be a primary consideration in ALL actions concerning children (article 3) 

· Children’s views must be taken into consideration in ALL matters affecting them (article 12) 

· Children have the right to privacy (article 16)

· Children have the right to reliable information from the media, that information should be provided in an understandable format to children and that providers should not promote materials that could harm children (article 17) 

However, across Europe current legal regulations remain ad hoc and inconsistent and currently focus on insuring that operators enable parents to protect their children from adult-only content (through providing technical solutions that that bars specific content). At present there is no standardized set of legal rules on child safety and ICT for European countries and, as a result children continue to be at risk. 

3.2  European Legislation on Mobile Content

This section considers current legislation available in various European countries which relates specifically to mobile content. 

The Safer Internet Forum, 14 June 2005, for example provides details on European country reports on Child safety and mobile phones. The table demonstrates clear variations between countries and current legislative frameworks. See Addendum 1

As a result of the table the European consultation document on child safety and mobile services suggests that there are few rules specific to mobile content.
 They suggest:
a)  Few rules specific to mobile content 

Almost all countries replied that there is no specific legal rule on child safety and mobile phones in their country. Concerning Finland, a regulation on call barring, issued by the Finish Communication Regulation Authority is used by parents for their children’s’ mobile phone subscription. A new law on location services was also recently adopted. In Switzerland, a new article of the Swiss Telecommunication Act will oblige mobile operators to offer the possibility for the user to block the access to value added services via SMS/MMS by their mobile (either for the whole range of value added services or for adult content) from 1st October. In Germany Federation and Länder adopted regulations of the youth media protection (Jugendmedienschutz), which ensures a coherent and practicable regulamentary framework in their scopes of responsibility. With the State Treaty on Protection of Minors in the Media (Jugendmedienschtz- Statsvertrag) the legal basis for the protection of children and young people in all electronic media is independent of the transmission path and neutral (all "electronic information and communications services", including mobile services are covered). Among other things the regulations contain sanctioned distribution prohibitions as well as the obligation to foresee technical preventive measures. The “Commission for the protection of minors in the media” (Kommission für Jugendmedienschutz – KJM) is a supervisory body responsible for broadcasting, the Internet and other forms of digital media in regard to the protection of minors and human dignity. The KJM will have to ensure compliance with norms defining the protection of minors, as well as licensing self-regulatory bodies and approving technical measures such as content filtering and rating systems. It contributes thus to the establishment of equal protection standards. In the case of this model of the "regulated self-regulation" the legislator gives a framework, and specific measures are decided by the self-regulated bodies. 

b)  Other legislation applicable to mobile content

A substantial number of countries indicated that they had other legislation applicable  to mobile content. The Czech Republic, Estonia, France, Italy, Luxembourg, Malta, Slovenia, Finland, Sweden, UK and Switzerland mentioned the Penal code/criminal law concerning the protection of children from pornography. In Cyprus new provisions of a Child law are being discussed. In Malta, the inclusion of grooming in local legislation is in preparation. Another set of rules is Telecommunication laws, and new “Information Society” rules. Denmark indicates the executive order 991 on “Information and content services with integrated charges”, Estonia the “Information Society Services Act”, Spain the Law on “Information Society Services and Electronic Commerce 34/2002”, Portugal the decree law 2/2004 on “Information society sources and electronic commerce”. According to the French «loi sur la confiance numérique », adopted in June 2004 access providers have to set up a system to signal sites with illegal or harmful content. Belgium indicated that a new law on electronic communications with an ethical code is in preparation. Audiovisual rules may also apply. France mentioned the “Audiovisual law” from 86, Luxembourg the “Law on electronic media”, and Finland the “Act on classification of audiovisual programs”. Italy mentioned that the new “Broadcasting act” of 2004 is applicable to TV broadcasting by any means. Finally, Portugal and Finland mentioned the application of rules on protection of users (Finnish Consumer protection act).

They conclude: ‘Although there is no specific regulation on child protection and mobile phones, the issue is not completely unregulated. The situation in Member States is heterogeneous, and only some cover the issue of media convergence.’

3.3  European Framework for Safer Mobile Use by Younger Teenagers and Children

More recent developments from mobile operator initiatives, however, are considering how to make mobile services safer for children to use
. 

European mobile providers and content providers have developed national and corporate initiatives to ensure safer use of mobiles including by younger teenagers and children. These already cover most EU Member States and mobile providers and content providers have now signed a European Framework for Safer Mobile Use by Younger Teenagers and Children which facilitates the roll-out of national voluntary agreements by highlighting approaches that have already been implemented successfully by the mobile provider and content communities in a number of EU Member States. 

The specific approaches addressed by this EU-wide Framework include: 

· access control mechanisms, 

· classification of commercial content, 

· fighting illegal content on the Internet, 

· raising awareness and education. 

The GSM Europe (2007) recognize that:

• mobile services offer an additional way to consume content (still and video images, music, chat, etc.) already offered in other ways - typically by the same providers. 

• the importance of parental oversight: accordingly, mobile providers should endeavour to empower parents with information and tools to facilitate their oversight. 

• any initiatives to classify content should be based on national societal standards regarding decency, appropriateness and legislation. 

• a framework-based approach to industry self-regulation will be effective in adapting to the fast moving environment of mobile technology and services – it will be future proof. 

The following recommendations on Safer Mobile Use characterise the framework:  
a)  Access Control Mechanisms 

1 Mobile providers should not offer any own-brand commercial content which would be classified as only suitable for adult customers in equivalent media, without providing appropriate means to control access to such content under parental control. 

2 Appropriate means to control access to content should also be applied where content is supplied by contracted providers of third party commercial content which would be classified as only suitable for adult customers in equivalent media. 

3 Additionally, individual mobile providers should offer capabilities which can be used by parents to customize access to content by children using mobiles. These may include specific services, phones, barring or filtering, and/or billing control. 

b)  Raising Awareness & Education 

4 Mobile providers should provide advice and effective access to information regarding the use of mobile phone services and measures which can be taken by parents to ensure safer use by their children. 

5 Mobile providers should encourage customers who are parents to talk to their children about how to deal with issues arising from the use of mobile services. 

6 Mobile providers should ensure customers have ready access to mechanisms for reporting safety concerns. 

7 Mobile providers should support awareness-raising campaigns designed to improve the knowledge of their customers, through organisations such as the INSAFE1
 network. 

8 For these measures to work effectively policy makers should play a role in improving childrens’ awareness through updated educational material and approaches. This should include parent and child-friendly information on safer use of mobile and the internet. 

c)  Classification of Commercial Content 

9 Mobile providers and content providers support classification frameworks for commercial content based on national societal standards and consistent with approaches in equivalent media. Classification of content, whether accessible through telecommunications or not, should be consistent with national societal standards regarding decency, appropriateness and legislation. Classification frameworks should consist of at least two categories: content which is suitable only for adult customers and other content. 

10 Mobile providers should ensure that their own-brand commercial content is appropriately classified based on existing national classification standards in the markets where they operate. 

11 Through their contractual relationships with professional third party content providers, mobile providers should ensure, after consultation, that these providers classify their commercial content under the same national classification approach. 

12 For these measures to work effectively policy makers, trade associations and other interested parties should support mobile provider initiatives to ensure commercial content providers classify their content against national societal standards. 

d)  Illegal Content on mobile community products or on the Internet 

13 Mobile providers will continue to work with law enforcement authorities in executing their legislative obligations regarding illegal content. 

14 Mobile providers will support national authorities in dealing with illegal child images and, through the INHOPE
 hotline network or equivalent approaches, will facilitate the notification of this content where hosted on mobile community products or on the internet. 

15 Mobile providers will adopt, or support the creation of, appropriate legally authorized national take-down procedures for such illegal content, including a commitment to liaise with national law enforcement. 

16 For these measures to work effectively there should be legal clarity on the nature of content which is illegal and law enforcement authorities (or delegated organizations) should be able to confirm where individual items of content are illegal. This will require the allocation of proportionate law enforcement priority and resources. National governments’ support for this is vital. 

e)  Implementation, Stakeholder Consultation & Review 

17 Signatory mobile providers and signatory content providers will work towards implementation of this common European framework through self-regulation at national level in EU Member States. The target for agreement of national self-regulatory codes, consistent with this framework, is February 2008 
18 Mobile providers will regularly review child safety standards on the basis of the development of society, technology and mobile services in cooperation with European and national stakeholders such as the European Commission, INHOPE and INSAFE. 

3.4  Other Self-regulation and Codes of conduct

In addition to written law, several countries and operators have devised self-regulated codes of conduct – basically recommended rules which are likely to become law in the future. 

The PCMLP (2004)
 suggest that codes are generally elaborated on a national basis and can be divided into 2 groups:

1) Codes of conduct for SMS and Premium rate services: These codes were signed  by Telecom operators in 2000. They cover general protection of the consumer as well as ethical issues. (Belgium, France, Italy, Finland, Sweeden, UK)

2) Regulation of new forms of content: This covers the classification of content and location based services (Germany, UK, Ireland, Denmark)

3.5  Data Protection

In addition to laws and codes of conduct related to ICT usage, operators are subject to Data Protection laws. These rules are written into law for the protection of all ICT users, and generally do not contain rules specific to young children users.

According to the Foundation for Information Policy Research
 (2004) there is considerable confusion about the nature, aim and scope of data protection. The main international data protection instruments - the UN- and OECD Guidelines, the Council of Europe Convention and the EC Directives on data protection - stress the link between data protection and the two “classical” human rights of respect for privacy or  “private life” and freedom of expression. 

FIPR outline the Charter of Fundamental Rights of the European Union which takes the same view: while the right to privacy or “private life” is guaranteed by Art. 7 (and freedom to seek, receive and impart information by Art. 11), the Charter guarantees data protection for citizens of the Union in a separate article:21

The OECD Guidelines say that the data must allow 

1. Everyone to have the right to the protection of personal data concerning him or her.

2. Such data must be processed fairly for specified purposes and on the basis of the consent of the person concerned or some other legitimate basis laid down by law. Everyone has the right of access to data which has been collected concerning him or her, and the right to have it rectified.

3. Compliance with these rules shall be subject to control by an independent authority. 

The challenge in data privacy is to share data while protecting the personally identifiable information. The legal protection of the right to privacy in general, and of data privacy in particular, varies greatly within Europe.

3.5.1  Registration of Child Users

As young children are minors, the registration to a service or the purchase of an ICT product  will generally be done by the parent. Some countries in Europe started to develop solutions to identify and protect young children. For example in France, Service and product providers can identify up to 3 profiles for a registration (CNiL, 2007
):
 The profile of the user (the “young child”)
 The profile of the person in charge of the service or product  (one parent) 
 The profile of the person who will pay the bill. 
These 3 profiles identification allow the service provider to know exactly who is using the service;
The method of payment recommended for “young children” is 
 a prepaid card or 
 a blocked package 
which allow the parents to restrict the usage of the phone to a limited number of services.
This restriction of service is done at the registration and other solutions are being developed to enable or unable services directly from the phone by sending an SMS. This will make the filtering process more flexible for parents. 
Addendum 1  Table relating to legislation in Europe – Safer Internet Forum June 2005

	Country/

Organisation
	Legal related to child safety and content available through mobile phones

	Belgium/ Legal Department Telecom
BIPT

	In Belgium there are no specific state legal rules related to child safety and content available through mobile phones. The Law of 21 March 1991 on the reform of certain economic public companies foresees a framework to adopt legal rules in the form of secondary legislation (a so called “Ethical Code”) to be proposed and to be enforced by an administrative body (the so called “Ethical Commission”). This Ethical Commission has not been set up yet, nor has an Ethical Code been adopted yet. The Law of 21 March 1991 which contains provisions that transpose the “old regulatory framework” will be replaced by a new Law on electronic communications (transposing the “new regulator framework”) very soon. This new Law foresees the same mechanism of an Ethical Code to be enforced by the Ethical Commission. In the mean time, self regulation defines what type of content is legal for adults but subject to restrictions on availability to those under 18 and defines how content providers are required to comply with these restrictions. A distinction needs to be made between the self regulation applicable to premium rate SMS/MMS and self regulation applicable to (standard telephone) premium rate numbers.

- Premium rate SMS/MMS The applicable rules are embedded in the “GOF Guidelines for SMS/MMS/LBS Services” (annex 1). GOF is the abbreviation of the “GSM Operators Forum”; this association regroups the three mobile operators in Belgium (Proximus, Mobistar and Base). The rules that are directly relevant for this questionnaire are foreseen in articles B.1.2 and C.1.2, second alinea. 

- Premium rate numbers The applicable rules are embedded in the “Code of Conduct regarding the offering of specific services via telecommunications” (annex 2). This Code is at this moment signed by 14 fixed operators in Belgium (see www.telecom-code-telecom.be for the latest update on the signatories of the Code). The rules that are directly relevant for this questionnaire are foreseen in the articles 12 and 15.

	Czech Republic/ 

Permanent representation of the Czech Republic to the EU
	There are no specific legal rule with regard to child safety and content, available through mobile phones. Area of improper content for children is covered and treated by Czech Criminal Code in force: Act 140/1961 at § 205. The Czech Act No. 127/2005, on Electronic Communications and on Change in Some Related Acts (Electronic Communications Act) is in full compliancy with Directive 2002/21/EC (Framework Directive) and effective since 1 May 2005. This Act solves issues about transmission but not about content.Therefore the Czech Telecommunication Office (electronic communications market regulator) according to the Act No. 127/2005 on Electronic Communications has no explicitly specified responsibility for the issue under question.

Remark to the current situation:

There are two basic possibilities how to become a mobile subscriber in CZ:

Standard agreement usually with monthly payment (only people in legal age). 

Prepaid service (anonymous services, anyone can become a subscriber). 

Splitting of theme “child safety and mobile phones” according to provided services:

Internet access – general term of services from service providers can provide partly restriction – only authorization persons, personal firewall in modem / mobile network. 

Voice services – call barring is restriction as blocking of specified calling / called directory or service access numbers / ranges in network or in end user device (mobile) Restriction of PRS services, MCID services (Malicious calls).

SMS, MMS and other similar services. Restrictions do not exist. 

Restrictions can be provided by:

Mobile operator – as mobile network feature – call barring upon subscribers request.

Content provider (via general terms & conditions; meeting Criminal Code in force: Act 140/1961 at § 205) warnings entry announcements etc. as free of charge or paid feature.

End-user device – some mobile phones enable  e.g. Parent lock of SIM cards.

	Denmark/

National IT and Telecom Agency


	Denmark does not have specific regulation regarding mobile content and child safety.

Executive order no. 991 on information and content services with integrated charging regulates content services for all (voice) telecommunication services including barring of these services. The executive order divides content into categories several of which must not be unsuitable for children under the age of 16. Service providers must ensure that there is initial barring of calls to services in certain categories. Only persons of legal age can open calls to these categories.An English version of the executive order can be found at http://www.itst.dk/wimpdoc.asp?page=tema&objno=95024212 However, the executive order does not cover premium rate sms. Finally, internet access on mobiles are widely unregulated. General rules applies to illegal content that obligates ISP’s to remove or bar the access to illegal content when the ISP is made aware of the illegal content in the network. The National IT and Telecom Agency is currently working with industry, regulatory bodies and consumer organisations to further the fight against illegal content. One initiative regards a Code of Conduct on how ISPs handle illegal content in their networks. The Code of Conduct is expected to be finalised in the Summer 2005.

	Germany/

Bundesministerium für Wirtschaft und Arbeit


	In der Bundesrepublik Deutschland haben Bund und Länder jeweils in ihren Zuständigkeitsbereichen aufeinander abgestimmte Regelungen des Jugendmedienschutzes getroffen, der einen kohärenten und praktikablen Ordnungsrahmen gewährleistet. 

Mit dem Jugendmedienschutz-Staatsvertrag (JMStV) wurde eine Rechtsgrundlage für den materiellen Jugendschutz in allen elektronischen Medien, unabhängig vom Übertragungsweg und technologieneutral (Rundfunk und so genannte „Telemedien“, d.h. alle „elektronischen Informations- und Kommunikationsdienste“, auch mobile Dienste) geschaffen. Die Vorschriften enthalten unter anderem sanktionierte Verbreitungsverbote sowie die Verpflichtung zu technischen Schutzmaßnahmen.

Auf Telekommunikationsdienstleistungen sind diese Regelungen nicht anwendbar (§ 2 Absatz 2 JMStV).

Den Umgang mit jugendgefährdenden und damit absolut unzulässigen Inhalten regelt § 4 JMStV. Die Vorschrift enthält differenziert nach Inhalte-Kategorien ein generelles Verbreitungsverbot oder ein eingeschränktes Verbreitungsverbot mit Erlaubnisvorbehalt für geschlossene Benutzergruppen in Telemedien. 

Absolut unzulässig sind neben kriegsverherrlichenden, volksverhetzenden oder besonders gewalttätigen Darbietungen u.a. auch kinderpornografische Angebote. Von diesen Verboten werden reale sowie virtuelle Darstellungen erfasst. 

Entwicklungsbeeinträchtigende Angebote sind in § 5 JMStV geregelt. Diese Norm verpflichtet die Anbieter dazu, den Zugang Minderjähriger durch technische Vorkehrungen wie z. B. Filter-Software auszuschließen. 

Nach dem Jugendschutzgesetz des Bundes (JuSchG) können Telemedien (Online-Medien, wie z.B. das Internet, aber nicht Rundfunk), von der Bundesprüfstelle für jugendgefährdende Medien auch in eine Liste jugendgefährdender Medien aufgenommen werden. Indizierte Angebote dürfen Kindern und Jugendlichen ebenfalls nicht zugänglich gemacht werden (§ 4 JMStV). Als jugendgefährdend gelten Inhalte, die die Entwicklung von Kindern oder Jugendlichen oder ihre Erziehung zu einer eigenverantwortlichen und gemeinschaftsfähigen Persönlichkeit zu gefährden. Zu diesen jugendgefährdenden Medien zählen vor allem unsittliche, verrohend wirkende, zu Gewalttätigkeit, Verbrechen oder Rassenhass anreizende Medien.

	Estonia/

Estonian National Communications Board (SIDEAMET)
	Currently there are 2 legal acts regulating that area in Estonia: Information Society Services Act (ISSA) and Act to Regulate Dissemination of Works which Contain Pornography or Promote Violence or Cruelty (DPVC). 

According to the DPVC dissemination and exhibition to minors of works which contain pornography or promote violence or cruelty is prohibited. Dissemination of works means the sale, rental or transfer in any other manner of works or copies of works produced in any form and exhibition of works means presentation of works or copies of works either directly or by technical means. Works which contain pornography or promote violence or cruelty may only be exhibited in specialised places of business. Upon dissemination outside of specialised places of business of works which contain pornography or promote violence or cruelty they shall be offered in a manner which prevents examination of the works by minors. Advertising of works which contain pornography or promote violence or cruelty is only permitted inside specialised places of business. An undertaking shall determine the content of a work prior to dissemination or exhibition of the work. If the content of a work is ambiguous, the undertaking has the right to request a review of the work and determination of its content by the expert committee on works which operates within the Ministry of Culture.  ISSA provides for the requirements for information society service providers. Information society services are services provided in the form of economic or professional activities at the direct request of a recipient of the services, without the parties being simultaneously present at the same location, and such services involve the processing, storage or transmission of information by electronic means intended for the digital processing and storage of data. Information society services must be entirely transmitted, conveyed and received by electronic means of communication. Services provided by means of fax or telephone call and broadcasting are not information society services. A service provider is not obligated to monitor information upon the mere transmission thereof or provision of access thereto, temporary storage thereof in cache memory or storage thereof at the request of the recipient of the service, nor is the service provider obligated to actively seek facts or circumstances indicating illegal activity. An official exercising supervision has the right to request the disclosure of such information by a service provider. Service providers are required to promptly inform the competent supervisory authorities of alleged illegal activities undertaken or information provided by recipients of their services and to communicate to the competent authorities’ information enabling the identification of recipients of their service with whom they have storage agreements. 

Also Electronical Communications Act provides that service providers should give personal data of the sender and receiver of messages when required by surveillance agencies and security authorities.

	Estonia 2/

Department of State Information Systems 
Ministry of Economic Affairs and Communications of Estonia (Committee member)
	There is no specific legislation in place for content regulation on mobile phones. However, some wider provisions exist on child safety and content (including mobile content), providing that, for example, in case of certain services (e.g. TV and radio games etc) the user must indicate his/her age so as to ensure that minors would not be able to use these services.



	Greece/

Hellenic Telecomunications and Post Commission
	a. The National Telecommunication and Post Commission(EETT) is the competent Authority to survey the application of the principles of objectivity, equal treatment, and transparency in the telecommunication sector according to art.1 of Law 2867/2000. b. EETT is not the competent Authority to verify whether the supply of services by a telecommunication organisation through the use of mobile phones expose to danger the safety of the child. c. The competence of EETT regarding life, safety and health of the user sis restricted as follows:  according to the Licence issued to an undertaking providing network deployment and mobile phone services « the Licensee shall ensure the scientifically and technically perfect installation, maintenance and operation of the network and the Licensed Services in such a way that the life, safety, health or property of the Users are not endangered. Every User is entitled to request from the Licensee immediate and full compensation of any positive or negative damage or moral injury suffered because of inefficient or defective construction, maintenance or operation of the Network, the Licensed Services or the TTE….The Licensee is exclusively liable towards Users for the provision of Network and the Licensed Services. The State, the Government and its various services or organisations, including the Minister of Transport and Communications and EETT remain free of any liability whatsoever towards Users for the Network and the Licensed Services offered to them by the Licensee. » In case a public authority verifies that the use of some mobile phones endangers child safety, EETT may intervene in the frame of its regulation on the Procedure and Conditions for Individual Licenses. Additionally, EETT obliges the telecommunication organisations according art9 of law 2867/2000 to publicly notify the technical characteristics of their network and the conditions of the use of the applied services.

	Spain Information Society Services Department,

Ministry of Industry, Turism and Commerce

(Committee member)


	La Ley 34/2002, de 11 de julio, de Servicios de la Sociedad de la Información y de Comercio Electrónico recoge, en su exposición de motivos, un concepto amplio de “servicios de la sociedad de la información”, que puede incluir los servicios de transmisión de datos por GSM y UMTS. Por ello, se les aplicará la misma normativa que a los prestadores de servicios de la sociedad de la información, y, entre otras, la previsión del fomento de la elaboración de códigos de conducta voluntarios establecida en el artículo 18 de la Ley, que hace especial mención a la protección de los menores, las reglas relativas a comunicaciones comerciales no solicitadas y la previsión genérica de su artículo 8.1., que permite la restricción de la prestación de servicios en caso de que un determinado servicio de la sociedad de la información atente o pueda atentar contra la protección de la juventud y de la infancia.

En cuanto servicio de telefonía (de voz y datos), la telefonía móvil está sujeta a las previsiones de desarrollo de la Ley 32/2003, de 3 de noviembre, General de Telecomunicaciones. En especial, cuando se trate de servicios sujetos a tarifas superiores, son aplicables las reglas del Código de Conducta para la prestación de los Servicios de Tarificación Adicional, publicado mediante    Resolución de 15 de septiembre de 2004, de la Secretaría de Estado de Telecomunicaciones y para la Sociedad de la Información por la que se dispone la publicación (BOE de 30 de septiembre de 2004), que establece varias medidas específicas para la protección de los menores de edad entre las que destaca su apartado 5.3.1., que prevé lo siguiente:5.3.1 Los servicios que se presten bajo los códigos de acceso telefónico 803, reservados para prestar servicios exclusivos para adultos, deberán cumplir especialmente las siguientes normas: 5.3.1.1 El contenido de estos servicios tendrán como destinatarios exclusivamente a personas mayores de 18 años con capacidad de discernimiento y toma de decisiones. En este Código estarán incluidos cualquier servicio, que por su contenido, presentación o publicidad, ofrezca comunicaciones o mensajes que puedan dañar la sensibilidad o las buenas costumbres sociales, según los criterios que se aprueben para la Clasificación de los servicios. 5.3.1.2 En esta modalidad de servicios se indicará de forma específica su total prohibición a menores de 18 años en el menú de inicio o introductorio. Además, todo soporte publicitario deberá contener la frase de forma completa, "mayores de 18 años. 5.3.1.3 El prestador del servicio controlará, siempre que sea posible, mediante los sistemas pertinentes de autocontrol, que los demandantes de estos servicios no sean menores de 18 años. La publicidad de los servicios deberá realizarse en aquellos medios o soportes que no tengan como posibles destinatarios el colectivo de la infancia y juventud. 5.3.1.4 La publicidad que se efectúe de los servicios y números de tarificación adicional pertenecientes a los códigos de acceso telefónico 803 únicamente se podrá incluir en los siguientes medios publicitarios y tramos horarios: a. Televisión y radio entre las 24 horas y las 7 horas del día siguiente. b. Revistas o publicaciones que tengan como destinatarios a los adultos. c. Servicios de anuncios clasificados o por palabras de los periódicos de ámbito nacional o local. d. En los demás medios y soportes, siempre y cuando, no tengan como posibles destinatario, atendiendo a su difusión y contenido, la juventud o la infancia. 5.3.1.5 Los servicios que se presten bajo este código tendrán una duración máxima de 30 minutos.”

	France

Bureau des affaires européennes et internationales

DIRECTION DU DEVELOPPEMENT DES MEDIAS
	1) La réglementation en vigueur A titre préliminaire, il convient d’exposer brièvement les modifications apportées récemment à l’architecture du droit français de la communication lors de la transposition des directives du « paquet télécoms » dans la loi n° 86-1067 du 30 septembre 1986 relative à la liberté de communication et la loi n° 2004-575 du 21 juin 2004 relative à la confiance dans l’économie numérique (ci-après LCEN), les services mobiles constituant des services de communications électroniques au sens de ces directives.

En ce qui concerne la fourniture de contenus par un moyen de communication électronique, le droit français repose sur la notion de services de communication au public par voie électronique qui s’entend comme « toute mise à disposition du public ou de catégories de public, par un procédé de communication électronique, de signes, de signaux, d’écrits, d’images, de sons ou de messages de toute nature qui n’ont pas le caractère d’une correspondance privée » (2ème alinéa de l’article 2 de la loi du 30 septembre 1986 relative à la liberté de communication).Ces services de communication au public par voie électronique se subdivisent en :

· services de communication audiovisuelle, régis par la loi du 30 septembre 1986 précitée (c’est-à-dire la télévision, entendue comme «   tout service de communication au public par voie électronique destiné à être reçu simultanément par l’ensemble du public ou par une catégorie de public  et dont le programme principal est composé d’une suite ordonnée d’émissions comportant des images et des sons » la radio et les autres services diffusés par voie électronique, comme par exemple le télétexte) ;

· services de communication au public en ligne, régis par la LCEN, c’est-à-dire « … toute transmission, sur demande individuelle, de données numériques n’ayant pas un caractère de correspondance privée, par un procédé de communication électronique permettant un échange réciproque d’informations entre l’émetteur et le récepteur » (article 1er IV de la LCEN).

En application de cette distinction, il convient d’envisager la protection des mineurs sur les mobiles selon la nature des services diffusés :

· s’il s’agit de de services de télévision (au sens de la définition citée précédemment) les règles de protection des mineurs énoncées aux articles 1er et 15 de la loi du 30 septembre 1986 relative à la liberté de communication trouvent à s’appliquer (cf. ces articles en annexe) et il incombe au Conseil supérieur de l’audiovisuel de veiller à la mise en œuvre de ces règles (voir le site du Conseil supérieur de l’audiovisuel pour plus de détails sur la signalétique jeunesse : http://www.csa.fr)  ;

· s’il s’agit de services de contenus en ligne mis à disposition du public, du type « vidéo à la demande », les règles prévues pour les services de communication au public en ligne (article 6 de la LCEN reproduit en annexe) trouvent à s’appliquer.
De plus, pour l’ensemble de ces services, les articles 227-23 et 227-24 du code pénal, valables pour tous les services de communication, sont susceptibles de trouver application. L’article 227-24 concerne l’exposition des mineurs à des contenus préjudiciables et l’article 227-23 vise la pornographie infantile (cf. annexe).
2) Les actions dans le domaine de l’éducation

Dans le cadre du Schéma directeur de la sécurité des systèmes d'information (SDSSI), le Ministère de l’éducation a adopté un plan national systématique de protection des enfants dans les écoles ( BO du 26 février 2004).

Des actions de sensibilisation, de formation aux usages et la mise en place de dispositifs techniques forment un cadre cohérent qui doit aider les équipes pédagogiques à développer l'usage pédagogique des TIC en prenant en compte les spécificités de l'internet. Par ailleurs, face aux risques d'atteinte aux intérêts moraux et matériels des personnes qui pourraient être facilités par l'utilisation des services de l'internet dans l'enceinte des écoles et des établissements d'enseignement, l'Éducation nationale veut privilégier la voie de l'éducation et de la responsabilisation, notamment par l'élaboration de « Chartes d'utilisation ».

Le projet « Protection des mineurs » s'inscrit dans le Schéma directeur de la sécurité qui a pour but la mise en œuvre d'une politique de sécurité nationale cohérente dont témoignent un certain nombre de documents déjà publiés sur la stratégie générale en matière de sécurité, sur les cadres communs de référence, des référentiels d'application (chartes types, livres blancs) et des outils de mesure, de benchmarking (tableaux de bord, indicateurs…).

Circulaire et courriers officiels :

Pendant l'année scolaire 2004, les documents suivants ont été validés par le ministre délégué à l'enseignement scolaire et envoyés aux recteurs : 

Une circulaire destinée à l'ensemble des recteurs sur la stratégie et les préconisations à mettre en œuvre.

ftp://trf.education.gouv.fr/pub/educnet/chrgt/courrierRecteurs04.pdf 

Des notes annexes

ftp://trf.education.gouv.fr/pub/educnet/chrgt/annexeRecteurs04.pdf 

Un courrier du 2 septembre 2004

http://www.educnet.education.fr/chrgt/aiedu-courrier-recteurs-2004-Aout.pdf

Préconisations :

Un guide « pratique » de mise en place de ces préconisations dans les établissements:

http://tice.education.fr/EducNet/services/guide_securite/ 

Ce guide comporte notamment des précisions sur la liste « noire » nationale de sites inappropriés à filtrer, accessible auprès des missions TICE des académies. Pour améliorer l’efficacité de la « liste noire », une adresse est disponible afin de transmettre les pages à ajouter à la liste ou à retirer :  http://bd.educnet.education.fr/cgi-bin/squidguard_modify.cgi

Une cellule nationale de coordination et de gestion des procédés de filtrage, une chaîne d'alerte et un contrôle de l'efficacité du dispositif ont été mis en place au Ministère. La cellule nationale est contactée pour toutes les opérations qui n'ont pu trouver de solutions au niveau académique.

aiedu@education.gouv.fr

Un formulaire est disponible afin de demander une assistance psychologique de niveau national lorsque les services locaux et académiques n’ont pu trouver de réponses adaptées.

http://www.educnet.education.fr/aiedu/formulaire.htm

Par ailleurs, le site Mineurs.fr, initié par la Délégation aux usages de l'internet, propose l'ensemble de la politique gouvernementale en faveur de la protection des mineurs sur l'internet.

Un guide d'aide à l'élaboration des chartes d'utilisation des ressources Internet destiné à l'ensemble des établissements. 

Une charte d’utilisation des ressources TIC doit être établie dans chaque établissement et jointe au règlement intérieur. Afin d’avoir une valeur de contrat entre l’élève et l’établissement, elle devra être signée par les élèves et les parents, pour les élèves mineurs.

La charte de l’établissement doit être expliquée et détaillée aux élèves par l’équipe pédagogique, au même titre que le règlement intérieur. Les discussions associées contribuent à la formation civique et citoyenne des élèves. Elles font donc partie intégrante du dispositif éducatif. 

Pour faciliter leur mise en œuvre, l’Éducation Nationale a mis au point un guide d'élaboration d'une charte d'usage des TIC : pourquoi élaborer une charte ? Comment l'élaborer ? Comment s'en servir ? enrichi d'exemples de chartes d'établissements (Voir le "Guide"). Par ailleurs, une charte-type adaptable aux spécificités de chaque établissement ou école est disponible en téléchargement sur Educnet :

ftp://trf.education.gouv.fr/pub/educnet/chrgt/charteproj.pdf 

La France participe également au programme européen "Safer Internet". Dans ce cadre, la Délégation aux usages de l'internet, rattachée au ministère de l'Éducation, soutient le projet "CONFIANCE", qui étudie un environnement de travail qui intègrera une véritable plate-forme collaborative sécurisée, destinée aux jeunes, aux familles et aux enseignants ainsi qu'à leurs échanges. 

http://www.saferinternet.org/news/francais.asp 

Educaunet

Par ailleurs, le Ministère soutient le projet Educaunet. Animé en France par le Clemi, ce projet bénéficie du soutien de la Commission européenne dans le cadre du plan d'action Safer Internet (Pour une utilisation plus sûre d'internet). C'est un programme d'éducation critique aux risques liés à l'internet qui entend agir par une double approche centrée sur les parents et les enseignants, comme relais d'une éducation des enfants et des jeunes.

Le projet prévoit des outils et modèles adaptés spécifiquement à 3 tranches d'âges: 8-11 ans; 12-15 ans; 16-18 ans. La détermination de ces 3 tranches d'âges se fonde en cohérence avec les découpages propres aux systèmes éducatifs européens et en cohérence avec les modes d'approches psychologiques et sociaux des médias, différents selon l'âge des enfants et des jeunes. 

Plus d'infos : http://www.clemi.org/educaunet/france/france.html

	Ireland
	

	Italy/

 Italian Communication Authority
	There are no specific provisions concerning child safety and content available though mobile phones, but it is possible to reconstruct a legal framework composed of different provisions contained in the Criminal code:

- it is prohibited to distribute obscene material by any means and thus also through the Internet (art. 528) and the purchase, detention etc of obscene material for commercial purposes is illegal;

- the commerce of writings, drawings or images that are contrary to public decency are prohibited by art. 725 of the Criminal code;

- the induction to prostitution directed to young people or the forwarding of pornographic material through mobile phones is prohibited by the Criminal code (art. 600bis and 600ter) as amended by law no. 185/98 concerning sexual tourism;

- in case of distribution of audiovisual content through mobile phones, the new Broadcasting Act no. 112/2004 apply: art. 4, para 1, lit. b), considers television programmes as the whole programming as it has been scheduled by a content provider and united by the same brand and destined to the public through television broadcasting by any means, and thus also though mobile phones;

AGCOM deliberation no. 179/03/CONS provides that telecoms operators have to include in their Chart of services all information on the activation and the fruition of automatic call barring devices (either permanent or controlled by the user). Operators have also to inform about the existence of any measure aimed at the protection of minors.

Existing surcharged services in Italy are:

0369… 0769 Mass event numbers

0878… Televoting

12… Information number on subscribers (white pages)

163… 164… Assistance and consultancy of professional and entertainment nature, interactive calls

144… 166… Social and information calls, assistance and consultancy of professional and entertainment nature

892… Only social and information calls

899… Social and information calls, assistance and consultancy of professional and entertainment nature

	Cyprus/ Office of the Commissioner of 

Electronic Communications and 

Postal Regulation


	There seems to be a lack of such legislation in Cyprus. However the Office of Well Fare, responsible for the Child welfare as well, have drafted a new Child Law in which they refer the issue of “possession of pornographic or indecent material that shows children” (article 91 of the law), as well as the “provision of pornographic or indecent material to children” (article 90 of the law) is various forms one of which is the electronic form. As is clearly sated in these two article any person that posses or provide such material may be put in prison and or pay fine (the time in prison and the amount of the fine is not stated, is up to the House of the Parliament and the recommendation of the Attorney General Office). The draft of this new legislation has been sent to the Attorney General Office for legal evaluation and after that it will be sent to the House of Parliament for discussion and adoption.

	Latvia

PUBLIC UTILITIES COMMISSION

Telecommunications and Post Department
Elektronisko sakaru un pasta departaments

Autorizācijas nodaļa
	No, currently there are no such regulations



	Lithuania/ Communications regulatory AUthority of the Republic of Lithuania
	Not any

	Luxembourg/

Institut Luxembourgeois de Régulation
	There are no specific rules which apply to content which is available through mobile phones.The general rules which are featured by the Code Penal and regarding defamation, insult, discrimination, pornographic material, human dignity etc apply to a content which is communicated to the public irrespective of the technical means which are used for the transmission and reception of said content.

If the content made available through a mobile phone is a TV programme which is under Luxembourg jurisdiction and therefore has to comply with the legislation on electronic media, the specific rules set forth by the television without frontier directive and implemented into Luxembourg law by article 6 of the law dated July, 27, 1991 on electronic media will apply in addition.Please find hereafter the wording of article 6: « Art. 6. – Contenu des programmes

 (1) Les programmes radiodiffusés luxembourgeois doivent respecter dans leur contenu les principes suivants :a)
ils doivent être de qualité, avoir une vocation de culture, d’information et de divertissement et respecter les sensibilités intellectuelles et morales du public;b)
ils ne peuvent ni mettre en péril la sécurité nationale ou l’ordre public, ni constituer une offense à l’égard d’un Etat étranger;c)
ils doivent se conformer aux bonnes moeurs ainsi qu’aux lois luxembourgeoises et aux conventions internationales en vigueur au Grand-Duché; et d)
ils ne peuvent contenir aucune incitation à la haine pour des raisons de race, de sexe, d’opinion, de religion ou de nationalité.

(2) Sont interdits tous les éléments de programme susceptibles de nuire gravement à l’épanouissement physique, mental ou moral des mineurs, notamment les éléments de programme comprenant des scènes de pornographie ou de violence gratuite.

(3) Sont également interdits tous les autres éléments de programme susceptibles de nuire à l’épanouissement physique, mental ou moral des mineurs, sauf s’il est assuré, par le choix de l’heure d’émission ou par toutes mesures techniques, que les mineurs ne voient pas ou n’entendent pas normalement ces éléments de programme.(Loi du 2 avril 2001)

(3bis) Lorsque les éléments de programme visés sous (3) sont diffusés en clair, ils doivent être précédés d'un avertissement acoustique ou identifiés par la présence d'un symbole visuel tout au long de leur durée.Un règlement grand-ducal déterminera les signes acoustiques et symboles visuels à utiliser à cet effet.

(4) Chaque programme radiodiffusé luxembourgeois doit être enregistré dans sa totalité, et l’enregistrement doit être conservé pendant la durée d’un mois. Au cas où un élément de programme fait l’objet d’un droit de réponse ou d’une contestation sur le respect de la présente loi ou du cahier des charges, l’enregistrement doit être conservé aussi longtemps qu’il est susceptible d’être utilisé comme un élément de preuve.

(5) Une copie de l’enregistrement d’un élément de programme doit être délivrée sur demande aux autorités de surveillance ou aux instances judiciaires saisies d’une contestation à propos de l’élément de programme concerné.

(6) Chaque programme radiodiffusé luxembourgeois doit s’identifier régulièrement vis-à-vis du public par sa dénomination officielle.

(7) Le contrôle du respect des dispositions du présent article est assuré pour les programmes de radio sonore à émetteur(s) de faible puissance par la Commission indépendante de la radiodiffusion créée par l’article 30, et pour les autres programmes radiodiffusés luxembourgeois par le ministre ayant dans ses attributions les médias, avec le concours du Conseil national des programmes créé par l’article 31. 

	Hungary/

National Communications Authorithy
	There are not any specific legal rules related to child safety and content available through mobile phones.



	Malta/ Ministry for Investment Industry & Information Technology (Committee member)
	To date, there is no legal infrastructure directly related to child safety and mobile phones. The Government of Malta has seen the requirement of having such a law in the local legislation and in fact the issue was included in the the National ICT Strategy covering the year 2004 till 2006. 

One of the initiatives included in the said strategy is the inclusion of Grooming as a crime in the local legislation. In addition to this, awareness campaigns are planned for the coming months which will target children and parents. These initiatives will be organised jointly between the Ministry for Investment, Industry and IT and the Mobile Phone operators in the country. 

As regards current legislation, children under 18 years of age cannot access any sites containing illegal content (e.g. pornography etc.). Adults can only access adult pornography websites. However, on this issue there are some dubious implications since when viewing a website, the material will be stored in the machines Cache memory, which might point to importation of illegal content. In addition to this, no one can store, manufacture or distribute any kind of pornographic material. 

Service Providers are bound with secrecy of information in order to maintain their client’s privacy and cannot report any actions taken by their client when using the internet. Information can only be provided to the authorities following a court warrant; else, the ISP is not bound to provide any information by law. 

Also, the Malta Communications Authority, which is the local regulatory body, has issued the ISP Code of Practice to give guidelines to ISPs on their operations and policies. The aim of increasing Internet usage in Malta and promote positive user relations with the internet industry.

	Netherlands/

OPTA - The Netherlands Independent Post and Telecommunications Authority


	As far as I know there are no rules related to child safety and content available through mobile phones

	Austria/

Rundfunk und Telekom Regulierungs-GmbH


	There are no special laws for child safety related to mobile phones services in Austria. 



	Poland/ Department of IT Systems in Public Administration
Ministry of Scientifis Research and Information Technology
	There is no special regulation related to child safety and content available through mobile phones in Poland.



	Portugal/

Autoridade Nacional de Comunicações 

ANACOM
	There are no rules on contents made available through mobile telephones specifically aimed at child safety.

The rules applicable in this domain are addressed to the protection of users in general and not solely to the protection of children.

In what regards information society services and electronic commerce, beyond the rules specifically applicable to the activity in question, the rules stipulated in the Decree-Law no. 7/2004, of 7 of January, are also applicable, as well as the consumer’s protection legislation (Law no. 24/96, of 31 of July, and the Decree-Law no. 143/2001, of 26 of April, the latter aimed at consumer’s protection in contracts signed at a distance). In the field of advertisement activity, the norms established by the Code of Publicity, approved by the Decree-law no. 61/97, of 25 of March, are also applicable.

	Slovenia/

Post and Electronic Communications Agency RS
	The Mass Media Act and Act on Electronics communications, two sector specifics Laws, do not regulate child safety and content available through mobile phones. 

In general the child safety is regulated with Penal Code. 

The article 187. : 

(1)  Whoever  sells,  presents  or publicly exhibits documents, pictures or audiovisual  or  other  items of a pornographic nature to a person under 14 years  of  age,  enables  them  to gain access to these in any other way or shows them a pornographic performance shall be given a fine or a prison sentence of up to two years.

(2)  Whoever  abuses a minor in order to produce pictures or audiovisual or other  items  of  a  pornographic  nature,  or  uses them in a pornographic performance, shall  be  given  a  prison  sentence  of between six months and five years.

(3)  Whoever  produces, distributes, sells, imports or exports pornographic material  depicting minors, supplies it in any other way, or possesses such material with the intention of producing, distributing, selling, importing, exporting it or supplying it in any other way, shall be subject to the same sentence.

(4)  If an offence from the second or third paragraphs was committed within a criminal association for the commission of such criminal offences, the  perpetrator  shall be given a prison sentence of between one and eight years.

(5)  Pornographic  material from the second, third and fourth paragraphs of this article shall be confiscated or its use disabled in some other manner.
The only mobile operator who offers the erotic content through the mobile phone warns the user, prior to access, that the content is inappropriate for any person below the age of 18.

Premium voice services can also be accessed by a mobile phone. Before signing the contract, the user is warned that the content is inappropriate for any person below the age of 18.

	Slovakia/

TELECOMMUNICATIONS OFFICE
	Unfortunately there are not any legal rules related to child safety and content available through mobile phones in the Slovak republic. 



	Finland/

Finnish Communications 
Regulatory Authority (FICORA)
	Call barring

Finnish Communications Regulatory Authority (FICORA) has issued a regulation concerning call barring. The regulation is available in English at http://www.ficora.fi/englanti/document/FICORA35I2005M.pdf .
Services indicated with service numbers are classified according to their contents as follows :

1) service group I : general services

2) service group II : consulting and ordering

3) service group III : enterntainment

4) service group IV : adult entertainment

Premium rate services can be provided only in these numbers and in the corresponding service groups (ie. adult entertainment only in numbers belonging to service group IV). The users of telephone services must be able to barr outgoing calls or SMS to numbers belonging to a specific service groups free of charge. Call barring is quite commonly used by parents for their children’s mobile phone subscriptions.Content rating / age verification

There are provisions concerning content rating and distribution of audiovisual programmes (Act on Classification of Audiovisual Programs, supervised by the Finnish Board of Film Classification) as well provisions on programmes which may cause detriment to the development of children (Act on Television and Radio Operatorions, supervised by FICORA).

According to the Penal Code it is forbidden to distribute an unclassified program to a person under 18 or a classified program to a younger person than the classification category requires.

Marketing

The Consumer Ombudsman supervises marketing of products and services. The Consumer Ombudsman has published guidelines concerning inter alia marketing and services available through Internet and mobile phones  (‘Minors, marketing and purchases’ in 2004, available in English at http://www.kuluttajavirasto.fi/user/loadFile.asp?id=5603). According to the guidelines filter and blocking programs should be developed to prevent minors having access to material that is only suitable for adults. If age limits exist are defined to provide a particular service, it is the responsibility of the service provider to verify the age of the user.

	Finland 2/ 

Ministry of Transport and Communications Finland 

(Committee member)
	Only general regulation. There is no specific regulation in the Finnish legislation, which is related to child safety and content available through mobile phones. Nor is there any specific regulation, which is related to the content available in the internet (that might be possible to scan with 3G mobile phones). The basis is that the regulation, for example in the Penal Code and in the Consumer Protection Act, is generally applicable to the content in the internet and to the services provided for the mobile phones.

 
The Penal Code and illegal content. The regulation in the Penal Code that is significant to the content available in the internet can be found in chapter 17 - offences against public order. Sections 18 and 18a condemn the dissemination of obscene depictions (e.g. of persons under the age of 18) and section 20 the illegal marketing of obscene material (e.g. to persons under 15). Section 18b condemns the illegal presentation or dissemination of pictorial recordings to a minor, if the recordings have not been controlled and certified for presentation according to the Act on the Censorship of Pictorial Recordings, or against age certifications imposed in the above-mentioned Act (see also section 17 that regulates the dissemination of depictions of violence). 

Censorship of Pictorial Recordings. Here it is important to notice, that according to the Act on the Censorship of Pictorial Recordings, all pictorial recordings have to be screened by censors and certified before any kind of public presentation (excluding TV broadcasts). Interactive games are exempt from the age classification but the Act requires, that distributors have to provide each game with an age recommendation. The Act does not, however, apply at all to the online distribution of interactive games (downloads).

Consumer protection, marketing and minors. General regulation of marketing in the Consumer Protection Act is applicable to the marketing via internet or mobile phones. The Act condemns the use of such marketing, which is contrary to good practice or unfair from the consumers point of view. Marketing that does not include necessary information about consumers health or economic safety, has to be regarded always as unfair. In this kind of unexplicit regulation, marketing aimed at minors can be judged on a stricter basis than other marketing. One main principle here is, that entrepreneurs whose marketing is aimed at children and minors, must not use links to web sites containing material which is not intended for children and minors. Material intended solely for adults must be kept separate from material which is offered or planned to be offered to children and minors (these consultative principles about internet marketing aimed at children and minors can be found from the website of the Consumer Agency). In this regard the Consumer Ombudsman has for example asked a service provider to remove sexy postcards from an internet-based service aimed at children (recommendation 2003/40/0542).

Trade, mobile phones and economic safety of a minor. The Consumer Protection Act applies to trade between private persons and entrepreneurs. It also applies when this kind of trade is made in the internet or via mobile phone. Here it is important to notice that a minor can only make trades which can be considered as common and are economically insignificant. It is the traders responsibility to control the minors ability to make legally binding contracts. The situation is more complicated when the purchase is made by mobile phone, because a legal subscription can only be made by an adult person, and the trader has to be able to rely on the subscribers full powers.

Act on the Exercise of Freedom of Expression in Mass Media applies to content published through mass communication. The Act prescribes main obligations and rights of anyone who is engaged to the mass communication, but refers in material questions to the Penal Code and to the Tort Liability Act.

	Sweden/

Swedish Post- and Telecom Agency (Post- och Telestyrelsen).
	According to the Children and Parents Code, chapter 9, (SFS 1949 :381) children (under 18 years) are not free to make binding agreements. According to a judgement from the Marketing Court in Sweden it is not allowed to provide direct marketing to persons under 16 years. It is rather common that parents make agreements with mobile operators for their childrens subscriptions. When so, the parent is the responsible subscriber for the agreements made with the mobile operator, even if a service is ordered by a person under 18 years.

	UK/ 

Office of Communications
OFCOM
	Criminal law which applies generally applies to content on mobiles: - for example the Protection of Children Act 1978 and the Obscene Publications Act 1959. Similarly criminal behaviour, such as grooming, is an offence whether mobiles are used or not. 

However, there are no legal rules aimed specifically at content through mobile phones. The industry has set up a self-regulatory mechanism (see answer to question 2 below) which covers still pictures, mobile games and video & audiovisual material.  

Location-Based Services are the subject of a separate mobile operator Code of Practice (see question 2 below), because data giving the whereabouts of a child is regarded as sensitive in respect of child safety by the industry, government and child protection bodies.

Text, audio and voice-only services where delivered as a 'Premium Rate Service' (costing more then £0.10 per minute) are regulated by ICSTIS (www.icstis.org.uk). The ICSTIS code of practice includes specific limitations on services that can be provided to children (e.g. sex entertainment services), breaches of this code of practice can lead to a fine and / or service withdrawal. (I haven’t provided more information on ICSTIS as I think the focus of the questionnaire is on new services, their website has more detail if needed.)

	Bulgaria
	

	Romania/

National Regulatory Authority for Communications


	In the first place we must inform you that the regulation of the content sent through mobile phones exceeds the legal attributions of ANRC.

In the second place, 3G mobile services have been launched as recently as April 25th. Also, please note that these services can only be purchased on a subscription basis, which is accessible only to adults (18 or over). These services are not available through pre-paid cards; in Romania there is no legal age-limit for purchasing pre-paid cards or mobile phones.

Addressing the topic, please note the following:

In Romania there are no specific rules directly addressing child safety and content available through mobile phones. Moreover, any form of filtering by the mobile telephony provider of the content sent would be illegal, as it would represent a form of interception of communications.

However, there are legal rules in other fields which may be relevant for the topic:


- the provisions regulating the content of broadcasting services (that became available through 3G mobile services), comprised in the Law no.504/2002 on Radio and Television Broadcasting, with the subsequent amendments and completions, which is compliant with the EU legislation in the field;


- the provisions related to pornography on the Internet sites (that became available through 3G mobile services), comprised in the Law no.196/2003 on preventing and fighting illegal pornography, with the subsequent amendments and completions, stating that all such sites must be accessed only with a password and after a fee has been paid.

	Iceland/

Post- and Telecom Administration of Iceland
	

	Liechtenstein
	

	Norway/

Norwegian Post and Telecommunications
	The Norwegian Post and Telecommunication Authority monitors and regulates the postal and telecommunications markets in Norway. There are no rules regarding the issue child safety and content available through mobile phones in the law and regulation within our responisibility, see The Electronic Communications Act in an English translation at http://www.npt.no/iKnowBase/FileServer/ekom_eng.pdf?documentID=7922. We do not regulate content providers except for some regulation of premium rate services.

However we are aware of the problem related to child safety and content services available through mobile phones, and have received complaint from consumers regarding this.

In Norway there are different regulatory bodies involved in these issues. The Consumer Ombudsman has made Guidelines for Mobile Content Services. The Guidelines came into force in December 2004, and are based on an agreement between The Consumer Ombudsman and the two biggest mobile network operators in Norway, Netcom and Telenor. The Guidelines have regulation that directly protects children use of content available through mobile phones, for instance do the Guidelines require that services directed towards children and minors automatically shall cease when the costs for using the service has reached 100 NOK. For more information regarding these Guidelines please contact The Consumer Ombudsman (contact information is listed in question 3 a))

There might be other regulatory bodies that govern this issue, see our comments to question 3.

	Switzerland/

OFCOM

Federal office for communications


	There are no specific rules related to child safety and content available through mobile phones in the Swiss Telecommunications Act. Starting October 1st the operators, especially the mobile operators, will be obliged (based on the introduction of a new article in the regulation) to offer the possibility for the user to block the access to value added services via sms/mms by their mobile. Access to value added services through mobiles must be denied for the connection to as well as the reception of those value added services. This function must be offered free of charge and either for the whole range of the offered services/content or only for adult content. 

Based on an existing regulation fix as well as mobile operators offering universal services must already provide the possibility to block the access to premium rate service numbers for their users. This service also has to be free of charge and either for the whole range of the premium rate service numbers or only for those offering adult content. 

Furthermore, the content providers do have to respect the Swiss law. They have to organise themselves to make sure that they comply with the law. 

According to article 197 of the Swiss penal code (“prohibition of pornography”) no pornographic material is to be shown, provided, and distributed to persons under 16 years. Article 197 makes a difference between so-called “soft pornography” and “hard pornography”. While, the latter is forbidden, “soft pornography” might be accessible under certain restrictions as mentioned prior. The content providers have to abide by the law in offering their value added services. 
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� http://www.itu.int/osg/spu/ni/multimobile/presentations/ITUswetenham.pdf


� In mid-2004, with an estimated population of 458 million, the EU-25 ranked third in the world, far behind China (1 308 million) and India (1 087 million) but ahead of the USA (295million), Brazil (184 million) and Japan (128 million). The EU share of the total world population has been declining for many years. In 1960, EU-25 embraced 12.5% of mankind, in 1980 9.6% and in 2004 7.2%. On the other hand, for the less developed countries this proportion rose from 70 to 81%


� http://en.wikipedia.org/wiki/Member_States


� http://en.wikipedia.org/wiki/Member_States


� http://en.wikipedia.org/wiki/European_Economic_Area


� hyperlocal = a community area


� Eurostat 2006. ISBN 92-79-01642-3


� World Mobile Penetration Rates by Wireless World Forum 2006 (� HYPERLINK "http://www.w2forum.com" ��http://www.w2forum.com�)


� Eurescom report in progress: Mobile online gaming - from Tetris towards ubiquity? Ed. Dr Ivar Holm. (June 6th, 2007)


� http://ec.europa.eu/information_society/eeurope/i2010/docs/studies/interactive_content_ec2006_final_report.pdf


� Source Informa Telecoms & Media. Mobile Media. Market Intelligence newsletter on mobile content applications. Vol 7, n 9. 


� Eurostat 2006. ISBN 92-79-01642-3


� http://bookshop.europa.eu/eubookshop/FileCache/PUBPDF/KSCD06001ENC/KSCD06001ENC_002.pdf


� Source: Richard Ling – Telenor Research and Development. Company Internal presentation,


� http://forbruker.no/digital/nyheter/mobil/article1729430.ece?service=print (In norwegian)


� 25% is approximately 230000 children


� Hjorthol, R., Jakobsen, M. H., Ling, R. 2006. På farten – i bilen – med mobilen. En studie av kommunikasjon og mobilitet i barnefamiliers dagligliv. TØI rapport 820, Telenor FoU R1. Oslo: Transportøkonomisk institutt.�Hjorthol, R., Jakobsen, M. H., Ling, R., Nordbakke, S.,Haddon, L. 2005. Den mobile hverdag. En kvalitativ studie om bruk av bil og kommunikasjonsmedier i barnefamilier. TØI rapport 754, Telenor FoU R1. Oslo: Transportøkonomisk institutt.


� Se for example: www.bebo.com. “You must be 13 years or older to use the Bebo Service. By registering for the Bebo Service, you represent and warrant that you are 13 or older and that you have the capacity to understand, agree to and comply with these Terms of Service.”


� Available at http://www.mobileyouth.org/index.php?id=9


� � HYPERLINK "http://bigblog.com/mp3/coke-and-itunes-team-up-to-give-away-2-billion-songs-940065596.html" ��http://bigblog.com/mp3/coke-and-itunes-team-up-to-give-away-2-billion-songs-940065596.html�	


� Available at http://www.mobileyouth.org/index.php


� http://www.answers.com/topic/list-of-mobile-network-operators-of-europe


� http://www.mediappro.org/nat_data_be.htm


� tns.gallup.dk


� ttp://news.bbc.co.uk/1/hi/business/5358784.stm


� www.ssb.no


�Visiogain report (2004) “Targeting the Pre Teen Mobile Market – Analysis and forecasts 2004 – 2009”  www.visiogain.com


� http://en.wikipedia.org/wiki/Viral_marketing


� http://www.thesnitch.co.uk/site/	


� Some examples can be found at � HYPERLINK "http://www.fireflymobile.com/" ��http://www.fireflymobile.com/�, � HYPERLINK "http://www.msnbc.msn.com/id/16044093/" ��http://www.msnbc.msn.com/id/16044093/�,


� DRM = Digital Right Management


� https://secure.clubpenguin.com	For more information about clubpenguin at wikipedia.com http://en.wikipedia.org/wiki/Club_Penguin


� http://en.wikipedia.org/wiki/Alexa_Internet


� The information on Neopets is copied from wikipedia:  http://en.wikipedia.org/wiki/Neopets


� In our questionnaire we define young child users as children aged from 4 to 12 years old.


�http://ec.europa.eu/information_society/activities/sip/public_consultation/public_consultation_mob/index_en.htm#replies


� http://www.engadget.com/2004/08/23/the-mymo-babys-first-cellphone/


� http://www.itu.int/osg/spu/ni/multimobile/presentations/ITUborthwick.pdf


�http://ec.europa.eu/information_society/activities/sip/public_consultation/public_consultation_mob/index_en.htm


� http://ec.europa.eu/information_society/activities/sip/docs/public_consultation_mobile/results/nokia_a337605.pdf


� “The rise of 3rd generaqtion phones: the implications for child protection”, by Alan S Reid, a legal expert writing in Information and Communications Technology Law Vol 14, No 2 June 2005.


� “The rise of 3rd generaqtion phones: the implications for child protection”, by Alan S Reid, a legal expert writing in Information and Communications Technology Law Vol 14, No 2 June 2005.


� UNCRC = The United Nations Convention on the Rights of the Child


�  www.unicef.org


� http://ec.europa.eu/information_society/activities/sip/docs/public_consultation_mobile/sip_public_consultation_2006_en.pdf


� http://www.gsmworld.com/gsmeurope/news/press_07/press_07_02.shtml


� INSAFE is a network of national nodes that coordinate Internet safety awareness in Europe.


� INHOPE is the International Association of Internet Hotlines.


� PCMLP (2004) Self-Regulation of Digital Media Converging on the Internet: Industry Codes of Conduct in  Sectorial Analysis  see http://www.selfregulation.info/iapcoda/0405-iapcode-final.pdf


� Foundation for Information Policy Research (2004)  UK information commissioner study Privacy and Law enforcement Paper No. 4: the legal framework an analysis of the “constitutional” European approach to issues of data protection and law enforcement available online from http://www.ico.gov.uk/upload/documents/library/corporate/research_and_reports/legal_framework.pdf


� CNiL (Commission nationale de l’informatique et des libertés) (2007) avaialable from  http://www.cnil.fr/
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