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Executive Summary

Objective of the work

Produce a report on the issues in relation to age related digital competencies for young children of the knowledge economy

Methodology

Literature review, backed up by a small number of discussions with a sample of key education and child protection stakeholders

Results

1. Young children, under 12 years of age, are using ICT products and services for the same purposes, and in the same manner, scope and scale, as adults. Young people are major participants in the knowledge economy. They are not only users of ICT products and services, and consumers of digital media, but, as many reports show, they are also quite capable of using digital technologies in creative and innovative ways (Green & Hannon, 2007). Modern communications provide tremendous opportunities for young children. The educational and social development benefits to young children from using ICT are clear. However there are some negative outcomes for a relatively small number of young people,  They are not just victims of technology misuse, they can also engage widely in the practice of misusing technology to abuse their peers and even their teachers. In the same way as for adults, ICT products and services impact positively as well as negatively on the lives of young people.

2. Public discourse and media attention is often concentrated on the negative aspects of ICT use and sometimes this gives rise to further fear and anxiety associated with technologies and children today. Many of the arguments and debates surrounding this subject are familiar and follow a well trodden path of well meaning but unnecessary disquiet over children’s welfare. The problem is made worse by the lack of current research data on risks and incident rates, which is compounded by sensational media reports. The project has gathered what data is available in a Table of Risks – the project is also in contact with researchers, and has made presentations at conferences to highlight this deficit. An EC funded project called EUKidsOnline, which will report next year may address some aspects of this problem.

3. It is parents who disproportionately have to deal with the issues which the use of ICT by young children raises. The impact of pester power exacerbates the situation. Questions about when, and under what circumstances, should young children own mobile phones, or have a Bebo or MySpace account are but two of a large number of problems for which parents have to find answers. The lack of incident statistics, mentioned above, also plays a significant role here. As does scare stories in the media.

4. The teaching of ICT skills to young children across the EU is characterised by:

a focus on equipping of schools with computers, broadband etc 

teaching essentially elementary computing

increasing emphasis on cross curriculum ICT use for information management tools, mainly in pursuit of knowledge economy objectives

growing awareness that more needs to be done about digital media competence

In many cases these characteristics are the steps of an agenda which is being followed sequentially as EU countries develop more awareness of the educational needs of young children. Many reports on, for example, children’s use of mobile technology, or of social networking services highlight the lack of context of use awareness among young children. NGOs, including the EC Safer Internet Programme tend to focus on ‘eSafety campaigns’, which have high visibility, but less impact in the longer term. As one young child said (to one of the team) “the teacher showed us a DVD. It wasn’t very interesting, ‘cause I know about email”.

Young children today live in a media saturated world. There is a real requirement to move away from ICT skills based education for young children, and to focus on digital media competence. The project has tried, with very limited resources, to highlight the nature of this change, and to produce some material based around the idea of the web as a global communications platform, and the use of ICT products and services as social knowledge tools. This material is intended to be illustrative, and not definitive.

The material produced in this report along with the material produced in the report “ICT Product and Service provision for young children in the knowledge economy“ will be used as the knowledge base upon which the Technical Specification will be produced.

Conceptual Framework based on Current Research

ETSI TCHF sees young people as major participants in the knowledge economy. They are not only users of ICT products and services, and consumers of digital media, but, as many reports show, they are also quite capable of using digital technologies in creative and innovative ways (Green & Hannon, 2007).  In addition, they are not just victims of technology misuse, they can also engage widely in the practice of misusing technology to abuse their peers and even their teachers. In the same way as for adults, ICT products and services impact positively as well as negatively on the lives of young people. 

This viewpoint is validated by the research community (for a more detailed discussion of this point please see Addendum 1). The educational and social development benefits are clear in that there can be seen an improvement in attainment with the use of ICT in core subjects and that the use of ICT has a positive effect on motivation  (Becta, 2007).  However there are some negative outcomes for a relatively small number of young people, which,  with concerted action from all stakeholders, can and should be mitigated.  In addition to the grooming and bullying activities which are features of today’s technology landscape, there are also the risks to young people from the use of social networking services, and from location based technologies, and the emergent risks which will arise from next generation technologies, such as pervasive and ad-hoc networking.  

Technology based processes, such as rating, blocking and filtering software, and access control mechanisms are, in general, only partial solutions to the issue of better safeguarding of young children who are using ICT products and services. The social rebound effect, by which the restrictions which these types of solutions present to young children, can lead to a more active effort by the young children themselves to circumvent the blocks, and may lead to greater risks for young children. 

Education, especially digital competence, as discussed in Section 4, is crucial. So is effective moderation of young children’s use of ICT products and services. In this respect, young children must be participants in the design, management and a continuous evaluation of these actions.

The industry must also play its part in limiting the activities of those who would harm young people by means of ICT product and service misuse. The ICT industry provides the essential telecommunications infrastructure which enables ICT products and services provision. Efforts to block access, to filter content, to supervise use of ICT services and to moderate content provision services, while worthwhile in themselves, nevertheless leave a gap in safety and security provision. Only the ICT products and services sectors can fill this gap.

Note on Terminology

It would be helpful to attempt to standardise the terminology in use, so that it is clear to what group of young people we are all referring. ETSI has been working for nearly 10 years on issues affecting young children aged between 4 and 12 years of age. We consistently use the phrase ‘young children’ when referring to this group.

Other groups refer to ‘youth’, ‘young people’, ‘teens’ and more recently ‘tweens’ (8-12 years), etc. While accepting that groups of young people described by age cohorts are not necessarily homogeneous, nevertheless it would assist efforts to address the issues if the terminology could be consistent. It is therefore, proposed that the term ‘young children’ should be used to refer to the under 12 age cohort, and the phrase ‘youth’ or ‘teen’ be used for those between 12 and 18 years. This would allow use of the phrase ‘young people’ to be an inclusive one, for everyone under the age of 18 years.

1  Risks for young children using ICT products and services

For young children of the knowledge economy the variety and diversity of ICTs in everyday lives is transforming childhood as we know it. Children are using many varied devices and networks to communicate, gather information, generate content and develop and maintain social networks. Not only are they competent and confident users of many different ICTs but they are also using them in conjunction with each other, often simultaneously, to perform their everyday lives. Contemporary childhoods are distinct in many ways and contemporary adults often lack understanding and knowledge about not only children’s use but of the ICTs themselves. Public discourse and media attention is often concentrated the dangerous side of ICT use and sometimes this gives rise to further fear and anxiety associated with technologies and children today. Many of the arguments and debates surrounding this subject are familiar and follow a well trodden path of well meaning but unnecessary disquiet over children’s welfare. However, other aspects of modern day discourse and related evidence based research demand and indeed deserve our attention as they pose a potential threat to children’s well being. The European Commission public consultation document suggests that many problems are common across countries – 30% of 7-15 year olds in Finland had experienced bullying; 10% of children in Belgium had experienced cyberbullying and 14% of children in the UK had been bullied through their mobile. Whilst the following list is, by no means, exhaustive, it attempts to document a range of actual risks associated with young children’s use of ICT products and services in order to generate informed responses to these risks and provide informed specification and guidelines for service providers on the provision of information services to children. 

There are three parameters which potentially influence risk in contemporary children’s lives (O’Connell, 2004): 

•
Accessibility – parents more vigilant in real world. Adult and child can share virtual private world when child actually at home.

•
Opportunity – more affected as children moved from fixed to mobile (mobile regarded as private) 

•
Vulnerability – increased exposure to images of pornography; blackmail and visual capabilities afforded by mobile 

1.1 .Mobile phones 

Risk of mobile phone not working when needed e.g. to arrange collection – caused either by poor network coverage or lack of credit on Pay-As-you-Go service – children could be left vulnerable 

Risk of mobile phone not working in emergency situation – caused either by poor network coverage or lack of credit on Pay-As-you-Go service – children could be at risk of harm 

Risk of bullying via mobile phone either via voice or text by peers – mobile phone use unmediated by parents and public/private boundaries blurred 

Risk of sharing of content (bullying) via mobile phone either via picture message by peers – either sent to owners handset or image sent (often via Bluetooth) to others also ‘Happy slapping’ 

Risk of receiving unwanted content, either user generated, downloaded material or commercial material, often via Bluetooth – also related to bullying as blackmail subsequent to receipt of material. 

Risk of content being seen or stolen by others (either known or unknown) – breach of children’s right to privacy 

Financial risk of mobile phone use – contracts, expensive downloads and ringtones (often repeated unbeknown to user)

Lack of understanding about functions of phone/ e.g. how phone works – social and technical knowledge underlies use of phone (Ling, 2004)  

Under 7’s problems with access issues until able to manage motor skills and manipulation of handset (Veach, 1981) . 

Risk of being overheard in public space can leave children vulnerable 

Risk of danger (RTAs)  from traffic in public space linked to mobile use on bike or as pedestrian 

Risk of social exclusion from not having mobile phone

Risk of bullying from having ‘wrong’ phone

Risk of bullying and having phone stolen when ‘good’ phone 

Risk of accessing unsuitable material – see internet risk table – with mobile internet access and gaming 

Location based services may leave children vulnerable to predatory adults 

Passing on of personal data from one service provider/commercial organisation to another put children at additional risk of unwanted material and services (children often, like adults, lack understanding of what they are signing up to i.e. reading the small print.

Children at financial risk from premium rate numbers and using mobile/text to access TV vote systems etc. 

Children require education about passing on peers’ personal details also. 

Most mobile handsets and contracts are bought by adults (although often paid for by children) and are, therefore, registered to adults but used by children.

Children risk an unsatisfactory service from mobile service providers and often lack clear instructions and information about mobile phone use including user guides. Responses can be slow, expensive and frustrating sometimes leaving children vulnerable if they are having problems with their mobile or network coverage. Call centre staff lack expertise and training on how to respond appropriately and effectively to child users. Child users need to be treated with respect and understanding.

Risk of relying on a still unstable service 

1.2  Internet

Often children use the internet to access services for other ICTs e.g. mobile services – downloads, ringtones etc. information about financial implications often unclear and misleading. 

Children often risk violating intellectual property rights because of a lack of understanding – music downloads and peer-to-peer sharing etc. 

Increasing use of user generated content – putting both self and often others at risk 

Risk of lack of access – digital divide  

Viruses 

Because of a lack of money children more likely to access free less regulated services e.g. Kazza putting them at more risk  from viruses pornography etc. 

‘Round robin’ emails contain personal details and data which leaves children vulnerable to be contacted by ill meaning individuals – children tend to send to ‘all on list’ 

Japanese experience use of dating sites by young people allow online solicitation and sexual advertising 

Unsuitable material – porn; violence etc. (Carr, 2003) 

31% 9-19 year olds received unwanted sexual material and 33% nasty comments (Livingstone and Bober, 2004) 

Lack of understanding by parents and teachers 

Increasing internet access in public places e.g. libraries etc increased risk as lack of supervision also mobile access

Online gaming sites – risk of having identity (real and/or virtual) stolen 

Bullying – online and uploading images on line 

Racist/hatred sites – often accidentally accessed 

Self harm – anorexia – bulimia sites including pro-suicide sites 

Sharing of computers by different users can additionally present other problem an older child or adult user may agree to a XXX dialler being installed leaving a child user vulnerable to pornographic pop-ups etc. 

Using websites and blogs and other online information systems either personal or organisational can put children at risk. Inadvertently sharing details about events, likes etc. can make children vulnerable 

1.3 Chat rooms including social networking sites 

The age at which children are using online chat rooms; online gaming (according to CEOP the average age of Habbo hotel use is 8) and social networking sites is becoming younger and younger. Evidence suggests that the restrictions and guidelines put in place by responsible site providers are ignored or creatively circumnavigated by children. Restrictions on age and guidelines on not giving out personal details etc. are commonly broken leaving children potentially vulnerable. 

Although the risk from adults posing in chat rooms pretending to be a child is well acknowledged, children are also vulnerable from predatory adults who admit their age online as children often find ‘chatting’ and developing a relationship with an older teenager or adult attractive and a ‘grown up’ thing to do. How children are vulnerable to cybersexploitation is outlined by (O’Connell, 2004) and it is important to remember that these situations are complicated and complex and require more than a simplistic response. Service providers need to be well trained in dealing with these situations and moderators vigilant to monitoring conversation and responding promptly to even suspicious behaviour. Children (and adults) can quickly give out personal details such as MSN identities or mobile phone numbers before moderators have time to respond and once the individuals have left the chat room the opportunity to prevent communication may have been lost. 

Social networking sites also are also fraught with potential risks for children as they can either intentionally or inadvertently reveal details about themselves or location making them vulnerable to abuse furthermore the sharing of friendship lists results in children’s details being available to many people through association only and whom they don’t actually know. 

The risk of bullying in chat rooms and social networking sites is well documented and the ‘rate your mates’ type of service has already had traumatic consequences. Little, however, is being done to stop it. 

In UK by 2004 27 cases of grooming reported in media where child has face to face meeting with adult whom they had first met in a chat room but the numbers are increasing (Carr, 2003) 

Bullying is also includes threatening to locate person in real world (O’Connell, 2004) 

‘Practical jokes’ inviting people to parties – real or not can also have disastrous consequences  

Harassment in chat rooms affects around 20% of users according to the CRU but as many as 50% according to Finkelhor et al. (2000). 

Again children remain at further risk if not adequately responded to by service providers and there is a need for adequate training and supervision of people within service provision to minimise the risk of inadequate or poor service to children. 

Risk of cyberstalking 

Webcams; mobile camera etc. children can create material and once sent can be distributed further leading to further shame and blackmail. Also hard to block receipt of visual material 

Children can be coerced into producing and distributing pornographic images 

Children risk confusing ‘friends’ online as they often cut and paste friendship lists from friends onto their own page to make themselves look more popular etc. very quickly their contact list contains many people whom they do not actually know 

2  Documented evidence of risks and harmful consequences

Evidence of documented risks and harmful consequences to children is difficult to find although the European Commission summary of the results from the public consultation on child safety and mobile phone services, for example, suggests that a consensus among respondents that potential risks does exist. Children are afraid to report negative consequences of ICT use and adults often lack the knowledge and understanding to respond appropriately to children or where to report abuse, unsuitable content or potentially threatening behaviour. What evidence is available, therefore, represents a ‘tip of the iceberg’. Carr (2003) suggests that the internet has also opened up new means of distributing images of the sexual abuse of children. In pre-internet days police seizures generally yielded only a handful of pictures. Today it is not uncommon for a single suspect to be arrested with tens of thousands of images on his computer. In 2003 one man in Lincolnshire was found with 450,000 child abuse images and a private individual in New York was found with 1,000,000. From the figures available it is apparent that children are at an increasingly greater risk. According to Carr (2003) in the UK the current legal framework in respect of child abuse images was established in 1988. In that year 35 people were proceeded against by the police. In 2001 the number was 549, an increase of 1,500 per cent. In total, between 1988 and the end of 2001, 3,022 people were either cautioned or charged with child pornography offences. The annual rate of increase was running well in excess of 33 per cent when, in 2002, under Operation Ore – arising from a single law enforcement action in the US – the UK police were handed the names of 6,500 people who had used credit cards to buy child abuse images from one website. Over 2,300 of these have now been arrested but they have not yet fed through to the published crime statistics.

Livingstone and Bober (2005) present the main findings and recommendations based on a national UK survey conducted face to face with 1,511 children and young people aged 9-19, together with a survey administered to 906 of their parents, and a series of focus group interviews and observations focusing on children’s use of the internet. The

findings and recommendations are summarised below: 

	More than half have seen pornography online: 57% of 9-19 year old daily and weekly users have come into contact with online porn.

	Most porn is viewed unintentionally: 38% have seen a pornographic pop-up advert while doing something else, 36% have accidentally found themselves on a porn site when looking for something else, and 25% have received pornographic junk mail.

	More porn on the internet than in other media: Moreover, 53% of parents consider (and children agree) that the internet is more likely to expose children to pornography than are television, video or magazines.

	Mixed responses to online porn: When young people encounter pornography on the internet, 54% claim not to be bothered by it, but a significant minority (14%) do not like it.

	Too young to have seen it: 45% of 18-19 year old internet users who have seen any pornography (on or offline) think they were too young to have seen it when they first did.

	Other areas of concern: 22% of 9-19 year old daily and weekly users have accidentally ended up on a site with violent or gruesome pictures and 9% on a site that is hostile or hateful to a group of people.

	The most risky medium - both parents and children regard the internet as riskier than other media in terms of a range of content and contact risks. 

	Parents underestimate children’s negative experiences: One third of 9-19 year old daily and weekly users have

received unwanted sexual (31%) or nasty comments (33%) online or by text message, though only 7% of parents are

aware that their child has received sexual comments and only 4% that their child has been bullied online.

	Children divulge personal information online: 46% say that they have given out personal information to someone that they met online.

	Children engage in identity play: 40% say that they have pretended about themselves online.

	Some have attended face to face meetings: 30% have made an online acquaintance, and 8% say they have met

face to face with someone whom they first met online.


Furthermore, the internet safety zone provides useful taxonomy of risk of harm which categories activities with respect to normal behaviours and also illegal behaviours in order to provide a useful mechanism to encourage us to consider degrees of harm to different groups of end users. Once established these degrees of harm should then be possible to determine the nature of appropriate and proportionate responses see http://www.internetsafetyzone.co.uk. 

	Normal
	Risk of harm
	Proscribed

	Information, news and opinion
	Misuse of personal information, misinformation, spam and violations of the right to privacy
	Violations of human rights, advertising standards

	Communications and activities
	Cyber bullying, cyber stalking, happy slapping, addiction to gambling and/or gaming
	Injury/abuse

	Sexual health
	Types of pornography, abusive cyber sex, online grooming
	Low and high level sex crimes

	Mind, body and spirit
	Pro-ana, pro-mia, pro self-injury, pro-suicide/assisted
	Incitement to commit suicide, murder attempted murder

	Sharing perspectives
	Offence, hate, racism, xenophobia, violence
	Low level and high level crime


It is, however, important to bear in mind that The internet is facilitating a major increase in children and young people being exposed to a wide range of age-inappropriate or illegal sexual and other kinds of material. No one knows what the long-term effects will be of this exposure but parents, teachers and others with a responsibility for children are greatly anxious (Carr, 2003).
3  What young children are doing with ICT today.

3.1  Children’s ICT use – in the home

Studies by the Digital World Research Centre (DWRC) and others suggest that research on the use of mobile phones and other information communication technologies, (ICT), have mainly concentrated on adults. According to Vincent (2004) this has been due, in part, to the practical and ethical difficulties of researching children as well as the fact that mobile phones have only recently reached mass penetration in the UK in this ‘Teenies’ (11-16 years) age group. Although Livingstone and Bober’s (2005) study and Vincent’s (2004) work on children’s use of ICTs has gone some way to addressing this area both focus somewhat on older age groups. The relevant findings from these works, research by O’Connell (2003) on 7 – 11 year olds and other appropriate research are discussed here in order to provide information and understanding of what contemporary children are doing with ICTs in the home.  It is important to remember, however, that children are not a homogenous group and contexts, circumstances and characteristics of use vary widely according to age, gender, ethnicity, social-class and social economic background. 

Vincent (2004) explores ICT use and suggests the following common themes from the data: 

o
Mobile phone use is primarily a voice and text based device for making social arrangements and for safety. Previous studies by DWRC (Vincent and Harper 2003) showed that person to-person calls would always take priority over person-to-information but they acknowledge that the emergence of person-to-games as a function may change this bias.

o
Children are knowledgeable and thrifty consumers for the most part optimising tariffs and use is frugal. It is interesting to note that when their money runs out the phone is not used – there is no source of extra cash until an appointed date (often determined by parental control).

o
Children are enthusiastic users of games, organisers, and cameras. Other features are used to while away time and for fun. Some children are avid users of the camera/video but this tends to be for their personal use only. Furthermore, Blue tooth and infra-red are used to exchange images for fun. 

o
Children enjoy exploring the new developing ring tones, finding out about the phone, using it as an alarm and  using infrared and Bluetooth. Converging these possibilities with the home PC to download material and upload user generated content is becoming more widespread (especially with new entertainment sites like YouTube).

o
However, what the next generation of mobiles might do, or even what the next mobile might do is of little interest (according to Vincent, 2004) and exploring what their current phone can do is of much more interest.

o
For children showing off, having the right phone, being cool with your phone are all important factors for children as well as having a phone ‘like my mates’. Where you keep your phone rather than showing it and when you choose not to have it with you are also factors in ‘status display’.

Research does suggest that the mobile phone extends notions of care and control with contemporary families and parents use mobiles to check that their children are OK and children use the mobile phone to communicate and reassure parents of their whereabouts and seek permission to stay out and extend geographic boundaries. 

The mobile phone is viewed in terms of a right of passage like a coming of age  and most children in the UK now get their phones in year 6 or 7 (aged 10/11) as part of the process of preparing for and then going to secondary school. Distance from home, parents working and not at home, and other family issues appear to affect when the phone is acquired and how much it is used and how dependent they are on it

o
Unlike other technologies mobile phones are strongly associated with notions of privacy - ‘This is MY phone’ and they are kept under pillows and away from prying eyes, being shared by permission only. This is to stop parents reading text messages and siblings ‘stealing’ phones. It is an intensely personal and intimate device

Ownership of some products has grown more than others. Between 1996/97 and 2005/06, the proportion of households owning a mobile phone increased by over four times from 17 per cent to 79 per cent, although during the last three years the rise has levelled off  (Social Trends 37). Around half (49 per cent) of those aged 8 to 11 owned their own mobile phone in the UK in 2005, compared with four-fifths (82 per cent) of children aged 12 to 15  (Social Trends 37). O’Connell’s (2003) study (n = 1,331) 7-11 year olds found that 1 in 3 children owned a mobile phone and 9 out of 10 children were Pay-As-You-Go. 5 in 7 send text messages and 88% of children send up to 9 texts per day with 1 in 5 children reporting sending a message to a phone via the internet. It is, however, important to remember that the ubiquity of mobile phones penetrates all age groups, some as young as 6 or 7, and the children in Vincent’s (2004) research may be the last generation in the UK for whom the mobile phone can be remembered as a new experience in their household. The European Commission results of the public consultation document on child safety and mobile phone services also confirm that there is a high level of young people owning a mobile phone and that the age of mobile phone users is decreasing. In Italy, for example, 31% of 5-13 year olds own mobile phones and this number increases to nearly 100% in the 14-18 year old group and in Poland 92.1% of 12-17 year olds own a mobile phone. 

Children's (1) use of mobile phones, (2) 2005

United Kingdom


Percentages

Text messages



89

Calls






82

Playing games



46

Taking photos



31

Photo messages



16

Taking videos



9

Internet access



8

Video messages



5

(1) Children aged 8 to 15.

(2) Percentages do not add up to 100 per cent as respondents could give more than one answer.

Source: Ofcom

Children are living media saturated lives. A period of technological change has brought about the widening application of information and communication technology (ICT). Home ownership of CD players, DVD players, computers and mobile phones has risen substantially between the 1990s and the present day. They are using chat rooms; games; downloads and mobile services and instant messenger; text’ mobile phone calls and email all methods of communication. Mobile phones are additionally used as alarm clocks and organisers; mobile phone use, is, however, not prevalent in primary schools especially with younger aged children. Parents give children mobile phones as a safety tool and one of the main worries children have is loosing their phone. 

75% of children in the Livingstone and Bober (2005) report have accessed the internet from a computer at home. Information available from Social Trends 37 suggests that two in five (40 %) children aged 8 to 11 and just over 7 in ten (71 %) of those aged 12 to 15 in the UK with the Internet at home had ‘mostly’ used the Internet on their own at home. Children aged 8 to 15 who used the Internet at home, at school or elsewhere, used it for an average of 6 hours 12 minutes a week, with those aged 12 to 15 using it for an average of 8 hours and those aged 8 to 11, 4 hours 24 minutes. Both age groups used the Internet mainly for school work and playing games. Around 86 %  of both age groups used the Internet for school work, and 75 % of those aged 8 to 11 and 68 % of those aged 12 to 15 used the Internet to play games. Children aged 12 to 15 made broader use of the Internet than those aged 8 to 11, with considerably higher use for each of the other remaining reasons in the top ten. 

Hampton and Wellman (2000) suggest that the Internet provides new opportunities for social relationships and engagement in the community. However, in order to understand the role of computers and the internet in families, it is important to know how they are being used, Hughes and Hans (2001), and they strongly argue that research is needed that is contextualised in order to understand the role of ICTs in family life. Social networks , chat rooms and MSM have widespread use. O’Connell (2003) outlined the following statistics arising form a study of 1,369 children aged 8-16: 1 in 8 children report using IM and 1 in 10 chat users reported attending a face-to-face meeting. More that 1 in 2 report engaging in conversations of a sexual nature and  1 in 4 reported using peer to peer programs. Finally 1 in 20 children had encountered offensive, disturbing and sexual material on peer to peer sites.  However, for the younger aged children the figures are slightly different and from 1,331 aged 7-11 years olds O’Connell (2003) reports that 1 in 5 children are using chat regularly with 1 in 10 using IM. 1 in 5 children discussed having conversations of a sexual nature and 1 in 10 children had attended a face-to-face meeting – 1 in 5 of these children attended the meeting unaccompanied. 1 in ten children were using peer to peer sites and 1 in 5 had seen disturbing, sexual and offensive material. 

It is interesting to note from Social Trends 37 that although modern technology seems ever more present, traditional forms of leisure, such as reading books remain popular. Over half of children and young people aged 5 to 17 in England enjoyed reading ‘very much’ or ‘quite a lot’ in 2005 and Livingstone  emphasises the importance of remembering the relationships between ‘old’ and ‘new’ literacies. Children also use ICTs for educational purposes and obtaining information – doing home work as well as leisure hobbies and personal interests. The role that ICTs play in family support and maintaining contact with non-resident parents is often overlooked. Yet according to Social Trends 37 nearly a quarter (24 per cent) of children in Great Britain were living in lone-parent families in 2006, more than three times the proportion in 1972. Computer games in general offer young people new sites and spaces for identity practices and on-line gaming, and in particular the non-linear parameters of virtual or ‘technological’ world such as Runescape (in the UK) provide an interesting contrast with the structures and practices of young peoples ‘everyday’ location in material space (Crowe and Bradford, 2005). 

Children's top ten Internet uses: by age, (1) (2005)


United Kingdom





Percentages

 









Aged 8–11
Aged 12–15

School work







85



86

Playing games






75



68

Emails









29



57

TV programme websites




20



29

Instant messaging





16



52

Downloading music





15



42

Finding out things for someone else
13



24

Sports news







13



17

Auction sites







2
-


24

Listening to the radio




2
-


15

(1) Percentages do not add up to 100 per cent as respondents could give more than one answer.

Hughes and Hans (2001) ‘social critics and technologists have been active in discussing the implications of these changes for individuals, families, work and society. There are those who see computers and the internet a s a positive force that will foster greater communication and better access to education, promote global understanding and make the world a better place to live (Rheingold, 1993). Families with children are more likely to have computers and internet access than households in general according to Hughes and Hans (2001) and Livingstone and Bober (2005). Children are more likely than adults to use the computer (Rocheleau, 1995) and parents believe that children without internet access are disadvantaged (Turow and Nir, 2000). 

3.2 Children’s ICT use – in school 

The European perspective

According to Empirica (2006) the majority of schools still use computers for education in dedicated computer labs, with 80% of European schools using computers reporting this to be the case. 60% already use computers for education in classrooms, a third also offer computers in their libraries and one in four in other locations in the school accessible to pupils. However, the figures vary greatly across countries. More than 80% of schools using computers in the UK, Slovenia, the Netherlands, Cyprus, Ireland, Luxembourg, Sweden, Norway and Portugal use ICT in classrooms. The comparable figures in countries like Greece, Hungary and Slovakia are below 20% which is less than a third – in some cases even only slightly more than a quarter – of the European average (61%). However, the report goes on to observe that the likelihood of school computers having internet access rises with the school level. The European average in upper secondary level schools is at a very high 96%. It is lowest in primary schools and by far the lowest in Latvia (58%) followed by Hungary (61%), Lithuania (69%) and surprisingly also Austria (71%). These figures compare to a European average of 88% in primary schools, but some countries already reach, or are close to reaching, 100%.
Research from the UK 

According to Livingstone and Bober (2005) school access to the Internet is near universal and 92% of children surveyed have accessed the Internet at school but one quarter of children have only access to the Internet at school and not at home although 64% have accessed the Internet elsewhere. However, their findings suggest that many children have not had lessons on how to use the Internet in spite of the emphasis by Government on ICT on education policy. 

A key strand of the Government’s educational strategy is to stimulate and support the use of information and communications technology (ICT) in teaching and learning as a means of raising educational standards. The cornerstone of the strategy is the ICT in Schools programme, which supports the government’s vision for delivering higher standards of education and increasing employability through the use of ICT (Becta, 2002:4) 

One third of children claimed to have received no lessons – 23% report having had ‘a lot’ of lessons; 28% some and 19% just one or two. It is clear, however, that educational provision is unequal, ad hoc and depends on other factor, for example, geographic location, social class etc. ICT still remains separate and not embedded in subject areas in primary schools apart from a few more progressive establishments. Generally teachers lack the knowledge and skills to teach children safety and remain unaware of what children are doing with ICTs and the dangers that they face. There remains a lack of awareness and training for teachers and educators and even when resources are available, schools lack facilities (e.g. staff cover) to make training available to staff. Overall schools see children’s Internet use as ‘out of their boundaries’ especially when it comes to bullying etc. and ‘not their problem’ – it is only when the teachers themselves become victims of bullying that the schools seem to take notice and action against the child. Although anti-bullying is a subject in PHSE curricula – online bullying gets little, if any attention and the same can be said of on-line safety awareness etc. ICT responsibility in schools tends to rest with ICT co-ordinator and the teachers tend to view ICT as separate from their subject area  - a more ‘joined up’ approach with everyone recognising and accepting responsibility to ICT use in schools needs to be adopted. According to Livingstone and Bober (2005) 92% have accessed the internet at school. Although filter systems in the UK are provided at county level, schools have the authority to block and filter further sites of concern or those that are deemed unsuitable. Social networking sites are blocked from access from school premises but the use of these sites from home continues to impact on school life. Whilst schools have a duty of care toward children many are reluctant to take action of implement a policy on their use. The home use agreement and safe internet policy agreement that children and parents sign is often bland and generalised towards illegal content and fails to either acknowledge or control social networking sites. 

Furthermore, Becta (2006 ) make the following recommendations: 

• That Becta seek to work with the QCA to make explicit the position of e-safety in the National Curriculum in the short to medium term, and contribute to the continuing debate.

• That e-safety education and digital literacy skills development should continue throughout the learner’s lifetime.

• That Becta seek to work closely with organisations that are encouraging young people to create their own safety learning resources. Resources should be relevant, engaging and creative for this age group, involving children and young people where appropriate in the design, creation and evaluation of resources for their peers.

• That e-safety training be embedded in all initial teacher training (ITT) and continuing professional development (CPD) courses for teachers, and in relevant training for all educational support staff.

• That e-safety be specifically referenced in the Training and Development Agency (TDA) Standards for award of qualified teacher status (QTS) documentation.

• That e-safety be recognised as an essential aspect of strategic leadership.

• That each educational establishment embed e-safety issues within the wider TDA CPD framework.

• The development of volunteer schemes to match the expertise of industry to the needs of parents and communities as part of the extended schools agenda where learning could take place within the school or equally within another external organisation.

Often the filtering systems in place in schools to protect children from harmful or unsuitable content are deemed too restrictive and children cannot access sites of interest. There is a culture of reliance amongst educators and staff that the filtering systems is sufficient to keep children safe and that no further effort is required. Teachers often use their own profile to access material especially for older children. 

O’Connell (2003) argues that we need an ongoing review of programmes of internet safety education and there is an urgent requirement to provide adequate safety information and advice and improve home school synergy. By adopting a more balanced approach to both the risks and the opportunities we can develop models of good practice and involves peer to peer developers. Further research is desperately needed in this area ass are improved reporting procedures and specialist training to increase awareness and teacher education. 

4  What young children are currently being taught in Schools 

4.1  Current ICT teaching in schools to young children

It is acknowledged that young children are part of the information society and need the skills to participate effectively.

Many governments have introduced initiatives to ensure that schools are equipped with computer equipment.  There are many statistics quoted on how widespread computers are now. For example in the UK a schools survey in 2006 found that there was a pupil:computer ratio for teaching and learning of 7.09:1 in primary, 4.30:1 in secondary schools. (Kitchen et al.,  2006)

 The use of computers in European schools has reached almost the 100% saturation point in all member states, with hardly any deviations across school types.

However, there are large variations in the number of computers per 100 pupils. The clear European leaders are Denmark (27 computers per 100 pupils, 26 of which are connected to the internet), Norway (24 computers per 100 pupils / 23 internet connected), the Netherlands (21/20) and the UK (20/19) and Luxembourg (20/18). The figures in these countries are significantly higher than the

European average of 11 computers per 100 pupils (of which 10 are internet computers). Almost all new member states belong to the group of laggards which include countries such as Latvia, Lithuania, and Poland; however Portugal and Greece also find themselves in this group of countries, with 100 pupils having to share only 6 computers.

In several European countries there still is an ICT catch-up process necessary in schools. This relates to three aspects: firstly, the necessary increase in the number of computers shared between 100 pupils; secondly, the improvement of the type of internet access with the move to a broadband connection; thirdly, the use of ICT for education in classrooms.” (Empirica, 2006)

This reference also contains 27 individual country reports on the use of computers in schools. 

The aim of introducing computers into schools is to ensure that “technology fulfils its potential as a critical enabler of educational change, supporting greater effectiveness, efficiency, personalisation and choice across education, skills and children’s services.” (UK Government, 2005). This is, in essence, education and training for future knowledge workers.

 “It appears as if many of the old member states have already been through a phase of teaching the use of ICT as a separate subject and thereby using computer labs intensively. In the meantime they seem to have shifted the focus and have made computers and the internet an integral part of teaching of (almost) all subjects”.

In primary schools ICT is seen as a tool to enhance the teaching of core subjects such as Mathematics, Primary Language, Science etc.  For example, in the United Kingdom, in 94% of schools, “computers and the internet are integrated into the teaching of most subjects” compared to 42% in Greece and 44% in Latvia (Empirica, 2006). There is hardly any variation in these numbers across school types. A large percentage of primary schools use Interactive White Boards (IWB) are WiFi connected and have their own intranet. 

In all Member States, the emphasis has shifted to ICT usage for education in classroom. There does not seem to be much emphasis on teaching children how to use ICT services in its broadest scope.  However, it was noted that when placing computers in a specialist computer suite, there was a move away from using ICT to support the whole curriculum; lessons in computer suites tended to focus on the acquisition of ICT skills and understanding (Condie et al., 2007). 

It is reported that certain topics taught in school have benefited more than others from the introduction of ICT.  Most of the data however relates to children older than 12.

One study supplied primary school children with PDA’s for full-time use, in and out of school (Perry, 2005).  Significant gains were recorded across a range of indicators, most obviously those related to improved general ICT capability. The unrestricted access to the Web and the freedom of choice of when to use them, and for what, encouraged the creative use of other technologies. There was a positive impact on intermediate outcomes such as motivation and enthusiasm for learning, attendance (especially for boys) and collaborative working. Technical vocabulary improved, as did communication skills. Gains in attainment generally were noted, with boys reading more (notably e-books).

4.2  European perspective

Across the EU, the situation in schools is similar to the UK Strategy for technology in education in England (see above). ICT is seen as an enabler of change within schools, and much effort has been expended to equip schools with technology (Balanskat et al., 2006).

Insight is a project focused on e-learning in schools. It is provided by the European School Net.  The following is an extract from its 2007 report (further extracts can be found in Addendum 2).

According to the authors themselves

“Although this report is extensive, it is not a complete research review of all ICT impact studies and surveys across Europe. Moreover, countries’ contribution to the report is not balanced. Some countries have undertaken extensive research in the field of ICT impact (e.g. United Kingdom); others concentrate on the impact of ICT on education applying for the first time a broader comparative approach (e.g. Nordic Countries). Finally, other countries focus only on quantitative stocktaking of ICT infrastructures in schools, or the results of research is simply difficult to access because of language and fragmentation of research (e.g. Mediterranean countries, New Member States, France and German speaking countries).”

The main findings in the report are:-

1. ICT impacts most in primary schools in the home language (i.e. English in the studies) and science. 

2. Teachers should be shown more strategies to use ICT in other subjects than those with proven success.

3. There is a growing gap between high and low e-confident teachers and schools.

4. A clear finding is that teachers’ practice is not changing much when they use ICT. Is this desirable? What is the likely scenario when e-confident children become frustrated in e-immature schools?

5. Many of the findings relate to the United Kingdom and to England in particular. They are mostly in English. There are gaps in what is known about other countries. 

6. The picture of evidence is only representative for the countries in focus. These are quite e-mature countries on a wider European scale; there are still large differences between countries

7. Changes in education are long term changes. How can we speed up the change processes in schools?

In essence, although there is much good practice ICT skills training across the curriculum in schools, there is insufficient attention given to the social context of new communications technologies.

4.3  ICT Targets

Within the primary school sector specific targets have been set for ICT attainment.  As mentioned in section 4.1 above these generally relate to specific knowledge within a core subject.

An example from the UK of ICT training at  Key stage 1 & 2 is shown in Addendum 3. The training targets of Key stage 1 are for 5-7 year old children, and for Key stage 2 are for 7-11 year old children.

The major educational goals of these programmes is to teach young children the skills they need to use ICT products, such as word-processing, graphical presentation tools, and search engines. These are important skills in the European knowledge economy. These skills are applied to a range of tasks in other subject areas, such as history mathematics, languages, etc.

The emphasis is on cross-curricular ICT use, on core skills, including communication skills, learning to learn, critical thinking skills, information handling and problem solving (Twining et al., 2006).

Critically, there is very little in the skill based programmes currently in use across the EU about the social context of use, safety and security issues, or about good practice online behaviour. Young children appear to acquire the later through peer observation, and through ad-hoc campaigns about Internet safety conducted by various NGOs. It is this lack of social context, and the imparting and encouraging of good practice that is urgently needed to help young children to meet the challenges of the online service environment.

4.4  eSafety

Within the UK any teaching of eSafety is undertaken in the part of the curriculum entitled “Personal Safety & Health Education” (PSHE).  Here they are taught rules for, and ways of, keeping safe, including basic road safety and good health practice, and about people who can help them to stay safe.  This may be expanded, in some cases, to include eSafety.

In addition they are taught to recognise how their behaviour affects other people and that there are different types of teasing and bullying, that bullying is wrong, and how to get help to deal with bullying.  Again this may be expanded to include cyber bullying.

A new report in the UK (Becta, 2007) recognises the fact that more needs to be formalised with eSafety training in schools.  It states that  “Education about how to use the technologies safely should be appropriate to the children’s age and level of skill and understanding, and should not detract from the fun and educational aspects of ICT. By instilling within children a set of core principles to support them in their use of technology, they will be better able to become safe and discriminating users of new technologies as they grow older and their experiences and exposure to technology widens.

Head teachers, with the support of governors, should take a lead in embedding safe internet practices into the culture of the primary school, perhaps designating a member of the senior management team with responsibility for e-safety. This member of staff should act as the central point of contact for all safety issues within the school, ensuring that policies are current and adhered to, any breaches or abuse are monitored and reported to the head teacher and governors, and that all staff receive relevant information about emerging issues. Someone other than the ICT coordinator or network manager can take responsibility for e-safety, but all three roles should work closely to ensure that technological solutions to e-safety support classroom practice.” 

The above mentioned report gives details of E-safety and whole-school issues, learning benefits of ICT, risks associated with using ICT, using the technologies safely (the internet, email, chat & instant messaging, social software, file sharing services, mobile phones and mobile internet ).  It provides a listing of E-safety resources, means of reporting abuse and seeking further help and advice about how to embed e-safety issues into the curriculum at Key Stages 1 and 2.  The opportunities for working with parents, carers and the wider community and for collaboration and sharing good practice.

Currently many schools just resort to showing videos, e.g. Webwise , as the teaching staff do not have the skills or time to spend on what they may see as extra to the core teaching needs. 

The European perspective is important.  Initiatives such as the Safer Internet Programme along with its projects such as Insafe have a big role to play.

The Insafe project is the co-ordinator of the European safety awareness network.  Its aims are:-

To co-ordinate and add value to national nodes' activities, developing a network of expertise and technical assistance 

To identify and make accessible best practice and experience in awareness raising and media and information literacy 

To develop and promote a European portal for internet safety awareness 

To provide training and support for national nodes on specific topics based on their needs 

To monitor and publicise safety issues and strategies related to emerging technologies

Awareness nodes have been set up in 15 countries along with 10 helplines.

There are also 14 hotlines covering 13 countries.  These allow members of the public to report illegal content on the Internet. The hotlines then deal with the reports by passing them on to the appropriate body (Internet Service Providers, the police, hotlines in other countries) in accordance with their operating rules. This helps to reduce the flow of illegal content and contributes to the effective protection of Internet users.

5  Elements of ICT services awareness training for the under 12 age group.

5.1  Background

Programmes of ICT training occur in all primary school curricula across the EU. (see section 4).  These programmes emphasise the value of ICT tools, and the use of these tools for information management in many subject areas. These programmes are part of the wider eEurope Initiative, to promote ICT awareness and facility, and to improve access for young children to the knowledge economy.

Important thought these programmes are, there is an overall lack of focus on the area of ICT services, and particularly on good practice, social context of use, and appropriate use of modern ICT services by young children. Although skilled in the manipulation of keyboards and mobile devices, and in the use of word processing and graphic presentation tools, many young people are completely unaware of how to engage meaningfully, securely and positively with the online services environment.

Online services, from commercial providers, public service providers and from community based initiatives are growing rapidly, and are of increasing importance, usefulness, and interest to young child users. Services such as ring tones, subscription content on mobile devices, and  ‘social networking’ services such as Bebo, MySpace, Habbo Hotel, Facebook, and YouTube, are attracting increasing numbers of young children. Young children are also major users of online chat services, and internet messaging (e.g. MSN), and are a major part of the online gaming community.

5.2  Child development

The physical, cognitive and social development of a child is a complex process. The process is driven by hereditary characteristics, environmental conditions, and each child’s individual set of genes/memes. Child development has been studied by Freud, Piaget, Skinner, Darwin, etc. Modern theories of child development is an active worldwide research community.

From the point of view of ICT use, and of ICT product and service providers, it is the generic characteristics of a ‘group’ of young children which are most relevant. Even this task is complex, with an almost infinite set of variable parameters. However some generalisation must be made, in order to reduce the complexity to a manageable level. 

STF323 accepts that generally child development is conceptualised as taking place through a set of key stages. This document draws on 3 stages (although they are by no means definitive) which describe the general developmental characteristics of young children in each category. These three stages correspond generally with the key stage approach in the UK, and to similar educational targets in most other EU countries.

It is important to remember that child development is not necessarily a linear process, nor clearly separated in the child’s mind into different subject areas. The processes are, however, used by parents and teachers to provide appropriate learning experiences at each stage recognises this explicitly.

The material in this table is included for illustrative purpose only. Development of a full programme of digital media competence for young children aged between 4 and 12 years of age is beyond the resources of the current STF. However, even this simplified representation of what such a programme would contain highlights the essential point of the report. National authorities through the EU must rapidly change the focus of ICT education for this age cohort away from the current core ICT skills focus, and concentrate resources on digital media competence. To do otherwise will be to see increasing numbers of young people, those over 12, having to cope with the reality of today’s information society without any training in the key competencies required.

Piaget (1896-1980) studied and wrote extensively on the development of intelligence in children and, although many of his theories have been contested by subsequent psychologists, they have strongly influenced educational practice for nearly a hundred years and are a useful way of conceptualising and how children learn. Furthermore, because Piaget’s view stands between nature and nurture, acknowledging both the influence of certain innate abilities that the child is born with and how these develop and mature according to learning environment, they offer a useful framework for developing a set of digital competencies. 

	Developmental Stage
	Literacy goals
	Numeracy goals
	Digital Competence

	The pre-operational stage (two to seven years) is divided into two sub-stages: and it is the intuitive sub-stage (four to seven years): characterised by the way in which children base their knowledge on what they feel or sense to be true, yet they cannot explain the underlying principles behind what they feel or sense. Three principal cognitive structures employed by the child at this time1) Egocentrism: viewing the world from a self-centred, subjective point of view. 2) Centration: focusing on one aspect of a situation or task and ignoring other, possibly relevant, aspects. Conservation is an example: if a child is shown two balls of modelling clay of the same size and agrees that they are the same size she will be unable to see that they remain the same in amount when one is rolled out into a sausage shape. 3) Irreversibility: the inability to work backwards to your starting point. 

	Reading is based on a wide range of high-quality fiction, poetry

and non-fiction texts and provide opportunities for children to apply their developing reading skills appropriately. A planned read-aloud programme is one key to the development of early readers, providing them with the essential tunes, rhythms and structures of language.
Children experience a range of fiction, non-fiction and poetry, including a number of ICT and other visual or multimodal texts and texts that relate to and support other areas of the curriculum. The majority of children can read automatically some 150 of the most frequently

occurring words and can spell many of them. Their phonic knowledge and speed of blending increases so that they can decode words independently and quickly.
Primary Framework for literacy and mathematics(2006)

	Children can solve problems in the context of numbers, measures or money. They describe the problem or puzzle in their own words and use numbers, practical resources or diagrams to help them. Children begin to sustain their problem-solving activity and return to problems to develop their solutions further.
Children count groups of objects with increasing accuracy. They count aloud, forwards and backwards, and order numbers, positioning them on a number line. They develop their sense of

the size of numbers and use this to estimate a number of objects that can be checked by counting. Primary Framework for literacy and mathematics (2006)

	Offline use
basic computer use
accessing DVDs

1a

	Stage three: the concrete operational stage (seven to 11 years) and intuition is replaced by the use of logical rules. The child now recognises that the clay remains the same in quantity, whatever shape you mould it into. Piaget further considered that a child’s understanding was still limited by actual experience of the ‘concrete’ world and believed that at this stage children struggled to grasp ideas that were hypothetical or abstract. 


	Children’s reading and writing continues to develop through recounts and reports and extends into explanations, persuasive and discussion texts. Children use some elements of formal, impersonal writing. Controlling structural organisation of non-fiction text-types through paragraphs and devices such as headings and subheadings is a major task for Year 4. At the same time, learners are mastering

internal organisational features such as tense, pronoun agreement and connectives, which guide the reader to clear understanding of information, argument or point of view. They are becoming confident in using connectives and subordination in order to show why, when or where something happened.

As children learn to use a variety of complex sentences, punctuation using commas within sentences develops. They begin to use the possessive apostrophe accurately. Spelling is marked by increasing accuracy of high frequency and phonically regular words and the ability to apply a range of strategies to unfamiliar words. When spelling unfamiliar words with long vowels, children will have sufficient information at this stage to make an accurate choice, and for many fairly common words will correctly decide, on visual appearance, between two alternatives. They distinguish between the spelling and meaning of common homophones.
Primary Framework for literacy and mathematics(2006)

	Children derive and recall addition and subtraction facts that involve two-digit numbers. They use their knowledge to derive doubles and halves, the sums and differences of pairs of multiples of 10 and 100, and begin to apply this work involving 1000s. Children recall multiplication tables to 10 × 10 and derive the associated division facts. They use the vocabulary ‘multiple’ and ‘factor’ when describing relationships between numbers. Children use their knowledge of number facts to calculate mentally. They develop and refine efficient methods of calculation for addition and subtraction and written methods to support multiplication and division.
Primary Framework for literacy and mathematics(2006)

	1b 1c 2a 2b 3a

	Stage four: the formal operational stage (11 years onwards) children are understood to be capable of abstract and systematic thought and will construct a plan of action when confronted with a problem to solve, taking into account various factors and exploring possibilities. 


	Children have acquired a developed repertoire of reading skills for different texts and adapt them consciously to suit different reading purposes. The majority of children are able to decode effortlessly so that unfamiliar words are read with little or no hesitation. Their active attention is on the content of their reading and writing, not the individual words. When writing, children give most of their attention to what they want to say and how they can express it most effectively.

Children begin to increase their knowledge of morphemes and the origins of words so that they are able to access the meanings of words they have not yet encountered in print and words that are not even in their spoken vocabulary. They access and use a wide range of non-fiction print and ICT resources to compare and explore information and ideas in depth. They consolidate their research and study skills so they can locate, retrieve and record information efficiently. They are proficient at evaluating the usefulness of a range of materials for specific purposes, critically appraising them for

bias and accuracy.

Primary Framework for literacy and mathematics(2006)

	Children solve multi-step problems, including those that involve fractions, decimals and percentages. Through discussion and application, they develop and refine their strategies to solve increasingly complex problems, recognising that to simplify a problem is a helpful starting point.
The majority of children work more systematically and independently. They organise their work clearly, interpreting results and reflecting on the efficiency of their methods. They recognise that representing a problem may require a diagram, numbers or calculations, and that after solving the problem, the

solution needs to be interpreted and checked in the original context.

Children describe, interpret and use patterns and relationships which they observe. Most use words then letters as symbols to construct and use simple expressions or formulae. Children make and test predictions and general statements. They make deductions from given statements or information. They explain their reasoning and justify their choices and conclusions.

The majority of children manipulate a range of types of numbers. 

Primary Framework for literacy and mathematics(2006)

	3b 3c 3d 4


The numbers in the digital competence column refer to sections of the basic structure of the digital competence scheme discussed in section 5.3. For each stage, a mapping is made of appropriate learning targets in selected  disciplines (numeracy and literacy), as examples of the learning environment of a child. The (draft) digital competencies relevant to each stage are added.

5.3  From ICT skills to digital competence

All EU countries recognise the importance of ICT skills training, as part of the primary curriculum. For example, the new Norwegian curriculum specifies 5 basic skills which are to be integrated in every subject and on every level:

the ability to express oneself orally

the ability to read

the ability to express oneself in writing

the ability to do arithmetic

the ability to use information and communication technology

(Norway Insight report, 2005)

It is in the detail, and in implementation strategy that differences of emphasis emerge. In some countries, ICT skills training is integrated with other learning objectives, while in others, ICT skills are taught separately.

However, education and training in basic ICT skills is no longer sufficient to meet the requirements of eEurope, or to prepare young children to engage with the information economy. The main feature of today’s information infrastructure is the emphasis on services. eServices of increasing complexity, from ringtones to blogs, from Myspace to YouTube,  are now routinely used by young children, and the education programme for 4 to 12 year old children must change to reflect this.

This means that a new programme of digital competence is needed for young children. Such a programme will build on basic ICT skills, but also explore the safe and secure use of global ICT services. It will focus on developing good practice, and highlight the negative consequences of eservices misuse and abuse.

5.4  What every child should know about ICT product and service use – (Basic structure)

There are 4 main sections, each building on the material from the previous section.

The main message that young children need to understand is that the Web in general, and ICT services in particular are communications services, and these services operate among a global community where the simple and adhoc rules of behaviour which are learned as very young children do not always apply.

The material moves from the simple, and hopefully obvious (from a young child’s viewpoint), to the more complex, and from the concrete to the more abstract.

Section 1 – the nature of communication

(a) one to one
- e.g. face to face, or a telephone call, but to note that security depends on ‘knowing’ the sound of the other person’s voice – this can be frauded by e.g. impersonators
- texting, where identity is based on identity of the caller’s handset

These services are relatively secure, if some simple precautions are taken. If there is any suspicion of the identity of the source, seek help from a trusted adult.

(b) one to many
- email sent to many addresses, and possible forwarded to many more. This is much less secure than the previous examples.
- Blog – where the writer of the blog sends information to potentially millions of people

(c) many to many
chat/messaging boards, where many people are talking to a greater number at the same time; beware ‘lurkers’, who listen (view) but say nothing.

Section 2 – trust in communications

(a) How do you know to whom you are speaking/communicating with?

Phone, text, email, blog, chat, MSN…..examples of good practice to ensure the actual identity of the person/people you are communicating with

(b) Need for identity checks 


Need for caution in disclosing own identity

(c) Understanding important differences in on-line and off-line identities 

Section 3 Using online services

(a) Logon
 secure logon practice
Registration – how accurate, how secure is the data? What is service provider doing with the data you provide?
Some services use the data for advertising, or provide the data to others e.g. LBS

(b) Some services use the data to ‘match’ with data from other users e.g. MySpace, Bebo – this is ‘matchmaking’ or ‘dating’ – you should be clear that this is what you want to do, and that you have approval before sending personal data online. If you want to communicate with strangers, who is the trusted third party who guarantees your safety? 

(c) Rules for online behaviour and acceptable use of services – emphasis on good practice
E.g. it is good practice not to abuse someone via txt, email, etc
Is it good practice to hide behind an alias or profile?

(d) Good practice in control of costs 
How to deal with advertising
Service providers – who are they? Which ones can be trusted with personal data?

Section 4 Future services – pervasive, ambient, adhoc networking

Good practice rules for staying safe and secure online

This is the first attempt at developing a new set of targets for digital competence for young children in today’s eEurope. It necessarily flawed, and incomplete. It will be left to others to develop this model, and produce more detailed specifications of what is needed. It will then require a major policy shift, across the whole EU to have such a model implemented in schools.

In this report, the need for such a new model is highlighted, as an essential step in recognising the reality of ICT use by young children. Earlier approaches, from the teaching of ICT skills within computer laboratories, to the integration of ICT into the whole curriculum have failed to prepare young children adequately to participate in today’s media saturated world. As a result, young children misuse the technology for anti-social purposes, and they are more open to abuse through the misuse of technology by others. The task of safeguarding young child users is made much more difficult. 
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Addendum 1
Background Research Report

Young Children and ICTs 

Introduction

The interest in the use of ICTs in educational settings and the recognition that ICTs have the ‘potential to ‘transform’ social and organizational life’ is not new (Hemmings et al. 2001) and, as the media play a central role in everyday life in western information societies,  their importance is still increasing (Süss et al., 2001). However, Hutchby and Moran-Ellis (2001:1) suggest that ‘in most sociological studies of technology, little account has been taken of children in analyses of major technological changes and their impact on everyday social and economic life’ and much of the academic and lay writing that is available on young people’s use and understanding of new technologies of communication, information, and entertainment is often impressionistic and over simplistic’ (Thurlow and McKay, 2003: 95). As Valentine and Holloway (2001b: 25) observe:

Current public and policy understandings of children’s use of new ICTs contain paradoxical ideas about childhood and technology. On the one hand, ‘cybertopians’ celebrate children’s command of technology which is assumed to be our future; on the other hand ‘cybercritics’ raise fears that this technology is putting children’s emotional well being at risk. These contrasting interpretations are both problematic as they essentialise the category child, denying children’s diversity and their status as social actors, and rest on technological determinist understandings of the inevitable impacts ICT has on society.

This paper offers a review of previous academic literature on children and new media technologies, discusses some recent research in a variety of key themes related to contemporary debate and considers how ‘the portrayal of children and ICTs has proved an enduring and multifaceted aspect of the social construction of the ‘information age’ over the past two decades’ (Selwyn, 2003: 366). 

From determinism to democracy

Buckingham (2000: 45) argues that both current discourse and academic debate on children and technology are dominated by technological determinism: 

From this perspective, technology is seen to emerge from a neutral process of scientific research and development, rather than from the interplay of complex social, economic and political forces – forces which play a crucial role in determining which technologies are developed and marketed in the first place. Technology is then seen to have effects to bring about social and psychological changes, irrespective of the ways in which it is used and of the social contexts and processes in which it enters.

These past approaches to studying technology and family have assumed that people are passively affected by technology (Hughes and Hans, 2001) and Buckingham (2000) offers a comprehensive account of children and media and discusses various alternative perspectives in considerable detail. He is critical of the many accounts of technology which take an essentialist view of childhood and a deterministic approach to technology arguing that they reflect a sentimentality about childhood that fails to recognise the diversity in children’s lived experiences and in their relationships with media technologies. Buckingham’s (2000) claim is apparent in Postman’s (1983: 80) suggestion that ‘the new media environment that is emerging provides everyone, simultaneously, with the same information. Given the conditions I have described, electric media find it impossible to withhold any secrets. Without secrets, of course, there can be no such thing as childhood’. 

Recently a more positive aspect of the relationship between children and technology has begun to emerge and, rather than passive victims, the notion of children possessing media literacy has received much attention. However, whilst much more positive about the impact of the media and digital technology than Postman (1993), these more optimistic accounts, such as Tapscott (1998), are also technologically deterministic as technology remains perceived as instrumental in bringing about changes in many aspects of children’s lives (Buckingham, 1998). Valentine and Holloway (2001a) suggest, therefore, the child is portrayed as technically competent but immature, a biologically essentialist approach (Jenks, 1996), and Selwyn’s (2003: 351) analysis of discursive constructions of the child computer user identifies six themes to argue that the ‘emblematic role of the child has been exemplified in ongoing debates concerning the increasing role of technology in society and the perceived shift of countries such as the UK into a post-industrial era and associated ‘information age’. The emerging picture from the literature is one of a somewhat polarised view of technology, positive in terms of employment and the development of technological skill and simultaneously negative with regard to the perceived detrimental effects on intellectual development and social relations (Thurlow and McKay, 2003 and Lenhart et al., 2001). 

Buckingham (2000) criticizes many analyses claiming that they fail to address how the technologies are designed, produced, marketed and actually used by children and argues for moving beyond essentialism and conceptualising childhood as a homogenous category.  Furthermore, ‘the framing of children, adults and technology within these deterministic discourses tends to hide the key shaping actors, the values and power relations behind the increasing use of ICT in society’ (Selwyn, 2003: 368). Hughes and Hans (2001) propose that work is needed which is based on a social constructive approach, in order to provide a useful theoretical framework, which studies the actual ways people use technology. The social constructionist position ‘begins from the viewpoint that precisely what the characteristics of any given technology are, as well as their relationship with social structures, are both socially constructed: the outcome of a whole range of social factors and processes’ (Hutchby and Moran-Ellis, 2001: 2). Ling (1999) further argues that the both the social definition of technology and the social understanding of childhood need to be examined. 

Rhetoric and reality

What is important about Buckingham’s (2000: 15) analysis of the debates surrounding children and technology is that it draws attention to the essentialist views of childhood and the communications media that have previously dominated much of the rhetoric and discourse and how ‘the dominant construction of children as pre-social individuals effectively prevents any consideration of them as social beings, or indeed citizens’. The construction of the child in previous debates that view childhood as a time of innocence which should not be corrupted or exploited by media does not ‘match  the reality of many children’s lives and fails to acknowledge that children are active participants’ (Selwyn, 2000: 148). Recent theoretical developments and related research, however, is beginning to effectively challenge this perspective and offers evidence to support developments in the new paradigm of sociology of childhood that children are, indeed, active social beings and attempt to understand the diversity of the realities of children’s lived experiences. Furthermore, children have become consumers from a very early age (Selwyn, 2000) and the complex interaction between technologies, children and the increasing recognition of children as consumers has further influenced contemporary views of children as being capable of maintaining independence (Lee, 2001). 

Historical perspectives can highlight underpinning commonsense assumptions that inform public discourse (Selwyn, 2003) and Livingstone (1998) stresses the importance contextualising ‘new’ media in relation to the contexts of young peoples lives, including pre-existing media; theorizing media use in relation to modernity and both being informed by and informing academic study of childhood. Children’s use of technologies and media is diverse and they use and do not use them in many different ways (Selwyn, 2003). The way in which children may use technologies is clearly demonstrated by Robinson and Delahooke’s (2001) research on children’s use of Asthma inhalers which highlights how the ‘proper’ use of technologies, although understood by children is limited and particular are only a small part of children’s varied and rich social lives. Much recent research on a wide variety of media technologies highlights gender, age and socioeconomic differences in children’s access to, perceptions and use of technologies and these marked divisions are giving rise to further concerns of technological inequalities and potential exclusion. 

Diversity and division 

Research continues to find differences in gender use with boys more interested in the technology itself and ‘info-entertainment’ functions and girls focusing on the ‘interactive possibilities of new technology’ (Thurlow and McKay, 2003: 96).  Orleans and Laney’s (2000) highlight gender differences in computer use with boys being more likely to socialise in relation to computers than girls and Valkenburg and Soeters’ (2001) study outlines gender differences in children’s motives and experiences in using the internet. Research carried out by Smoreda and Licoppe (2000) in France suggested that girls are more likely to speak to parents than boys both in frequency and variety of subjects and whilst Ling’s (2000) study in Norway found that boys were more likely to own a mobile telephone than girls, it was girls, through borrowing a mobile telephone, that were the more frequent users and he suggests that the social meaning behind mobile telephone adoption may be part of children’s development of a gendered identity. Furthermore, these gender variations also appear to be apparent in parental use of technology, for example, there are marked gender differences in how parents play with children and technology (Marsh, 2004) and in domestic telephone use with mothers being more likely to be involved than fathers if the subject was intimate or personal, regardless of the gender of the offspring (Smoreda and Licoppe, 2000).  Livingstone and Bober (2004) and Hughes and Hans (2001) found that whilst homes with children lead in gaining internet access socioeconomic differences are remain marked and Facer et al. (2001) also suggest that children’s access to a home computer is patterned along socioeconomic trends. Non ownership of mobile telephone may limit children’s experience and understanding of other communication technologies (Charlton et al., 2002) and may lead to social exclusion (Leung and Wei, 1999). Whilst Tapscott (1998) acknowledges the widening gap between the technology rich and the technology poor, Buckingham (2004a: 112) argues that ‘we also need to locate children’s uses of these media in relation to broader social, economic and political forces.’ Selwyn (2003:353) claims that political and economic influences also need to be considered as the child computer user remains politically contentious, and explores how notions of ‘children and technology have long been used to ‘sell’ technology to a society sometimes resistant to such change’.  Furthermore, the ‘Digital divide’ has gained the attention of politicians and philanthropists both in America (Attewell, 2001) and the UK (Buckingham, 2004b and Livingstone and Bober, 2004). This recognition, Attewell, (2001: 257), argues ‘is the latest effort to encourage our reluctant social and political leaders to ameliorate inequality and social exclusion’ and Holloway and Valentine (2003) suggest that thinking about social exclusion in terms of access to ICTs highlights the importance of the way that technologies and people mutually develop. 

Protection and participation 

Postman (1983: 45) draws on Elias’ civilizing process argument to claim that, as the concept of childhood developed, society began to ‘collect a rich content of secrets to be kept form the young: secrets about sexual relations, but also about money, about violence, about illness, about death, about social relations’. Livingstone (2003b) discusses the notions of secrecy and surveillance and Lenhart (2005) claims that in America the use of filters has grown significantly in Internet-using households with teenagers aged between 12-17 with 54% in 2004 compared to 41% in 2000. Parents also employ other methods to promote safe internet use such as locating the computer in a public area of the house and attempt to monitor their children’s use of the Internet (Livingstone and Bober, 2004 and Lenhart, 2005). However, moves to encourage parents to protect children or control their use of the media grants children themselves little or no independent agency and yet children’s understanding and skill with new technologies enables them to access culture and communication that ‘largely escape parental control’ (Buckingham, 2000: 5). Valentine and Holloway (2001b) suggest adults and children have very different perspectives on ICTs and whilst adults are concerned about the future, children are interested in the present and their social relationships within which they have to manage their own identities. It is, therefore, interesting to note from Roberts et al (2005:60) that ‘despite concerns that parents often express about the impact of media on their children, the kids themselves do not report much parental effort to monitor or curb their media consumption and, like Livingstone and Bober (2004), Lenhart (2005) highlights discrepancies between what parents and children say with 62% of parents saying that they monitor children’s surfing habits but only 33% children think that their parents monitor their activity. However, both agree that children do things on line that their parents would disapprove of. Buckingham (1998: 560) highlight’s Katz’s attitude to the authoritarian attitudes to children’s access to technology, such as blocking software, ‘as fundamental attacks on children’s freedom’ and Katz’s argument, Buckingham (1998: 561) claims, is based on ‘notions of children’s rights’ and challenges dominant views on the negative impact and potential harm of technology on children’s lives. Whilst Postman (1983) argues that the conception of children’s rights rejects adult supervision and control of children and provides a philosophy to justify the dissolution of childhood, the situation is clearly rather more complex than he appears to acknowledge. Hick and Halpin (2001: 56) explore both the positive and negative aspects of the Internet from a global perspective to suggest that the internet is having ‘a profound impact on children’s rights around the world, and whilst the Internet has been a valuable tool in connecting children and promoting awareness of children’s rights, it has simultaneously been a ‘destructive’ and ‘hard-to-control’ force. 

Additionally paradoxes appear elsewhere and, whilst the mobile telephone associated with privacy, freedom, security (Ling, 2000 and Charlton et al. 2002), research reveals complex aspects of the relationships between mobile phone technology, children and parents. Whilst the mobile telephone allows parents to give their children more freedom (Crabtree and Nathan, 2003),  Ling (2000), Yoon (2003) and Williams and Williams (2005) all highlight the role of mobile technology in extending parental control and also in young people negotiating parental control. Yet the creative challenge of mobile phone technology sits uneasily on the private role of the mobile and is somewhat controversial and open to further regulation and control (Stone, 2004). For example according to Nordic Business Report October 13th 2003 the Finnish Government submitted a bill allowing parents to track their children (under he age of 15) via their mobile phone although children over the age of 15 retained the right to forbid anyone locating them via their mobile phone. Furthermore, such a locating service is available in the UK (http://www.childlocate.co.uk, 2005) enabling parents to locate their children via the internet through the mobile telephone. 

Risk and Relationships

Roberts et al. (2005) report from the US that children spend nearly 6.21 hours per day using media during which they are exposed to 8.33 per day of media messages (a result of multi-tasking) compared to the 2.17 hours per day children say they spend with their parents.  Young people are portrayed in the media as ‘desembedded from family-orientated social relations due to their consumption of personal communication technologies’ (Yoon, 2003: 328). However, whilst the way teenagers use technology in their everyday lives may indeed have consequences for the quality and manner of teenage communication (Kasesneimi and Rautiainen, 2002) and impact on families’ social networks (Hughes and Hans, 2001), both the media portrayal and focus of some analyses is oversimplistic and unduly negative and continues to be contested. Tapscott (1998) considers the active character of the internet and Orleans and Laney’s (2000) research challenges the idea that heavy computer users experience social isolation. Gross et al., (2002: 88) and Livingstone and Bober (2004) found that children’s time on-line was mainly spent communicating with established, often local, friends highlighting how young people use the internet within their ‘communications repertoire’. Additionally young people buy and use mobile telephones to access peer networks and avoid being excluded from peer communication (Yoon, 2003 and Charlton et al. 2002) and Yoon (2003) found that mobile communication technologies are more likely to strengthen existing relationships as they are based on face-to-face relationships. Ling (1999) argues that the mobile telephone plays a role in the micro-coordination of society outlining the role of the mobile telephone in teenage girls’ social networks. In Charlton et al.’s (2002) study of younger children it was parents whom children called most often and nearly 40% of the children had used their mobile telephone in a crisis situation. Furthermore, text messaging, like the internet, is part of young peoples everyday lives and is able to be used when calls are inappropriate and represents ‘entire spectrum of human emotions’, including intimacy and trust, and expresses adolescents’ identification with other teenagers’ (Kasesneimi and Rautiainen, 2002: 177). 

Süss et al., (2001) suggest that media technology does not cause problems in children’s relationships with their friends, does not substitute from communication and interaction with people and is integrated into social settings with friends. Additionally, social interaction, both online and offline, are not the most important motives for children’s use of the internet (Valkenburg and Soeters, 2001) and it is important to remember that ‘children acquire a significant part of their knowledge of the world through the media’ (Süss et al., 2001: 28) although early childhood (0-8) is under researched compared to other age groups (Lankshear and Knobel, 2003). Whilst Postman (1983: 97) argues that in having access to information children are ‘expelled from the garden of childhood’, Orleans and Laney’s (2000) suggest that teachers and parents take a less apprehensive and more integrated view of the social effects of children’s computer use. 

Holloway and Valentine (2003) suggest that the UK government’s current drive to further IT in education emphasises the perceived power of technology and its benefits but this vision remains technologically deterministic. Unlike educational settings, contemporary technologies use a combination of visual, text and aural forms and children are very familiar with this computer popular culture developing expertise by learning from informal settings that is different from what is expected in schools (Cross, 2004).  Tapscott (1998) claims that the internet gives children back playspace, albeit virtual, and Steinke (2004) suggests that the interactive features of the Web may be one strategy to increase interest amongst girls in science and technology. Whilst Buckingham (1998) is critical of such approaches, he suggests that what Postman (1983) and others have done is raise questions about conceptions of childhood and the changing nature of children’s experiences with the media. 

Conclusion 

Young children use a wide variety of technologies in their everyday lives and, broadly speaking, are knowledgeable and competent in their use. The ICTs that children use underpin role many aspects of their lives both socially and practically and for educational as well as entertainment purposes. Roberts et al. (2005) claim that many contemporary children lead media saturated lives and that this much media space needs attention in the form of research. 

However it is important to consider Drotner’s (2003) call for research to move away from previous areas of focus towards media milieus as a content /communication (rather than a single technology) and towards a focus on users (as opposed to on production/provider). Hutchby and Moran-Ellis (2001) call for a more reflexive approach to understanding children and technology as previous non-reflexive approaches granted ICTs a special place that obscured continuities with other technologies and lacked a social-relational point of view, conceptualising the material object as asocial and deterministic. Research needs to focus on the technology within the context of family issues for example within the study of intergenerational relationships, post divorce relationships, social network processes (Buckingham, 2000). 

Children continue to be viewed as passive victims of the media, which threatens their innocence, takes advantage of children’s vulnerability and destroys individuality (Valentine and Holloway, 2001b and Thurlow and McKay, 2003). Additionally, Livingstone (2003a) suggests that the nature of children’s use of media technologies  internet generates public anxieties which both guide and undermine research making the study of children within the private sphere of the family home a complex issue, theoretically and practically.  Lee (2001:160), however, argues that in contemporary consumer society children do have a say in purchasing decisions alongside adults regardless ‘of their perceived or attributed levels of competence’ and thus have an impact on the economy. ‘Children, as symbols of the future themselves, are seen to have the most to gain or lose as we enter the information age’ (Valentine and Holloway, 2001a: 59). As Buckingham (2000: 16) so eloquently notes: 

The electronic media play an increasingly significant role in defining the cultural experiences of contemporary childhood. Children can no longer be excluded from these media and the things they represent; nor can they be confined to the material that adults perceive to be good for them. The attempt to protect children by restricting their access to media is doomed to fail. On the contrary, we now need to pay much closer attention to how we prepare children to deal with these experiences; and in doing do we need to stop defining them simply in terms of what they lack.
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Addendum 2 A European Perspective, based on the work of Insight

The following are extracts from the Insight Report “ICT Impact on Schools in Europe”  December 2006  I  Anja Balanskat, Roger Blamire, Stella Kefalla

The review draws on evidence from 17 recent impact studies and surveys carried out at national, European and international level. They offer evidence concerning the benefits and impact of ICT in schools in these two areas and fall into seven categories:

1. Large scale impact studies [e.g. elearning Nordic, Ramboll Management (2006), Impact 2, Harrison (2002); New Technology in School: Is There a Payoff, Machin (2006)]

2. Evaluations of national ICT programmes or initiatives [e.g. Evaluation of ITMF, Ramboll Management (2005), Tiger in Focus, Toots (2004), ICT and school development, ITU (2004)]

3. National inspection reports [8 Years Education and ICT, ICT Monitor, Kessel (2005)]

4. Evaluation of specific national interventions- large and small scale [e.g. The ICT test bed evaluation, Underwood (2006), e.g. Interactive Whiteboard evaluation, Higgins (2005)]

5. National research reviews [The Becta Review, Becta (2006)]

6. International and European comparisons [e.g. Are students ready for a technology rich world, OECD (2004), Benchmarking Access and Use of ICT in European Schools, Empirica (2006), Key Data on ICT in Europe, Eurydice (2005)]

7. European case studies (Innovative learning environments for schools, Ramboll Management (2004), Ernist ICT school portraits (European Schoolnet (2004)].

Only three of the studies [Harrison (2002), Ramboll Management (2006), Machin (2006)] consider impact as such. In these impact is seen as an effect on a wider educational policy target caused by an intervention related to ICT and is seen as the end-point of an intervention involving input, process, output and outcome. 

Key Findings

The key findings from the studies are summarised below. 

Impact on Learing and Learners

Six studies provide quantitative evidence that ICT can impact on learning outcomes based on analyzing the statistical relationship between student’s results in exams or tests and ICT use:

• ICT impacts positively on educational performance in primary schools, particular in English and less so on science and not in mathematics (Machin, 2006).

• ICT use between ages 7 and 16 can result in significant relative gains in English, science and design and technology (Harrison, 2002).

• Following the installation of broadband, significant improvements take place in pupils’ performance on national tests taken at age 16 (Underwood, 2005).

• After the introduction of interactive whiteboards, pupils’ performance improves more in national literacy, mathematics and science tests compared to pupils in other schools (Higgins, 2005).

• Use of interactive whiteboards improves the performance of low-achieving pupils in English and the overall impact was greatest on writing (Higgins, 2005).

• There is an association between the length of time that students have been using computers and their performance in PISA mathematics (OECD, 2004).

Other reviewed studies provide qualitative evidence that ICT can impact on learning outcomes based on opinions of teachers, students and parents.

• Pupils, teachers and parents consider that ICT has a positive impact on pupils’ learning (Ramboll Management, 2006, EUN, 2004, ITU, 2004).

• Teachers are becoming more and more convinced that the educational achievements of pupils improve through the use of ICT (Kessel, 2005).

• Pupils’ subject-related performance and basic skills (calculation, reading and writing) improve (Ramboll Management, 2006).

• Academically strong students benefit more from ICT use, but ICT serves also weak students (Ramboll Management, 2006).

All the studies show that ICT has ‘secondary’ impacts on the learners:

• A very high 86% of teachers in Europe state that pupils are more motivated and attentive when computers and the Internet are used in class. However, in some countries there is a substantial number of teachers, who deny that there is much of a pedagogical advantage of computer use in class (Empirica, 2006).

• ICT has a strong motivational effect and positive effects on behaviour, communication and process skills. (Comber, 2002, EUN, 2004).

• Multimedia and interactive content on interactive whiteboards is engaging and motivating, particularly for primary pupils, and students pay more attention during lessons (Higgins, 2005).

• ICT allows for greater differentiation (especially in primary schools), with programmes tailored to individual pupils’ needs (Ramboll Management, 2006).

• Pupils state that they do assignments more their own way when using a computer and their parents consider that they solve assignments more at their own level (Ramboll Management, 2006).

• Teachers consider that pupils work more in cohesion with their own learning styles, resulting in a favourable impact on both academically strong and weak students (Ramboll Management, 2006).

• Pupils with special needs or behavioural difficulties gain in different ways from the use of ICT (Ramboll Management, 2006, ITU, 2004).

• Students assume greater responsibility for their own learning when they use ICT, working more independently and effectively (ITU, 2004).

• ICT offers assignments better suited for their individual needs and makes it easier to organize their own learning, through the use of, for example, digital portfolios (ITU, 2004)

• Teamwork between students is greater when they use ICT for project work (Ramboll Management, 2006, Kessel, 2005)

• ICT use at schools is a factor that helps to minimise the social divide by smoothing out the digital divide (Ramboll Management, 2006).

Barriers

Although teachers appear to recognise the value of ICT in education, difficulties nevertheless continue to be experienced within the processes of adopting these technologies and as has been shown in the studies only a minority has so far embedded ICT into teaching.

The main factors that prevent teachers from making full use of ICT can be broadly grouped into three categories:

• Teacher-level factors

Lack of teacher ICT skills;

Lack of teacher confidence;

Lack of pedagogical teacher training;

Lack of follow-up of new ICT skills;

Lack of differentiated training programmes

• School-level factors

Absence of ICT infrastructure;

Old or poorly maintained hardware;

Lack of suitable educational software;

Limited access to ICT;

Limited project-related experience;

Lack of ICT mainstreaming into school’s strategy

• System-level factors

Rigid structure of traditional education systems

Traditional assessment

Restrictive curricula

Restricted organisational structure
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Addendum 3  An example of the current ICT training in UK schools for young children aged 5 to 11 years of age.

Key Stage 1 (Age 5-7)

Knowledge, skills and understanding

1) Finding things out 

Pupils should be taught how to:  

gather information from a variety of sources [for example, people, books, databases, CD-ROMs, videos and TV]  

enter and store information in a variety of forms [for example, storing information in a prepared database, saving work] 

retrieve information that has been stored [for example, using a CD-ROM, loading saved work]. 

2) Developing ideas and making things happen 

Pupils should be taught: 

to use text, tables, images and sound to develop their ideas  

how to select from and add to information they have retrieved for particular purposes 

how to plan and give instructions to make things happen [for example, programming a floor turtle, placing instructions in the right order] 

to try things out and explore what happens in real and imaginary situations [for example, trying out different colours on an image, using an adventure game or simulation]. 

3) Exchanging and sharing information 

Pupils should be taught: 

how to share their ideas by presenting information in a variety of forms [for example, text, images, tables, sounds] 

to present their completed work effectively [for example, for public display]. 

4) Reviewing, modifying and evaluating work as it progresses 

Pupils should be taught to: 

review what they have done to help them develop their ideas 

describe the effects of their actions 

talk about what they might change in future work. 

Breadth of study

During the key stage, pupils should be taught the Knowledge, skills and understanding through: 

working with a range of information to investigate the different ways it can be presented [for example, information about the Sun presented as a poem, picture or sound pattern] 

exploring a variety of ICT tools [for example, floor turtle, word processing software, adventure game] 

talking about the uses of ICT inside and outside school. 

Note During key stage 1 pupils explore ICT and learn to use it confidently and with purpose to achieve specific outcomes. They start to use ICT to develop their ideas and record their creative work. They become familiar with hardware and software

Key Stage 2 (Age 7 – 11)

Knowledge, skills and understanding

1) Finding things out 

Pupils should be taught:  

to talk about what information they need and how they can find and use it [for example, searching the internet or a CD-ROM, using printed material, asking people]  

how to prepare information for development using ICT, including selecting suitable sources, finding information, classifying it and checking it for accuracy [for example, finding information from books or newspapers, creating a class database, classifying by characteristics and purposes, checking the spelling of names is consistent] 

to interpret information, to check it is relevant and reasonable and to think about what might happen if there were any errors or omissions. 

2) Developing ideas and making things happen 

Pupils should be taught: 

how to develop and refine ideas by bringing together, organising and reorganising text, tables, images and sound as appropriate [for example, desktop publishing, multimedia presentations]  

how to create, test, improve and refine sequences of instructions to make things happen and to monitor events and respond to them [for example, monitoring changes in temperature, detecting light levels and turning on a light] 

to use simulations and explore models in order to answer 'What if ... ?' questions, to investigate and evaluate the effect of changing values and to identify patterns and relationships [for example, simulation software, spreadsheet models].  

3) Exchanging and sharing information 

Pupils should be taught: 

how to share and exchange information in a variety of forms, including e-mail [for example, displays, posters, animations, musical compositions] 

to be sensitive to the needs of the audience and think carefully about the content and quality when communicating information [for example, work for presentation to other pupils, writing for parents, publishing on the internet]. 

4) Reviewing, modifying and evaluating work as it progresses 

Pupils should be taught to: 

review what they and others have done to help them develop their ideas 

describe and talk about the effectiveness of their work with ICT, comparing it with other methods and considering the effect it has on others [for example, the impact made by a desktop-published newsletter or poster] 

talk about how they could improve future work. 

Breadth of study

During the key stage, pupils should be taught the Knowledge, skills and understanding through: 

working with a range of information to consider its characteristics and purposes [for example, collecting factual data from the internet and a class survey to compare the findings] 

working with others to explore a variety of information sources and ICT tools [for example, searching the internet for information about a different part of the world, designing textile patterns using graphics software, using ICT tools to capture and change sounds] 

investigating and comparing the uses of ICT inside and outside school. 

Note During key stage 2 pupils use a wider range of ICT tools and information sources to support their work in other subjects. They develop their research skills and decide what information is appropriate for their work. They begin to question the plausibility and quality of information. They learn how to amend their work and present it in a way that suits its audience.

� http://life.eun.org/ww/en/pub/insight/misc/specialreports/impact_study.htm





