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Foreword

Under updating – wording will be provided when the approach is stable.
Introduction
Review and update 
Information and Communication Technologies (ICT) play a key role in the daily activities of many people. The mobile telephone is a highly successful device that also corresponds to a deep human communication urge. Available and coming applications and services promise a world where ICT resources improve further the quality of life.

The global number of mobile subscriptions continues to rapidly grow, estimated to reach 2 billion in 2008. It already overtook the number of wire-line subscribers globally in 2003, growing six times faster than fixed-line services. In addition to those presently subscribed, over 500 thousand new mobile telecommunications users sign up each day. Users also talk more on their mobile devices and increase their use of data services (over 1 billion SMS messages are sent every day). GSM is the globally most widespread technology in 2004, it accounts for more than 1 billion subscribers served by more than 600 operators in more than 200 countries. The penetration growth is particularly strong in Central and Eastern Europe, China and India, also driven by tariff reductions. In 2004, world penetration is estimated to 20 % (with a total of some1.3 billion subscriptions in mid-2004).

The capabilities offered by mobile solutions evolve, from only being able to make a call and use voice-mail to downloadable personalization achieved through ring signals, software programs such as games and the introduction of multimedia information services such as mapping and directions, traffic information, text messaging and e-mail access, quasi-cordless functionality or video call services.

Connectivity and interoperability between telephony networks, personal computing, the Internet, and ever-smarter mobile devices and services offer enormous potential for improving life. However, there is concern about whether these new products, services and their content will be fully accessible to all people, including children, aging and disabled users. An effective e-society relies on the fact that all citizens are granted access. Users who cannot get over the hurdle of the first installation of their devices and services will perpetually be excluded from the e-society. Ensuring access to mobile communication for all is a common goal of vendors, operators, service providers, users associations, as well as politicians, often talking about the creation of the e-inclusive information society, see [64] to [66].

It is important to consider the use of market-driven solutions that utilize technologies with forward-looking interoperability. Such an approach can provide users with increased satisfaction in the use of superior modes of communication devices and ICT equipment. A similar approach has recently been announced in the networked consumer electronics area in order to establish a platform of interoperability for digital media (DHWG working documents and reference specifications - see bibliography).

The present document is based on the conclusions and recommendations provided by TR 102 125 [1] and has been conducted in collaboration with the telecommunication industry, aiming at consensus building. It was presented to the international community at various international mobile communication conferences, workshops, symposia, major trade fares and other events, thereby increasing the understanding for the benefits of such an approach, preparing the ground for implementations.

The work is aligned with and sponsored by the European Commission's initiative eEurope, a programme for inclusive deployment of new, important, consumer-oriented technologies, opening up global access to communications and other new technologies, for all, see http://europa.eu.int/information_society/eeurope.

The eEurope 2005 Action plan -following on from the eEurope 2002 initiative -aims to provide a favourable environment for the creation and uptake of new services and new jobs, to boost productivity, to modernize public services and to give everyone the opportunity to participate in the global information society. Thereby, the most competitive and dynamic economy in the world, exploiting the opportunities of the new economy and technologies, can be created. However, this will only happen if people have confidence in the commercial and public services offered to them electronically.
1
Scope

The present document provides generic design, development, deployment and evaluation guidelines applicable to the user interfaces of 3G-enabled devices, services and applications, addressed from the end users’ perspective. It is applicable all 3G-enabled mobile telecommunication networks, devices, services and applications.
The applicability of the present document expands beyond EG 202 132 by taking into consideration 3G-specific characteristics such as seamless connectivity between different kinds of networks, quality and continuity of service and provisioning and presentation of data-intensive services and applications. However, the guidelines provided in EG 202 132 remain applicable to the systems and services addressed in the current document as the technologies covered by EG 202 132 remain an integral part of 3G communication networks.
This document does not restrict the ability of market players to further improve and develop their product offerring, nor does it limit their options to trademark user interface elements or position the user experience of brand‑specific user interface implementations as a competitive edge. 

Wherever possible, Design-for-All principles have been applied, taking the need of all users, including young and older people and users with sensory and functional limitations into account.
Ergonomic issues related to hardware design and machine-to-machine interfaces are outside the scope of the present document.

2
References
(Under development)

References are either specific (identified by date of publication and/or edition number or version number) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· Non-specific reference may be made only to a complete document or a part thereof and only in the following cases: 

· if it is accepted that it will be possible to use all future changes of the referenced document for the purposes of the referring document; 

· for informative references.

Referenced documents which are not found to be publicly available in the expected location might be found at http://docbox.etsi.org/Reference.

NOTE:
While any hyperlinks included in this clause were valid at the time of publication ETSI cannot guarantee their long term validity.

2.1
(Informative and) normative references

The following referenced documents are indispensable for the application of the present document. For dated references, only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.

NOTE: The distinction between the Normative and Informative references will be made in the March 2008 version.
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[38]
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ITU-T Recommendation P.840: "Subjective listening test method for evaluating circuit multiplication equipment".

[41]
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[44]
ITU-T Recommendation P.911: "Subjective audiovisual quality assessment methods for multimedia applications".

[45]
ITU-T Recommendation E.164: "The international public telecommunication numbering plan".

[46]
ITU-T Recommendation E.161: "Arrangement of digits, letters and symbols on telephones and other devices that can be used for gaining access to a telephone network".
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ITU-T Recommendation E.121: "Pictograms, symbols and icons to assist users of the telephone and telefax services".

[48]
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[50]
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[54]
ISO 9186: "Graphical symbols - Test methods for judged comprehensibility and for comprehension".

[55]
IEC 80416-1: "Basic principles for graphical symbols for use on equipment - Part 1: Creation of symbol originals".

[56]
ISO 639-2: "Codes for the representation of names of languages - Part 2: Alpha-3 code".
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ISO 9241-11: "Ergonomic requirements for office work with visual display devices (VDTs) - Part 11: Guidance on usability".
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[61]
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ISO/IEC 11581-5: "Information technology - User system interfaces and symbols - Icon symbols and functions - Part 5: Tool icons".
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eEurope 2005: "An information society for all; Action Plan presented at the Sevilla European Council".
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[65]
European Commission, Directorate-General Information Society: "Report from the Inclusive Communications (INCOM) subgroup".
NOTE:
http://europa.eu.int/information_society/topics/citizens/accessibility/regulation/incom_2003/text_en.htm
[66]
Directive 2002/22/EC of the European Parliament and of the Council of 7 March 2002 on universal service and users' rights relating to electronic communications networks and services.
[67]
European Commission Recommendation C(2003) 2657 (25th July 2003) on the processing of caller location information in electronic communication networks for the purpose of
location-enhanced emergency call services.

NOTE:
http://europa.eu.int/information_society/topics/ecomm/useful_information/library/recomm_guidelines/
indexen.htm
[68]
Council decision 92/264/EEC of 11 May 1992 on the introduction of a standard international telephone access code in the Community.
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http://europa.eu.int/ISPO/infosoc/legreg/docs/92264eec.html.

[69]
Mobinet, a Mobile Survey performed by AT Kerney, EDS and Cambridge University Business School in 15 countries since June 2000.
NOTE:
http://www.atkearney.com/shared_res/pdf/Mobinet_6_S.pdf.
[70]
W3C: "The Platform for Privacy Preferences 1.0 (P3P 1.0) Specification".
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[71]
Report on Access to Mobile Telephony for Handicapped Persons. CCR, French Telecommunications Regulator Working Group on Access to Mobile Telephony for handicapped Persons (October 2003).
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http://www.art-telecom.fr/publications/rapport/rapport-balin-eng.pdf.

[72]
TCeurope SecureDOC (2004): "Usable and safe operating manuals for consumer goods - A Guideline".
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[73]
Swedish Standard SS636394: "Positioning of Mobile Devices at Emergency Calls: A Swedish National Standard for procedures and interfaces for the support of positioning of mobile devices at Emergency Calls".
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http://www.its.se/its/ss6363x/SS636394-ed1.pdf.
2.2
Informative references

[i.1]


3
Definitions and abbreviations

3.1
Definitions
Under review for the new approach

For the purposes of the present document, the following terms and definitions apply:

consensus: general agreement, characterized by the absence of sustained opposition to substantial issues by any of the concerned interests and by a process that involves taking into account the views of all parties concerned and to reconcile any conflicting arguments

design for all: design of products to be usable by all people, to the greatest extent possible, without the need for specialized adoption

emergency call: call from a user to an emergency control centre

emergency call number: special short code(s) or number(s), used to contact the Public Safety Answering Point (PSAP) to provide emergency services

NOTE:
The emergency number issued by the emergency caller to request assistance from the emergency services. There exist two different types of emergency numbers in Europe:

· European emergency number, 112: unique emergency number for pan-European and GSM emergency services and used, for example, in EU member states and other countries.

· National emergency numbers: each country may also have a specific set of emergency numbers.

emergency service: legally recognized service that provides immediate and rapid assistance in situations where there is a direct risk to life or limb, individual or public health or safety, to private or public property, or the environment but not necessarily limited to these situations

end user: See user.
enhanced 112 (E.112): emergency communications service using the single European emergency call number, 112, which is enhanced with location information of the calling user
function: the abstract concept of a particular piece of functionality in a device or service

generic: generalized set or general purpose set, often in the sense of basic or ordinary
ICT devices and services: devices or services for processing information and/or supporting communication, which has an interface to communicate with a user

impairment: any reduction or loss of psychological, physiological or anatomical function or structure of a user (environmental included)

mobility: See personal (user) mobility, service mobility and device mobility.

personal (user) mobility: ability for the user to access personal services and data independent of the device and access network used

pre-emptive mode: interface state where a user must complete one task before proceeding to the next; in a pre-emptive mode other software functions are inaccessible (e.g. file save dialog boxes)

public safety answering point: physical location where emergency telephone calls are received and then routed to the proper emergency services
service mobility: ability of services to be accessible and deliverable independently of network, device or geographical location attributes

spoken command: verbal or other auditory dialogue format which enables the user to input commands to control a device, service or application

device: physical device which interfaces with a telecommunications network, and hence to a service provider, to enable access to a telecommunications service

NOTE:
A device also provides an interface to the user to enable the interchange of control actions and information between the user and the device, network or service provider.

device mobility: ability of a device, while in motion, to access telecommunication services from different locations, and the capability of the commercial wireless networks to identify and locate that device
usability: effectiveness, efficiency and satisfaction with which specified users can achieve specified goals (tasks) in a specified context and particular environments, see ETR 095 [19] and ISO 9241-11 [58]
NOTE:
In telecommunications, usability should also include the concepts of learnability and flexibility; and reference to the interaction of more than one user (the A and B parties) with each other and with the devices and the telecommunications system, see ETR 116 [20].

user: person who uses a telecommunications device to gain access to and control of a telecommunications service or application

NOTE:
The user may or may not be the person who has subscribed to the provision of the service or owns the device. Also, the user may or may not be a person with impairments.

User Interface (UI): physical and logical interface through which a user communicates with a telecommunications device or via a device to a telecommunications service (also called man-machine interface, MMI)

NOTE:
The communication is bi-directional in real time and the interface includes control, display, audio, haptic or other elements, in software or hardware.

user requirements: requirements made by users, based on their needs and capabilities, on a telecommunication service and any of its supporting components, devices and interfaces, in order to make use of this service in the easiest, safest, most efficient and most secure way

3.2
Abbreviations

Under updating for the new approach

For the purposes of the present document, the following abbreviations apply:

CLI
Calling Line Identification

EMS
Enhanced Message Service

GPRS
General Packet Radio Service

GSM
Global System for Mobile telecommunication

ICT
Information and Communication Technologies
IMT-2000
International Mobile Telecommunications-2000 (standard family)
ISP
Internet Service Provider

ITU-T
International Telecommunications Union - Telecommunication standardization sector

MMI
Man-Machine Interface

MMS
Multimedia Message Service

M-Services
Mobile data Services

OMA
Open Mobile Alliance

OTA
Over-The-Air configuration

P3P
Privacy Preferences Protocol

PIN
Personal Identity Number

PoC
Push-to-talk over Cellular
PSAP
Public Safety Answering Point
SMS
Short Message Service

UCI
Universal Communications Identifier

UG
User Guide

UI
User Interface

UMTS
Universal Mobile Telecommunication System

UPT
Universal Personal Telecommunication

WAP
Wireless Application Protocol

WCDMA
Wideband Code Division Multiple Access
WLAN
Wireless Local Area Network (commercially known as Wi-Fi), ISO/IEC standard family 802.11 x

WIMAX
Worldwide Interoperability for Microwave Access, ISO/IEC standard family 802.16 and IMT-2000
4
Approach and introduction to 3G-specific aspects

In this section we discuss the user interface improvements and opportunities that 3G offers to users, devices, content and services, and application development. We also address open issues, limitations and remaining barriers.

4.1
The transition from 2G to 3G

The guidelines collected in this Guide have been developed with the following aspects in mind:

1. The properties and capabilities of devices change when transferring from 2G to 3G.

2. Users need to cope with new challenges when using these devices.

3. Services and applications become increasingly ubiquituous; users must understand the consequences of using these services in different environements and locations

4. The interdependicies between services, applications, networks and devices become more prominent. Usage quality is no longer only dependant on the processing capabilities of individual devices but rather on the overall perofmance of a complex IT system.

The major changes in the transition from 2G to 3G can be examined through the characteristics of services, devices, media and applications, access to the Internet, system performance aspects, configuration and costs aspects. . These are addressed in clauses 4.4- 4.10, following an overview od user and operator aspects and requirements (provided in clauses 4.2- 4.3).

4.2
User aspects and requirements

3G maintains all telecommunication functions known from earlier technologies, and gives new enablers and opportunities for the mobile device users to handle personal digital content in the device and content that locates in other places. There are several improvements that are not defined by 3G as such, but follow as consequence of the development. For example the user can typically:

· Store larger amounts of content in the device, due to high variety of memory solutions;

· Transfer the content easily between different devices and services, due to connectivity standards, memory cards, fast connections, etc.;

· Purchase, View and enjoy many types of content (text, files, pictures, , videos, music, etc), and extend these capabilities, due to typical 3G device platform software add-on flexibility;

· Process and manage the data in the device, due to better user interfaces and processing capabilities (Edit, organize, search, filter);

· Update and extend the device software easily or with low effort.

Users become enabled to get connected to the Internet at sufficient speed and bandwidth almost anytime and anywhere. The time needed for getting connected is measured in seconds, and the download/upload bandwidth is measured in megabytes per second. Along the improving coverage of 3G networks, there are less connectivity barriers for the use of applications and services. In 3G environments the user anywhere within 3G coverage can

· Browse the Internet. Mobile Internet browsers can access any basic content. Typically there are some limitations related to specific data plug-ins, support for different versions of Java, Flash, etc.

· Access dedicated Internet-based services either with the browser or with service specific applications; 

· Upload and download content from online sources and even devices located in the user’s environment, such as home computers and office servers;

· Conduct secure transactions, based on applications and standards already in use in the wire-line Internet domain and in 3G specifications;

· Conduct remote monitoring or remote control tasks (e.g remote healthcare or building control).

However, the access to 3G services is not always guaranteed, and the quality of service may have differ widely due to network set-up, roaming agreements etc. Due to the amount of data traffic it can be difficult to understand or predict the expected costs of using 3G services. Unpredictability of involved cost may become a major reason for the avoidance of 3G services or a major slowdown for their uptake.  

4.3
Operator aspects and requirements 
As mentioned in earlier sections of this chapter designers of 3G applications and services must be aware that their products may be offered by different service providers who dvarying network capabilities. Interoperability of services and applications delivered over different networks to a multitude of devices on different software platforms may cause major usability problems and obstacles to the rapid uptake and acceptance of 3G services and applications. User interface designers need to be aware of the requirements and limitations imposed by networks and their operators. 

A second apect to be considered is the interest of network operators to show their brand identity through company-specific user interface design guidelines for services and applications. While these guidelines may help to enhance the ease of use of services in one network they may cause usability problems for users accesing services and applications in different networks or while roaming.

Interoperability across manufacturers, software platform providers and network operators may be major obstacles to service acceptance and uptake. 

Tbd.
4.4
Service aspects

3G networks are rapidly becoming main-stream, mass-market in a high variety of cultures and regions. Also the penetration of 3G devices is rapidly increasing accordingly. According to the ITU-T IMT-2000 (3G) definition [x], 3G devices need to support:

· High bit rates and wideband connections;

· Services that require fixed bit rate and service that need to allow variations in the bit rates;

· Fluent transition between operator networks and countries (roaming);

· Geographical positioning of the device; and 

· Multimedia services.

The main factors differentiating 3G from 2G services are:

· Higher bandwith: Guidelines must deal with what happens if the bandwitdth is too low for a service.

· More transitions between different network types during usage 

· The evolution of operator policies will have great impact on the 3G user experiences and service adoption.  

4.5
Device aspects

3G devices are often characterized by a large colour screen, a variety of input solutions (12-key, and QWERTY keypads and/or touch user interfaces) and sufficient processing power and memory capabilities to perform basic and advanced multi-tasking computing and connectivity tasks, i.e. high interaction performance in a small and compact form factor. Simultaneously, the global competition and increasing offering is bringing the street prices of the devices down. 

The main factors differentiating 2G from 3G devices are: 

· The potential to deal with much larger amounts of data and information. Devices may not be able to organize efficiently present this data in a way understandable to the user;

· More memory to be managed and more applications running in parallel must be understood and controlled. Users may not be able to understand the interdependcies between applications and data (“Lost in hyperspace”);

· Blurring the separation of local and remote memory/applications: user does not understand where to modify preferences etc.

· Higher variability of device hardware: from PC to device without display: users may not understand how to transfer acquired usage knowhow form one device type to the other;

· More possibilities to make mistakes/errors on the user side: error recovery issues become much more important in 3G environements;

Furthermore, according to [x = See: Tafazolli Rahim (Ed.). Technologies for the Wireless Future Vol2. Wireless World Research Forum (WWRF). 2006 Wiley (Action point: To be studied in detail)]], 3G devices are characterized by:

· Higher processing power and more memory capacity.

· Larger and more powerful displays

· Operating systems with multitasking abilities allowing for parallel user activities

· Operating systems with the ability to handle several connections simultaneously.

These new or enhanced features allow for more complex application and software systems with new features as e.g. user-initiated or automated OTA software updates. These new functionalities must be understood and controlled by the user who, as a consequence, is confronted with new icons or symbols which visualize system and application status, complex system and device messages which require his attention or interaction, or messages caused by events in simultaneous connections or changing connection characteristics (QoS). Moreover, setup procedures as well as error handling and recovery may become much more complex as in 2nd generation mobile devices.

Different 3G-enabled devices with the option of having multiple connections (cellular, WLAN/WIMAX, NFC) require the user to be aware of and to control data and transmission security, privacy and date integrity issues which must be taken into account by UI designers developing these devices.

4.6
Media aspects

In the foreseeable future all media that can be digitized, will get digital. In fact, even today a major part of our activities and information is already in digital form. 3G is the environment where operators and service providers can distribute (in principle, at least) all digital media to customers, such as music, TV programs, games, advertisements, news, new applications and any digital documents. On the other hands, users are enabled to create and use interactive services, to upload and share content, and to create new behaviours based on mobility and communities.

Due to novelty of the 3G technology and mobile Internet services there are still limitations disabling the use of services and media, related to 

· Devices: interoperability with services and with other devices, varying capabilities, devices which are not fully optimized for the use of large & dynamic data content.

· (Internet) Services: availability, cost, roaming limitations, accessibility, local vs. global availability

· Networks: availability of 3G networks, quality of services, cost

· Legal and national limitations and policies 

· Copyright legislation, both on the European and the national level.

4.7
Application aspects

3G enables and supports the development of new services, applications and smart environments. New functionality can be created by all stakeholders, such as manufacturers, users, service providers and software companies. The reasons for this are emerging options to program devices (open platforms), possibilities to search and install new functions, memory capacity, processing power and connectivity.

Although devices can store and handle large amounts of data, there are several disablers related. Memories tend to get full, due to network limitations upload or download is not always possible or fluent, etc. In addition, user interface does not always support properly handling large amounts of data items, such as long music play lists or photo libraries. 

In contrast to many 2nd generation devices most 3G devices support multitasking, i.e. several applications or functions can run in parallel. Multitasking decreases device performance, increases power consumption, and makes the overall device behaviour slower. In application design this must be taken into account. 

Users expect that device functions work together and converge. For example, Phonebook address information may be needed in a new application, or location information from a new function should be available for an old established function. In application design standard checklists and common sense need to be applied in linking functions together and to avoid “silo” design.

In the development there are numerous practical problems related to the fast evolution of 3G software platforms. The history has shown that binary compatibility brakes now and then. Applications that used to work with one software release, do not work anymore with the new release. Scalability of applications is required due to rich world of different devices, display sizes, input capabilities etc. From other viewpoint, platforms should be able to adopt the rich variety of applications. 

Runtime errors and interoperability: Since mobile phone manufacturers are free to develop their own versions of the Java (J2ME API) when developing device-specific features, it is possible that applications will create runtime errors.

Applications need to work in different network environments. The quality of service may be excellent, poor, or there may not be network available at all. In many areas, the available network tends to swap between 3G and other network types. If application is designed to work in 3G network only, it may be useless in other environment.

4.8
Internet service aspects

Most Internet services can be offered also to 3G mobile devices. Services that have been developed to personal com​puters and desktop display devices with full keyboard are increasingly used by mobile users with limited interaction features.

Services can hence be available via Internet (using Internet protocols) or via “traditional” (using cellular, radio) connection protocols. Examples for these traditional protocols are radio, television, circuit-switched telephony and video conferencing. In some cases, Internet functions can enhance or support traditional communication channels, such as finding channel information for FM radio.

	Service
	Cellular or radio implementation
	Internet implementation

	Radio
	FM radio, local channels, need to be tuned, requires wire antenna
	Internet radio, global channels, always tuned, requires 3G antenna

	TV
	DVB-H (or related), local channels, analogue terrestrial channels, cable
	Internet TV and video streaming, global channels, requires 3G antenna

	Video conference
	Circuit-switched device to device video telephony
	Device to any device IP video conferencing

	Web browsing
	Web browsing using 2G or 3G carrier
	Web browsing using WLAN


Table 1: Comparison of some functions that are available using both 3G and other technologies

In order to achieve accessibility and usability, Internet services need to be scaled and adjusted for mobile devices. The adjustment may take place in the original service, in between the device and service, or in the device. Depending on the implementation the scaling can be automatic (for example using XHTML), or dedicated device software is provided to access the service. In any case, the overall service experience is typically different from the original concept.

Adaptation often causes problem to the use of services. Some functions may not work, some functions may work in a different manner, or the service may work only in certain devices. In addition, adaptation always has an impact on the layout of user interface components, and may require re-design of the interaction or user interface.

Third-generation protocols support much higher data rates than earlier cellular systems, now measured in megabytes per second. New services are increasingly combining Internet service with other functions. The usefulness or utility may be critically dependent on the co-functioning of service and function. For example:

· GPS navigation and online maps: There should be no delay in downloading map data, and subsequently showing the location on the display of the device;

· Video call: Sufficient synchronization of picture and audio in video call is required to provide understandable and fluent experience.

When developing new services Internet service designers must consider:

· The lack of common form factors and UI standards – the devices are not consistent; design must be adjusted for individual devices;

· Varying availability of network quality and services, in particular in roaming situations;

· Limited input and output capabilities of the devices, based on from factors, UI components and processing power;

· Varying cost based on different charging schemes offered by operators and while roaming;

· Size optimization of the content that needs to be uploaded / downloaded.

At the end of this chapter, Bruno will later add a few lines about:

· W3C work – Mobile Web Best Practices deliverables and mobile OK and
· Reference 3GPP Mexe.

4.9
System performance aspects

3G environments only provide an optimal user experience if the performance of all components is sufficient to run services and applications smoothely and without interrupt. As an example, the download of location information from a network-based service should be fast enough thet the user’s device soes not change its location during the download process making the information potentially obsolete.

The evaluation, control and optimization of the overall system performance becomes a major design topic for 3G application and servces. Issues to be considered include: 

· Performance of components individually may be sufficient while the entire system has no acceptable performance.

· Applications have to be aware of potential performance problems and need the possibility to “fail gradually”.

· The timing behaviour of applications should be signalled to the user, i.e. the user should get information on foreseeable delays during startup and use of applications.

· Services and applications must be prioritised according to their relevance. If processing power, memory availability and/or network bandwidth are limited low-priority applications should be paused and resumed when the performance bottleneck has been resolved. Emergency services should always be enabled and receive sufficient processing power and network bandwidth.

· Performance criteria defined by application and device designers should be used to point out performance problems.

4.10
Configuration aspects

The amount of set-up data increases together with the increase in service and application offerings. The functiona​lity of devices becomes increasingly dependent on the proper configuration management, maintenance and recoverability of configuration settings.

In order to meet increasing configuration needs, advanced methods are being developed for configuration management. 
Add Mobile Usability slide about this. Can you please provide this, Pekka?

The following options are currently being deployed:

· Configuration can take place in the device or in the network; devices can get their configuration information on application start-up or store settings permanently. For services which can only be used online, remote configuration of the network may a preferable choice. Sevice developers need to be aware that configuration that locates in the network is not accessible when offline or may have limited accessibility in 2G environments.

· Configuration can be changed by the user, by the service or by the operator. Operators and service providers may choose to prevent the modification of specific setting to prevent the user from potentially damaging modifications.

· Barcode-based configuration is an alternative to over-the-air configuration of devices and services which  provides all necessary setup information without user involvement.

4.11
Cost aspects

If the current trends continue and the 3G environment develops into directions of flat or fixed fee rates, well-implemented roaming solutions and minor limitations on the available data rates, the users can enjoy the benefits of 3G in full scale and new services will be rapidly developed. In this case, these guidelines can help in optimizing the user interfaces to support wide global practical adoption of 3G services.

However, until the above is achieved, users will still worry about the cost of using data-intensive services uring the transition period (and hence need more informative user interfaces to control the device connectivity status), and they may experience difficulties in getting services to work in home network and abroad. For this scenario the guidelines collected here aim to provide help in finding the right user interface solutions.

5
Guidelines for infrastructure and devices 

5.1
Managing quality of service and cost of connectivity

Quality of Service (QoS) relates to data speed, network coverage and network loading, and is experienced by the user as quality of interaction with the device.  User experiences which are dependent on 3G networks are dependent on the Quality of Service offered by the network. 3G devices are typically able to connect also to other networks, such as  GSM or Wi-Fi.

Usage of data-intensive or data-dependent applications over the air depends heavily on the QoS available during the entire usage period. Users need to understand if they can use a specific service in a given location and at a given time. If the QoS level is or becomes too low to be acceptable the user must be informed about the changes. In any case which involves longer data transfer times, the user should be made aware of the progress of a data transfer during application or service usage, and system should support the completion of the ongoing data transfer.

It is not always easy or possible to estimate the data transfer volumes required to perform specific functions, for example in the case of GPS navigation with online maps. Users should have visibility to the amount of data transferred. This information is valuable especially to users who don’t have flat data rate contracts and/or in roaming scenarios. The invisibility of data rates may become a prohibiting factor to the service usage due to the user being afraid about too high costs or due to problems in paying realized (and unpredictable) costs 

In 3G environments, users will have a number of different connection possibilities with varying costs and QoS properties (e.g. W-CDMA, HSDPA, HSUPA, GPRS, EDGE, WLAN, WIMAX, Bluetooth, etc.). While travelling or roaming both the cost aspect and the QoS will regulary change. Users need to be informed about and have the possibility to control changes in connectivity, either to ensure required QoS or to control their cost.

One possibility to allow this control is the definition of priority lists for wireless connections, expressed as user-configured preferences. The device should then scan for available prioritized connections in regular intervals or when the current connection becomes unavailable. Alternatively, the user should be able to change connection properties instantly, manually.
The following guidelines are intended to guide application and operating system developers and user interface designer.

 Indicating QoS 

Guideline 5.1.1
Indicate if the available QoS does not support or is insufficient for usage of the intended service.
Guideline 5.1.2
Show the availability of networks in a way which helps users understand their QoS. 

Guideline 5.1.3
Allow users to adjust QoS parameters in whatever way they wish (as long as it does not compromise basic applications such as voice call).

Guideline 5.1.4
Help users to make an informed choice of available networks by offering QoS and related cost information, such as special tarrifing.

Guideline 5.1.5
QoS should be shown in relation to the services that it enables, rather than in abstract forms.

QoS when roaming

Guideline 5.1.6
Offer the user the option to prioritize connectivity options which will then be used to optimize connectivity properties when the user is out of the range of the home network.
Guideline 5.1.7
The QoS-related information should be provided in the users’ preferred language.

Guideline 5.1.8
Functional application limitations due to roaming should be indicated to the user.

Guideline 5.1.9
Users should have information and control options when cost changes due to roaming.

Application performance changes due to changing QoS

Guideline 5.1.10
Functions should be able to gracefully adapt to changes in QoS, e.g. reduce image resolution or frame-rate.

Guideline 5.1.11
Applications should be designed with both a high and low data rate user experience, e.g. video turned off in the case of low data transmission rates.

Guideline 5.1.12
Where possible, imminent changes in QoS should be communicated to the user, especially if the user is involved in real-time communication or there is a cost implication.

Guideline 5.1.13
The user should be notified if one application is using too much of the available data bandwith, and for example, limit the performance of other services used simultaneously.

Guideline 5.1.14
The user should be advised of periods where QoS is likely to be conducive to certain applications. This information may only be useful to expert users.

Guideline 5.1.15
Reasons for QoS limitations and changes should be communicated to the user in a meaningful way.

Guideline 5.1.16
The device and network should support the completion of the ongoing data transfer. For example, the system should use the same network type during data transfer, and not switch it during the activity.
Costs and QoS

Guideline 5.1.16
Users should be allowed to change the level of QoS required, e.g. for reasons of cost.

Guideline 5.1.17
Allow the user to set cost limits for their different scenarios of use

Guideline 5.1.18
Allow and support the user to investigate related cost factors prior to service subscription and usage.

Guideline 5.1.19
Users should be advised of the best cost/QoS relationship available from the available networks.

Guideline 5.1.20
Changes to QoS which increase or decrease cost should be notified to the user prior to the change in QoS (such an option could be disactivated by the user).

Emergency communication related to QoS

Guideline 5.1.21
All applications should be interruptable in the case of the need for emergency communication.

Guideline 5.1.22
QoS should always allow emergency communications to be possible.

5.2
Internet access 

In this section we discuss 3G based Internet access and related security topics.

Getting connected. Mobile Internet is open for everybody, everywhere and anytime, and fluent mobile access to services is a key motivation for 3G.  

During the 2G era and early days of 3G, some operators aimed to allow browsing only in “walled gardens”, within the services by the operator. Now, the walled gardens are gone, and mobile users can use the devices to freely browse the Internet.  3G mobile devices may support 3G only (Note: still to be seen!) or both 3G and 2G. Some mobile devices provide configuration options to select between the use of 3G only (for example UMTS), 2G only (for example GSM), or use of both cellular systems. 

3G Internet connectivity is characterized by:

· Fast establishment of data connection;

· High data speed, but dependent on the quality of service and availability of 3G service;

· Capability of being constantly online;

· Capability to use voice and data connection simultaneously;

· Capability to have connections simultaneously (for example, e-mail and browser can run at the same time);

· Capability to support other functions through online data access;

· Typically faster download than upload speed.

The connection from mobile devices to the Internet can be done in multiple ways, for example using 2G, 3G, WiFi or WiMax technologies. In areas of cellular coverage, 2G and 3G methods are most often available. Other methods are available occasionally or in specific locations only. In addition, cellular access may be limited or not available when the device is roaming, when service agreements define limitations, or when there is no cellular coverage.

In case of cellular connectivity or handover problems, there is typically an accidental “hangup”. The functions using the connection, for example e-mail client, may behave in abnormal manner, such as having long delays with the user interface feedback.

It is important to support the user especially in roaming situations to find a functioning access. In areas where multiple operators provide cellular service, Internet connectivity may be possible with one operator, but is not possible with another. Selecting the “wrong” service may lead to unexpected problems. 

For example, consider these cases: In a foreign country, the device has automatically selected a 3G service which does not allow access (Internet, messaging) due to specific operator roaming  limitation. 

- User sends a multimedia message. Device tries repeatingly establish a connection for delivering the message, but this never succeeds. Repeating attempts consumes all the battery. 

- User tries to make a Internet call (VoIP), but such calls are not supported or not allowed. 

Basic 3G Internet connectivity should be pre-configured for all parameters and deliverd with the service (possibly, together with the handset)  or automatically delivered over the air. (e.g. Internet Access Point (IAP), use of packet data,  and application specific settings). 

Access. System interoperability and practical usability problems make mobile Internet access and browsing unnecessarily difficult for many users. Users want to utilize their mobile handsets to access information and services anytime, anywhere. Mobile operators (service providers), device manufacturers, content providers, and content-adaptation providers all want users to to have a better experience when accessing networked data services from mobile handsets. Hence the stakeholders need to co-operate in order to create the experience. For example, if a registration is needed before a mobile service can be accessed and used, such as mobile TV, can be accessed, this should be communicated properly to the users as part of other product communication material.

Most 3G devices have pre-installed mobile browsers and other applications that use services through Internet. In addition to traditional web browsing, task specific applications are emerging, such as applications for navigation, podcasting, and music download. The use of mobile Internet is rapidly increasing and becoming a mainstream activity. Still, many are not actively using the mobile services on their handsets due to usability problems, concerns about cost and other reasons. 

Industrial research evidence indicates that when asked their reasons for not making use of the mobile browsers on their handsets, many users describe having a very unsatisfactory user experience with mobile browsing when they have tried it, such as pages loading too slowly, or poor formatting or functionality of pages. Some, but not all, of the problems described may be solved by having better browsers on handsets. However, many of the problems can be solved by content providers working harder to make their content “mobile friendly” or “mobile considerate”.

Some industry organizations and other standards organizations provide specifications and conformance criteria related to various aspects of mobile data services.The Open Mobile Alliance (OMA) produces specifications that related to mobile browsing. The W3C Mobile Web Initiative Best Practices Working Group is unique among such organizations in providing very specific cross-browser guidelines to enable content providers to adapt and “tune” their content for the context of mobile browsing.

Guidelines

Guideline 5.2.1
Inform the user about available connectivity options.
Guideline 5.2.2
Support the user in finding the optimum connection method (user preferences, speed, cost), and provide default values for these.

Guideline 5.2.3
In case the connection is not possible provide alternative methods to connect, sufficient explanation, or informative error handling.

Guideline 5.2.4
Provide default values in the device that require minimal configuration by the user.

Guideline 5.2.5
Provide default values in the application / functions that require minimal configuration by the user.

Guideline 5.2.6
If an existing connection is closed, explain the user why connection was closed, and provide help to recover the connection. 

Guideline 5.2.7
Design Internet application to handle connectivity problems in a useful and self-explanatory way.

Guideline 5.2.8
Recovery from network failures should be automatic.

Guideline 5.2.9
In roaming situations, show the user which networks provide 3G Internet access, and can be really used.

Guideline 5.2.10
In seamless networking situations, the transition between different network systems should be as fluent as possible. For example, do not require user to confirm every time the network is changed.
Guideline 5.2.11
Automate as much as possible for Internet connectivity.

Guideline 5.2.12
In first use, ask user confirmation for accessing Internet. In further connections this is not as critical.

Guideline 5.2.13
In roaming (or other potential higher-cost) situations, ask user confirmation for accessing Internet.

Guideline 5.2.14
The device should to indicate connection status, such as the device is online, connection has been timed out.

Guideline 5.2.15
User should have control the connections, such as initiate and close connection 
Guideline 5.2.16
Follow a device / company guideline to provide concistent ways in accessing Internet across applications and functions.

Guideline 5.2.17
Optimize fluent usage and connectivity flows especially with functions and applications that are frequently used. 

Guideline 5.2.18
Verify that sufficient and accurate guidance is provided for service access, especially if service elements by different providers are bundled with the product. 

Guideline 5.2.19
User should not be requested passwords etc. when Internet-based activities are initiated. For example, making a VoIP call should be as straightforward as any calls.
5.3
Always-on, always on-line

In this section we discuss what it means in mobile context to have devices always on, and being constantly on-line. The key related areas addressed are power consumption, cost, availability of content , possibility for data search, and problem and error situations.

Power. Mobile devices are typically on, by their nature. They are always ready for use and also actively used. Stand-by times for mobile devices are typically measured by days or weeks, and effective operating times are between several hours to several days. Usage patterns have evolved with the mass-market, with the increased device and network capabilities offered. Similar trends apply to 3G services. While earlier (2G) usage was mostly about specific time-limited tasks, such as telephone calls and text messaging, 3G provides more continuous usage, such as listening to music, relying upon navigational services or continuous communication through push emails. New behaviours have impacts on the design and optimization of power consumption and management.

Cost. 3G devices can be on-line and connected to the Internet all the time or for longer periods of time. Being on-line as such does not cost to the user. Only transferring data (or having the agreement to transfer data) costs. Users are not always aware of this difference. The main barrier for active use of 3G service is the uncertainty of generated cost in both home and roaming networks. User should always have the control to manually end all active connections.

Availability of active content. Users of 3G devices have practically access to all content and services that are available through the Internet, for example the:

· Possibility  to synchronize or transfer data constantly (e.g. navigation),

· Capability for being ready & alert for a incoming triggers or events (e.g. push email), or the

· Capability to instant service access (e.g. browsing).

Being constantly online provides also the capability to constantly publish information about the user such as presence or location status. In some cases it is important to understand and detect how well the data transfer is functioning in order to understand current device behaviour and also to make predictions about the conditions for further activities.

Possibility for data search. Some devices support a local and/or Internet search function. Internet search is a fast and powerful tool, especially in situations when the device is in online state or can quickly establish a connection.

Problem situations. The functionality of functions or applications may be dependent on the continuous access. Functions should be designed to tolerate typical problems with cellular connections, such as changes in network type and occasional disruptions in the service. User should be provided sufficient information about the changes in online/offline status. Being online provides some potential and unfortunately typical system error situations:

· The connections may drop without notice;

· The connections may not be able to re-establish automatically after being dropped;

· The connection type may be changed between 2G/3G/Edge/3.5G/WiFi connection types without notice;

· Being online consumes more power than normal stand-by state;

· Being online heats the device (due to active processing);

· Connections are paused or stopped during other communication, such as voice calls;

· Internet services that instruct the device to refresh the content periodically, such as twice per minute, may create more data traffic than user notices (e.g. automatic homepage content refresh every 30st second expressed through the script HTML: <meta http-equiv="refresh" content="30">.).

Guidelines
Guideline 5.3.1
From the power consumtion perspective, consider especially those use cases that require longer periods of system or user interface activities.
Guideline: 5.3.2
Provide both automatic and manual methods to monitor and control the power consumption.

Guideline 5.3.3
Provide indication about being online to the user.

Guideline 5.3.4
Provide information whether one or more functions are online simultaneously.
Guideline 5.3.5
Provide information about the network attributes/QoS level.

Guideline 5.3.6
Provide an option to close all on-going communication connections.

Guideline 5.3.7
Indicate cost implications, if any, of staying on-line.

Guideline 5.3.8
Support user-controlled presence information/status.

Guideline 5.3.9
Provide information about the online related system activity, such as the upload / download data rates (speed) and amounts (bytes transferred).

Guideline 5.3.10
Provide search functionality for both local content and for content that locates on the Internet.
Guideline 5.3.11
Provide the option to create a priority list of preferred communication connections.

Guideline 5.3.12
Provide visibility for the selected communication channel.

Guideline 5.4.13
Design functions and applications to handle changes and disruptions in the connection. 

Guideline 5.4.14
Provide system functions to recover automatically from lost connections.

Guideline 5.4.15
Inform the user if a function will perform automatic content refreshes.
5.4
Specialized user interfaces

In the field of portable devices, it is not realistic to assume a standardization process similar to that which defined the PC user interface. Rather, a multitude of different dedicated devices with specialised user interface are to be expected: music players and radio receivers, mobile TV sets, navigation devices, or game consoles are just some examples of mobile devices with dedicated user interfaces. In addition to software functionality, there will also be big variations in form factors and input / output capabilities.

Two possible developments can be inferred from this tendency. It is possible that these dedicated interfaces are related to real hardware (as e.g. the remote control of Hi-Fi systems). Alternatively, these dedicated interfaces may be implemented on mobile internet browsers on an on-demand basis.

Guideline 5.4.1
A user interface for connectivity setup should be provided.
Guideline 5.4.2
A dedicated UI should be implemented in a way that it can be adapted to changes in connectivity setup.

Guideline 5.4.3
Main device UI components and style guidelines should be applied and followed to the largest possible extent.

Guideline 5.4.4
Optimize for the task/purpose/context.

Guideline 5.4.5
The device-native UI should be available even in on- line mode.

Guideline 5.4.6
If the user interface of a device does not have the necessary hardware for offering a UI for connectivity setup this procedure should be made available through PC or other mobile devices using NFC procedures.

Guideline 5.4.7
If the device does not have display, then provide other ways to inform the connectivity status, for example with LEDs.
5.5
Temporary: 3G-specific additional terminology, symbols and auditory signals

Table 5.5.1: Terminology

	Concept
	Recommended name
	Description / Definition
	Comment

	Presence
	
	
	

	Location
	
	
	

	Search
	
	
	

	Online
	
	
	

	Offline
	
	
	

	Quality of Service
	
	
	

	Push email
	
	
	

	Navigation
	
	
	

	Upload
	
	
	

	Download
	
	
	

	Refresh
	
	
	

	Console
	
	
	

	Native UI
	
	
	

	QWERTY
	
	
	

	Half QWERTY
	
	
	

	Touch input
	
	
	

	Bandwith
	
	
	

	Quality of Service
	
	
	

	Video
	
	
	

	Roaming
	
	
	

	Presence
	
	
	

	Location
	
	
	

	Search
	
	
	

	Online
	
	
	

	Offline
	
	
	

	Quality of Service
	
	
	

	Push email
	
	
	

	Navigation
	
	
	

	Upload
	
	
	

	Download
	
	
	

	Refresh
	
	
	

	Console
	
	
	

	Native UI
	
	
	

	QWERTY keypad
	
	
	

	Special QWERTY (1/2QWERTY,Blackberry)
	
	
	

	Touch terms (capacitive)
	
	
	


Table 5.5.2: Referents for proposed recommended symbols

	Function
	Description
	Comment

	Online, Connected
	
	

	Offline, Diaconnected
	
	

	Uploading
	
	

	Downloading
	
	

	Roaming
	
	

	Wi-Fi
	
	

	Video off
	
	

	Accessing Internet
	
	

	Internet access
	
	

	Online, Connected
	
	

	Offline, Diaconnected
	
	

	Uploading
	
	

	Downloading
	
	

	Online, Connected
	
	

	Offline, Disconnected
	
	

	
	
	


Table 5.5.3: Referents for proposed recommended auditory signals

	Function
	Description
	Comment

	Disconnected
	
	

	
	
	


6
Guidelines for services, media and applications 

6.1
Data-intensive services and applications

The higher data rates offered by 3G networks and the development of handsets with faster processors, more memory and larger colour screens allows for the use of data-intensive applications in the mobile context.  Examples of these are video-call, on-line maps and navigation services, imaging, music and video downloads (and upload/viewing of services such as YouTube and Flickr), community spaces with peer-peer file sharing, on-line games and virtual communities.

Whilst such applications can also operate on GPRS and EDGE  networks, the user experience is hampered by slower data speeds and capacity or poor image quality.  Faster networks allow a more rapid response but may also have cost implications.

Backgrounding/foregrounding

Guideline 6.1.1
The user/system should be able to run applications in the background so as not to interrupt the user’s current task.

Guideline 6.1.2
The data-rate required for applications should be indicated before they are started (esp. internet-based applications where cost may be an issue). If varying experiences are available depending on data-rate, examples should be communicated to the user.

Guideline 6.1.3
Indicate the progress of necessary data transfers in the UI if the down- or upload time exceeds 3-5 seconds.

Moving from on-line to off-line modes

Guideline 6.1.4
The application/service should still be useful to the user in off-line mode (by using mechanisms such as caching) not only in high speed on-line mode.

Guideline 6.1.5
Applications/services that are not available in off-line mode should be greyed-out.

Guideline 6.1.6
The On-line/Off-line state of an application should be indicated.

Payment for services and applications

Guideline 6.1.7
The cost of using a data-intensive application should be made clear prior to the application being activated.

Guideline 6.1.8
All data-intensive applications should preferably be charged at a fixed or flat-rate.  If this is not the case, the charging scheme should be made clear to the user.

Guideline 6.1.9
If an error occurs during payment, the user should be notified and returned to the last complete step in the payment process.

Broadcast Media

Guideline 6.1.10
Channel changing should be rapid.(ideally between 2 and 5 seconds)  If additional payment is required for a channel, a preview should be available

Real-time media handling

Guideline 6.1.11
Real-time video or video-on-demand (streaming) applications should allow transcoding based on the available data rate, i.e. a high and low data-rate ready video stream is made available.  

Guideline 6.1.12
The user should always be asked before media is tagged with position information, e.g. photographs.

Guideline 6.1.13
If data is downloading to the handset, the location should be made clear to the user.


Guideline 6.1.14
If preconfigured media storage locations for different media types are available on a device, these should be used as the default location for downloaded content. 

Guideline 6.1.15
Temporary data which is downloaded by an application should be deleted when the application closes.

Guideline 6.1.16
Temporary data which is downloaded by an application should be deleted when the application closes.

Navigational and location-based services

Guideline 6.1.17
The user should always be asked if she wishes to make her position information available to any other people or 3rd party services.

Guideline 6.1.18
Position updates should be sufficiently frequent and precise to be useful to the user.

Communication-based services 

Guideline 6.1.19
Prior to initiating a communication service, the available QoS and cost information should be communicated to the user. 

Guideline 6.1.20
The status of group based communication service members (broadcast or synchronous)  should be made available.

Security of personal data and content

Guideline 6.1.21
The level of security of data should be communicated to users prior to data transfers.

Guideline 6.1.22
During communication of data, the maximum level of encryption should be offered to users unless otherwise requested. 

Intergrity of personal data and content

3G applications and services must guarantee the integrity of users’ personal data and content in the case of distrubuted storage (data both on the device and in the network/service/application). Users should be made aware of the status of data protection and  should be given the option to control distributed data storage of personal data

Guideline 6.1.23
Users should be notified when personal data is stored remotely and/or for the first time. 

Guideline 6.1.24
The user should always be made aware of the status and protection/integrity of his personal data through appropriate presentation (icons/auditory signals in problem situations; see section xxx) on the user interface.

Guideline 6.1.25
The user should always be asked if they wish or give permission to store data in remote locations or service databases.

Guideline 6.1.26
The user should always have an option to explicitely remove remotely stored personal data from such remote servers.

Guideline 6.1.27
The user should be made aware when information related to or contained within their device, e.g. location, presence, is made available or accessed by third parties.

Guideline 6.1.28
Users should be able to protect the integrity of personally generated content before sharing, e.g. user can add DRM rights.

Application interoperability

Guideline 6.1.29
Where applications must compete for the same data-rate (e.g. simultaneous video calls) the user should be notified prior to application activation that there may be some degradation in QoS due to existing loading.

Guideline 6.1.30
Access limitations should be clearly stated and explained in “walled garden” environments. 

Guideline 6.1.31
A trial mode should be offered to allow users to sample services before subscribing.

Guideline 6.1.32
If a third party provider is used, the user should be notified.

6.2
Distributed, non-device-native (local and remote) UIs

With the broader bandwidth of mobile communication networks the “monopoly” of the handset manufacturers to define the characterizing user interface elements of devices and applications disappears. For the user of 3G devices and services it becomes impossible to identify the owner/designer of the interface which he uses. It must therefore be made clear to the user of an application or service whom to contact in case of problems or error situations during usage.

 For handset manufacturers this implies a strong pressure towards the standardization of user interface hardware. As long as this hardware standardization is not in place application and service providers have to design their user interfaces to be compatible with a variety of device UI designs, or alternatively to be locked in with a limited number of handset manufacturers, possibly only one.

For application and service UI designers it will be become increasingly important to define and use standardized methods to describe the characteristics of device user interfaces (hardware, display characteristics, etc.) and to access device UI elements.

Simultaneous access form different devices to the same service.

Guideline 6.2.1
Use device-independent user interface specifications for 3G applications.

Guideline 6.2.2
Allow for appropriate help functionality which also contains access information to helpdesks and call-centers of the “supplier” of the user-interface.

Guideline 6.2.3
.

6.3
Customization, personalisation and operator-bundled packages
Customization and branding of mobile user experiences by operators, manufacturers and service provider was a phenomenon for the 2G world. 3G devices with their processing power, large colour screens, network speed and hardware offer new opportunities in the following areas;

· Preinstallation or upgrade of applications and services; search, navigation, IP telephony, instant messaging, location-based services, etc.  Such application will enhance the communication capabilities of a device.

· Customisation and personalisation of the device user interface (audio-visual or interacaction flow).;

· The exclusive provision of some devices (even if for a limited time only).

With the addition of always-on high speed connectivity over-the-air updates are also possible allowing a highly dynamic 3G user experience.

Guideline 6.3.1
Operators should distinguish in their documentation between customisation (options that are determined by the operator prior to shipping the product) and personalisation (options that can be determined by the user).

Guideline 6.3.2
No personsliation options should render the device unusable (e.g. changing text to white on a white background).

Guideline 6.3.3
All customisation by the operator should be checked for its usability. Particular attention should be paid to consistency between the native user interface and customisation provided by the operator or 3rd party brand. This includes additional applications and customisation of basic UI functions such as messaging or home screen.
Guideline 6.3.4
All customisation by the operator should be checked for its usability and, accessibility. Particular attention should be paid to consistency between the native user interface and customisation provided by the operator or 3rd party brand.  

Guideline 6.3.5
Third party applications should be checked by operators or manufacters for inconsistencies in operation.  Where possible applications with poor usability should not be included in the handset.
Guideline 6.3.6
Consequence of personalisation options should be previewed prior to selection to allow the user to explicitly accept changes.

Guideline 6.3.7
Over-the-air updates should be made with the users’ explicit consent (either per update or as a blanket approval), especially if they imply an additional cost to the user.

Guideline 6.3.8
The user should be able to roll-back the results of all updates (including over-the-air)
Guideline 6.3.9
The user guide should explain customised functions rather than standard features.    
6.4
Services of public interest (societal services/ services to the public) 
Under consideration and development: eGov, eHealth, public transportation, tax declarations, Finnish motorway restrooms(, etc. If included- address service commitments!
Cross-reference PIAP deliverable.
6.5 Business and enterprise use
Enterprise users have, by tradition, cared less about cost aspects of devices and services than consumers.   Employers, on their part, care less about usability rather focusing on cost.   A oonsequence is that enterprise products are often over complicated requiring detailed training and long learning times. Employees are frequently given new communication, fleet and information management systems with little consultation and training. [Reference]

Amongst the key problems that are reported by enterprise users are: pre-setup and configuration; access, reliability and availability, always accessible customer care and helpdesk services, multi-device and multi-modal access, synchronization and backup. [Reference??]
Employees are also increasingly comparing their consumer products and services with their professional systems; or attempting to integrate the two.  For example the use of  text messages, instant messaging and private and personal email is common within a working context.

For business users access to 3G sevices via network cards/devices remains one of the most useful and data-intensive application areas of 3G, nowadays competing with fixed-line broadband offerings by means of cost as well as connection, up-time and data speed attributes.

The large screen available on laptops or handheld PCs allows more information about connections and services to be displayed.

User support

Guideline 6.5.1
Easy and rapid global access to technical support should be provded via data or voice (particularly important during early usage periods).

Configuration

Guideline 6.5.2
Where possible, provide auto-configuration based on pre-stored data for access to corporate communication and data services (e.g. for VPN access).

Access to services

Guideline 6.5.3
Support one-step authentication (single log-on) to all corporate communication.

Guideline 6.5.3


Provide mechanisms for password/security code retrieval.

Guideline 6.5.3
Where physical devices provide access codes ensure that sufficient time is given for the user to retrieve and enter the code.

Access to 3G services through network cards and USB-connected dongles
Configuration
Guideline 6.5.4
Installation and configuration should be automatic based the users SIM card and system settings.

Guideline 6.5.5
Any need for additional installation and configuration should be indicated and assisted.  Missing or incorrect information should be signalled and examples of correct information given.

Guideline 6.5.6
The use of user profiles or other pre-defined, context and/or location-based usage preferences should be supported, if available.

Guideline 6.5.7
Options should be provided to allow a choice between mobile and Wi-Fi networks.  Where possible native features of the users computer should be used rather than providing redundant user interfaces.
Guideline 6.5.8
Applications should be provided to allow traffic monitoring, data and privacy management, network monitoring and selection.

Guisdeline 6.5.9
Applications should be provided to monitior upload and download data volumes. Thresholds should be available and/or configurable which, when reached, will trigger notifications to the user of impending charging increases.

Consistency with consumer products

Guideline 6.5.10
Where possible, user interfaces of corporate systems should be similar to popular consumer services of the same type, e.g. instant messaging. 

Back-up

Guideline 6.5.11
Provide backup facilities for all corporate data and communication threads.
Guideline 6.5.12
The user should be notified if a third party accesses their back-up data.
6.6
Mobile Internet
Under development in W3C collaboration
6.7
Temporary: 3G-specific additional terminology, symbols and auditory signals

Table 6.6.1: Terminology

	Concept
	Recommended name
	Description / Definition
	Comment

	Background Application
	Hidden application
	Application running without being visible to user
	

	Foreground Application
	Main Application
	Application with which the user is currently interacting
	

	On-line
	
	
	

	Off-line
	
	
	

	Payment not complete
	Payment not complete
	
	

	Quality of Service
	
	
	

	Remote access
	
	
	

	Network storage
	Remote storage
	
	

	Security 
	
	
	

	Integrity
	
	
	

	
	
	
	


Table 6.6.2: Referents for proposed recommended symbols

	Function
	Description
	Comment

	Flat-rate charging in effect
	To indicate that the current charging scheme allows unlimited access
	

	Quality of service
	To show the level of service quality a user can expect
	

	Quality of service warning
	To show that service quality may soon be reduced
	How long?

	Error in payment process
	To show that a payment sequence has not be completed
	

	Multiple Audio/Video levels available
	Different levels of video/audio quality are available
	

	High level of quality
	Available service quality is high or best
	

	Medium level of quality
	Available service quality is medium
	

	Low level of quality
	Available service quality is low
	

	Location sharing
	GPS or location position is being shared
	

	Location accuracy
	Absolute GPS accuracy
	

	Status sharing
	Status is being shared with other members of a group
	

	Leve of security
	Security Level (encryption level) that is active
	

	Remote storage
	Users data is/has been remotely stored
	

	Open data
	Users data can be remotely accessed
	

	Application trust mark
	Shows that applications have been properly tested
	


Table 6.6.3: Referents for proposed recommended auditory signals

	Function
	Description
	Comment

	QoS is about to be reduced
	
	

	Personal data integrity has been breached
	
	

	Data transfer allocation is about to be reached
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Guidelines for other (related) areas

7.1
Application installation and software updates

Many 3G devices have the capability to allow for software installations and updates. These operations can be done using memory devices (e.g. memory card), wirelessly (over Bluetooth, Wi-Fi or a 3G connection) or through a cable connection. Regardless of the method, the basic flow of installation or update should be always consistent. 

As with computers, the user typically can update the software directly after device purchase. On one hand, software update is a good method to provide the best possible software and error fixes to the user. On the other hand, most users are not familiar with software updates and may be afraid of such operations, especially with mobile devices.

Software update and installation of new software presents several potential error possibilities. A special attention need to be paid to safe solutions, error handling and good support. In addition to technical problems users may encounter difficulties related to licenses and passwords, copyright issues and other legal aspects, and digital rights management. 

Typical questions from users  related to software updates and installations are: How long does the update take? Is it possible to update without data connection? What is wrong when I get this error message “XYZ”? Where can I find more information about update? How do I know if there's a newer software version available? Do I need to update the application? What should I do when installation failed?

The below guidelines addres pre-installation, installation and first use after installation. For more detailed guidelines, see  ETSI EG 202 416 [reference].
Guidelines

Pre- installation

Guideline 7.1.1
Provide sufficient and essential system information about what can be updated and installed (e.g. latest available software release in the device and available memory), key limitations and potential risks (e.g. the loss of settings or content without a backup).

Guideline 7.1.2
Remind the user to consider data back-up before installation and inform about its benefits.

Guideline 7.1.3
Provide clear documentation and guidance about the installation steps.

Guideline 7.1.4
Provide information about the expected size and duration of the installation.
Guideline 7.1.5
Verify that QoS is sufficient for installation and inform the user.

Guideline 7.1.6
Provide a method to prompt installation needs or availability of new applications to the user on some continuous or periodic way.
Installation

Guideline 7.1.7
Maintain user control: initiate installation procedures only after user confirmation. 

Guideline 7.1.8
Users should be offerred the choice of download options (fastest, cheapest, instant availability), when available.

Guideline 7.1.9
When updates are offered over the air, the user should be informed about the cost/time/feature consequences and available options.

Guideline 7.1.10
Communication interruptions and file corruptions should be monitored and alternative options provided according to the outcome (e.g. cancellation of the installation, continuation of the download after the connection has been reestablished).

Guideline 7.1.11
Provide problem solving help for different phases of installation, such as if over-the air installation does not start.

Guideline 7.1.12
Optimize the system performance the maintain existing connection during software installation. For example, switching between 3G and WiFi network during installation may lead to data corruption.
Post- installation

Guideline 7.1.13
Check the success of installation, and provide confirmation or support information to the user. 

Guideline 7.1.14
An installation log should be provided and maintained, indicating what was installed, how, the source of the data and other applicable information.
7.2
Computer access
Data card+PC scenario. Which radio for access? Cost and rate/meter issues

Due to lack of devices, in most countries (except Japan), the very first 3G networks were launched with a 3G PC(MCIA) card offering for connecting laptops to the Internet. This was in the true spirit of 3G, even if inferior data speeds and a data-centric user experience did not always deliver the promises of 3G.

Nevertheless, computer access remains one of the most useful and data-intensive application areas of 3G, nowadays competing with fixed-line broadband offerings by means of cost as well as connection, up-time and data speed attributes.

Among the relevant UI aspects we intend to consider:

· Installation, configuration and setup;

· Network discovery, attributes, alternatives and selection;

· Service settings and attributes;

· Traffic monitoring, including data volumes;

· Errors;

· Machine-to-machine connections (remote management, etc);

· When device is used as a modem?

Guideline 7.2.1
The available options should be displayed. 

Guideline 7.2.2
Traffic monitoring information shouldbe provided.

7.3
IMS-based application guidelines

Under development (if included). 

Use the IMS mobile chat related article on dedicted application research as a reference, http://www.ericsson.com/ericsson/corpinfo/publications/review/2008_01/files/2_Chat_on_phone.pdf 

Address interoperability across handset manufacturers, software platform providers and even network operators is the major obstacle to service acceptance. As charging  models are a key issue for user experience... But this was outside the scope of this study...

7.4 Accessibility applications enabled through 3G 
Under development and structural consideration

Subtitling streamed emergency messages

Guideline 5.1.23
As long as any communication connection is available, emergency communication should be supported.

Potential sub-clause level and guideline candidates are:

· 3G video telephony (deaf users)

{Ref. Hjälpmedelsintsitutet HI: Användartest av 3G-telefoner: Utifrån döva, hörselskadade och dövblinda personers behov. 2007.}

· The TEITAC requirement is: “Each agency must ensure the availability of communication access via point to point real-time video communications and video relay services for incoming and outgoing calls for individuals who need such access. This includes the requirement to provide a non-auditory means of alerting users of incoming calls. 

· Communication products or systems that are used to transmit video communications in real-time between and among individuals must: 

· support interoperability to permit communication between and among users of terminals from different manufacturers and service providers; 

· have a built-in non auditory alerting system or provide compatibility with an external non-auditory alerting system that is capable of alerting users of incoming calls; and 

· at a minimum, support 15 frames per second, QCIF resolution, and a latency of less than 400 milliseconds, in order to provide sufficient quality and fluency that will support real time video communication in which one or more parties are using sign language or is talking in the picture. 

· Where security concerns are present, this subpart remains in effect, but may be achieved by measures that prevent an individual’s video communications from intermingling with packets of the general government network, for example, through the installation of a separate line to an isolated communications terminal.” and

· Mobile and IP-based text telephony (deaf users); ETSI DTS
· Assistive device connectivity (AT, USB,…)

· Positioning services assisting blind and cognitively disabled users (local/community maps, etc)
· Monitoring and safety applications (e.g. eHealth, eGov,…)
· W3C Mobile Web Accessibility work
· Emergency communications- 112 work
7.5

Trust (security, privacy and integrity) issues

Fast data connections and the increasing memory capacity of 3G end user devices has led to possibilities of remote and local storage of sensitive user data. Both the integrity of data stored in the device, on network servers of private servers at home and the integrity and security of data transmission in the 3G network need to be guaranteed and appropriately indicated to the user. Protected data connections for the upload and download of data will become a necessity for many e-service applications (e.g. e-government, e-banking, e-health applications).

Guideline 7.5.1
The security status of a data connection should be displayed.

Guideline 7.5.2
External attempts to tamper with secure data connections should be indicated to the user.

Guideline 7.5.3
The user should always be in control of any access rights to sensitive and private data.

Guideline 7.5.4
Indicate unavailability of secure data connection to protected data.

Guideline 7.5.5
The reasons for unavailability of protected data connections should be indicated to the user.

Guideline 7.5.6
The user should be in control of the extent of his private and protected data (i.e. should be able to decide which data is protected).

Guideline 7.5.7
For private data on the user’s device appropriate protection mechanisms (passwords, biometric, etc.) should be provided. The options for data protection on the device should be displayed to the user.

Guideline 7.5.8
Storing of sensitive data on a server outside the user’s control should be indicated to the user and only done with the consent of the user.

Guideline 7.5.9
Technical limitations for data protection mechanisms should be explained to the user.

Guideline 7.5.10
Appropriate automatic backup mechanisms should be provided for remotely stored data to allow for recovery in case of data corruption or interrupted connectivity during storage.

Guideline 7.5.11
Changes in sensitive data should be logged to allow for roll-back mechanisms in case of malfunctioning change processes.

Guideline 7.5.12
The strength of protection mechanisms should be displayed to the user to enhance user trust in the system.

Guideline 7.5.13
Critical data should be regularly backed up from the user’s device to remote network storage.

Guideline 7.5.14
Recovery for inadvertent data modification on the user’s device and in remote storage should be available.

Guideline 7.5.15
Phishing and virus attacks should be indicated to the user.
Guideline 7.5.16
A log of all tampering incidents should be kept and available to the user.
Guideline 7.5.17
Clearly indicate to the user when data transmission is not secure.
Guideline 7.5.18
Use symbols common in internet environments and proposed by e.g. WWW3C

Guideline 7.5.19
Users should be informed about the possibility of virus infections when downloading publicly available data.
Guideline 7.5.20
Appropriate authentication and identification should be provided for 3G-enabled devices.
Guideline 7.5.21
Users should be made aware if they are required to provide sensitive data.
Guideline 7.5.22
When delivering content to the 3G device information about author and origing should be available, at a minimum on request

Guideline 7.5.23
Security guidelines of WW3C should be followed

Guideline 7.5.24
Crypthgraphy solutions should be provided both oin server and device side for protected data transmission

7.6

In-car use

3G devices are increasingly used in cars and also integrated into car electronics. In this section we provide guidelines that are specific to car context.

The most common situation is when the mobile terminal is brought into the car and used for telephone calls, messaging and navigation purposes. It is common that there is no dedicated place, nor holder for the device, while it resides somewhere near the driver. On the other hand, dedicated holders are provided for mobile terminals. 
In both cases there are generic requirements for legal aspects and guidelines for safety, outside the scope of the present document (e.g. [å], [ä], [ö] ESOP 2006, AMI-C-4002 2003, and AAM 2002). These should be applied and followed to the applicable extent. 

 [å]
ESOP (2006). Updated version of the European Statement of Principles for Human-Machine Interaction (HMI) for in-vehicle information and communication systems.

[ä]
AMI-C-4002 (2003). AMI-C requirement and specifications for Human Machine Interfaces v1.00. (AMI-C: Automotive Multimedia Interface Collaboration).

[ö]
AAM (2002) Statement of Principles, Criteria and Verification Procedures on Driver Interactions with Advanced In-Vehicle Information and Communication Systems.

The device may be connected to the car audio system or car computer wirelessly (e.g. through Bluetooth) or through wires (e.g. connection through a dedicated  holder). In such a case, the two systems should work together and take into account specifics of the  situations, such as incoming calls during the use of navigation services. The mobile should detect the car context and adapt accordingly. There are also dedicated accessories available for in-car telephony, required to be used in some countries and recommended due to their ergonomic suitability.

Cars have increasing amount of embedded electronics, such as car computer and GPS navigator. Also 3G devices and 3G capabilities are getting integrated to cars. This integration means that 3G user interfaces are embedded for example to the general control panel, and the intefaces for handling 3G related tasks may be very different from mobile terminals. 3G technology in cars also enables new activities, such Internet based services (Podcasting, Internet news, Location specific information). Many of the guidelines presented in other parts of this document should be applied, with special emphasis on safety. 
A special arrangement for wireless emergency support in Europe is prepared by European Commission. eCall is an emergency call either generated manually by vehicle occupants or automatically via activation of in-vehicle sensors when an accident occurs. When activated, the in-vehicle eCall system establishes a 112-voice connection directly with the relevant PSAP (Public Safety Answering Point), which is a public authority or a private eCall centre that operates under the regulation and/or authorisation of a public body. At the same time, a minimum set of data (MSD) – including key information about the accident such as time, location and vehicle description – is sent to the PSAP operator receiving the voice call. The minimum set of data may also contain the link to a potential Service Provider by including its IP address and phone number. If the user is subscribed to a Service Provider, additional information can be sent from the service provider to the PSAP as illustrated below.

Guidelines for mobile devices used in cars

Guideline 7.6.1 
Available safety guidelines should be applied and followed.

Guideline 7.6.2
Device holders and other equioment, suitable for use due to its ergonomic properties, should be used.

Guideline 7.6.3
Generic safety guidelines developed for in-car use should be followed. 

Guideline 7.6.4
The ETSI Technical Report DTR ICTInCars (under development) should be consulted. (How reference?)
Guideline 7.6.5
Automated means to establish a connection between the relevant functions in the car and the mobile device without user involvement should be provided.

Guideline 7.6.6
The cognitive load on the driver should be minimized and overloads avoided For example, users scan lists by moving their eyes rapidly down the left edge; menu items that are right-aligned make scanning unnecessarily difficult.
Guideline 7.6.7
In all in-car device behaviour, safety, readability and glanceability should be prioritized. 

Guideline 7.6.8
3G user interfaces in cars should focus on quick information updates rather than the provision of information that requires dedicated concentration and focus.

Guideline 7.6.9
UIs should be optimized for in-car use (e.g. voice control options, larger fonts, visibility of connectivity icons, actions that don’t require long attention etc.) and support the relevant functions.

Guideline 7.6.10
If speaker-independent voice commands are supported, ETSI Standard ES 202 130 should be applied for the applicable (user preferred) language(s).
Guideline 7.6.10
A consistens practice of estsablished guidelines for the handling and co-functioning of mobile devices and in-car functions (such as the handling incoming calls in the middle of other activities (car stereos etc)) should be followed.

Guideline 7.6.11
A consistent practice or specific guidelines for the handling of mobile device behaviour while driving (such as handling incoming calls in the middle of street navigation) should be applied.

Guideline 7.6.12 
Special emphasis should be given to dealing with frequent changes in the available network and QoS while driving. 

Guidelines for car-integrated 3G functions

Guideline 7.6.13
Mechanisms to establish connections automatically, in relation to the power-up of car computer should be provided. However, this is naturally dependent on the user preference and should be configurable. 

Guideline 7.6.14
3G and connectivity indicators should be balanced to be noticeable among the other information in car computer displays.

Guideline 7.6.15
Physical controls for handling the online / offline status of the car should be provided.

Guideline 7.6.16
A straightforward logic for dealing with mobile connections with a SIM or USIM (car 3G system uses phone number defined in mobile terminal’s SIM) should be provided. Both the start of USIM usage (start car electronics) and the end of USIM usage (power down car) should be considered.

Guideline 7.6.17
The car computer should be allowed to access user content in the user’s mobile device, for example phonebook data, after configuration.

Guideline 7.6.18
If on-screen projection is supported, the most essential information should be included (matter of driver preferences).  

Guideline 7.6.19
Navigation systems should provide output through redundant, multimodal means.

Guideline 7.6.20
The interaction necessary to handle navigation services should be minimized.

Guideline 7.6.21
If user input is required for the handling of navifgation services, enough time should be given to the user.
7.7
Temporary: 3G-specific additional terminology, symbols and auditory signals

Table 7.7.1: Terminology

	Concept
	Recommended name
	Description / Definition
	Comment

	Update
	
	
	

	Roll back
	
	
	

	Backup
	
	
	

	Synchronize
	
	
	

	Validate
	
	
	

	Free memory
	
	
	

	Memory space
	
	
	

	In device
	
	
	

	In storage media
	
	
	

	Download
	
	
	

	Over air connection
	
	
	

	Over cable connection
	
	
	

	Data corruption
	
	
	

	Reconnect
	
	
	

	Download and replace/ install
	
	
	

	Select network type
	
	
	

	EDGE
	
	
	

	3G (UMTS/ IMT2000)
	
	
	

	Turbo-3G
	
	
	

	Wi-Fi
	
	
	

	Data log
	
	
	

	Available options
	
	
	

	AT
	
	
	

	Pair
	
	
	

	Accessibility settings
	
	
	

	Optimize
	
	
	

	Synchronize (voice and data)
	
	
	

	Frame rate
	
	
	

	Connect to Internet
	
	
	

	Camera
	
	
	

	USB
	
	
	


Table 7.8.2: Referents for proposed recommended symbols

	Function
	Description
	Comment

	
	
	


Table 7.8.3: Referents for proposed recommended auditory signals

	Function
	Description
	Comment

	
	
	


8
Terminology, symbols, auditory signals and user guides-specific additions applicable to 3G 
(This clause may stay or be integrated with the previous chapters –to be decided later, as the content is developed).

The guidelines presented in this clause complement those specified in EG 202 132 [1].
There is a need for a consistent and self-explanatory UI vocabulary that would help explaining UI terminology from many perspectives (SW, HW, Mechanical design, Touch UI etc). In the new interactions (touch, sensors, audio etc) there are many new terms and concepts that should be explained. 

For example: User interface means a whole different thing to mechanical designer than UI designer.

8.1
Terminology
For general issues, existing recommendations, proposed areas and the evaluation and selection of terminology, see [1].
As a complement to the Terminology tables (Table 1a- table 1j) presented in [1], the below additions apply.

Table xa: Terminology

	Concept
	Recommended name
	Description / Definition
	Comment

	
	
	
	


Table xc: Terminology: Configuration procedures for e-mail

	Concept
	Recommended name
	Description/definition
	Comment

	
	
	
	


Table xh: Terminology: Telephony (call preparation and set-up, making/accepting calls,
in-call functions, call termination)

	Concept
	Recommended name
	Description / Definition
	Comment

	
	
	
	-


Table xj: Terminology: Terminal functionality

	Concept
	Recommended name
	Description / Definition
	Comment

	
	
	
	


8.2
Symbols

The guidelines presented in this clause complement those specified in EG 202 132 [1].

For general issues, existing recommendations, proposed areas and the evaluation and selection of symbols, see [1].

As a complement to the Symbols tables (Table 3a- table 3c) presented in [1], the below additions apply.

Table xa: Referents for proposed recommended symbols
	Function
	Description
	Comment

	
	
	


Table xb: Referents for proposed recommended symbols
Voice and data calls (call preparation, making / accepting calls, in-call functions, call termination)

	Function
	Description
	Comment

	
	
	-


Table 3c: Referents for proposed recommended symbols
Terminal functionality

	Function
	Description
	Comment

	
	
	


8.3
Auditory signals
The guidelines presented in this clause complement those specified in EG 202 132 [1].

For general issues, existing recommendations, proposed areas and the evaluation and selection of auditory signals, see [1].

As a complement to the Auditory signals specified in Table5, the below additions apply.

Table x: Referents for proposed recommended auditory signals

	Function
	Description
	Comment

	
	
	


8.4
User education and reference documentation

End users often fail to make use of the full potential and benefits of mobile telecommunications terminals, applications and services because of the growing complexity of terminal and service features. While in a perfect world, communication concepts and user interfaces are fully self-explanatory to both novice and expert users, reality shows that users have to rely on instructions such as user guides. In the absence of minimum standard requirements, manufacturers tend to invest less and less in good user documentation. In many cases, detailed instructions are only provided on-line, via the Internet or on CD-ROMs. With very few exceptions, user guides leave out people with sensory or cognitive impairments and are hardly ever suited for young or elderly users, either.

A lower uptake of interactive services caused by users not coping with the complexity of terminals and services also has economic consequences and presents a burden to the creation of a European knowledge-based society.

There is a need for clear guidelines on how user instructions ought to be provided, taking into account the requirements of different user groups and the possibilities offered by different media.
Introduce and reference EG 202 417, published after the performance of the previous work.
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