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Purpose of the workshop
The work on defining guidelines on “User Profile Management” has progressed and we organized the workshop to discuss the interim results, to identify any further need for co-ordination with other projects and to invite new and existing stakeholders to share their views on personalisation and user profiles in next generation networks and evolving technologies.
In addition, we discussed the need for further standardization in this area and talked about the new Work Item on “User profile management standardization”.
This workshop was a follow-up of the workshop on the same theme held at ETSI on the 21st of October 2004, and was intended for everyone, not only those who attended the workshop in October.
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Invitation

The invitation was available online and has been sent by email, see: 
http://portal.etsi.org/STFs/documents/STF265/workshop20050322/invitation.doc
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Attendees

15 people were present at the workshop:
	Wang, Shengqiong
	HUAWEI TECHNOLOGIES Co. Ltd.

	Foster, Paul
	BT Group Plc

	Pluke, Michael Andrew
	Castle Consulting Ltd. , ETSI STF265

	Brown, Walter
	INTEL CORPORATION SARL, ETSI STF265

	Petersen, Françoise
	Apica IT, ETSI STF265

	Bilchev, George
	BT Group Plc

	Foley, Jeff
	BT Group Plc

	Royer, Denis
	Goethe University Frankfurt am Main

	Mendis, Venura
	BT Group Plc

	Figge, Stefan
	Goethe University Frankfurt am Main

	Charas, Philippe
	NovaVista

	Collier, Quin
	BT Group Plc

	Thuvesson, Henrik
	TeliaSonera AB

	Guigui, Alain
	Hewlett-Packard, Centre de Compétences France

	Kubryk, Gérard
	Université de Nice


The names are ordered according to the photo of the attendees at WorkshopPicMarch2005Small.jpg (56kB) and WorkshopPicMarch2005Big.jpg (175kB).
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Presentations

This section describes the presentations:
· Personalization and user profile management; Françoise Petersen (ETSI STF265)

· ePerSpace, “How well do you know your users?”; George Bilchev (BT)

· FIDIS, Future of Identity in the Information Society; Denis Royer (Goethe University Frankfurt)

· Universal Communications Identifier (UCI) and user profiles; Mike Pluke (STF265)

· Managing Complexity in Future Applications; Paul Foster (BT)

· Personalisation architecture; Jeff Foley (BT)
· Architecture Principles driven by the vision of ICT Services for all; Philippe Charas (NovaVista)
· Presentation of the draft ETSI Guide, EG 202 325 on "User Profile Management" followed by discussions related to comments on the draft ETSI Guide. The latest draft can be found at: http://portal.etsi.org/STFs/HF/STF265.asp (STF265)
The presentations and related documents are available at:
http://portal.etsi.org/docbox/hf/Open/STF265/Workshop_22_23March05/
A special thank to the invited speakers who gave interesting presentations that resulted in a great number of interesting discussions. The issues collected during the discussions can be found in section 5.

4.1
Personalization and user profile management; Françoise Petersen (ETSI STF265)

Françoise Petersen presented an overview of personalization and user profiles management and the work done in STF265 (see PartIPersonalizationProfilesWSMarch2005.zip). The outcome of the STF265 work is an ETSI Guide (EG) that will provide recommendations and guidance to solve the common issues of user profile management in both personal and business applications. The ETSI Guide will be useful for standardisation work at standardization bodies, and also of use to manufacturers, service providers, service developers and device developers. Further details of the ETSI Guide are presented in section 4.10.
The presentation also introduced the new Work Item (WI) and proposed a new Specialist Task Force (STF) on “user profile management standardization” that will build on the results from STF265, (see ProposalNewSTF_StandardizationUserProfilesV002.zip). It has been suggested that the new STF could be part of TISPAN release 2 and the work needs to be contribution driven.
The presentation material contains notes text suitable to be read by the audience or people who could not attend the workshop. 
4.2
 “How well do you know your users?”; George Bilchev (BT Group, ePerSpace)
George Bilchev's presentation had in it an "Interests profile" - to aid in the delivery of appropriate news material, with NewsML used as a model for user interests (see GeorgeBilchev.zip). NewsML is an XML-based standard for marking up news content and is used by content providers such as Reuters. Articles can be rated by users and user ratings are captured to enable their interests in certain areas to be defined.
Related standards:

· CC/PP

· UAProf

· GUP

· LA

· GigaMobile 

· STF265

· BT’s iPAF
· FT’s Service Mediation Platform

Topics and discussions arising from this presentation are: 

· User and 3rd party supplied metadata about photos are used to help build a user's interest profile.
· When attempting to clarify user interests both Negative and Positive keywords are used e.g. likes sport, dislikes tennis.
· Liberty Alliance identification work used.

· The work currently addresses monolingual content only.
· In this approach, users are given a basic schema but they will be allowed to extend it.
Some thoughts that occurred to STF265 members after the presentation are:
· The profile tool should have options to show the actual raw profile contents to the user or hide them. 
· The description in the presentation about propagating parts of the user profile, leads to concerns about possible compromising of security and confidentiality.
4.3
ePerSpace scenarios 

The animated ePerSpace scenarios were played. They were very interesting and well produced.
4.4
Profiling vs. user profiles; Mike Pluke (STF265)
The principal differences between profiling vs. user profiles were discussed (see PartII_PersonalizationProfilesWSMarch2005.zip). An example of profiling is online bookstores collecting information about the users’ purchases. The online bookstore uses this information for categorizing users; they draw conclusions about the users’ areas of interest to be able to propose “personalized” offers. The online bookstore owns the data about the purchases and the users’ are not informed about the details stored about them and have no control of how the data is used. Users who buy books for friends would get a “profile” saying that they are interested in areas related to their friends’ gifts, which may or may not be true

The principle of profiles being addressed by STF265 is the other way around; the users define their profiles that may contain their areas of interest and the users are in control of the data. If the users decide to share this information with the bookstore, then this could help them to get offers that really interest them.
4.5
FIDIS, Future of Identity in the Information Society; Denis Royer (Goethe University Frankfurt)
FIDIS (Future of IDentity in the Information Society) is a NoE (Network of Excellence) supported by the European Union under the  6th Framework Programme for Research and Technological Development within the  Information Society Technologies (IST) priority in the Action Line: "Towards a global dependability and security framework", (see fidis.etsi.presentation.20050321.zip and www.fidis.net)
Europe will develop a deeper understanding of how appropriate identification and ID management can progress the way to a fairer European information society.
FIDIS objectives: 

· Integrating European research with regard to Technologies to: 

· Support identity and identification 

· Interoperability of identity and identification concepts 

· ID-theft, privacy and security 

· Profiling and forensic implications 
The joint research topics/activities are: 

· „Identity of Identity“

· State of things, taxonomy

· Profiling

· Interoperability of IDs and ID management systems

· Forensic Implications

· De-Identification

· The HighTechID

· Mobility and Identity

The project covers issues such as ID in general, including ID cards, privacy, security, state of identity taxonomy, profiling, ID interoperability, forensic implications, de-identification and pseudonyms, high tech ID, mobility. There are many participants in the project, mainly universities. The goal is a “fairer” Euro information society. 
The mobility and Identity activity has just started. They will make an evaluation of location based services. Some current activities include location-based service scenarios, and economic and socio-cultural aspects. There were additional discussions on trust and uniqueness.
Topics included in this presentation are: 
· we are in the middle of a silent identity revolution;
· location based services;
· presence based services;
· they are doing a detailed study on the varying legal frameworks related to identitiy and privacy as the legal issues vary greatly in different countries (e.g. Germany is very strict on what can be revealed to third party).
4.6
Universal Communications Identifier (UCI) and user profiles; Mike Pluke (ETSI STF265)
Mike Pluke presented a brief overview of UCI that listed its aims, the benefits of UCI and what a UCI looks like (see UCI Presentation.zip, UCI_mpluke_t4a.zip, UCI_Pluke et al-1.zip). The presentation included a very simplified demonstration of how a UCI based communication would be set up. It showed how UCI relies heavily on user profiles and that it enables the preferences of both the originator and the recipient of a communication to be taken into account in setting up a communication. Most other activities related to user profiles are centred around the personal preferences of the profile owner only. 
In response to a previous question, Mike added at the end of the presentation some statements made by the Liberty Alliance about the aims and directions of their activities. It was observed that these appeared to be in 100% alignment with those of UCI. He indicated that the relationship to the Liberty Alliance work would be looked into in more detail in the forthcoming eEurope STF on how UCI could be handled within TISPAN release 2.
4.7
Personalisation architecture; Jeff Foley (BT) 

The ePerSpace project has 20 partners. ePerSpace allows access to home integrated value-added services on any device and wherever you are (see ePerSpace-050322_EPS_ETSI_R01.zip). The main ideas of ePerSpace project are: 

1. to start from European user needs in their home life;
2. to identify all the key technologies available in the home;
3. to define, to develop and to test seamless services.
The idea is to offer services that allow users to use home applications wherever they are, using any type of terminal and with a single way of authentication. (for instance access to the Home Media Server from in-house and remotely)

In addition, they plan to develop mechanisms to provide personalized information for each family member depending on the context (morning, arrived home, …)

(for instance access to the Home Media Server from in-house and remotely). The main idea of the ePerSpace project is to start from European user needs in their home life, see http://www.ist-eperspace.org/
Their objectives are:
· To supply the key mechanisms for a personalised and seamless login with appropriate security, allowing a seamless service adaptation according to the varying personal profile of a user. 
· One of the key ePerSpace personalisation objectives is to establish an architecture for user profiles.
· To bring together the personalisation aspects from the Telecom global network, home and audiovisual sector. 
· To define and adapt user profiles according to context such as user's location (at home, on a visiting service gateway or elsewhere)

· Relevant sub-objectives are:

· To identify of appropriate personalised login methods (anonymous, authentication & services),

· To establish an architecture of a distributed personalisation profile,

· To establish supporting security,

· To define ease-of-use methods for management and update of user profile,

· To introduce user interactions in the management and update of user profile,

They will downstream their result and contribute to the next STF on ”user profile management standardization”.

Some of the roles within the project are:

· Telenor covering security, SIM/Smartcard and RFID;
· France Telecom contributing the Doorkeeper and Biometric authentication;
Evaluation of State-of-the art in profile management:

 

· Among all the profile management projects revised, Liberty Alliance is offering a specification that is the most user profile oriented of all (Personal information, with a well defined schema already available) while for Device Profile UAProf still looks like the most mature standard.

· ETSI  and FT SMP are the standards currently offering support for definition of reachability rules and preferences.

· Each of these projects is using its own standard for definition and storage of the user profile, only Liberty Alliance and UAProf are “XML based”. (RDF for UAProf)

· Both Liberty Alliance and Microsoft Passport have a strong focus on single sign-on and authentication, although it seems like Liberty Alliance will dominate this field in the future, since MS Passport has failed to win the confidence of the industry and is in process of discontinuity.

· Security remains an open task since most of these projects do not address it directly. 

· The challenge in this part of the project remains the definition of a type of user interface both for an easy creation and management of the user profile and for the definition of rules for the ePerspace environment. 

· Waiting for the Contribution of Siemens on GUP 

 

Standards for storing, querying and updating of profiles:

 

· Storing: XML Database products can be classified in Embedded or Native XML Databases and XML Query Engines.

· Several languages are available which will focus in different needs, the main of these are: XPath, XSLT and XQuery, XQuery being the preferred language by developers due to its powerful nature and its ability to also handle presentation.

· Several XML products have appear that support XML each of them with their own mechanism for storage, and big database vendors have implementations 

· Regarding storage of XML data in the RG (User Profile, etc), the product chosen will depend on the capabilities of the box itself. If its extended, a native XML database like eXist would be a good choice. 

· XML:DB API is an important initiave which will allow the development of software independently from the XML Database chosen for profile storage, just as JDBC abstracts from proprietary implementations for relational databases.

 

ePerSpace Workpackage activity:
· WP4 will hold a copy of part of profile : interests+login

· WP6 UPnP profile to be extended via UAProf

· 4 profiles will be defined : 

· User profile 

· Service profile

· Network,profile

· Devices profile

Structure of these profiles to be defined for middle of March (15th)

Topics included in this presentation are: 

· Some future work is to identify the mapping between the ePerSpace approach for User Profiles and ETSIs approach;
· XML is a good candidate for definition of profiles;

· Lack of support for distributed XML databases;

· UpnP is being used for standardization of things in the home;

· They ”build on/use” the ”standard solution” – the 3GPP GUP;

· It was pointed out that 3GPP GUP is not yet stable,  they will still modify things;

· Link to service platform:

· SLA;

· Cross domain;

· Identity provider.
4.8
Rules, Managing the Complexity of user profile information; Paul Foster (BT)
This project is formally planned to start in April 2005, but some activities have already started (see ManagingComplexityInFutureApplications.zip). There are a number of complexity issues, broken down into the following five areas:

· User profile
· Rule Management
· Context
· Artificial Intelligence
· Feedback
They have checked our draft and identified and agreed with guidelines on rules that they found useful. Topics included in this presentation are: large profiles, complex rules, conflicts, contexts, automation, feedback, all of which have an impact. 
Rule engines were originally based on Prolog, which is favored by the natural language and AI community, now there are open source options, JSR94 Java rules API, etc. Paul talked about the abstraction of service logic for profile rules management for network hosting. 
For rule representation, they have looked into:  

· ruleML, BRML (Business Rules Markup Languge);
· KIF, SDL;
· Database Tables;
· etc.
4.9
Architecture Principles driven by the vision of ICT Services for all; Philippe Charas (NovaVista) 

NovaVista is a Not for Profit group stationed in Stockholm, Sweden, dedicated to the task of enabling the inclusion of elderly and disabled people in an ICT dominated modern world (see PhilippeCharas.zip). 

NovaVista defined a service scenario around a blind professional woman. 
NovaVista's 6 Service Areas are:
· Guidance and Personal Security;
· Home Security;
· Self Administration and Management;
· Communication;
· Leisure and Entertainment;
· Commerce and Banking.
They have been working on the ICT inclusion of elderly and disabled people, the impact of traditional social directions, and the work is aimed at architectural issues. NovaVista haven’t specifically looked at profiles so the two projects complement each other.
From an architectural perspective:

· Policy repository: let’s invent a language, see for example Security Assertion Interface SAML;
· Legal processes; 

· Applies to any resources.
Summary:

· NovaVista strives for a business model independent architecture, ie separation of transport services and legalities. 

· Architecture reflects business models as well as societal values

· Business models are reflected in the structure of the policy database, which can be continuously updated rather than having to redesign the lower level architectures.
4.10
Presentation of the draft ETSI Guide, EG 202 325 on "User Profile Management"; Mike Pluke and Françoise Petersen (STF265)
A presentation of the draft with the most essential issues and guidelines from each chapter was presented in PowerPoint (see PartII_PersonalizationProfilesWSMarch2005.zip). The participants also had an electronic and/or paper version of the draft ETSI Guide, EG 202 325. 

The latest draft can be found at: http://portal.etsi.org/STFs/HF/STF265.asp
5
Issues from workshop 
We are glad that the workshop attendees were enthusiastic and participated actively in a great number of discussions. The following issues where collected during the interesting discussions and the STF265 team are happy to use the ideas when enhancing the draft.
Templates and default values

· We need a statement in one of our guidelines like: "Predefined default parameters should be acceptable to a maximum (such as “at least 90 %”) of the target communities."

· We need to call out a guideline that reflects the text related to users being free to create their own defaults.
· We should look at the possibility of adding material that says that templates can be automatically updated as a result of feedback from real usage of profiles derived from the template (e.g. if the template say the default value of Setting X is 5 but everyone using it has set the value to 10, then the default in the template should be changed to 10. This needs to be thought through for potential privacy issues.

Location

· Context and location information is useful when defining profiles.

Information sharing and privacy

· We need to include a clear statement about the need for traceability and auditability of accesses to the profile data. This will be a challenge in a mixed environment of products from different vendors.
· Check PRIME on privacy requirements, see http://www.prime-project.eu.org/
· Comment related to guideline chapter 4 on Concepts – and guidelines for the processing agent ” If any part of the user profile or a user profile agent needs to make any external requests or responses to any external events, the user needs to have the opportunity to be made aware of these external interactions.” : add text on trusted party and let the user choose Y/N. See also GUP and communications with trusted/untrusted parties.
· It would be good to have preferences related to different roles. I might want to share my work-related preferences with my colleagues, but not what is related to my hobbies.
· Databases, collecting information from different sources, making conclusions about the different pieces of information. In this environment, who has access to what information raises some very important privacy issues.

Implicit methods for information acquisition - adaptive personalization

· It should be possible to do some transactions that do not result in changes to a profile that is being built up by observing user behaviour (e.g. shopping for someone else on Amazon).

Stakeholders – Developer
· We do not explicitly cover application developers in our stakeholder list. Have we covered this adequately with other categories? We may need to create a new stakeholder category for developers, or at least include them in the list.
Architecture

· Reference to quality control of some kind is probably required. This is related to SLAs (service level agreement). Use a policy enforcement language;

· It is important to separate architecture and business models. Until now they are not separated. We do not know about the business model in ten years, so it is better if the architecture and business models are separated;

· Philippe Chatras' approach is very interesting. He think’s that a very large part of user profile management and use will end up being in the "legal" domain (where legal means things to do with rules, agreements, relationships, as well as formal law). We might need some statement somewhere at the beginning of the document to say this. It is reflected lightly in the STF265 document in areas - e.g. parent-child and carer-cared for relationships. Concern for legal aspects of required services was a pretty strong message.
Auditability
· As well as auditability of access attempts to profile data (above), we need to have an audit of changes made to the profile by the profile owner or others with access rights (e.g. a care giver). We also need to look at what else needs to be auditable: every outcome that results from the application of a profile rule (e.g. if a user suddenly loses all their communications it would be good to be able to trace that to a cause)

Content preferences in profiles

· Maybe "interest" profiles can be mentioned and placed in context in our document. 

Extendibility

· In the ePerSpace study, they start with a schema and users can extend it. Maybe STF265 need to state something similar - but there can only be certain areas where extensions make sense - e.g. cannot make extensions to service feature parts of the profile if the underlying service can't support a feature (or maybe the user might be allowed to, as another future service might support it). User extensions must still relate to a common taxonomy otherwise they will make no sense to others.

Cost of profile operations - Synchronization

· Who pays for profile synchronization? There is a need to define business cases for profile operations such as synchronization. Synchronization should be done, when reasonable, but not too often due to the costs.

Work to check

· It was suggested that we could check the Oasis-Open workgroups on CIQ (Customer Information Quality), HCML (Human Capabilities Markup), LegalXML Subscriber Data Handover Interface.

Legal issues
· Who owns the profile? Who has legal responsibility? The question of who owns what was raised (several times). This relates to who owns the profile as well as who owns components of a profile and information about user behaviour when using different systems.

· There is a need for a legal framework including for example the relations with a caregiver versus legal guardian rights, and control of care recipient assets.

Identity

· To be useful, identities must be trusted by everyone internationally. It was pointed out that there was a similarity with the identiy represented by a passport. Although passports are used as international travel documents, some passports are more trusted than others. A person's identity may be seen as more or less valid depending on the person's country of origin. The trust will depend on the perceived robustness of the identity validation rules and procedures in each country.

· An example of anonymous identity is where an intelligent corridor may know that the user’s preferences are ”need maximum light" but the system does not need to know the user’s name.

· A person could have different identities, some of which they use frequently and some very seldom.  It was observed that this relates to the concept of "partial identities".
· The FIDIS people mentioned W3C's OWL for terminology taxonomy specifications. Need to look into this, but it might be something for the next profile STF.
Rules

· How do we handle profile/rule conflicts? If two rules conflict which takes precedence?;

· BT had the idea of adding weightings to each rule - the problem is how is this done, is it another complicated decision for the user?
· There are lots of concern about rules and conflicting rules. Plausibility or consistency test for rules should be further investigated. Fuzzy logic/ Dempster-Shafer theory might be interesting to investigate;
· Discuss rule applications in offline and online updating. 
· SemanticWebML suggested in discussion as well.

UCI

· There were discussions about how secure yet mutually anonymous sessions could sometimes be required (which is feasible with UCI). 
· There was a question of whether the OMA's Identity Management Framework had been looked at in UCI. It has not recently been looked at in detail and it will be done in the TISPAN WG4 STF.

· It was pointed out that the EU funded project in FP6 related to FIDIS, called “Prime”, has some very useful material on the modelling and enforcing of privacy requirements. www.prime-project.en.org.
Business cases

· The need for business cases for profile management in general and for profile synchronization in particular was mentioned.
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Newsletter and further contacts
We would be happy to add your name to our stakeholder list. You may be passive stakeholders, just receiving our newsletter or you may be active stakeholders sending us tons of comments and documents! We welcome you to contribute to the work of STF265 and the new STF that would build on the results from STF265, either if you have some input you think could be useful or by telling us what we could do for you!

We welcome attendees to have ongoing contact with us. You are welcome to send emails to: Françoise .Petersen@apica.com
Information on STF265 can be found at our web pages at: http://portal.etsi.org/STFs/HF/STF265.asp
The attendees are also welcome to discuss personalisation and user profile management at our mail list HF_User_Profile_Management@list.etsi.org
To subscribe:

http://list.etsi.org/HF_USER_PROFILE_MANAGEMENT.html
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Thank you!
The STF265 team Walt Brown, Françoise Petersen and Mike Pluke thank you for participating in this workshop. A special thank to the invited speakers who gave interesting presentations that resulted in a great number of interesting discussions. 
