	ToR STF 396

	page 2 of 16



	[image: image1.jpg]TED

World Class Standards




	ToR STF 396 (CEN/CENELEC/ETSI) 

	
	Version: 0.2

	
	Author: EC/EFTA – Date: 07 August 2009

	
	Last updated by: Alberto Berrini– Date: 5 January 2010

	
	page 1 of 3


Terms of Reference for Specialist Task Force STF 396 
(CEN/CENELEC/ETSI)
“Response to Phase 1 of EC mandate M/436 (RFID)”
SA/ETSI/ENTR/436/2009-02
Document status
	Status of these ToR
	ETSI proposal accepted by EC/EFTA (SA contract signed Dec-09)

ToR approved by ETSI Board.

	Work Items approved
	ETSI DTR/TISPAN/07044


Background information
Mandate M/436 is a European Commission request, backed by the member states, that the European Standards Organizations (ESOs) deliver a coordinated response on the subject of Radio Frequency Identification Devices (RFID) in relation to data protection, information security and privacy. M/436 is set out in 2 phases. This technical proposal refers to actions required by Phase 1 only. This technical proposal also refers to additional focused action during Phase 1 only and compliments activities related to RFID Privacy Impact Assessment (PIA) and RFID Logos & Signage. This focused action is necessary in order to provide adequate relevant standards as a solid foundation to consistent and rigorous compliance and enforcement of the Recommendation (adopted by the EC on the 11th May 2009) across Europe. Such an approach assures that the Phase 1 deliverables take into adequate consideration the extension of work upon both these topics during Phase 2 in-line with other work completed during Phase 2. This is important in maintaining the relevance of this standardization activity.

Radio Frequency Identification Devices (RFID) is used throughout this proposal to refer to both RFID systems and RFID networks, unless expressly mentioned otherwise. RFID networks include any network which transmits or exchanges, uses or stores RFID directly or indirectly generated data, messages or events. RFID networks include hardware, software and services. These include devices, applications software, firmware, middleware, internet based services, EDI, etc.

In Europe, CEN, CENELEC and ETSI as the three ESOs, all have an interest in standards on this topic.

In CEN, Technical Committee 225 (AIDC Technologies) is establishing a Working Group on RFID.  TC225’s activities are in standardisation of data carriers for automatic identification and data capture, of the data element architecture therefore, of the necessary test specifications and of technical features for the harmonization of cross-sector applications. CEN also has a Workshop on Data Protection and Privacy (WS/DPP) with existing generic work on the privacy implications of technology. 

In CENELEC, Technical Committee 106 x (electromagnetic fields in the human environment) is concerned.

ETSI set up in 2008 a work item within TC/TISPAN (Telecommunications and Internet convergence Services and Protocols for Advanced Networking) concerning RFID privacy and security.  TISPAN is the major ETSI group following M/436, although also TC ERM TG28, TG 31A and TG34 and TC M2M are concerned by it. 

RFID is a subject of global relevance and RFID standards are usually not restricted to Europe. At international level, organizations developing or interested in the development of RFID standards are identified in the GRIFS WP1 report “overview of RFID standards” published in December 2008
.
Part I – Policy relevance and expected market impact

1 Policy relevance

Radio Frequency Identification (RFID) has growing policy relevance due to a number of factors being: 

· the reduction of technology costs of a broad range of wireless technologies RFID is commonly used to refer to opening a broad range of new commercial opportunities for end users; 

· the rapid expansion in the number of RFID applications; 

· the increasing number of RFID applications which bring RFID into the domain of private individuals; 

· the technology’s technical and operational characteristics; 

· the push towards interoperability of select functionalities as a basis to the commercially driven established momentum towards open RFID systems; 

· public privacy concerns and the wider impacts on technology providers and end users; 

· security.  

Mandate M/436 will, through its deliverables, have both direct and indirect impact upon the European adoption of RFID technologies and the resulting influence upon European technology providers, European end users, Governments and the general public.  Deliverables under this mandate have the potential to impact a number of areas outside of RFID including the Internet of Things (IoT), sensor networks and, other forms of wireless connectivity technologies and associated networks. 

Policies impacted by this Mandate include:

i.
 Economic

ii.
 Social

iii.
 Environmental

iv.
 Legal

For more information on policy impacts please refer to the OECD Policy Guidelines on Radio Frequency Identification
. This OECD document is referenced within the M/436.

There are many challenges to extending RFID system and network adoption. An area constraining wider RFID adoption within Europe which the mandate addresses is the public concern for privacy and the wider stakeholder concerns for security.

The primary objective of the Phase 1 deliverables, whilst taking due account of existing standards and ongoing standards activities, is to create a standardization work programme with a clear reference as to what are the acceptable technical measures and the essential gaps in standards which are to be developed in relation to building collective confidence in RFID technology and its many applications by end users organizations and the general public. RFID privacy and security are core elements and in particular with reference to applications where RFIDs are owned or held by individuals. 

2 Rationale

Accelerating the development of standards in the area of RFID privacy and security offers the opportunity to effect a chain of interrelated benefits throughout European society and contributing a key component to future European competitiveness. RFID privacy and security standards will contribute to improving public, market-wide and government confidence in this technology and encouraging continued and growing investments both in future development and broader adoption. 

Key challenges remain:

· The perception-based fear of the ability of RFIDs to identify and track individuals.

· The perception-based fear of the ability of RFIDs to identify items and the associated value without authorization:

1.1 In public spaces.

1.2 At places of work e.g. my employer wishes to know if I am carrying medicines associated with sickness X, Y, Z.

1.3 From beyond the boundaries of private property e.g. a criminal seeking to identify items within the home or the current inventory position within a business in preparing a theft while at or beyond the threshold of private property.  

· Concern for the invisibility to the general public of data held on RFID tags and transmitted unknowingly by enquiring RFID interrogators where the tags are in the possession of private persons.

· Increasing technology costs of privacy and security features limiting RFID applications.

· Future legislation impeding or barring RFID use in certain applications and imposing blanket requirements which impose costs directly or indirectly on existing users.

· Future security threats and the (current) inability of upgrading or changing protection due to the fact that RFIDs are seldom connected to a network.

· Risks that some privacy enhancing technologies provide an increased level of security risk.

· Consumer convenience and other barriers to the effective implementation of security and/or privacy features will result in poor protection.

· The early and growing applications deliver benefit to private individuals and encourage take up of the technology. However these applications are still relatively few, and as a result there are still concerns over potential misuse and criminal exploitation of RFID.

Public perceptions of the broadly defined area of RFID impact upon end users technology adoption patterns, having a major influence over RFIDs development and adoption. Over recent years public perceptions of RFID has been guided by a number of applications which have been readily proven to offer threats to individuals privacy and security. On the other hand countermeasures to privacy and security threats have been challenged either because of their technical shortcomings or due to their lack of widespread adoption.

3 Objective

The principal objective of this technical proposal is to complete successfully Phase 1 of the M/436 in addressing RFID in relation to data protection, security and privacy. This document deliberately focuses upon the Mandate’s objectives in order to provide clarity upon the deliverables and to maintain the Mandate’s required timelines.

The objective is to define a widely supported recommendation for the areas of activity and detailed plan for Phase 2 of the mandate.

4 Market impact

The lack of progress and clarity of direction with regard to the topics raised in M/436 are already having a negative impact upon mass-market adoption of RFID and some similar consequences for smaller markets too. For this reason it is important that Phase 1 of the M/436 is progressed and concluded as rapidly as possible. 

While the duration of the Phase 2 process may have some impact upon slowing adoption in some applications it is possible to design Phase 2 to minimize this effect. Through the increase in confidence provided by the anticipated Phase 2 deliverables a very positive impact upon market adoption is expected across all RFID existing and future applications.

Part II – Execution of the work
5 Working method / approach

One of the challenges to RFID privacy and security in building trust and confidence in both RFID technology components and applications is that efforts to tackle each of these areas have been either polarized around security or, privacy or, within the boundaries of the immediate applications they have been designed for. As a result there exists a lack of interoperability and examples where either security or privacy has been compromised. The recommended Phase 1 approach in this proposal aims to avoid replicating the approaches of the past by building consensus around all aspects of RFID privacy and security and the proposal for Phase 2 at the same time.

CEN, CENELEC and ETSI will establish a limited Co-ordination Group to prepare the Phase 1 report.  
This Coordination Group will comprise (in particular, but not necessarily exclusively) representatives from the following technical activities: CEN TC225, CEN WS/DPP, CENELEC TC106x, ETSI TISPAN, ETSI ERM and ETSI M2M.

To assist its work, the Coordination Group may hold wider consultation meetings with interested stakeholders and international standards bodies.  These shall include the European Commission (DGs ENTR and INFSO), additional bodies mentioned in the mandate (ANEC, Article 29 Working Party),   ISO/IEC JTC1/SC31, GS1-EPC Global and other bodies as appropriate, including ISO/IEC JTC1/SC17/WG8 “Integrated circuit cards without contacts”. The ESOs will host an open meeting with stakeholders and this will be held before the end of the phase 1 activities.  

The Chairperson may invite additional persons to specific meetings with the agreement of the Coordination Group.  The Chairperson will be appointed from amongst the Coordination Group members.  The Secretariat will be carried out by one of the ESOs.
The Co-ordination Group will work by consensus.  In the event of the Group failing to reach agreement, the CEN/CENELEC/ETSI Joint Presidents’ Group shall decide the appropriate course.

The Co-ordination Group will be supported by a multi disciplined Specialist Task Force representing the communities in the 3 ESOs and the field of RFID who coordinate and are responsible for advancing the Phase one deliverables. Collectively, the STF will need to possess an in-depth established knowledge of the following areas: 

	Area of expertise
	Generic areas of contribution

	Privacy

· Article 29

· Data protection directives

Consumer rights
	Lawyers

University representatives

Public Interest Groups

	Security

· Information security

· Data protection

· Network security

· RFID security

· Corporate security threats

· Threats to private individuals

National security protection
	Information security professionals

Physical security professionals

Law enforcement professionals

	RFID

· CASAGRAS/GRIFS

· ISO/IEC JTC1/SC31

· EPCglobal

· NFC

· RTLS

· Active, battery-assisted & passive systems

· High Frequency, Low Frequency, Ultra High Frequency Ranges (400 MHz, 900 MHz and 2.4 GHz)

· Sensors

· Devices & components

1.4 Silicone

1.5 Tags

1.6 Interrogators

1.7 Interfaces

1.8 Middleware
	RFID experts

University representatives

	RFID Applications e.g.:

· Baggage handling

· Libraries

· Document tracking

· Ticketing

· Financial Instruments

· Road tolling

· Professional laundry

· Healthcare

· Retail supply chain 
1.9 
Apparel, fashion & footwear supply chains

1.10 Consumer electronics

1.11 Beverage

1.12 Cold/cooled products

1.13 Fast moving consumer goods

· Other supply chain 

1.14 Industrial

· Access control & safety systems
	Representatives of integrators

End user representatives

	Networks and Internet

· W3C

· EDI

· ETSI

· Internet

· M2M

· NGN


	Service Provider Representatives

Application Developers

System Architects


Up to eight experts will be recruited to participate in this STF. The experts will be recruited following the ETSI procedures and will comprise experts nominated by ETSI members along with those nominated via CEN and CENELEC open calls.  The allocation of resources to the tasks will be reviewed and agreed by the Coordination Group composed of the 3 ESOs and representatives of their identified lead TBs.  The Coordination Group will be responsible for the selection of the experts, the general project management support to the team and to resolve any specific issues raised to them. 

The work of the STF will be technically reviewed by the membership of the Coordination Group but which is expected to be made up of ETSI members from multiple groups in RFID, privacy and security (especially TISPAN WG7) plus relevant technical experts from CEN and CENELEC activities (in particular from CEN TC225 (AIDC Technologies) – and the CEN Workshop on Data Protection and Privacy (WS DPP). Other stakeholders (especially those outlined in the mandate) will also be encouraged to actively participate and or contribute to the deliverables via open workshops and through liaison actions. The work of the STF addressing Task 4 will be technically reviewed by both the STF-Steering Committee and the CEN/WS DPP.

The overall results from tasks 1, 2, 3, 5 and 6 will be published by the three ESOs, by CEN and CENELEC following approval by their Technical Boards and as an ETSI Technical Report (ETSI TR) to be approved via ETSI TC TISPAN. This report will be joint copyright. Nothing will be forwarded to the EC until all 3 ESOs have accepted the output.

The overall results resulting from task 4 are intended to be published as an update to a CWA and a new CWA as an interim milestone before being submitted to a formal European Standards process. These CWAs are not specific deliverables under this Technical Proposal as they fall within the remit of the CEN WS/DPP. 

The proposed work is organised into several closely coordinated STF expert led activities being carried out in parallel over an approximate duration of 9 - 12 months. The activities are to be developed within the tasks described below which are to be detailed by the STF experts and approved by the Steering Committee. This organisation is designed to deliver Phase 1 results quickly while maintaining alignment.

Co-ordination with various stakeholders, including manufacturers, operators, research institutions, as well as standards organizations and other international projects will be necessary to achieve the best outcome of this work. The ESOs have established connections with a large part of this community.   In particular, connections will need to be established with the standards community inside ISO/IEC JTC1/SC31, in particular with current standardization work there relating to RFID security including specifically WG7 “Security for Item Management”.

In addition to the specific consultations carried out by the Co-ordination Group, stakeholders will be encouraged to provide comments and input to the Phase 1 report, either to STF CG meetings, or those of the interested technical bodies including ETSI/TISPAN WG7, TC ERM, TC M2M, CENELEC TC 106X, CEN TC225 and CEN WS/DPP.  Electronic comments will also be encouraged, including by providing critical review of the STF work when drafts are announced via the Web pages that will be constructed. 

6 Performance indicators

To enable a transparent qualitative view of the stakeholder engagement with the STF and the performance of the STF at dealing with stakeholder comments, a register of stakeholder issues will be maintained by the STF. This will show the source of an issue, how it was dealt with and the resulting impact on the output delivered. The register will be reviewed regularly by the STF CG who will arbitrate any conflicts about the resolution of an issue. The register will be reviewed by the STF CG as an administrative performance metric for the team in dealing with stakeholder consultation.

As required, by the grant agreement, information will be provided that will act as performance indicators against this activity in the following cases:

6.1 Effectiveness:

Details will be provided of the number of participants in the activities at all levels, including the stakeholder meetings, interviews, ESO TB and STF SC commenting on drafts throughout the lifetime of the development of the TR. Details will also be provided on the number of meetings held related to the work and the number of participants, the number of presentations made about the activity (plus an evaluation of the feedback received) and details on the production schedule in relation to that set down for the work and the life of the grant agreement.

Proposed Benchmarks

a) At least 2 draft versions of the Phase 1 report to be announced and promoted through e-mail and CEN, CENELEC, and ETSI.

b) The number of downloads during any open consultation period to be counted (each draft should be in one place organized on the ETSI server with links from the other relevant sites, to facilitate the download count).

c) 90% of the tasks and other milestone related schedules should be met on time.

6.2 Stakeholder engagement:

An analysis will be given of the balance of the stakeholder representation in the activity and the number of liaison activities performed, particularly at the international level. The degree to which working relationships between the standards groups of different standards organisations can be established (particularly between CEN CENELEC and ETSI standards groups, and with the international level (ISO/IEC JTC1 and other) will be a sign of the effectiveness in achieving the aims of this work. 

The STF will also set up an exploder list (to be a reference group) so that identified stakeholders can be placed on this so that they can be notified of the actions and of specific drafts available for comment. The STF will make as many stakeholders aware of this list as possible.

Proposed Benchmarks

A statistical presentation is to be provided of the stakeholder representation over the duration of the action. 

6.3 Dissemination of results:

Information will be provided that records the number of actions performed to disseminate the output and the efforts to raise the awareness of the activity and to disseminate the output. Information on the efforts to bring this work to public notice prior to publication will be provided.

Proposed Benchmarks

d) 3 presentations will be made at workshops, symposia, standards bodies and user groups.

e) Press releases and/or articles on the work and the achievement of important results.

7 Work plan, milestones and deliverables

7.1 Work plan
The proposed work is to be organised into four steps with an approximate duration of 3 months to complete the first and 6 - 9 months to complete the other three, as shown in the following figure.


[image: image2]
Task 1: Preparatory; Establish the STF

Technical experts will be recruited to participate in the STF and the allocation of resources to the tasks will be reviewed and agreed. The bulk of the activity once the selected experts have been contracted will be to agree on the division of responsibilities.

Planned duration: 2-3 months.

Planned timescale: 2-3 months following the date of signature of the EC/EFTA contract; (S + 3)
This task will include the Call for Experts.  This will be disseminated in an ETSI Collective Letter, distributed by CEN, CENELEC and ETSI, circulated to other technical groups interested, and be placed on the web, in order to obtain the widest possible expertise. The Coordination Group will then be responsible for the selection of the experts for the STF and the selected experts will agree with the Coordination Group the planned allocation of tasks and responsibilities.

Task 2: Preparation and delivery of a Work Plan for Phase 2 
The task involves consolidating findings based upon RFID, data protection, information security and privacy following the Mandate and its references, notably the OECD Policy Guidelines on Radio Frequency Identification document. From the consolidation of findings and in reference to the Mandate, develop a recommended plan of standard development activities with a supporting document outlining the rationale, linkages and references. Step 3 planning will be established and related activities initiated during an early part of Step 2 in order to make a seamless transition from Step 2 into Step 3. Consultation with key stakeholders is linked to this and is carried out under Task 3.

The task involves:

· Investigation

· Analysis

· Consolidation of findings

· Drafting an overall reference, rationale supporting a recommendation for Phase 2 activities related to a standardization work programme

· Presentation of draft recommendations to European Commission in order to gain approval to start Step 3

KEY: C = contribution: Co = coordination/responsibility for sub task deliverables: R = review.

Table 1: Lead areas for STF Experts

	No.
	Activity
	Policy
	Legal Environment
	Privacy & Data Protection
	Information

Security
	Standardization

Environment

	1
	Determine the selection of terminology by reviewing and taking into consideration M/436 and its cross referenced documents.
	C

 & 

R
	C

 & 

R
	C

 & 

R
	C

 & 

R
	Co

	2
	Data protection, privacy & information security SWOT analysis of RFID resulting in the highlighting a hierarchy of technology, existing standards work,  and standards gaps in relation to all aspects of RFID & including the networking of tags. A documented summary of the study will contribute to the recommended standardization work programme.
	C

 & 

R
	C

 & 

R
	Co
	C

 & 

R
	C

 & 

R

	3
	Complete a threats and opportunity analysis of future technological evolution extending from SWOT (above) and engaging a variety of organizations at the forefront of information technology (including RFID), data protection, privacy and information security. A documented summary of the study will contribute to the recommended standardization work programme.
	C

 & 

R
	C

 & 

R
	C

 & 

R
	Co
	C

 & 

R

	4
	Develop an inventory of actors in the area of RFID and related RFID networks and with respect to data protection, privacy and information security. Build and align effort with that of CASAGRAS and GRIFS but extend further into areas of data protection, privacy and information security. 

(This sub task will be used in Task 3 below).
	R
	R
	C

 & 

R
	C

 & 

R
	Co

	5
	Data protection, privacy, information security & interoperability review to establish essential and important aspects of “privacy by design” with respect to Policy and the OECD RFID guidelines. Develop a review document which contributes to the recommended standardization work programme.
	Co
  
	C

 & 

R
	C

 & 

R
	C

 & 

R
	C

 & 

R

	6
	Identify policies and standards with respect to “Privacy and security by design” with particular respect to physical systems components and robust consistent interfaces which foster the trust of individuals. Develop a review document which contributes to supporting the recommended standardization work programme.

(Related to No. 5 above)
	Co
  
	R
	C

 & 

R
	C

 & 

R
	C

 & 

R

	7
	A review of issues related to transfer of user control, deactivation and reactivation of tags (and interrogators) with transfer of liability to the technology developer. Market survey of related technologies and standards. Development of an impact analysis and recommendation based upon a review of technology, applications, the legal environment and policy in order to identify areas of future standards development. Reference to action No. 3 above and future IoT scenarios will provide an important contribution to this work. The recommendation will contribute to the standardization work programme.
	C

 & 

R
	C

 & 

R
	Co


	C

 & 

R
	R

	8
	With reference to the Communication on PETs [Com(2007) 228] in supporting the development of good practice frameworks to support PIAs identify complementary standards. Both existing and potential future standards will be documented providing a contribution to the standardization work programme. Take due account of established and ongoing activities related to generic PIAs and ensure the development of specific RFID PIA related processes in order to deliver a standard approach to the assessment of RFID implementations throughout Europe
	C

 & 

R
	C

 & 

R


	Co


	C

 & 

R
	R

	9
	Analyse security level requirements in relation to applications
 and data objects and in particular those associated with high capacity and/or functionality tags. Avoid over specification of requirements for many applications. Draw upon established and ongoing work within ESOs. Document the findings and recommendations in support of the future standardization work programme.
	R
	R
	C

 & 

R
	Co


	C

 & 

R

	10
	Identify and classify applications by security risk levels. Draw upon established and ongoing work within ESOs and elsewhere. The classification will contribute a hierarchy of importance to the recommendations within the future standardization work programme.

(Related to No. 9 above)
	R
	R
	C

 & 

R
	Co
	C

 & 

R

	11
	Analyse sectoral applications needs for standards. The analysis will look into existing established needs and anticipate the future requirements and opportunities such standards may offer e.g. when migrating from open to closed applications, etc... The prime focus will remain data protection, privacy and information security. Findings will be documented in support of the future standardization work programme. 

(Related to No. 9 & 10 above)
	C

 & 

R
	R
	C

 & 

R
	Co
	C

 & 

R

	12
	An assessment of standards and procedures for object identification will be completed. Consideration of European and world implications, taking into account the broad range of identification schemes.
 There are multiple and unique advantages to be derived from looking at RFID in the context of a broad range of identification schemes opening improvements in data protection, privacy and information security. The assessment and recommendations based upon the findings will contribute to the proposed standardization work programme. 
	C

 & 

R
	C

 & 

R
	C

 & 

R
	C

 & 

R
	Co

	13
	Assess, and follow-up as appropriate, the opportunity to develop standards implementing Article 3.3 of Directive 1999/5/EC, subject of a Commission Decision on additional essential requirements over R&TTE.
	Co
	R
	C

 & 

R
	C

 & 

R
	C

 & 

R

	14
	Identify the needs and the requirements for cooperation to reach global interoperable solutions. To be used as a reference for the planning of Task 3 below.
	Co
	C

 & 

R
	C

 & 

R
	C

 & 

R
	C

 & 

R

	15
	Define clear objectives, task assignments and timetables for the delivery of the required standards or guidelines. This activity is a core element the recommended standardization work programme delivered at the end of Phase 1.
	R
	R
	C

 & 

R
	C

 & 

R
	Co

	16
	Assessment of the End of Life (EoL) and recycling implications for data held upon RFID tags or within components of other RFID network devices. Reference existing regulations, standards and guidelines for the disposal and recycling of electronic components in formulating a recommendation for RFID components and in particular RFID tags. The assessment and recommendations based upon the findings will contribute to the proposed standardization work programme.
	R
	C

 & 

R
	C

 & 

R
	Co
	R

	17
	Take due account of established and ongoing activities related to RFID logos and signage in order to offer standards which offer clear and consistent messages to the general public throughout Europe in raising awareness as well as building confidence in RFID technology and associated applications. Standards need to be developed quickly to support the RFID Recommendation.
	R
	C

&

R
	Co
	Co
	C

&

R


Expected duration: 5-6 months (S+12).

Estimated resources: 90 man-days.

The  deliverable will be a proposed recommendation for Phase 2 
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Task 3: Seek input to Phase 1 proposed deliverables

This task involves each of the STF members reaching out to their individual/respective communities following an agreed plan in order to explain the draft recommendations and to seek feedback. Additionally public consultation will provide a ‘catch-all’ to gather the views of all stakeholders. Individual STF members will formalize findings in a commonly shared electronic template before collectively reviewing and producing a recommended set of amendments to the Steering Committee for approval. 

The task involves:

· Conducting workshops

· Web-based consultations

· Dedicated liaisons with other key players, including ISO/IEC JTC1/SC31 and relevant standards consortia

· Consolidation of feedback

· Development of final proposed standardization work programme and supporting documentation

· Proposing recommended amendments to the Phase 2 proposed plan of activities

· Issuing an updated, referenced and rationale-supported recommendation for Phase 2 activities  

Expected duration: 2 to 3 months (S+7 - 9).

Estimated resources: 36 man-days.

The deliverable is a  recommendation for Phase 2 that will be in the Report adopted by the ESOs
Task 4:
RFID Privacy Impact Assessment (PIA)

The principle objective of activities under this task on standards development in association with RFID Privacy Impact Assessment (PIA) is to take due account of established and ongoing activities related to generic PIAs and ensure the development of a specific RFID PIA related process in order to deliver a standard approach to the assessment of RFID implementations throughout Europe. The following action is anticipated.

Building on the ongoing work item on developing a generic PIA framework in the CEN Workshop on Data Protection and Privacy (activity to deliver by October 2009), develop an RFID-specific PIA document, coordinating the activities of key stakeholders as well as contributing towards the development of a future RFID-specific PIA CWA. The proposed RFID PIA document will be reviewed by CEN/WS DPP and other ESO stakeholders (and the Article 29 Working Party of Data Protection Commissioners). 

The STF will edit the RFID PIA document in line with the inputs and comments received from all reviewers, participants and stakeholders. The STF will propose to the CEN/WS DPP:

· Changes or additions to the existing generic PIA CWA to result in a revision of the CWA on a generic PIA Framework;

· A separate CWA that will describe the RFID PIA. 

The output from this task will be the agreed input documents to the CEN WS/DPP with proposals to update the generic PIA framework CWA together with a basis for a new RFID-specific PIA CWA from the CEN WS/DPP.  The finalised CWAs are not part of this technical proposal but they will be freely available from CEN.

Expected duration: 9 months.

Estimated resources: 50 man-days.

Timescale: 9 months following the start of work (up to 3 months after the date of signature of the EC/EFTA contract); (S3 + 12)

Dependency: Continued strong support for and voluntary participation in the CEN WS/DPP.

Task 5:
RFID Logos & Signage

The RFID logos and sign standards are to take into account existing and future implementations of this technology in order to not restrict RFID applications. The logos and signs are to be capable of alerting to all elements of an RFID network. The STF will coordinate the activities of key stakeholders and propose activities to the EC concerning the development of the future RFID logos and signage standards.

The STF will develop a list of established and ongoing RFID logos and signage activities and their associated key stakeholders taking into account contributions from the EC RFID Expert Group. The task is to establish a PIA and RFID logos and signage landscape and identify gaps requiring the development of RFID specific PIA processes and the steps necessary to coordinate the delivery of suitable RFID Logos and signs within 12 months of the Recommendation.

The principal objective of the STF will be to overview the established and ongoing activities related to RFID logos and signage in order to ensure that standards are available to provide clear consistent messages to the general public throughout Europe in raising awareness as well as building confidence in RFID technology and associated applications. Further these standards need to be prepared in a timely fashion to support the RFID Recommendation. The RFID logos and signs standards are to take into account existing and future implementations of this technology in order to not restrict RFID applications. The logos and signs are to be capable of alerting to all elements of an RFID network. The following steps are anticipated.

With the agreement of the Co-ordination Group, the STF will consult key stakeholders, propose activities to the EC and execute approved actions which guide the development of future RFID logos and signage standards. The Co-ordination Group will meet the EC stakeholders concerning this issue (e.g. DGs Enterprise and Information Society) every 3 months.

Expected duration: 9 months.

Estimated resources: 27 man days.

Timescale: 9 months following the start of work (up to 3 months after the date of signature of the EC/EFTA contract); (S3 + 12)

Task 6:
Promotion of Approved Phase 2 Plan

The last task of Phase 1 and after consultation period with the European Commission and Member States is to promote the agreed plan for M/436 Phase 2 activities. This is a critical step in the Mandate as it delivers the continuity and momentum to Phase 2 to best ensure the broadest possible stakeholder participation. 

The task involves:

Promotion of Phase 2 agreed planned activities through presentation to stakeholder groups in meetings, conferences and publicly accessible events.

Preparation and submission of a Final Report to the EC/EFTA with the publication version of the Report following acceptance by all 3 ESOs.

Expected duration: 3 months (S+9 - 12).

Estimated resources: 25 man-days. 

The deliverable under this task is the promotion of Phase 2 (reported on in the Final Report but not a formal ESO deliverable).

7.2 Deliverables

The European Commission and EFTA will receive two reports, an interim activity report (8 months after the date of signature) and a Final Report at the end of the project (15 months after the date of signature), summarising the STF work carried out during the period concerned. The final report will contain an additional summary evaluation of the STF overall achievements and performance indicators. 

The Interim Report will include a progress report on the activities performed to date plus the latest draft versions of documents available at that stage of the activity (e.g. draft Technical Report) with contributions made to other tasks and the required cost control strategy information will be provided by ETSI. The Final Report will cover the activities performed since the Interim Report along with the publication version of the ESO-agreed Technical Report DTR/TISPAN/07044 (an ETSI TR with all 3 ESO logos and a joint copyright that will be freely available for download). The Final Report will also include the formal input made to the CEN WS/DPP in relation to task 4 in clause 7 of this Technical Proposal and a report on the actions carried out under task 5. The financial reporting will be provided and the required details will be made available under the DG Enterprise Cost Control Strategy along with an external audit certificate on acceptance of the report.
Part III – Financial part

8 Financial provisions in the EC/EFTA contract

8.1 8.1 Total action costs

Total action cost to be 256 800 EUR

	Task
	Experts
	Travel & Expenses
	TOTAL

	1
	
	
	

	2
	54 000
	4 000
	58 000

	3
	21 600
	8 000
	29 600

	4
	30 000
	7 000
	37 000

	5
	16 200
	6 000
	22 200

	6
	15 000 
	5 000
	20 000

	TOTAL
	136 800
	30 000
	166 800


All costs in Euro.

Manpower required = 228 man-days (136 800 EUR)

Travel budget =   30 000 EUR
An in-kind contribution of 90 000 EUR will be provided (equivalent of 150 man-days)

8.2 Expert Manpower

Total cost for STF resources for the creation of the Phase 1 Report:

228 working days at 600 € per day: 136 800 €. 

Number of experts required for the production of the M/436 Phase 1 Report:

Up to 8 experts for the total of 228 man-days.

8.3 Travel costs

Different means, including face-to-face meetings with stakeholder contacts will be important. The STF may therefore need to travel to various meetings. Full details of which meetings will be attended is not possible to state at this stage as the date of signature will affect the timing and location of the meetings which are still to be finalised in the TBs themselves. 

Total estimated cost for travelling: 30 000 €, including travelling costs to:

· Coordination Group meetings (STF leader) x 3-4

· Wider Steering Group Meetings (STF members) x 3 (more than one STF attendee)

· Open Meetings (STF members) x 2 (more than one STF attendee)

· European travels to events such as RFID Journal Live Europe and the 31st International Conference of Data protection and Information Commissioners, Madrid, November 2009

· Experts for the participation in 4-5 relevant meetings that will be organised by the Commission in Brussels (up to 10 travels estimated) 

To ensure liaison and alignment with international level activities a number of international travels will be foreseen to include events such as:

· DHS Data Privacy and Integrity Committee Meeting, US Homeland Security, USA, Dec 2009

· TACD Meeting, USA, 2010

· RFID Journal Live US, 2010

· IST, Japan 2010

· presentation of draft or final work programme, as best fits, to ISO/IEC JTC1/SC31.

8.4 Equipment necessary to implement the action

N/A

8.5 Cost of consumables and supplies necessary to implement the action

N/A

8.6 Other costs and services necessary to implement the action

N/A

8.7 Subcontracting to external organizations

N/A

8.8 Contribution in kind

The in-kind contribution is indicated in the relevant estimated financial budget and will follow the provisions of Article II.15.5 of the Framework Partnership Agreement between ETSI and the European Commission signed on 04 February 2009.

This proposed action will involve in-kind contributions to the deliverable from stakeholders including participants from CEN, CENELEC and ETSI (more specifically the members of the Steering Groups, ETSI TISPAN WG7, CEN TC225 and CEN WS/DPP) plus those of stakeholders in related bodies.

Full details of the schedule for the meetings that will be attended are not possible to provide at this stage as the date of signature will affect the timing and location of the meetings which are still not finalised in the organisations themselves. The number of meeting participants also varies so all figures are ESTIMATES. 

In-kind contributions will be justified by signed attendance sheets by participants in the planned activity. This in-kind contribution will mainly come from active review and participation of stakeholders in the ESO Coordination Group, the STF Steering Group as described in clause 5 of this proposal, the active review of participants from the three ESOs and with stakeholders at the proposed open meetings.

The following is a summary about the ESTIMATED contribution in kind:

· 95 days from meetings of the ESO Coordination Group and the STF Steering Group

· 55 days from stakeholder meetings (e.g. open meetings).

It is assumed that there will be up to 3/4 meetings of both the ESO Coordination Group (possibly not physical meetings) and the STF Steering Group over the duration of this action. It is expected that from 6-10 members will provide days of in-kind contribution (1 day of the meeting being the equivalent to 3 days of in kind contribution at 600 EUR/day which is expected to be around 95 days). Other meetings and actions with external bodies and stakeholders will take place and may add further days of in-kind contribution (55 days). Following our experience of previous actions, it is expected that the quotation will be achievable.

The total cost of funding via in kind contribution is 90 000 EUR € (35.05% of the total action cost) which is calculated as being equivalent to 150 working days at a cost of 600 EUR per day.
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� � HYPERLINK "http://www.grifs-project.eu" �www.grifs-project.eu�


� OECD Ministerial Meeting on the Future of the Internet Economy, Seoul,  Korea, 17-18 June  2008


� Take into account the work of GRIFS


� Assigned as a Policy lead due to the importance of costs in accessing the widest economic user benefits.





� Assigned as a Policy lead due to the importance of costs in accessing the widest economic user benefits.





� Data protection, privacy and information security can be greatly influenced by object identifiers in terms of opportunities to defend against threats and to enable suitable interoperability. The scope of the activity within Phase 1 will be to establish the foundation to the future development of guidelines to assist in the development of future object identifier standards under Phase 2.





